DEDICATED MICROS

Setting up a Linksys AG241 Router with a DS2 for
Remote Viewing

Introduction

This guide will explain how to set up a Digital 8pr2 (NetVu Connected) through a
Linksys AG241 ADSL router so that images can beve@ and cameras controlled
remotely.

Cables

If you're connecting directly to the DS2 from a B@Ou require a ‘crossover’ network
cable between your PC and the DS2. If you're coting through the router, then you
connect both to the router using ‘straight througgtwork cables.

IP Addresses

You'll need to ensure that your computer, the Rig8prite, and the router are all on the
same subnet. In the simplest terms, this meanshthdirst 3 segments of their IP
addresses are the same.

The default IP address for the routet®2.168.1.1. The sprite must also have an IP
address in the rand®2.168.1.xxx — where xxx is a unique number in the range 2-255.
Default gateway must be set to the IP addresswfguter, which by default is
192.168.1.1.

Check the DS2 manual for instructions on settirglthaddress of your unit. This must
be set manually rather than using DHCP.

By default, your computer will be set to get aratRiress automatically from the router,
and this won’t need setting. If you need to setanually, refer to your computer’s help
files. The IP provided by the router to the falstvice that connects 192.168.1.64.

Ports

The DS2 requires several TCP/IP network ports foded to it. A list of these ports is
below:

21 TCP Needed for updating software on the uniotety.

23 TCP Needed for issuing remote administrationroams.

80 TCP Needed for remote viewing of images, antbte administration through
web pages.

1025 UDP Needed for remote telemetry commands tedeved at the unit.

2074  UDP Needed for remote audio.

2075 UDP Needed for remote audio.

5201 TCP Provides access to information on whatfypkning in the unit for
troubleshooting purposes.
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Connecting to the Router

Open up your web brO\_Nser (normally Fil=  Edit  Wiew Favorites  Tools  Help
Internet Explorer) and in the address bar, | _ ~ 1 O - =
type in the IP address of your router, and Q-0 -HNR KPP e
press return. Address | hktp:j192.168.1.1/

Connect to 192.168.1.1 | e |

?\ - The first thing that you see should be a

popup box prompting for a username
Welcome to 192, 168.1.1 and paSSWOfd.
User name: |ﬂ admin j

Passward: | onossl

The default username and password are:
Usernameadmi n
Passwordadmn n

[~ Remember my password

oK I Cancel

Router Setup

ADSL Setup

After entering the username and
paSSWOI'd, you’” be prompted Wlth the Security AcCcess Applica_tions
“Basic setup” page of the router. Restricions & Sming

Fill in the information on this page with

Ad

the detal |S p rOVld ed by yOU r IS P . PYC Connection Pleaze Select a Connection: m
Everything between “Internet e
COI’] n eCtIO n Type” and “P POA Settl n gS” Internet Connection Type Encapsulation: I BFC 2364 FFPoA VI
is relevant to your ADSL connection. Ve Settings Mitplexng: O LLe @ ve
Contact your ISP for help with these Gos Typ: |_IUEiR |
. Pcr Rate: 1] cps
Settl n gS . Scr Rate: IU— chs
Autodetect: " Enable * Disable
Virtual Greut: [0 | Pl (Range 0255
EE el (Range 32~65535)
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Setup Options

There are two options to enable viewing over theriret: Port Forwarding, and a DMZ
(Demilitarized Zone).

Port Forwarding allows you to selectively forwantbound connections to your DS2.
This has the advantage of being secure — only atioms which you have specifically
allowed will be made, so potential security prokdesne reduced. Other inbound
connections are ignored. This is more complextap than a DMZ.

Putting the DS2 in a DMZ forwards all inbound coctians to the unit. This has one big
disadvantage — security. Anyone can attempt toecito any port on the DS2, leaving
the unit open to any future security vulnerabiditiel his is the simplest set up process,
only 3 clicks on this router.

(Note: At this time, there are no known vulnerabilities the DS2.)
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Option One — Port Forwarding

Click on the *Applications and Gaming’ button totg¢e the port forwarding pages of the
router setup.

Access App.cations
Restrictions & Gaming

Blazic Setiapy | DCNE | B

Administration

Setup Security

The port forwarding PVC Comection Select | | ee e [17]

page of the router

setup. PR L Application E":,z'r't'“' '“::;“' Protocol IP Address  Enabled
[t [eo | [ao [TcP =] | 1s2aeaafo | | T
[FTP 21 [zt [ I O
[FTP 2z 22 [TcP =l | 1g21es1]o | | T

This page lists a set of rules, each of which téksrouter to forward connections to a
computer on the inside of the network.

Application A label explaining what the port is used for.

External Port The port that you're listening to on the intersiele of the router.

Internal Port The internal port that you want to forward the rection to.
(Normally the same as the external port.)

Pr otocol Either TCP or UDP.

IP Address The IP address of your DS2.

Enabled Must be ticked for this rule to be active.

Several of the rules you need are already in bgudgfand just need enabling. They are:

e HTTP (port 80)
e FTP (port 21 only)
e Telnet (port 23)

%Applica‘tion E";i’r’t'a' '“:,‘;’r':a' Protocol IP Address  Enabled This is ?—n example of what yo_ur port
Ee— o [ [FE 1wt forwardln_g page should look like
= e ol | wmm] | ® after adding all the needed ports.
[Debug | [5201 | [sz0r | | [TCP x| | 1maesalz | @ See page 1 of this guide for a list of
e = Fors] | imieiz | R all required ports and what they're
[Telenet [i028 | [Tozs | | JUDP=]  1maesa]z | W needed for.
[fudic | Jzo7e | Jzove || JUDPE]  tmaesa]z | W
[fudic | Jzo7s | Jzovs || JUDPE]  tmaesa]z | W
HTH [1zz | [123 fuDP =] | 1921840 T
[PoP3 [110 | [i1o TP =] | 1g2aeea0 T

Click on ‘Save Settings’ and the setup is complete.
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Option 2 — DMZ (Demilitarized Zone)

In the ‘Applications and Gaming’ menu click on DMizighlighted below). Enable the
DMZ, and enter the IP address of the DS2 in the box

Applications

H . Access Applications Ll
&Gﬂmlng Setup Security Restrictions & Gaming Administration

Single Port Forwarding | Port Range Forwarding | Port Triggering | DMWZ |

DMZ Hosting: " Enable * Disable

DMZ Host IP Address: 1921 BB.1.I 1] [valid range is 1-254)

Save Settings Cancel Changes

Click on ‘Save Settings’ and the setup is complete.
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