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About This User's Guide

About This User's Guide

Intended Audience

This manual is intended for people who want to configure the NBG-416N using the
Web Configurator. You should have at least a basic knowledge of TCP/IP
networking concepts and topology.

Tips for Reading User’s Guides On-Screen
When reading a ZyXEL User’s Guide On-Screen, keep the following in mind:

< If you don’t already have the latest version of Adobe Reader, you can download
it from http://www.adobe.com.

- Use the PDF’s bookmarks to quickly navigate to the areas that interest you.
Adobe Reader’s bookmarks pane opens by default in all ZyXEL User’s Guide
PDFs.

< If you know the page number or know vaguely which page-range you want to
view, you can enter a number in the toolbar in Reader, then press [ENTER] to
jump directly to that page.

- Type [CTRL]+[F] to open the Adobe Reader search utility and enter a word or
phrase. This can help you quickly pinpoint the information you require. You can
also enter text directly into the toolbar in Reader.

< To quickly move around within a page, press the [SPACE] bar. This turns your
cursor into a “hand” with which you can grab the page and move it around freely
on your screen.

< Embedded hyperlinks are actually cross-references to related text. Click them to
jump to the corresponding section of the User’s Guide PDF.

Related Documentation
e Quick Start Guide

The Quick Start Guide is designed to help you get your NBG-416N up and
running right away. It contains information on setting up your network and
configuring for Internet access.

e Supporting Disc

The embedded Web Help contains descriptions of individual screens and
supplementary information.

e Support Disc

Refer to the included CD for support documents.
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Documentation Feedback
Send your comments, questions or suggestions to: techwriters@zyxel.com.tw
Thank you!

The Technical Writing Team, ZyXEL Communications Corp.,
6 Innovation Road |1, Science-Based Industrial Park, Hsinchu, 30099, Taiwan.

Need More Help?

More help is available at www.zyxel.com.
surronnavownsonos. [ pamm |

Download Library ¥ Firmware

Knowledge Base Software

Glossary Driver

Support & Feedback Datasheet

Warranty Information Tech Doc Overview

ZyXEL Windows Vista Support User's Guide

Forum Quick start guide

ICLI Reference Guide

= Download Library

Search for the latest product updates and documentation from this link. Read
the Tech Doc Overview to find out how to efficiently use the User Guide, Quick
Start Guide and Command Line Interface Reference Guide in order to better
understand how to use your product.

= Knowledge Base

If you have a specific question about your product, the answer may be here.
This is a collection of answers to previously asked questions about ZyXEL
products.

e Forum

This contains discussions on ZyXEL products. Learn from others who use ZyXEL
products and share your experiences as well.
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Customer Support

Should problems arise that cannot be solved by the methods listed above, you
should contact your vendor. If you cannot contact your vendor, then contact a
ZyXEL office for the region in which you bought the device.

See http://www.zyxel.com/web/contact_us.php for contact information. Please
have the following information ready when you contact an office.

e Product model and serial number.
e Warranty Information.

« Date that you received your device.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’s Guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may
need to configure or helpful tips) or recommendations.

Syntax Conventions

e The NBG-416N may be referred to as the “NBG-416N”, the “device”, the
“product” or the “system” in this User’s Guide.

e Product labels, screen names, field labels and field choices are all in bold font.

« A key stroke is denoted by square brackets and uppercase text, for example,
[ENTER] means the “enter” or “return” key on your keyboard.

- “Enter” means for you to type one or more characters and then press the
[ENTER] key. “Select” or “choose” means for you to use one of the predefined
choices.

« A right angle bracket ( > ) within a screen name denotes a mouse click. For
example, Maintenance > Log > Log Setting means you first click
Maintenance in the navigation panel, then the Log sub menu and finally the
Log Setting tab to get to that screen.

* Units of measurement may denote the “metric” value or the “scientific” value.
For example, “k” for kilo may denote “1000” or “1024”, “M” for mega may
denote “1000000” or “1048576” and so on.

e “e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other
words”.
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Icons Used in Figures

Figures in this User’s Guide may use the following generic icons. The NBG-416N
icon is not an exact representation of your device.

NBG-416N Computer Notebook computer

Server Modem

Switch Router
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Safety Warnings

Safety Warnings

= Do NOT use this product near water, for example, in a wet basement or near a swimming
pool.

= Do NOT expose your device to dampness, dust or corrosive liquids.
= Do NOT store things on the device.

= Do NOT install, use, or service this device during a thunderstorm. There is a remote risk
of electric shock from lightning.

= Connect ONLY suitable accessories to the device.

= Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel should
service or disassemble this device. Please contact your vendor for further information.

= Make sure to connect the cables to the correct ports.

= Place connecting cables carefully so that no one will step on them or stumble over them.
= Always disconnect all cables from this device before servicing or disassembling.

= Use ONLY an appropriate power adaptor or cord for your device.

= Connect the power adaptor or cord to the right supply voltage (for example, 110V AC in
North America or 230V AC in Europe).

= Do NOT allow anything to rest on the power adaptor or cord and do NOT place the
product where anyone can walk on the power adaptor or cord.

= Do NOT use the device if the power adaptor or cord is damaged as it might cause
electrocution.

= If the power adaptor or cord is damaged, remove it from the power outlet.

= Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a
new one.

= Do not use the device outside, and make sure all the connections are indoors. There is a
remote risk of electric shock from lightning.

= Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

= Antenna Warning! This device meets ETSI and FCC certification requirements when using
the included antenna(s). Only use the included antenna(s).

= If you wall mount your device, make sure that no electrical lines, gas or water pipes will
be damaged.

Your product is marked with this symbol, which is known as the WEEE mark. WEEE i"ﬁi
stands for Waste Electronics and Electrical Equipment. It means that used electrical ﬁ
and electronic products should not be mixed with general waste. Used electrical and
electronic equipment should be treated separately.

8 NBG-416N User's Guide




Contents Overview

Contents Overview

(0L Y =T BRI U] o L= PO RRTPOTPRRPR 17
Ta oo [ ox i o] o EE T PO P TP PUPPPPPPPPPPPRN 19
THE WPS BUIION ettt e e e e e et e e e e e e e e e e e sa st e et e e e e e eeeeeeesarnnneees 23
NI LA =T oI 0] oo U] = o TS 25
(@] ol aT=Tex 110 YAV 2= 1 o U RO PSPRPRR 35
F o Y [o o [ T PP TP PR PPPPPPTUPPPRN 49
LU (o =1 £ PR PR SR 57

Technical REFEIENCE .....ooiiii e, 65
WIFEIESS LAN .ttt et e e e e e e e e s ok e bbb ettt ee e e e e e e e e s e ansanbnbbeeeeaaaaesaannnns 67
R AT A RO PRSON 83
Y PP PRPRPRPPPPR 91
DHCP SBIVET ..ttt ettt e oottt et e e e a4 e e e bbb e ettt e e e e e e e e e s e e b et e e e e e e 95
Network Address TransIation (NAT) ... et r e e e e e e e e e e eenbbee e eeeeas 101
1= PR PRSPPI 109
REMOE MANAGEMENT ... e e e e e e et e et e et ettt e e et e b e b et e e e e e e e e e e e e e aaaeaaeas 113
Universal Plug-and-Play (UPNP) ......oooiiiiii et a e ne e e e e e e e e e 117
)Y A1 (=] 1 [T P PP PPPUTUPPPUPPPPPPPRPPON 125
0o 131
1o S OO PR R RPPPRP 133
SYS OP MOAE ..oeiieiiii ittt ettt et e e e e e e e e s ettt e e e e e e e e e e e e e aa et araaaaa e e e e e anreaaees 139
(=T g Lo (U =T [PPSO U PO PRPOPPPPP 143
B0 18] 0] =3 o o) 1 Vo T 145
Product SPECIfICALIONS ......oiiiiiiiiiiei ittt 153

NBG-416N User's Guide 9




Contents Overview

10

NBG-416N User’s Guide



Table of Contents

Table of Contents

ADOUL THiS USEI'S GUITE ..uuuviiiiiiiiiiiiiiiiiiiieieteeeeeseesseeee e e eeeeseeeeeeeeeeaaeeeeeeaeeeaeeeaaetaeeaaeaaaaeaaaaaeaaaees 3
Do Lol U T g L=t ol A OTo T g RVZ=T o] 1o ] o K= PP PPPPPPP 6
Safety WarNiNgS ..o, 8
CONTENTS OVEIVIEW ..o 9
TaDIE OF CONTENES ..ooiiiiiiieeeeeeeeee e, 11
Part 11 USEr'sS GUIAE.........uuiiiiiieeii et 17
Chapter 1
1o X0 [0 o o o 19
L1 OVBIVIEW et e et e et e e et e e e e e e e e e e e e e e e e e e e e e ae e e e te b e e e e e e e e e e e e e e aaaaaaaaaaaaaaes 19
Y o o] o= 11 1 1SRRI 19
1.3 Ways to Manage the NBG-4L16N ......ccooiiiiiiiiiiiiiiiaa et a e e e e e e e e e e e e 20
1.4 Good Habits for Managing the NBG-416N .........ccccooiiiiiiiiiiiiiiieeeee e ceeiinireere e e e e e e e e e 20
R I SO PPPTR 20
Chapter 2
I TSI S T = TV 1 (o 1 o PSSR 23
2.0 OVEBIVIEBW .t e e e e e e e e e e e e e e e e et e et ettt e et et sttt e eeeeeeeeeeaaaeaeaeaaeeeaaretabarannrnrnrns 23
Chapter 3
The WED CONTIQUIALOT ...t e e e e e e e et e s e e e e e e e aaata e a e e e e e eeensennnanas 25
T RO A= T 1 PP PRPRPPt 25
3.2 Accessing the WebD COoNfigUIAtOr ........iicieiiiii e e e e e e s e rer e e e e eaee s 25
3.3 ReSetting the NBG-4LON ...ttt e e e e e r e e e e e e e e e e s e nnnbesaeeeeaaaaeas 27
3.3.1 UsiNg the RESET BULION .....uuutiiiiiiiieeeeesiiiiieiteere e ee e e e e e s s ssntananeeaeeaeee s s s s snnnnsnnneeenaeeees 27
3.4 Navigating the Web Configurator — ..........ooiiiiiiiiiiee e 27
3.5 Status Screen (ROULEN MOOE) ......uuviiiiiiiiiiie e e e ee e e e e e e e e e e e s s e e e e e e e e e e e e e senennrenneees 28
3.5.1 NaVIgQation Pan@l ..ottt e e a e e e e 30
3.5.2 SUMMary: DHCP TabIE oo en e e e e e e e 32
3.5.3 Summary: Packet StatiStICS  ..ooiiiiiiiiii it 33
3.5.4 Summary: WLAN Station StAtUS  ...euvviiiiiiiiieiee e e e e e e s eereae e e e 34
Chapter 4
(Ofo] gY aT=Toa A To] g NYAV 4= T o E OO UPPPPPRP 35

NBG-416N User's Guide 11




Table of Contents

Y= Vo IR~ (1 o O 35
4.2 Connection Wizard: STEP 1: System INfOrmation ...........cccccoiiiiiiiiiiiiiiiiee e 36
4.2.1 SYSTEIM NAIMIE ..ottt e e e e e e et aa e e e e e et e e e e e e aab e e e eeeanen 36
A Yo T 4 = UL T V=T T RSSO 37
4.3 Connection Wizard: STEP 2: WIrelesSs LAN ..ottt 38
4.3.1 Extend (WPA-PSK 0r WPA2-PSK) SECUIMLY .....ceiiiiiiiiieiiiiiie et 39
4.4 Connection Wizard: STEP 3: Internet Configuration ...........ccceeeveiiiiieieieiiiiieceeenn 39
4.4.1 Ethernet CONNECHION ..o ettt e e e e e e e e e e e e e e e e e e s snnnn e aeeeaeeaaeeas 40
4.4.2 PPPOE CONNECHION ..oeiiiiiiiiiiiiitete ettt e ettt e e e e e e e e e s et eeeeaaa e s 40
4. 4.3 PPTP CONNECHION .iiiieiiiiiiititteeit et e ettt e et e e e e e e s e st e e e e e e e eeaesaenannneaneeeeeeeas 42
A 4.4 YOUN TP AGQAIESS ..ottt ettt e e e et e e e e e e e e e e et eeeeas 43
4.4.5 WAN IP AdAreSs ASSIGNMENT ......oiiiiiiiiiiiiiiiiie ettt 44
4.4.6 1P Address and SUbNet MasK .......coooiiiiiiiii e 44
4.4.7 DNS Server Address ASSIGNMENT ......oiiiiiiiiiiiee it 45
4.4.8 WAN IP and DNS Server Address ASSIGNMENT .........ooviviviviiiiiiiiiiiis e e e e e e e e aeaees 46
4.4.9 WAN MAGC AGUIESS ...ceeeeieiiiitiiiee ittt e ettt e e e e e e s e s s et eeeaeaeeesassnnnstnbeeeeeeeaeas 47
4.5 Connection Wizard COMPIELE ....coiiii oo 48
Chapter 5
F N e 1V o Lo = PP PPPPPR PRSP 49
5.1 OVEIVIBW .ttt ettt et e e e o4 o4 4o ek bbb e et ettt e e e e e e e 4 e e e R R bbb b e e et e e e e e e e e e e e nnneeeeaaaeeas 49
5.2 Setting your NBG-416N t0 AP MOUE ......ooiiiiiiiiiiie ettt 49
5.3 Status SCreen (AP MOAE) .....oovviiiiiiiiiiii ittt e e e e e e e e e e e e e e e e e eeeeeeaanrnrann 50
5.3.1 NAVIGAtioN PANEI .....ccooiiiiiiiiiiii e 52
5.4 Configuring YOUT SEHNGS .vvvvveiiiiiiiiiiiiiiise e i e e e s e e e e e e e ettt s s s s e s e e e e e eeaeaaeeeeeeesenssnnnens 53
5141 LAN SEINGS .oetiiiiiiiiteeiiiiet ettt ettt ettt e st e e e et e e e et e e e et e e e e e e 53
5.4.2 WLAN and MaintenancCe SEettNGS ......ccooviiiiiiiiiiiiiiiis s e e e e e e e 54
5.5 Logging in to the Web Configurator in AP MOGE .........cooiiiiiiiiiiiiiiiiie e 54
Chapter 6
LU Ko T = S EUUEEUS 57
LS @ =T V1= SRR RRR PRI 57
6.2 How to Connect to the Internet from an AP .......oeeeiiiiiii e 57
6.2.1 Configure Wireless Security Using WPS on both your NBG-416N and Wireless Client
57
6.3 Enable and Configure Wireless Security without WPS on your NBG-416N ........................ 61
Part Il: Technical Reference ..o 65
Chapter 7
WVITEIESS LAN ottt ettt e e e e et et e e e e e e e e bbb et e e e e e e s e nnnbbeeeeeans 67
T L OVEIVIEW .ottt ettt e e oo 4444 ook b b e bbbt ettt e e e e e e e 4 e e R R bbb bt e et e e e e e e e e e e nnneeeeeaaeeas 67

12 NBG-416N User's Guide




Table of Contents

AT = A o TV @ T o T 5 T T PRSP 68
7.3 What YOU ShOUld KNOW .....ouuiiiiiiiiiiieie i e e e e e e e e e e e e e e e e e e e e e be e aaaaans 68
7.3.1 Wireless SECUNLY OVEIVIEW ......cccocieiiiiieieiiieeiiiie s se e e e e e e e e e e e e e e e e e e eeae e aeaanran s 68
7.4 General WiIreleSS LAN SCIEEN ......vuuuieiiiiiiiiie i e e e e e e ee e ettt s e e e e e e e e e e eeeaaeeeeesaeesareens 71
A Vo TR Y=o U 1Y/ 72
T.4.2 WEP ENCIYPLON .ottt ettt e st e e 73
7.4.3 WPA-PSK/WPAZ-PSK ...ttt ettt e e e e e e e e e e s e s e reeaaaaee s 75
T5 IMAC FIEE . ettt et e ettt a e e s e e e eeeeaeeeaeseeeeesserstabeseessareees 76
7.6 Wireless LAN ADVANCEA SCIEEN .......uuuiiuiiiiiiii e i e e e e e e e e e e et ettt s s e e e e e e e e e aeaaaeeeeeaneannnnn 77
7.7 Quality Of Service (QOS) SCIEEN .....oiii ittt 79
T.B WPS SCIEEIN ...ttt ittt e e e e et et e e e et e et e e e e e et b e e e e e eeb e e e e e estn e aneenaens 80
7.9 WPS StatiON SCIEEN . ..ottt e et e ettt ee s e e e e e e e eeaeeeeeeeeeeeesersaaaaaeans 81
7.10 SCheduliNg SCIEEN ......iiiii ettt e s e e e e e e e e e e aaaeaaeeeeeeeeaenenrnnns 81
Chapter 8
R A PP 83
S T O A= 1= SOOI 83
8.2 What YOU NEEA TO KNOW .....oeviiiiiiiiiiiiiiii i e e i e e e e ee et ettt e s e e e e e e e aeeeaeeeeeeeeeessssaaeaans 83
8.2.1 Configuring Your Internet CONNECHION .........ovvvviiiiiiiiiiceee e 84
8.3 INternNet CONNECIION ......oiiiiiiiiiiii e e et e e s e e e e e e e eaeeaeaeaeeeseeeesessssraanreens 85
8.3.1 Ethernet ENCAaPSUIAtION ........cccoiiiiiiieieceee e e e e e e e e 85
8.3.2 PPPOE ENCAPSUIALION ...ttt 87
G TG I o I e =t o Tor=Y o] U] = ) o 88
Chapter 9
I N PP 91
LS TR O 1Y =T 1= PSPPSR 91
9.2 What YOU NEEA TO KNOW ....cevviiiiiiiiiiiiiiiiei e i e e e e e ee e e ettt s e s e e e e e e e aeaeaeeeeeeeeeessssaaraans 92
S T R | oY IR (1 92
9.2 2 LAN TCP/IP et e e 92
0.3 LAN TP SCIEEIM ..ottt et e e e ettt e e e e e b e e e e e eab s e e e aesta e eaeeeaens 93
Chapter 10
D] o (O oYY = PP 95
L0, L OVEIVIEW eevuie i et e et e ettt e s e e e s e e e e e e e e e e e e e eeee e e eeaeeteba e a e e e e e e e e e eeeaeaaaaeeaaaeees 95
10.2What YOU CAN DO ...cooiiiiiicceeee ettt ettt e e e e e e e e e e e e e e aaaeaes 95
10.3 What YOU NEEA TO KNOW ....ccoiiiiiiiiiiieeeieie s e e e e e e e e e e e e e e e s e s e aaeeaaaeaeaeees 95
10.4 GENEIAI SCIEEIM ..ottt e e e e e e e et et e et e e e e e e e e e e e e eaeaeaaaeaeeeaes 96
OB Ao Y= Vg Tt =To IR 1= o SRR 96
10.6 CHENE LISt SCIEEN ...uiiiiii it e e e e e et e e e e e e e e e e e eaaaaaaeas 98
Chapter 11
Network Address TranSIation (NAT) ... .. . . e ettt eee e eee e e e e e e e eeeeeeeeeeeeeeeeeees 101

NBG-416N User's Guide 13




Table of Contents

D10 OVEIVIEW ittt e ettt e e e o4 e oo et bttt et e et a2 e 44 e 4 e s b bbbttt ettt e e e e e e e e e aannnbbnbbeeeeeeeeas 101
11.2 What YOU CAN DO ..ooiiiiiiiieecceeeeeee et e ettt e e e e e e e e e e e e e eaaaeens 102
11.2.1 What YOU NEed TO KNOW ..ottt ettt e e e e e e 102
11.3 GENEIAI NAT SCIEEN ..uuiiie i e e e e e e e e e e e e e e e e e e e e e e e eaeaaans 104
11.4 NAT APPLICAtION SCIEEN ..ot e e e ettt a e s e e e e e e e aeaaeeaeeannes 105
11.5 TeChniCal REEIENCE ...t e e e e e e e e e e e aeaas 107
11.5.1 NAT Port Forwarding: Services and Port NUMDErS .......cccccceviiiiiiiiieieeieiiieieeeeeeiiies 107
11.5.2 NAT Port Forwarding EXample ... 108
Chapter 12
FITEWALL. ... e e e et e e e e et e e e ettt s e e e e e e eeaeett bt e e eaeaaaaeeeaaaennes 109
L2.1 OVEIVIEBW i it e e e e e e e e e e e e e e e e e e et e et e e e e e et e e e e e e e e e eeeeeaaaaaaaeans 109
12.2 WhHat YOU CAN DO .ccooiiiiiiiiiitetee ettt ettt et e e e e e e e e e s et n e eeeeee s 109
12.3 What YOU NEEA TO KNOW .....coiiiiiiiiiiiiieeeee ettt e e e e et e e e e e e e e e 110
12.3.1 About the NBG-416N FIreWall .........covviiiiiiiiieeiiiiiee e 110
12.3.2 VPN Pass Through FEAUIES ........ccueiiiiiiiiii it 110
12.4 General FIreWall SCrEEN ...t e e e e e e eaee s 111
L12.5 SEIVICES SCIBEN ittt et e e e e e e e e e e e et e e et et ettt e e e e e e e e eeeaaaaaeas 111
Chapter 13
ReMOtE MANAGEMENT ... . e et e et e e e e e e et s et e e e e e e eeeenbennnns 113
L3, L OVEBIVIEW ettt ee e e et e ettt e e e e e e e e e e e e e e e e ee e e e e e e aeae et s e st et e e e e e e e e eaeeaaaaeaaaas 113
13.2 What YOU NEEA TO KNOW ....uuiiiiiiiiiiieeeiie ittt e e e e s e e eeeeeeeeee e s 113
13.2.1 Remote Management LIMItatiONS .......c..ooeiiiiiiiiiieiiiiiiie et 114
13.2.2 Remote Management and NAT ... e e e e e e e e e e ee e 114
13.2.3 SYSIEM TIMEOUL ..eeiiiiiiiiee ittt e et e e e et e e e anees 114
L33 WWWW SCIEEN it e e e e e e e e e ettt e e e e e e e b e e e e e e e e e e e e e eeeeas 115
Chapter 14
Universal Plug-and-Play (UPNP) .......cooiiiiiiiii i nnnnnnne 117
LD OVEIVIEW .ttt ettt ettt e o4 oo 4okttt et et a2 224 e 4ok bbb e sttt e e e e e e e e e e e nnbbbbnbeeaeeee e s 117
14.2 What YOU NEEA 10 KNMOW .....ooiiiiiiiiiiiiiitieie ettt s e e e e e e e eaeaeas 117
TA.ZUPKP SCIEEIN ..ot e et et ettt et bbb e e e e e e e e e e e eeeaeeas 118
14.4 TechniCal REEIENCE ......ooiiiieeeeeee e e e e e e aeaeaaas 119
14.4.1 Using UPNP in Windows XP EXamMPIE ......ovviiiiiiiiiiiiii e 119
14.4.2 Web Configurator EASY ACCESS ......ueiiiiiiiiiiieiiiiiiie ettt 122
Chapter 15
) A1 1= 1 1 IO 125
L5, 1 OVEBIVIEW eetieiieie e et e e e e e e e e e e e e e e e e e e e e et e e e e e e et e e e e e e e e eeeeeaaaaaaaaeens 125
15.2 WHat YOU CAN DO .coooiiiiiiiiiieee ettt ettt e e e e e e e e e s et eeeeeeae s 125
15.3 SYStEM GENEIAI SCIEEN  ..ooiiiiiiiiie ettt e e et e e e aneeees 125
15.4 TIME SEelNG SCIEEN ....cii i e e e e e e e e et e et s s e s e e e e e e e aaaaaaaees 127

14 NBG-416N User's Guide




Table of Contents

Chapter 16

0 o 131

L6.1 OVEBIVIBW ...ttt ettt ettt e e e oo o4 4 a ek b bbbttt e e e e a2 e e e e e e a e b bbb s et e e e e aaeeeeeaannnbbbbeeaaaaaeas 131

16.2 What YOU NEEd t0 KNMOW .....euiiiiiiiiiiiie sttt et a e s 131

16.3 VIEW LOQ SCIEEIN ..ceiiieiiii ittt ettt e e e e e e e e e s e bbb ettt e e e e e e e e e e e e e e nbanbbenreeeaaaeans 131
Chapter 17

10 0] PP UTRUSRPRRP 133

L7.0 OVEBIVIBW <.ttt ettt et e e e e e o4 4 a ke b bbbttt e et a2 2 e e e e e e an e b abe s e e e e e e e e e e e e ea e nnnbbbbeaaaaaaeas 133

17.2 What YOU CAN DO ...uvieiieiiiiiiiie ettt ettt ettt e e sttt e e e st e e e s et e e e s nneneeas 133

17.3 Firmware UpPIOd SCIEEN .......eeiiiiiiiiieii ettt et e e e e e e e eeaaeaa s 133

17.4 CoNfigUIation SCIEEN ....cccceiii ittt e e e e e e e s e e ee e e e e e e e s e aennsnrrenneeeees 136

17.4.1 Backup CONFIQUIALION ......eiiiiiiiiiiiiiiite ettt e e e e e e e e e e e as 136

17.4.2 ReStore CoNfIQUIAtioN ........ccieeeiiiiiiiiiiiiieii e e e e s e e e e e e e e e s ner e e e e e e aeeaanan 137

17.4.3 Back to Factory DefaullS .......coooiiiiiiiiiieiiiie e 138

L17.5 RESEAIT SCIEEIN ..eiieeiiiiie ettt ettt e e e e e et ettt e e e e e e s e s bbb neeeee s 138
Chapter 18

SYS OP MOUE ...ttt et oottt e e e e e et e et e e e e e e e e e e 139

RS T R @ V=T oV T PRSPPI 139

18.2 What YOU NEed t0 KNOW ...ttt ettt e e e e e e e e e e nne b eeeeas 139

R 1o o 1T | IS Yot == o PO PRR 140
Chapter 19

(= Lo Lo [ U= To TSR PPPRPPTPPPIN 143

S I T g T U= T = o == o 143
Chapter 20

TrOUDIESNOOTING ..ttt ettt e e e e e e e e e e e e e e e 145

20.1 Power, Hardware Connections, and LEDS ..ot 145

20.2 NBG-416N ACCESS @NU LOGIN ..etttiiiiiiiiiiieiaaaei ettt ee e e e e e e e e e aennbeee e eeeeas 146

20.3 INTEIMNEE ACCESS ....utetiiiiteiee e e ettt e e e et ettt et e e e e e et bbbt ettt e e e e e e e s e e annnrenee s 148

20.4 Resetting the NBG-416N to Its Factory DefaultS ... 149

20.5 Wireless Router/AP TroubleShOOtiNG .........cccuiviiiiiiiiiiieeee e e 150
Chapter 21

(o To LU ol AT o T=Tod T oF= Ui o] o B PP 153

Appendix A P Addresses and SUDNELHING ..........euviiiiiiiiiiiiiiiiiiiieeiieeeeeeeee e 157

Appendix B Pop-up Windows, JavaScript and Java PermisSions...........ccccccovvviivireeeeeennnnns 167

Appendix C Setting up Your COmpuUter’'s IP AdAreSs ........cc.uvviiiiieeiiiiiiiiiiieee e 175

21.0.1 Verifying SELHNGS ...ccoiiiiieieiiitiie ettt e et e e e st eeeeeane 192

NBG-416N User's Guide 15




Table of Contents

Appendix

Appendix
Appendix

Appendix

D WIIIESS LANS ...ttt ettt e e e e e e e e e 193
21.0.2 WPA(2)-PSK Application EXamPIe ..........uuueeiiiiiieeeiiiiiiiiiiieeie e e e s ssiiineeee e e e e 203
21.0.3 WPA(2) with RADIUS Application EXample ...........ccccueiiiiiiiiiiiiiiiieieeeeee e 203
E S BIVICES ..t 205
F Open Software ANNOUNCEMENTS .......cccoiiiiiiiei et 209
G CTo = 1l Lo (0] g0 =110 ] o FS PP 231
................................................................................................................................ 239

16

NBG-416N User’s Guide



PART |
User’s Guide

17




18




Introduction

1.1 Overview

This chapter introduces the main features and applications of the NBG-416N.

The NBG-416N extends the range of your existing wired network without
additional wiring, providing easy network access to mobile users. You can set up a
wireless network with other IEEE 802.11b/g/n compatible devices.

A range of services such as a firewall and content filtering are also available for
secure Internet computing.

1.2 Applications

Your can create the following networks using the NBG-416N:

< Wired. You can connect network devices via the Ethernet ports of the NBG-
416N so that they can communicate with each other and access the Internet.

« Wireless. Wireless clients can connect to the NBG-416N to access network
resources.

 WAN. Connect to a broadband modem/router for Internet access.
Figure 1 NBG-416N Network

LAN1
LAN2

LAN3
LAN4
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1.3 Ways to Manage the NBG-416N

Use any of the following methods to manage the NBG-416N.

< WPS (Wi-Fi Protected Setup). You can use the WPS button or the WPS section of
the Web Configurator to set up a wireless network with your ZyXEL Device.

< Web Configurator. This is recommended for everyday management of the NBG-
416N using a (supported) web browser.

1.4 Good Habits for Managing the NBG-416N

Do the following things regularly to make the NBG-416N more secure and to
manage the NBG-416N more effectively.

< Change the password. Use a password that’s not easy to guess and that consists
of different types of characters, such as numbers and letters.

< Write down the password and put it in a safe place.

 Back up the configuration (and make sure you know how to restore it).
Restoring an earlier working configuration may be useful if the device becomes
unstable or even crashes. If you forget your password, you will have to reset the
NBG-416N to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the NBG-416N. You
could simply restore your last configuration.

1.5 LEDs

Figure 2 Front Panel

The following table describes the LEDs and the WPS button.

Table 1 Front Panel LEDs and WPS Button
LED COLOR |STATUS |DESCRIPTION

POWER Green on The NBG-416N is receiving power and
functioning properly.

d) Off The NBG-416N is not receiving power.
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Table 1 Front Panel LEDs and WPS Button (continued)

LED COLOR |STATUS |DESCRIPTION
LAN 1-4 Green On The NBG-416N has a successful 10/100MB LAN
connection.
Blinking The NBG-416N is sending/receiving data through
@ the LAN.
Off The LAN is not connected.
WAN Green On The NBG-416N has a successful 10/100MB WAN
connection.
Blinking The NBG-416N is sending/receiving data through
« the WAN.
Off The WAN connection is not ready, or has failed.
WLAN Green On The NBG-416N is ready, but is not sending/
receiving data through the wireless LAN.
a Blinking The NBG-416N is sending/receiving data through
i the wireless LAN.
The NBG-416N is negotiating a WPS connection
with a wireless client.
Off The wireless LAN is not ready or has failed.
WPS Green On WPS status is configured.
Blinking The NBG-416N is negotiating a WPS connection
c with a wireless client.
Off The WPS status is not configured or disabled.
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The WPS Button

2.1 Overview

Your NBG-416N supports WiFi Protected Setup (WPS), which is an easy way to set
up a secure wireless network. WPS is an industry standard specification, defined
by the WiFi Alliance.

WPS allows you to quickly set up a wireless network with strong security, without
having to configure security settings manually. Each WPS connection works
between two devices. Both devices must support WPS (check each device’s
documentation to make sure).

Depending on the devices you have, you can either press a button (on the device
itself, or in its configuration utility) or enter a PIN (a unique Personal Identification
Number that allows one device to authenticate the other) in each of the two
devices. When WPS is activated on a device, it has two minutes to find another
device that also has WPS activated. Then, the two devices connect and set up a
secure network by themselves.

For more information on using WPS, see Section 6.2.1 on page 57.

NBG-416N User's Guide 23




Chapter 2 The WPS Button

24

NBG-416N User’'s Guide



The Web Configurator

3.1 Overview

This chapter describes how to access the NBG-416N Web Configurator and
provides an overview of its screens.

The Web Configurator is an HTML-based management interface that allows easy
setup and management of the NBG-416N via Internet browser. Use Internet
Explorer 6.0 and later versions, Mozilla Firefox 3 and later versions, or Safari 2.0
and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

= Web browser pop-up windows from your device. Web pop-up blocking is enabled
by default in Windows XP SP (Service Pack) 2.

- JavaScript (enabled by default).

- Java permissions (enabled by default).

Refer to Chapter 20 Troubleshooting to see how to make sure these functions are
allowed in Internet Explorer.

3.2 Accessing the Web Configurator

1 Make sure your NBG-416N hardware is properly connected and prepare your
computer or computer network to connect to the NBG-416N (refer to the Quick
Start Guide).

2 Launch your web browser.
3 Type "http://192.168.1.1" as the website address.

Your computer must be in the same subnet in order to access this website
address.
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click OK.

Figure 3 Login Screen

The server 192,165,1,1 at NBGE-416M M-lite Home Router
requires a username and password,

Warning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without a secure connection),

Lser name: | € adnin j

Password: | [T

[ Remember my password

oK I Cancel |

4 Type admin (default) as the user name and 1234 (default) as the password and

5 You should see a screen asking you to change your password (highly

recommended) as shown next. Type a new password (and retype it to confirm)

and click Apply or click Ignore.

Figure 4 Change Password Screen

Please enter a new password

Note: The management session automatically times out when the time period set in
the Administrator Inactivity Timer field expires (default five minutes). Simply

log back into the NBG-416N if this happens.

6 Select the setup mode you want to use.

* Click Go to Wizard Setup to use the Configuration Wizard for basic Internet

and Wireless setup.

* Click Go to Advanced Setup to view and configure all the NBG-416N’s

settings.
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« Select a language to go to the basic Web Configurator in that language. To
change to the advanced configurator see Chapter 19 on page 143.

Figure 5 Selecting the setup mode

Please select Wizard or Advanced mode

The Wizard setup walks you through the most common configuration settings.
é\l’;_suggaﬁ you use this mode if it is the first time you are setting up your

Ak e i AT 4
Y

English Frangais

Espanol Italiano

ke

3.3 Resetting the NBG-416N

If you forget your password or IP address, or you cannot access the Web
Configurator, you will need to use the RESET button at the back of the NBG-416N
to reload the factory-default configuration file. This means that you will lose all
configurations that you had previously saved, the username will be reset to
admin and password will be reset to 1234. The IP address will be reset to

“192.168.1.1".

3.3.1 Using the RESET Button

1 Make sure the power LED is on.

2 Press the RESET button for longer than 1 second to restart/reboot the NBG-416N.

3 Press the RESET button for longer than five seconds to set the NBG-416N back to
its factory-default configurations.

3.4 Navigating the Web Configurator

The following summarizes how to navigate the Web Configurator from the Status
screen in Router Mode and AP Mode.

27
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3.5 Status Screen (Router Mode)

Click on Status. The screen below shows the status screen in Router Mode.
(For information on the status screen in AP Mode see Chapter 5 on page 50.)

Figure 6 Status Screen (Router Mode)
ZyXEI’. TE W

» Status

Refresh Interval : | None = Refresh Now
Device Information System Status
NBG-416N

B-Network System Name: NBG-416N System Up Time: 00:01:53
Wireless LAN Firmware Version: V1.00(USA.0)b1 Current Date/Time: 1970-01-01/00:01:53

g
l S status

P

WAN Information System Resource:
Ldile) - MAC Address: 00:01:02:BE:77:07 - CPU Usage: T 4%
LAN - Connection Type: Ethernet - Memory Usage: B 50
DHCP Server - IP Address: 0.0.0.0 System Setting:
- 1P Subnet Mask: 0.0.0.0 - Firewall: Enable

NAT - UPnP: Disable

. - Gateway: 0.0.0.0
FESacurity - DNS: 168.126.63.1
Firewall LAN Information

I - MAC Address: 00:01:02:BE:77:06
- 1P Address: 192.168.1.1
Eamoe MG - 1P Subnet Mask: 255.255.255.0

UPnP - DHCP:
WLAN Information

Server

B-Maintenance

system - MAC Address: 00:01:02:8E:77:08
- Status: on
Logs - Name(SSID): ZyREL
Tools - Channel; Auto
e - Security Mode: OPEN
- 802.11 Mode: 802.11 b/a/n
Langmage - WPs: Uncenfigured

Interface Status Summary

DHCP Table (Details...
Packet Statistics (Details...
WLAN Station Status (Details...

The following table describes the icons shown in the Status screen.

Table 2 Status Screen Icon Key

ICON

DESCRIPTION

Click this icon to open the setup wizard.

Click this icon to view copyright and a link for related product information.

Click this icon at any time to exit the Web Configurator.

|F'.efresh Interyal: |2U zeconds ﬂ|

Select a number of seconds or None from the drop-down list box to refresh

all screen statistics automatically at the end of every time interval or to not
refresh the screen statistics.

Click this button to refresh the status screen statistics.
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The following table describes the labels shown in the Status screen.

Table 3 Web Configurator Status Screen (Router Mode)

LABEL

DESCRIPTION

Device Information

System Name

This is the System Name you enter in the Maintenance > System >
General screen. It is for identification purposes.

Firmware Version

This is the current firmware version of the NBG-416N.

WAN Information

- MAC Address

This shows the WAN Ethernet adapter MAC Address of your device.

- Connection Type

This shows the current connection type.

- IP Address

This shows the WAN port’s IP address.

- IP Subnet Mask

This shows the WAN port’s subnet mask.

- Gateway

This shows the WAN port’s gateway IP address.

- DNS

This shows the IP address of your DNS server.

LAN Information

- MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

- IP Address This shows the LAN port’s IP address.
- IP Subnet Mask This shows the LAN port’s subnet mask.
- DHCP This shows the LAN port’s DHCP role - Server or None.

WLAN Information

- MAC Address

This shows the wireless adapter MAC Address of your device.

- Status This shows the current status of the Wireless LAN - On, Off or Off by
scheduler.

- Name (SSID) This shows a descriptive name used to identify the NBG-416N in the
wireless LAN.

- Channel This shows the channel number which you select manually.

- Security Mode

This shows the level of wireless security the NBG-416N is using.

- 802.11 Mode

This shows the wireless standard.

- WPS

This displays Configured when the WPS has been set up.
This displays Unconfigured if the WPS has not been set up.

Click the status to display Network > Wireless LAN > WPS screen.

System Status

System Up Time

This is the total time the NBG-416N has been on.

Current Date/Time

This field displays your NBG-416N’s present date and time.

System Resource

- CPU Usage

This displays what percentage of the NBG-416N’s processing ability is
currently used. When this percentage is close to 100%, the NBG-416N is
running at full load, and the throughput is not going to improve anymore.
If you want some applications to have more throughput, you should turn
off other applications.

- Memory Usage

This shows what percentage of the heap memory the NBG-416N is using.
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Table 3 Web Configurator Status Screen (Router Mode) (continued)

LABEL DESCRIPTION
System Setting
- Firewall This shows whether the firewall is active or not.
- UPnP This shows whether UPnP is active or not.
Interface Status
Interface This displays the NBG-416N port types. The port types are: WAN, LAN
and WLAN.
Status For the LAN and WAN ports, this field displays Down (line is down) or Up
(line is up or connected).
For the WLAN, it displays Up when the WLAN is enabled or Down when
the WLAN is disabled.
Rate For the LAN ports, this displays the port speed and duplex setting or N/A
when the line is disconnected.
For the WAN port, it displays the port speed and duplex setting if you're
using Ethernet encapsulation and Idle (line (ppp) idle), Dial (starting to
trigger a call) and Drop (dropping a call) if you're using PPPoE or PPTP
encapsulation. This field displays N/A when the line is disconnected.
For the WLAN, it displays the maximum transmission rate when the WLAN
is enabled and N/A when the WLAN is disabled.
Summary
DHCP Table Use this screen to view current DHCP client information.
Packet Statistics Use this screen to view port status and packet specific statistics.
WLAN Station Status | Use this screen to view the wireless stations that are currently associated
to the NBG-416N.

3.5.1 Navigation Panel

Use the sub-menus on the navigation panel to configure NBG-416N features.

The following table describes the sub-menus.

Table 4 Screens Summary

LINK

TAB FUNCTION

Status

This screen shows the NBG-416N’s general device, system
and interface status information. Use this screen to access
the wizard, and summary statistics tables.

Network

30
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Table 4 Screens Summary (continued)

LINK TAB FUNCTION
Wireless General Use this screen to configure wireless LAN.
LAN

MAC Filter Use the MAC filter screen to configure the NBG-416N to
block access to devices or block the devices from
accessing the NBG-416N.

Advanced This screen allows you to configure advanced wireless
settings.

QoS Use this screen to configure Wi-Fi Multimedia Quality of
Service (WMM Qo0S). WMM QoS allows you to prioritize
wireless traffic according to the delivery requirements of
individual services.

WPS Use this screen to configure WPS.

WPS Station | Use this screen to add a wireless station using WPS.

Scheduling Use this screen to schedule the times the Wireless LAN is
enabled.

WAN Internet This screen allows you to configure ISP parameters, WAN

Connection IP address assignment, DNS servers and the WAN MAC
address.

LAN IP Use this screen to configure LAN IP address and subnet
mask.

DHCP General Use this screen to enable the NBG-416N’s DHCP server.

Server

Advanced Use this screen to assign IP addresses to specific
individual computers based on their MAC addresses and to
have DNS servers assigned by the DHCP server.

Client List Use this screen to view current DHCP client information
and to always assign an IP address to a MAC address (and
host name).

NAT General Use this screen to enable NAT.

Application Use this screen to configure servers behind the NBG-

416N.
Security
Firewall General Use this screen to activate/deactivate the firewall.
Services Use this screen to enable or disable ICMP and VPN
passthrough features.
Management
Remote WwWWwW Use this screen to configure through which interface(s)
MGMT and from which IP address(es) users can use HTTP to
manage the NBG-416N.
UPNP General Use this screen to enable UPnP on the NBG-416N.
Maintenance
System General Use this screen to view and change administrative settings
such as system and domain names, password and
inactivity timer.
Time Setting | Use this screen to change your NBG-416N’s time and date.
Logs View Log Use this screen to view the logs for the categories that you

selected.
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Table 4 Screens Summary (continued)

LINK TAB FUNCTION

Tools Firmware Use this screen to upload firmware to your NBG-416N.

Configuration | Use this screen to backup and restore the configuration or
reset the factory defaults to your NBG-416N.

Restart This screen allows you to reboot the NBG-416N without
turning the power off.
Sys OP General This screen allows you to select whether your device acts
Mode as a Router or a Access Point.
Language | Language This screen allows you to select the language you prefer.

3.5.2 Summary: DHCP Table

32

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients to obtain TCP/IP configuration at start-up from a server. You can
configure the NBG-416N’s LAN as a DHCP server or disable it. When configured as
a server, the NBG-416N provides the TCP/IP configuration for the clients. If DHCP
service is disabled, you must have another DHCP server on that network, or else
the computer must be manually configured.

Click the DHCP Table (Details...) hyperlink in the Status screen. Read-only
information here relates to your DHCP status. The DHCP table shows current
DHCP client information (including 1P Address, Host Name and MAC Address)
of all network clients using the NBG-416N’s DHCP server.

Figure 7 Summary: DHCP Table

DHCP Table
A lost Name MAC Address
1 192.168.1.33 TuwPC12731 00:19:ch:04:80:1e
2 192.168.1.35 twpcl2lle 00:02:e3:56:16:94

Refresh |

The following table describes the labels in this screen.

Table 5 Summary: DHCP Table
LABEL DESCRIPTION

# This is the index number of the host computer.

IP Address This field displays the IP address relative to the # field listed above.

Host Name This field displays the computer host name.
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Table 5 Summary: DHCP Table (continued)

LABEL

DESCRIPTION

MAC Address

This field shows the MAC address of the computer with the name in the
Host Name field.

Every Ethernet device has a unique MAC (Media Access Control) address
which uniquely identifies a device. The MAC address is assigned at the
factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

Refresh

Click

Refresh to renew the screen.

3.5.3 Summary:

Packet Statistics

Click the Packet Statistics (Details...) hyperlink in the Status screen. Read-
only information here includes port status, packet specific statistics and the
"system up time". The Poll Interval(s) field is configurable and is used for
refreshing the screen.

Figure 8 Summary: Packet Statistics

Packet Statistics
WAaN 100mM §76235 509518 1] 1] 150
LAN 100mM 510753 §586992 i 21 1676
WLAN M A 955 3019 1] 1] 1]
System Up Time : 1:41:47
5 Set Interval | Stop |

The following table describes the labels in this screen.

Table 6 Summary: Packet Statistics

LABEL

DESCRIPTION

Port

This is the NBG-416N'’s port type.

Status

For the LAN ports, this displays the port speed and duplex setting or
Down when the line is disconnected.

For the WAN port, it displays the port speed and duplex setting if
you're using Ethernet encapsulation and Idle (line (ppp) idle), Dial
(starting to trigger a call) and Drop (dropping a call) if you're using
PPPOE or PPTP encapsulation. This field displays Down when the line
is disconnected.

For the WLAN, it displays the maximum transmission rate when the
WLAN is enabled and Down when the WLAN is disabled.

TxPkts

This is the number of transmitted packets on this port.

RxPkts

This is the number of received packets on this port.

Collisions

This is the number of collisions on this port.
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Table 6 Summary: Packet Statistics (continued)

LABEL DESCRIPTION
Tx B/s This displays the transmission speed in bytes per second on this port.
Rx B/s This displays the reception speed in bytes per second on this port.

System Up Time

This is the total time the NBG-416N has been on.

Poll Interval(s)

Enter the time interval for refreshing statistics in this field.

Set Interval Click this button to apply the new poll interval you entered in the Poll
Interval(s) field.
Stop Click Stop to stop refreshing statistics.

3.5.4 Summary: WLAN Station Status

34

Click the WLAN Station Status (Details...) hyperlink in the Status screen. View
the wireless stations that are currently associated to the NBG-416N in the
Association List. Association means that a wireless client (for example, your
network or computer with a wireless network card) has connected successfully to
the AP (or wireless router) using the same SSID, channel and security settings.

Figure 9 Summary: Wireless Association List

Association List

00:19:ch:04:80:1e 03:52:42 z2000/01/01

Refresh |

The following table describes the labels in this screen.

Table 7 Summary: Wireless Association List

LABEL

DESCRIPTION

#

This is the index number of an associated wireless station.

MAC Address

This field displays the MAC address of an associated wireless station.

Association Time

This field displays the time a wireless station first associated with the
NBG-416N’s WLAN network.

Refresh

Click Refresh to reload the list.
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4.1 Wizard Setup

This chapter provides information on the wizard setup screens in the Web
Configurator.

The Web Configurator’s wizard setup helps you configure your device to access the
Internet. Refer to your ISP (Internet Service Provider) checklist in the Quick Start
Guide to know what to enter in each field. Leave a field blank if you don’t have
that information.

1 After you access the NBG-416N Web Configurator, click Go to Wizard setup.

You can click Go to Advanced setup to skip this wizard setup and configure basic
or advanced features accordingly.

Figure 10 Select Wizard or Advanced Mode

Please select Wizard or Advanced mode

The \_N"rzar'd setup walks you through the most common configuration settings.
We suggest you use this mode if it is the first time you are setting up your

Use Advanced mode dywnaedamass to more advanced features.

English | Deutsch Francais

Espaniol I Wb Italiano
i f s

NBG-416N User’s Guide 35




Chapter 4 Connection Wizard

2 Choose a language by clicking on the language’s button. The screen will update.
Click the Next button to proceed to the next screen.

Figure 11 Select a Language
Welcome to the ZyXEL Wizard Setup

Please choose the language you need

, .

AL

3 Read the on-screen information and click Next.

Figure 12 Welcome to the Connection Wizard

Welcome to the ZyXEL Connection Wizard

|figurati|:|r| |:||:|ti|:|I'|S. This wizard
rmay have rultiple pages.

=Back Mext = Exit

4.2 Connection Wizard: STEP 1: System
Information

System Information contains administrative and system-related information.

4.2.1 System Name

System Name is for identification purposes. However, because some ISPs check
this name you should enter your computer's "Computer Name".

* In Windows 95/98 click Start > Settings > Control Panel > Network. Click
the Identification tab, note the entry for the Computer Name field and enter it
as the System Name.

« In Windows 2000, click Start > Settings and Control Panel and then double-
click System. Click the Network ldentification tab and then the Properties
button. Note the entry for the Computer name field and enter it as the
System Name.

* In Windows XP, click Start > My Computer > View system information and
then click the Computer Name tab. Note the entry in the Full computer
name field and enter it as the NBG-416N System Name.
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4.2.2 Domain Name

The Domain Name entry is what is propagated to the DHCP clients on the LAN. If
you leave this blank, the domain name obtained by DHCP from the ISP is used.
While you must enter the host name (System Name) on each individual computer,
the domain name can be assigned from the NBG-416N via DHCP.

Click Next to configure the NBG-416N for Internet access.

STEP1

Figure 13 Wizard Step 1: System Information

STEP-Z—Fr—STEF

@ System Information

System Name

Enter a name to help you identify your router on the network. This information is optional and you
may safely leave this field blank.

System Name ZyXEL

Domain Name

The ISP's domain name is often sent automatically by the ISP to the router. If you are having
difficulty accessing ISP services, you may need to enter the Domain Name manually in the field

belaw.

This field is normally left blank.

Domain Name Zyxel.com

< ac I e~ [

The following table describes the labels in this screen.

Table 8 Wizard Step 1: System Information

LABEL DESCRIPTION

System System Name is a unique name to identify the NBG-416N in an Ethernet

Name network. Enter a descriptive name. This name can be up to 30
alphanumeric characters long. Spaces are not allowed, but dashes "-" and
underscores "_" are accepted.

Domain Type the domain name (if you know it) here. If you leave this field blank,

Name the ISP may assign a domain name via DHCP. The domain name entered
by you is given priority over the ISP assigned domain name.

Back Click Back to display the previous screen.

Next Click Next to proceed to the next screen.

Exit Click Exit to close the wizard screen without saving.
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4.3 Connection Wizard: STEP 2: Wireless LAN

Set up your wireless LAN using the following screen.

Figure 14 Wizard Step 2: Wireless LAN

STEP-S

=RTEP2=—F=S5TEP3

B Wireless LAN

Wireless LAN

The S5ID is the name given to your wireless network. It may be possible to see multiple wireless
networks from your home or office, so ¢ e a name that you will be able to recognize later.

Name(SSID)
Security

ZyXEL

Channel Selection RELLERESERIEES| [ Auto Channel Selection

The following table describes the labels in this screen.

Table 9 Wizard Step 2: Wireless LAN
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LABEL DESCRIPTION

Name Enter a descriptive name (up to 32 printable 7-bit ASCII characters) for the

(SSID) wireless LAN.
If you change this field on the NBG-416N, make sure all wireless stations
use the same SSID in order to access the network.

Security Select a Security level from the drop-down list box.
Choose Auto (WPA2-PSK) to have the NBG-416N generate a pre-shared
key automatically. After you click Next a screen pops up displaying the
generated pre-shared key. Write down the key for use later when
connecting other wireless devices to your network. Click OK to continue.
Choose None to have no wireless LAN security configured. If you do not
enable any wireless security on your NBG-416N, your network is accessible
to any wireless networking device that is within range. If you choose this
option, skip directly to Section 4.4 on page 39.
Choose Extend (WPA-PSK or WPA2-PSK) security to configure a Pre-
Shared Key. Choose this option only if your wireless clients support WPA-
PSK or WPA2-PSK respectively. If you choose this option, skip directly to
Section 4.3.1 on page 39.

Channel The range of radio frequencies used by IEEE 802.11b/g/n wireless devices

Selection is called a channel. The device will automatically select the channel with
the least interference.

Back Click Back to display the previous screen.

Next Click Next to proceed to the next screen.

Exit Click Exit to close the wizard screen without saving.
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Note: The wireless stations and NBG-416N must use the same SSID, channel ID,
WPA-PSK (if WPA-PSK is enabled) or WPA2-PSK (if WPA2-PSK is enabled) for
wireless communication.

4.3.1 Extend (WPA-PSK or WPA2-PSK) Security

Choose Extend (WPA-PSK) or Extend (WPA2-PSK) security in the Wireless
LAN setup screen to set up a Pre-Shared Key.

Figure 15 Wizard Step 2: Extend (WPA-PSK or WPA2-PSK) Security

STEP-1—+ STEP2 + STEP 3
BB Vireless LAN

WPAZ Pre-5hared Key Setup

the p: y £
Pre-Shared Key ety 234

<Back | Mext » Exit

The following table describes the labels in this screen.

Table 10 Wizard Step 2: Extend (WPA-PSK or WPA2-PSK) Security

LABEL DESCRIPTION

Pre-Shared Type from 8 to 63 case-sensitive ASCII or HEX characters. You can set up

Key the most secure wireless connection by configuring WPA in the wireless
LAN screens. You need to configure an authentication server to do this.

Back Click Back to display the previous screen.

Next Click Next to proceed to the next screen.

Exit Click Exit to close the wizard screen without saving.

4.4 Connection Wizard: STEP 3: Internet
Configuration

The NBG-416N offers three Internet connection types. They are Ethernet, PPP
over Ethernet or PPTP. The wizard attempts to detect which WAN connection
type you are using. If the wizard does not detect a connection type, you must
select one from the drop-down list box. Check with your ISP to make sure you use
the correct type.
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This wizard screen varies according to the connection type that you select.

Figure 16 Wizard Step 3: ISP Parameters.
STEP-1—»—S5TEP2——5TEP3

[BE Internet Configuration

ISP Parameters for Internet Access

Enter your Internet Service Provider's |

Connection Type

PPP ower Ethernet
PPTP

<Back | Nest = | Exit

The following table describes the labels in this screen,

Table 11 Wizard Step 3: ISP Parameters

CONNECTION

TYPE DESCRIPTION

Ethernet Select the Ethernet option when the WAN port is used as a regular
Ethernet.

PPPOE Select the PPP over Ethernet option for a dial-up connection. If
your ISP gave you an IP address and/or subnet mask, then select
PPTP.

PPTP Select the PPTP option for a dial-up connection.

4.4.1 Ethernet Connection

Choose Ethernet when the WAN port is used as a regular Ethernet. Continue to

Section 4.4.4 on page 43.

Figure 17 Wizard Step 3: Ethernet Connection

STEP-I——S5TEP-2—+—5TEP:3

B Internet Configuration

ISP Parameters for Internet Access

Enter your Interne vice Provider'

Connection Type

| <ElackT , Next= | | Ext

4.4.2 PPPoE Connection

40

Point-to-Point Protocol over Ethernet (PPPoE) functions as a dial-up connection.
PPPoE is an IETF (Internet Engineering Task Force) standard specifying how a host
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personal computer interacts with a broadband modem (for example DSL, cable,
wireless, etc.) to achieve access to high-speed data networks.

For the service provider, PPPOE offers an access and authentication method that
works with existing access control systems (for instance, RADIUS).

One of the benefits of PPPOE is the ability to let end users access one of multiple
network services, a function known as dynamic service selection. This enables the
service provider to easily create and offer new IP services for specific users.

Operationally, PPPoE saves significant effort for both the subscriber and the ISP/
carrier, as it requires no specific configuration of the broadband modem at the
subscriber’s site.

By implementing PPPoE directly on the NBG-416N (rather than individual
computers), the computers on the LAN do not need PPPoE software installed,
since the NBG-416N does that part of the task. Furthermore, with NAT, all of the
LAN's computers will have Internet access.

Figure 18 Wizard Step 3: PPPoE Connection
STEP-1—»—S5TEP2——5TEP3

B8 Internet Configuration

ISP Parameters for Internet Access

Enter your Interne
Connection Type

Service Name {optional)

tUser Name

Password

=Back I Mext = I Exit

The following table describes the labels in this screen.

Table 12 Wizard Step 3: PPPoE Connection
LABEL DESCRIPTION

ISP Parameter for Internet Access

Connection Select the PPP over Ethernet option for a dial-up connection.
Type

Service Name Type the name of your service provider.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Back Click Back to return to the previous screen.

Next Click Next to continue.

Exit Click Exit to close the wizard screen without saving.
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4.4.3 PPTP Connection

42

Point-to-Point Tun

neling Protocol (PPTP) is a network protocol that enables

transfers of data from a remote client to a private server, creating a Virtual Private

Network (VPN) us

ing TCP/IP-based networks.

PPTP supports on-demand, multi-protocol, and virtual private networking over
public networks, such as the Internet.

Refer to the appendix for more information on PPTP.

Note: The NBG-416N supports one PPTP server connection at any given time.

Figure 19 Wizard Step 3: PPTP Connection

STEP-1—+y—STER- 2= 8TEP"3*

B8 Internet Configuration

ISP Parameters for Internet Access

Enter your Internst
Connection Type
tUser Name

Password
PPTP Configuration

Server IP Address

ice Provider's i connection settings

Connection ID/Name

® Get automaticall
9 Use fized IP add
My IP Address
= =

The following tabl

Table 13 Wizard

y from ISP {(Default)

FESS

e describes the fields in this screen

Step 3: PPTP Connection

LABEL

DESCRIPTION

ISP Parameters for

Internet Access

Connection Type

Select PPTP from the drop-down list box. To configure a PPTP client,
you must configure the User Name and Password fields for a PPP
connection and the PPTP parameters for a PPTP connection.

User Name

Type the user name given to you by your ISP.

Password

Type the password associated with the User Name above.

PPTP Configuration

Server IP
Address

Type the IP address of the PPTP server.
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Table 13 Wizard Step 3: PPTP Connection (continued)

LABEL

DESCRIPTION

Connection ID/
Name

Enter the connection ID or connection name in this field. It must follow
the "c:id" and "n:name" format. For example, C:12 or N:My ISP.

This field is optional and depends on the requirements of your ISP.

Get Select this radio button if your ISP did not assign you a fixed IP
automatically address.
from ISP
Use fixed IP Select this radio button, provided by your ISP to give the NBG-416N a
address fixed, unique IP address.
My IP Type the (static) IP address assigned to you by your ISP.
Address
My IP Subnet | Type the subnet mask assigned to you by your ISP (if given).
Mask
Back Click Back to return to the previous screen.
Next Click Next to continue.
Exit Click Exit to close the wizard screen without saving.

4.4.4 Your IP Address

The following wizard screen allows you to assign a fixed IP address or give the
NBG-416N an automatically assigned IP address depending on your ISP.

Figure 20 Wizard Step 3: Your IP Address

STEP-1—*

STEP-2

STEP 3

(@ Internet configuration

Your IP Address

2 Get automatically from your ISP
® used fixed IP address provided by your ISP

The following table describes the labels in this screen

Table 14 Wizard Step 3: Your IP Address

LABEL

DESCRIPTION

your ISP

Get automatically from

Select this option If your ISP did not assign you a fixed IP
address. This is the default selection. If you choose this option,
skip directly to Section 4.4.9 on page 47.

Use fixed IP address
provided by your ISP

Select this option if you were given IP address and/or DNS server
settings by the ISP. The fixed IP address should be in the same
subnet as your broadband modem or router.

Back Click Back to return to the previous screen.
Next Click Next to continue.
Exit Click Exit to close the wizard screen without saving.
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4.4.5 WAN IP Address Assignment

Every computer on the Internet must have a unique IP address. If your networks
are isolated from the Internet, for instance, only between your two branch offices,
you can assign any IP addresses to the hosts without problems. However, the
Internet Assigned Numbers Authority (IANA) has reserved the following three
blocks of IP addresses specifically for private networks.

Table 15 Private IP Address Ranges

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or have it assigned by
a private network. If you belong to a small organization and your Internet access
is through an ISP, the ISP can provide you with the Internet addresses for your
local networks. On the other hand, if you are part of a much larger organization,
you should consult your network administrator for the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.

4.4.6 IP Address and Subnet Mask

44

Similar to the way houses on a street share a common street name, so too do
computers on a LAN share one common network number.

Where you obtain your network number depends on your particular situation. If
the ISP or your network administrator assigns you a block of registered IP
addresses, follow their instructions in selecting the IP addresses and the subnet
mask.

If the ISP did not explicitly give you an IP network number, then most likely you
have a single user account and the ISP will assign you a dynamic IP address when
the connection is established. The Internet Assigned Number Authority (IANA)
reserved this block of addresses specifically for private use; please do not use any
other number unless you are told otherwise. Let's say you select 192.168.1.0 as
the network number; which covers 254 individual addresses, from 192.168.1.1 to
192.168.1.254 (zero and 255 are reserved). In other words, the first three
numbers specify the network number while the last number identifies an individual
computer on that network.
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Once you have decided on the network number, pick an IP address that is easy to
remember, for instance, 192.168.1.1, for your NBG-416N, but make sure that no
other device on your network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your
NBG-416N will compute the subnet mask automatically based on the IP address
that you entered. You don't need to change the subnet mask computed by the
NBG-416N unless you are instructed to do otherwise.

4.4.7 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP
address and vice versa, for instance, the IP address of www.zyxel.com is
204.217.0.2. The DNS server is extremely important because without it, you must
know the IP address of a computer before you can access it.

The NBG-416N can get the DNS server addresses in the following ways.

1 The ISP tells you the DNS server addresses, usually in the form of an information
sheet, when you sign up. If your ISP gives you DNS server addresses, enter them
in the DNS Server fields in the Wizard and/or WAN > Internet Connection
screen.

2 If the ISP did not give you DNS server information, leave the DNS Server fields
set to 0.0.0.0 in the Wizard screen and/or set to From ISP in the WAN >
Internet Connection screen for the ISP to dynamically assign the DNS server IP
addresses.
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4.4.8 WAN IP and DNS Server Address Assignment

The following wizard screen allows you to assign a fixed WAN IP address and DNS
server addresses.

Figure 21 Wizard Step 3: WAN IP and DNS Server Addresses
STEP 1+ STEP-2~ + STEP-3

8 Internet Configuration

WAMN IP Address Assignment

My WAN IP Address
My WAN IP Subnet Mask
Gateway IP Address

DMNS Server Address Assignment

First DNS Server

Second DNS Server

| meck | med= | Ext |

The following table describes the labels in this screen

Table 16 Wizard Step 3: WAN IP and DNS Server Addresses

LABEL DESCRIPTION

WAN IP Address Assignment

My WAN IP Address Enter your WAN IP address in this field. The WAN IP address
should be in the same subnet as your DSL/Cable modem or
router.

My WAN IP Subnet Enter the IP subnet mask in this field.
Mask

Gateway IP Address Enter the gateway IP address in this field.

System DNS Server Address Assignment (if applicable)

DNS (Domain Name System) is for mapping a domain name to its corresponding IP
address and vice versa. The DNS server is extremely important because without it, you
must know the IP address of a computer before you can access it. The NBG-416N uses a
system DNS server (in the order you specify here) to resolve domain names for DDNS and
the time server.

First DNS Server Enter the DNS server's IP address in the fields provided.

Second DNS Server If you do not configure a system DNS server, you must use IP
addresses when configuring DDNS and the time server.

Back Click Back to return to the previous screen.
Next Click Next to continue.
Exit Click Exit to close the wizard screen without saving.
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4.49 WAN MAC Address

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC
address is assigned at the factory and consists of six pairs of hexadecimal
characters, for example, 00:A0:C5:00:00:02.

Table 17 Example of Network Properties for LAN Servers with Fixed IP Addresses

Choose an IP address 192.168.1.2-192.168.1.32; 192.168.1.65-192.168.1.254.

Subnet mask

255.255.255.0

Gateway (or default route) | 192.168.1.1(NBG-416N LAN IP)

This screen allows users to configure the WAN port's MAC address by either using
the NBG-416N’s MAC address, copying the MAC address from a computer on your

LAN or manually entering a MAC address. Once it is successfully configured, the

address will be copied to configuration file. It is advisable to clone the MAC
address from a computer on your LAN even if your ISP does not presently require
MAC address authentication.

Figure 22 Wizard Step 3: WAN MAC Address

STEP=I—+—S5TEP-2

+ STEP 3

B Internet Configuration

WaN MAC Address

enter the IP

2 Factory default

# Clone the computer's MAC address

IP Address KRG
® Set WAN MAC Address [[UIRATNSIRSTIEIa]

=Back I Mext = Exit

The following table describes the fields in this screen.

Table 18 Wizard Step 3: WAN MAC Address

LABEL DESCRIPTION

Factory Default Select Factory Default to use the factory assigned default MAC
address.

Clone the Select this option and enter the IP address of the computer on the

computer’s MAC LAN whose MAC you are cloning. It is advisable to clone the MAC

address address from a computer on your LAN even if your ISP does not
presently require MAC address authentication.

Set WAN MAC Select this option and enter the MAC address you want to use.

Address

Back Click Back to return to the previous screen.

Next Click Next to continue.

Exit Click Exit to close the wizard screen without saving.
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4.5 Connection Wizard Complete

Click Finish to complete the wizard setup.

Figure 23 Connection Wizard Complete
Congratulation!

The Connection Wizard configuration is cornplete.

Please p Finish™ hutton to cornplete Connection

C Our ng range products at www.zyxel.com

Hawing Internet

I that your ISP

Well done! You have successfully set up your NBG-416N to operate on your
network and access the Internet.
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AP Mode

5.1 Overview

This chapter discusses how to configure settings while your NBG-416N is set to AP
Mode. Many screens that are available in Router Mode are not available in AP
Mode.

Note: See Chapter 6 on page 57 for an example of setting up a wireless network in
AP mode.

Use your NBG-416N as an AP if you already have a router or gateway on your
network. In this mode your device bridges a wired network (LAN) and wireless
LAN (WLAN) in the same subnet. See the figure below for an example.

Figure 24 Wireless Internet Access in AP Mode

5.2 Setting your NBG-416N to AP Mode

1 Log into the Web Configurator if you haven’t already. See the Quick start Guide for
instructions on how to do this.
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2

3

To set your NBG-416N to AP Mode, go to Maintenance > Sys OP Mode >
General and select Access Point.

Figure 25 Maintenance > Sys OP Mode > General

System Operation Mode

0 Router
' Access Point

Q Mote :
Mote : The IP address will not be bounded in the QoS limitation

Router: In this mode, the device is supported to connect to internet
via ADSLfCable Modem. PCs in LAMN ports share the same IP to ISP
through WAN Port.

A pop-up appears providing information on this mode. Click OK in the pop-up
message window. (See Section 18.3 on page 140 for more information on the
pop-up.) Click Apply. Your NBG-416N is now in AP Mode.

Note: You have to log in to the Web Configurator again when you change modes.

5.3 Status Screen (AP Mode)

50

Click on Status. The screen below shows the status screen in AP Mode.

Figure 26 Status Screen (AP Mode)
ZyXEL vE W

* Status

Refresh Interval ; | None = Refresh How
Device Information System Status
NBG-416N

B-Network System Name: NBG-416N System Up Time: 00:02:08
Wircless LAN Firmware Version: V1,00(USA.0)b1 Current Date/Time: 1970-01-01/00:02:03

= [ (?'.’J'jsm"s

LAN Information System Resource:
LA - MAC Address: 00:01:02:CE:77:06 - CPU Usage: | —
B Maintenance - IP Address: 192.168.1.2 - Memery Usage: [ s
System - IP Subnet Mask: 255.255.255.0
- DHEP: None
Logs
| WLAN Information

Tools = | - MAC Address:
Sys OP Mode - Status:
- Name(SSID): ZyREL

- Channel: Auto

- Security Mode: OPEN

- 802.11 Mode: 802.11 b/g/n
- WPS: Unconfigured

00:01:02:CE:77:08
on

Language

Interface Status Summary

Packet Statistics (Details....
WLAN Station Status (Details...
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The following table describes the labels shown in the Status screen.

Table 19 Status Screen (AP Mode)

LABEL

DESCRIPTION

Device Information

System Name

This is the System Name you enter in the Maintenance > System >
General screen. It is for identification purposes.

Firmware Version

This is the current firmware version of the NBG-416N.

LAN Information

- MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

- IP Address This shows the LAN port’s IP address.
- IP Subnet Mask This shows the LAN port’s subnet mask.
- DHCP This shows the LAN port’s DHCP role - None.

WLAN Information

- MAC Address

This shows the wireless adapter MAC Address of your device.

- Status This shows the current status of the Wireless LAN - On, Off, or Off by
scheduler.

- Name (SSID) This shows a descriptive name used to identify the NBG-416N in the
wireless LAN.

- Channel This shows the channel number which you select manually.

- Security Mode

This shows the level of wireless security the NBG-416N is using.

- 802.11 Mode This shows the IEEE 802.11 standard that the NBG-416N supports.
Wireless clients must support the same standard in order to be able to
connect to the NBG-416N

- WPS This shows the WPS (WiFi Protected Setup) Status. Click the status to

display Network > Wireless LAN > WPS screen.

System Status

System Up Time

This is the total time the NBG-416N has been on.

Current Date/Time

This field displays your NBG-416N’s present date and time.

System Resource

- CPU Usage

This displays what percentage of the NBG-416N’s processing ability is

currently used. When this percentage is close to 100%, the NBG-416N is
running at full load, and the throughput is not going to improve anymore.
If you want some applications to have more throughput, you should turn

off other applications.

- Memory Usage

This shows what percentage of the heap memory the NBG-416N is using.

Interface Status

Interface This displays the NBG-416N port types. The port types are: LAN and
WLAN.
Status For the LAN port, this field displays Down (line is down) or Up (line is up

or connected).

For the WLAN, it displays Up when the WLAN is enabled or Down when

the WLAN is disabled.
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Table 19 Status Screen (AP Mode) (continued)
LABEL DESCRIPTION

Rate For the LAN ports, this displays the port speed and duplex setting or N/A
when the line is disconnected.

For the WLAN, it displays the maximum transmission rate when the WLAN
is enabled and N/A when the WLAN is disabled.

Summary

Packet Statistics Use this screen to view port status and packet specific statistics.

WLAN Station Status | Use this screen to view the wireless stations that are currently associated
to the NBG-416N.

5.3.1 Navigation Panel

Use the menu in the navigation panel to configure NBG-416N features in AP
Mode.

The following screen and table show the features you can configure in AP Mode.

Figure 27 Menu: AP Mode

p ‘ @smtus

NBG-416N
B-Network

L

LAN
B-Maintenance

System

Logs

Tools

Sys OP Mode

Language

The following table describes the sub-menus.

Table 20 Menu: AP Mode
LINK TAB FUNCTION

Status This screen shows the NBG-416N’s general device,
system and interface status information. Use this screen
to access the wizard, and summary statistics tables.

Network
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Table 20 Menu: AP Mode (continued)

LINK TAB FUNCTION
Wireless General Use this screen to configure wireless LAN.
LAN
MAC Filter Use the MAC filter screen to configure the NBG-416N to
block access to devices or block the devices from
accessing the NBG-416N.
Advanced This screen allows you to configure advanced wireless
settings.
QoS Use this screen to configure Wi-Fi Multimedia Quality of
Service (WMM QoS). WMM QoS allows you to prioritize
wireless traffic according to the delivery requirements of
individual services.
WPS Use this screen to configure WPS.
WPS Station | Use this screen to add a wireless station using WPS.
Scheduling Use this screen to schedule the times the Wireless LAN is
enabled.
LAN IP Use this screen to configure LAN IP address and subnet
mask.
Maintenance
System General Use this screen to view and change administrative
settings such as system and domain names, password
and inactivity timer.
Time Setting | Use this screen to change your NBG-416N’s time and
date.
Logs View Log Use this screen to view the logs for the categories that
you selected.
Tools Firmware Use this screen to upload firmware to your NBG-416N.
Configuration | Use this screen to backup and restore the configuration
or reset the factory defaults to your NBG-416N.
Restart This screen allows you to reboot the NBG-416N without
turning the power off.
Sys OP General This screen allows you to select whether your device acts
Mode as a Router or a Access Point.
Language Language This screen allows you to select the language you prefer.

5.4 Configuring Your Settings

Use this section to configure your NBG-416N settings while in AP Mode.

5.4.1 LAN Settings

Click Network = LAN to see the screen below.
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Note: If you change the IP address of the NBG-416N in the screen below, you will
need to log into the NBG-416N again using the new IP address.

Figure 28 Network > LAN > IP

LAN TCPfIP

Apply |

IP address I192.1 G5.1.1
IP Subnet Mask |255.255.255.D

Reset |

The table below describes the labels in the screen.

Table 21 Network > LAN > |IP

LABEL DESCRIPTION

Get from DHCP Select this to let the DHCP server in the gateway assign the NBG-
Server 416N IP address.

User Defined LAN IP Select this to give the NBG-416N a static IP address.

IP Address Type the IP address in dotted decimal notation. The default

setting is 192.168.1.2. If you change the IP address you will have
to log in again with the new IP address.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP
address. Your NBG-416N will automatically calculate the subnet
mask based on the IP address that you assign. Unless you are
implementing subnetting, use the subnet mask computed by the
NBG-416N.

Apply

Click Apply to save your changes to the NBG-416N.

Reset

Click Reset to reload the previous configuration for this screen.

5.4.2 WLAN and Maintenance Settings

The configuration of wireless and maintenance settings in AP Mode is the same as

for Router Mode.

 See Chapter 5 on page 69 for information on the configuring your wireless

network.

e See Troubleshooting (145) for information on configuring your maintenance

settings.

5.5 Logging in to the Web Configurator in AP

Mode

1 Connect your computer to the LAN port of the NBG-416N.

54

NBG-416N User’'s Guide




Chapter 5 AP Mode

2 The default IP address of the NBG-416N is “192.168.1.2". In this case, your
computer must have an IP address in the range between “192.168.1.3” and
“192.168.1.254".

3 Click Start = Run on your computer in Windows.
4 Type “cmd” in the dialog box.

5 Type “ipconfig” to show your computer’s IP address. If your computer’s IP address
is not in the correct range then see Appendix C on page 175 for information on
changing your computer’s IP address.

6 After you've set your computer’s IP address, open a web browser such as Internet
Explorer and type “192.168.1.2” as the web address in your web browser.

See Chapter 6 on page 57 for a tutorial on setting up a network with an AP.
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6.1 Overview

This chapter provides tutorials for your NBG-416N as follows:

e How to Connect to the Internet from an AP

« Configure Wireless Security Using WPS on both your NBG-416N and Wireless
Client

< Enable and Configure Wireless Security without WPS on your NBG-416N

6.2 How to Connect to the Internet from an AP

This section gives you an example of how to set up an access point (AP) and
wireless client (a notebook, B in this example) for wireless communication. B can
access the Internet through the AP wirelessly.

Figure 29 Wireless AP Connection to the Internet

6.2.1 Configure Wireless Security Using WPS on both your
NBG-416N and Wireless Client

This section gives you an example of how to set up wireless network using WPS.
This example uses the NBG-416N as the AP and NWD210N as the wireless client
which connects to a notebook.

Note: The wireless client must be a WPS-aware device (for example, a WPS USB
adapter or PCI card).
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There are two WPS methods for creating a secure connection. This tutorial shows
you how to do both.

< Push Button Configuration (PBC) - create a secure wireless network simply
by pressing a button. See Section 6.2.1.1 on page 58.This is the easier method.

< PIN Configuration - create a secure wireless network simply by entering a
wireless client's PIN (Personal Identification Number) in the NBG-416N’s
interface. See Section 6.2.1.2 on page 59. This is the more secure method,
since one device can authenticate the other.

6.2.1.1 Push Button Configuration (PBC)

58

Make sure that your NBG-416N is turned on and that it is within range of your
computer.

Make sure that you have installed the wireless client (this example uses the
NWD210N) driver and utility in your notebook.

In the wireless client utility, find the WPS settings. Enable WPS and press the WPS
button (Start or WPS button)

Log into NBG-416N’s Web Configurator and press Push Button in the Network >
Wireless Client > WPS Station screen.

Note: Your NBG-416N has a WPS button located on its panel, as well as a WPS
button in its configuration utility. Both buttons have exactly the same function;
you can use one or the other.

Note: It doesn’t matter which button is pressed first. You must press the second
button within two minutes of pressing the first one.

The NBG-416N sends the proper configuration settings to the wireless client. This
may take up to two minutes. Then the wireless client is able to communicate with
the NBG-416N securely.
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The following figure shows you an example to set up wireless network and security
by pressing a button on both NBG-416N and wireless client (the NWD210N in this
example).

Figure 30 Example WPS Process: PBC Method

Wireless Client NBG-416N

WITHIN 2 MINUTES ®

o

. SECURITY INFO
‘---m--------------

COMMUNICATION

6.2.1.2 PIN Configuration

When you use the PIN configuration method, you need to use both NBG-416N'’s
configuration interface and the client’s utilities.

1 Launch your wireless client’s configuration utility. Go to the WPS settings and
select the PIN method to get a PIN number.

2 Enter the PIN number to the PIN field in the Network > Wireless LAN > WPS
Station screen on the NBG-416N.

3 Click the Start buttons (or button next to the PIN field) on both the wireless client
utility screen and the NBG-416N’s WPS Station screen within two minutes.

The NBG-416N authenticates the wireless clien