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Getting to Know the BIPAC-5100/5100W

W & 802.11b is only supported for the BIPAC-5100W

This chapter describes the key features and applications of BIPAC-5100/5100W.

1.1 Introducing the BIPAC-5100/5100W

The BIPAC-5100/5100W integrates high-speed 10/100Mbps auto-negotiating LAN interface(s)
and a high-speed ADSL port into a single package. The BIPAC-5100/5100W is ideal for
high-speed Internet browsing and making LAN-to-LAN connections to remote networks. By
integrating DSL and NAT, the BIPAC-5100/5100W provides super-fast Internet access to
multiple users at minimum cost.

The BIPAC-5100/5100W is a bridge/router and includes two models, one for ADSL over POTS
(Plain Old Telephone System) and one for ADSL over ISDN (Integrated Synchronous Digital
System).

The BIPAC-5100/5100W provides a wireless LAN connectivity allowing users to enjoy the
convenience and mobility of working anywhere within the coverage area.

The web browser-based Graphical User Interface provides easy management and is totally

independent of the operating system platform you use.

1.2 Features of the BIPAC-5100/5100W

The following sections describe the features of the BIPAC-5100/5100W.

>  Four-Port Switch

A combination of switch and router makes the BIPAC-5100/5100W a cost-effective and viable
network solution. You can connect up to four computers to the LAN ports on you
BIPAC-5100/5100W without the cost of a hub.

> High Speed Internet Access

The BIPAC-5100/5100W ADSL router can support downstream transmission rates of up to 8
Mbps and upstream transmission rates of 1 Mbps.

> |IEEE 802.11b 11Mbps Wireless LAN



The 11 Mbps wireless LAN provides mobility and a fast network environment for small and
home offices. Computers with wireless LAN Ethernet adapters can connect to the local area
network without any wiring efforts and enjoy reliable high-speed connectivity.

> PPPoE Support (RFC2516)

PPPoE (Point-to-Point Protocol over Ethernet) emulates a dial-up connection. It allows your
ISP to use their existing network configuration with newer broadband technologies such as
ADSL. The PPPoE driver on the BIPAC-5100/5100W is transparent to the computers on the
LAN, which see only Ethernet and are not aware of PPPoE thus saving you from having to
manage PPPOE clients on individual computers.

> Network Address Translation (NAT)

Network Address Translation (NAT) allows the translation of an Internet protocol address used
within one network (for example a private IP address used in a local network) to a different IP
address known within another network (for example a public IP address used on the Internet).
» Universal Plug and Play (UPnP)

Using the standard TCP/IP protocol, the BIPAC-5100/5100W and other UPnP enabled devices
can dynamically join a network, obtain an IP address and convey its capabilities to other
devices on the network.

> 10/100M Auto-negotiation Ethernet/Fast Ethernet Interface

This auto-negotiation feature allows the BIPAC-5100/5100W to detect the speed of incoming
transmissions and adjust appropriately without manual intervention. It allows data transfer of
either 10 Mbps or 100 Mbps in either half-duplex or full-duplex mode depending on the
Ethernet network.

> Dynamic DNS Support

With Dynamic DNS support, you can have a static hostname alias for a dynamic IP address,
allowing the host to be more easily accessible from various locations on the Internet. You must
register for this service with a Dynamic DNS client.

>  Multiple PVC (Permanent Virtual Circuits) Support

The BIPAC-5100/5100W supports up to 8 PVC’s.

» ADSL Standards

* Full-Rate (ANSI T1.413, Issue 2; G.dmt (G.992.1) with line rate support of up to 8
Mbps downstream and 1 Mbps upstream.

. G.lite (G.992.2) with line rate support of up to 1.5Mbps downstream and 512Kbps
upstream.

. Supports Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1); G.994.1
and G.996.1 (for ISDN only); G.991.1;G.lite (G992.2)).

. Supports OAM F4/F5 loop-back, AlIS and RDI OAM cells.

. ATM Forum UNI 3.1/4.0 PVC.



Supports up to 8 PVCs (UBR, CBR, VBR).

Multiple Protocols over AAL5 (RFC 1483).

PPP over AAL5 (RFC 2364).

PPP over Ethernet (RFC 2516).

» DHCP Support

DHCP (Dynamic Host Configuration Protocol) allows individual clients (computers) to obtain
TCP/IP configuration at start-up from a centralized DHCP server. The BIPAC-5100/5100W has

.
.
.
.

built-in DHCP server capability enabled by default. It can assign IP addresses, an IP default
gateway and DNS servers to DHCP clients. The BIPAC-5100/5100W can now also act as a
surrogate DHCP server (DHCP Relay) where it relays IP address assignment from the actual
real DHCP server to the clients.
» IP Alias
IP Alias allows you to partition a physical network into logical networks over the same Ethernet
interface. The BIPAC-5100/5100W supports three logical LAN interfaces via its single physical
Ethernet interface with the BIPAC-5100/5100W itself as the gateway for each LAN network.
» IP Policy Routing (IPPR)
Traditionally, routing is based on the destination address only and the router takes the shortest
path to forward a packet. IP Policy Routing (IPPR) provides a mechanism to override the
default routing behavior and alter the packet forwarding based on the policy defined by the
network administrator.
»  Protocol Support
¢  PPP (Point-to-Point Protocol) link layer protocol.

- PPP over PAP (RFC 1334).

- PPP over CHAP (RFC 1994).
. RIP I/RIP I
* IGMP Proxy
* ICMP support
. MIB Il support (RFC 1213)
. PPPoE feature

- PPPoE idle time out

- PPPoE dial on demand
» Networking Compatibility
The BIPAC-5100/5100W is compatible with major ADSL DSLAM (Digital Subscriber Line
Access Multiplexer) providers.
»  Multiplexing
The BIPAC-5100/5100W supports VC-based and LLC-based multiplexing.
» Encapsulation
The BIPAC-5100/5100W series supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer



5), RFC 1483 encapsulation over ATM, MAC encapsulated routing (ENET Encapsulation) as
well as PPP over Ethernet (RFC 2516).
» Network Management
¢ Embedded Web Configurator
¢  CLI (Command Line Interpreter)
¢  SNMP manageable
* DHCP Server/Client
¢  Built-in Diagnostic Tools
¢ Syslog
¢ TFTP/FTP server, firmware upgrade and configuration backup/support supported
» Diagnostics Capabilities
¢ The BIPAC-5100/5100W can perform self-diagnostic tests. These tests check the
integrity of the following circuitry:
- FLASH memory
- ADSL circuitry
-  RAM
- LAN port
»  Filters
The BIPAC-5100/5100W's packet filtering functions allows added network security and
management.
> Ease of Installation
The BIPAC-5100/5100W is designed for quick, intuitive and easy installation.
» Housing
The BIPAC-5100/5100W's all new compact and ventilated housing minimizes space

requirements making it easy to position anywhere in your busy office.

1.3 Applications for the BIPAC-5100/5100W

The BIPAC-5100/5100W is the ideal high-speed Internet access solution. The
BIPAC-5100/5100W supports the TCP/IP protocol, which the Internet uses exclusively. It is
compatible with all major ADSL DSLAM (Digital Subscriber Line Access Multiplexer) providers.
A DSLAM is a rack of ADSL line cards with data multiplexed into a backbone network
interface/connection (for example, T1, OC3, DS3, ATM or Frame Relay). Think of it as the
equivalent of a modem rack for ADSL. In addition, for BIPAC-5100/5100W, you can insert an
optional wireless PCMICA card into the BIPAC-5100/5100W and allow wireless stations

access to your network resources. A typical Internet access application is shown below.
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Introducing the Web Configurator

W & 802.11b is only supported for the BIPAC-5100W

This chapter describes how to access and navigate the web configurator.

2.1 Web Configurator Overview

The embedded web configurator allows you to manage the BIPAC-5100/5100W from
anywhere through a browser such as Microsoft Internet Explorer or Netscape Navigator. Use
Internet Explorer 6.0 and later or Netscape Navigator 7.0 and later versions with JavaScript

enabled. It is recommended that you set your screen resolution to 1024 by 768 pixels

2.2 Accessing the BIPAC-5100/5100W Web Configurator

Step 1. Make sure your BIPAC-5100/5100W hardware is properly connected (refer to the
Compact Guide or Read Me First).

Step 2. Prepare your computer/computer network to connect to the BIPAC-5100/5100W (refer
to the Compact Guide or Read Me First).

Step 3. Launch your web browser.

Step 4. Type "192.168.1.254" as the URL.

Step 5. An Enter Network Password window displays. Enter the user name (“admin” is the

default), password (“admin” is the default) and click OK.
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Enter Network Password ilil

% Fleaze type pour uger name and password,
Site: 192.168.1.254

Fealmm 51000 "wirelezs ADSL Router

Uzer Mame Iadmin

Pazswaord I “““““

[T Save thiz password in your password list

()4 I Cancel

Step 6. You should now see the Site Map screen.

2.3 Navigating the BIPAC-5100/5100W Web Configurator

The following summarizes how to navigate the web configurator from the Site Map screen.
Screens vary slightly for different BIPAC-5100/5100W models.

>

Click Wizard Setup to begin a series of screens to configure the BIPAC-5100/5100W for
the first time.

Click a link under Advanced Setup to configure advanced BIPAC-5100/5100W features.
Click a link under Maintenance to see BIPAC-5100/5100W performance statistics,
upload firmware and back up, restore or upload a configuration file.

Click SITE MAP to go to the Site Map screen.

Click Logout in the navigation panel when you have finished a BIPAC-5100/5100W

management session.

| wizard Setup| Adhvanced Setup

Mairtenance
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2.4 Configuring Password

It is highly recommended that you change the password for accessing the
BIPAC-5100/5100W.
To change the BIPAC-5100/5100W’s password, click Advanced Setup and then Password.

The screen appears as shown.

Password

0ld Password I“‘“"’

Mew Password |

Retype to confirm |

Please record your new password whenever you change it. The system will lock you out if yvou
have forgotten your password.

Apply | Reset |

The following table describes the labels in this screen.

LABEL DESCRIPTION

Old Password Type the default password or the existing password you use to access the

system in this field.

New Password Type the new password in this field.

Retype to Confirm Type the new password again in this field.

Apply Click Apply to save your changes back to the BIPAC-5100/5100W.
Cancel Click Cancel to begin configuring this screen afresh.

2.5 Resetting the BIPAC-5100/5100W

If you forget your password or cannot access the BIPAC-5100/5100W, you will need to reload
the factory-default configuration file or use the RESET button the back of the
BIPAC-5100/5100W. Uploading this configuration file replaces the current configuration file
with the factory-default configuration file. This means that you will lose all configurations that
you had previously and the speed of the console port will be reset to the default of 9600bps
with 8 data bit, no parity, one stop bit and flow control set to none. The password will be reset

to “admin”, also.
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2.5.1 Using The Reset Button
Step 1. Make sure the SYS LED is on (not blinking).

Step 2. Press the RESET button for five seconds, and then release it. When the SYS LED
begins to blink, the defaults have been restored and the BIPAC-5100/5100W restarts.

2.5.2 Uploading a Configuration File Via Console Port

Download the default configuration file from the Billion FTP site, unzip it and save it in a folder.

Step 1. Turn off the BIPAC-5100/5100W, begin a terminal emulation software session and
turn on the BIPAC-5100/5100W again. When you see the message "Press Any key to
enter Debug Mode within 3 seconds", press any key to enter debug mode.

Step 2. Enter "atlc" after "Enter Debug Mode" message.

Step 3. Wait for "Starting XMODEM upload" message before activating Xmodem upload on
your terminal. This is an example Xmodem configuration upload using HyperTerminal.

Step 4. Click Transfer, then Send File to display the following screen.

Type the configuration file's
location, or click Browse to
search for it.

1 Sand File

Folder: C:%\Frogram Filez

Filename; ]
|C:'\F‘roducl'\config.rom - Erowse... ‘I/

. Choose the Xmodem
Frotocol: orotacol.
IXdeem - j

Then click Send.

Send tioes Cancel

Step 5. After successful firmware upload, enter "atgo" to restart the router.

14



Wizard Setup

W & 802.11b is only supported for the BIPAC-5100W

This chapter provides information on the Wizard Setup screens in the web configurator.

3.1 Wizard Setup Introduction

Use the Wizard Setup screens to configure your system for Internet access settings and fill in
the fields with the information in the Internet Account Information table of the Compact Guide
or Read Me First. Your ISP may have already configured some of the fields in the wizard

screens for you.

3.2 Encapsulation

Be sure to use the encapsulation method required by your ISP. The BIPAC-5100/5100W
supports the following methods.

3.2.1 ENET ENCAP

The MAC Encapsulated Routing Link Protocol (ENET ENCAP) is only implemented with the IP
network protocol. IP packets are routed between the Ethernet interface and the WAN interface
and then formatted so that they can be understood in a bridged environment. For instance, it
encapsulates routed Ethernet frames into bridged ATM cells. ENET ENCAP requires that you
specify a gateway IP address in the Ethernet Encapsulation Gateway field in the second
wizard screen. You can get this information from your ISP.

3.2.2 PPP over Ethernet

PPPoE provides access control and billing functionality in a manner similar to dial-up services
using PPP. The BIPAC-5100/5100W bridges a PPP session over Ethernet (PPP over Ethernet,
RFC 2516) from your computer to an ATM PVC (Permanent Virtual Circuit) which connects to
ADSL Access Concentrator where the PPP session terminates. One PVC can support any
number of PPP sessions from your LAN. For more information on PPPoE, see the appendix.

3.2.3 PPPoA
PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides

15



access control and billing functionality in a manner similar to dial-up services using PPP. The
BIPAC-5100/5100W encapsulates the PPP session based on RFC1483 and sends it through
an ATM PVC (Permanent Virtual Circuit) to the Internet Service Provider's (ISP) DSLAM
(digital access multiplexer). Please refer to RFC 2364 for more information on PPPoA. Refer to
RFC 1661 for more information on PPP.

3.2.4 RFC 1483

RFC 1483 describes two methods for Multiprotocol Encapsulation over ATM Adaptation Layer
5 (AALS5). The first method allows multiplexing of multiple protocols over a single ATM virtual
circuit (LLC-based multiplexing) and the second method assumes that each protocol is carried
over a separate ATM virtual circuit (VC-based multiplexing). Please refer to the RFC for more

detailed information.

3.3 Multiplexing

There are two conventions to identify what protocols the virtual circuit (VC) is carrying. Be sure
to use the multiplexing method required by your ISP.

3.3.1 VC-based Multiplexing

In this case, by prior mutual agreement, each protocol is assigned to a specific virtual circuit;
for example, VC1 carries IP, etc. VC-based multiplexing may be dominant in environments
where dynamic creation of large numbers of ATM VCs is fast and economical.

3.3.2 LLC-based Multiplexing

In this case one VC carries multiple protocols with protocol identifying information being
contained in each packet header. Despite the extra bandwidth and processing overhead, this
method may be advantageous if it is not practical to have a separate VC for each carried

protocol, for example, if charging heavily depends on the number of simultaneous VCs.

3.4 VPl and VCI
Be sure to use the correct Virtual Path Identifier (VPI) and Virtual Channel Identifier (VCI)
numbers assigned to you. The valid range for the VPI is 0 to 255 and for the VCl is 32 to 65535

(0 to 31 is reserved for local management of ATM traffic). Please see the appendix for more

information.

3.5 Wizard Setup Configuration: First Screen

In the SITE MAP screen click Wizard Setup to display the first wizard screen.

16



Wizard Setup- ISP Farameters for Internet Access

Mode Fouting =

[

Encapsulation

Multiplex LLC =

Virtual Circuit ID
WR

V| 3z

T 81]

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Mode

From the Mode drop-down list box, select Routing (default) if your ISP allows

multiple computers to share an Internet account. Otherwise select Bridge.

Encapsulation

Select the encapsulation type your ISP uses from the Encapsulation drop-down
list box. Choices vary depending on what you select in the Mode field.

If you select Bridge in the Mode field, select either PPPoA or RFC 1483.

If you select Routing in the Mode field, select PPPoA, RFC 1483, ENET ENCAP
or PPPoE.

Multiplex

Select the multiplexing method used by your ISP from the Multiplex drop-down
list box either VC-based or LLC-based.

Virtual Circuit ID

VPI (Virtual Path Identifier) and VCI (Virtual Channel Identifier) define a virtual

circuit. Refer to

VPI Enter the VPI assigned to you. This field may already be configured.
VCI Enter the VCI assigned to you. This field may already be configured.
Next Click this button to go to the next wizard screen. The next wizard screen you see

depends on what protocol you chose above. Click on the protocol link to see the

next wizard screen for that protocol.

3.6 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a

LAN share one common network number.
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Where you obtain your network number depends on your particular situation. If the ISP or your
network administrator assigns you a block of registered IP addresses, follow their instructions
in selecting the IP addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single
user account and the ISP will assign you a dynamic IP address when the connection is
established. If this is the case, it is recommended that you select a network number from
192.168.0.0 to 192.168.255.0 and you must enable the Network Address Translation (NAT)
feature of the BIPAC-5100/5100W. The Internet Assigned Number Authority (IANA) reserved
this block of addresses specifically for private use; please do not use any other number unless
you are told otherwise. Let's say you select 192.168.1.0 as the network number; which covers
254 individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In
other words, the first three numbers specify the network number while the last number
identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember,
for instance, 192.168.1.254, for your BIPAC-5100/5100W, but make sure that no other device
on your network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your
BIPAC-5100/5100W will compute the subnet mask automatically based on the IP address that
you entered. You don't need to change the subnet mask computed by the BIPAC-5100/5100W

unless you are instructed to do otherwise.

3.7 IP Address Assignment

A static IP is a fixed IP that your ISP gives you. A dynamic IP is not fixed; the ISP assigns you a
different one each time. The Single User Account feature can be enabled or disabled if you
have either a dynamic or static IP. However the encapsulation method assigned influences
your choices for IP address and ENET ENCAP Gateway.

3.7.1 IP Assignment with PPPoA or PPPoE Encapsulation

If you have a dynamic IP, then the IP Address and ENET ENCAP Gateway fields are not
applicable (N/A). If you have a static IP, then you only need to fill in the IP Address field and not
the ENET ENCAP Gateway field.

3.7.2 IP Assignment with RFC 1483 Encapsulation

In this case the IP Address Assignment must be static with the same requirements for the IP
Address and ENET ENCAP Gateway fields as stated above.

3.7.3 IP Assignment with ENET ENCAP Encapsulation

In this case you can have either a static or dynamic IP. For a static IP you must fill in all the IP
Address and ENET ENCAP Gateway fields as supplied by your ISP. However for a dynamic IP,
the BIPAC-5100/5100W acts as a DHCP client on the WAN port and so the IP Address and

18



ENET ENCAP Gateway fields are not applicable (N/A) as the DHCP server assigns them to
the BIPAC-5100/5100W.

3.7.4 Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from
the Internet, for example, only between your two branch offices, you can assign any IP
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of IP addresses specifically for private
networks:

10.0.0.0 - 10.255.255.255

172.16.0.0 - 172.31.255.255

192.168.0.0 - 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a
private network. If you belong to a small organization and your Internet access is through an
ISP, the ISP can provide you with the Internet addresses for your local networks. On the other
hand, if you are part of a much larger organization, you should consult your network

administrator for the appropriate IP addresses.

3.8 Nailed-Up Connection (PPP)

A nailed-up connection is a dial-up line where the connection is always up regardless of traffic
demand. The BIPAC-5100/5100W does two things when you specify a nailed-up connection.
The first is that idle timeout is disabled. The second is that the BIPAC-5100/5100W will try to
bring up the connection when turned on and whenever the connection is down. A nailed-up
connection can be very expensive for obvious reasons.

Do not specify a nailed-up connection unless your telephone company offers flat-rate service

or you need a constant connection and the cost is of no concern

3.9 NAT
NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a

host in a packet, for example, the source address of an outgoing packet, used within one

network to a different IP address known within another network.

3.10 Wizard Setup Configuration: Second Screen

The second wizard screen varies depending on what mode and encapsulation type you use.

All screens shown are with routing mode. Configure the fields and click Next to continue.
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3.10.1 PPPoE

Select PPPoE from the Encapsulation drop-down list box in the first wizard screen to display

the screen as shown.

Wizard Setup- ISP Parameters for Internet Access

Service MName
User Mame

FPassword

IP Address

Connection

Iusername

I

1 Optain an IF Address Automatically
7 Static IP Address
0.0.0.0

7 Caonnect an Demand: Max ldle Timeoudﬁ sec

% pailed-Up Connection

Metwork Address Translation

ISUA Only vI

Mext |

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Service Name

Type the name of your PPPoE service here.

User Name

Configure User Name and Password fields for PPPoA and PPPoE encapsulation
only. Enter the user name exactly as your ISP assigned. If assigned a name in the
form user@domain where domain identifies a service name, then enter both

components exactly as given.

Password

Enter the password associated with the user name above.

IP Address

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not
fixed; the ISP assigns you a different one each time you connect to the Internet. The
Single User

Account feature can be used with either a dynamic or static IP address.

Select Obtain an IP Address Automatically if you have a dynamic IP address;
otherwise select Static IP Address and type your ISP assigned IP address in the IP

Address text box below.

Connection

Select Connect on Demand when you don't want the connection up all the time and
specify an idle time-out (in seconds) in the Max. Idle Timeout field. The default
setting selects Connection on Demand with 0 as the idle time-out, which means
the Internet session will Select Nailed-Up Connection when you want your
connection up all the time. The BIPAC-5100/5100W will try to bring up the

connection automatically if it is disconnected.
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Network Address

Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the

Translation NAT chapter for more details.
Back Click Back to go back to the first wizard screen.
Next Click Next to continue to the next wizard screen.

3.10.2 RFC 1483

Select RFC 1483 from the Encapsulation drop-down list box in the first wizard screen to

display the screen as shown.

Wizard Setup- ISP Parameters for Internet Access

IP Address

jo.ooo

Metwark Address Translation

[sua only =]

Back | Mt |

The following table describes the labels in this screen.

LABEL DESCRIPTION

IP Address This field is available if you select Routing in the Mode field.
Type your ISP assigned IP address in this field.

Network Address  [Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the
Translation NAT chapter for more details.
Network Address  [Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the
Translation NAT chapter for more details.

LABEL DESCRIPTION
Back Click Back to go back to the first wizard screen.
Next Click Next to continue to the next wizard screen.

3.10.3 ENET ENCAP

Select ENET ENCAP from the Encapsulation drop-down list box in the first wizard screen to

display the screen as shown.
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Wizard Setup- ISP Parameters for Internet Access

IP Address

[y Ohtain an P Address Automatically
i Static: IP Address

IP Address |o.0.0.0
Subnet Mask |EI.D.EI.D
G ateway IEI.D.EI.D

Metwork Address Translation

ISUA Cinly vl

The following table describes the labels in this screen.

LABEL

DESCRIPTION

IP Address

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not
fixed; the ISP assigns you a different one each time you connect to the Internet. The
Single User Account feature can be used with either a dynamic or static IP address.
Select Obtain an IP Address Automatically if you have a dynamic IP address;
otherwise select Static IP Address and type your ISP assigned IP address in the IP

Address text box below.

Subnet Mask

Enter a subnet mask in dotted decimal notation.
Refer to the IP Subnetting appendix to calculate a subnet mask If you are

implementing subnetting.

ENET ENCAP You must specify a gateway IP address (supplied by your ISP) when you use ENET
Gateway ENCAP in the Encapsulation field in the previous screen.

Network Address  [Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the
Translation NAT chapter for more details.

Back Click Back to go back to the first wizard screen.

Next Click Next to continue to the next wizard screen.

3.10.4 PPPoA

Select PPPoA from the Encapsulation drop-down list box in the first wizard screen to display

the screen as shown.
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Wizard Setup- ISP Parameters for Internet Access

User Mame I
Fassword I
IP Address

¥ Obtain an IP Address Altormatically

" Static IP Address

0.00.0

Connection

" Connect on Demand: Max ldle TimeuutlD seC

% pailed-Up Connection

Metwork Address Translation

ISUA Cnly vI

Mext |

The following table describes the labels in this screen.

LABEL

DESCRIPTION

User Name

Enter the user name exactly as your ISP assigned. If assigned a name in the form
user@domain where domain identifies a service name, then enter both components

exactly as given.

Password

Enter the password associated with the user name above.

IP Address

This option is available if you select Routing in the Mode field.

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not
fixed; the ISP assigns you a different one each time you connect to the Internet. The
Single User Account feature can be used with either a dynamic or static IP address.
Click Obtain an IP Address Automatically if you have a dynamic IP address;
otherwise click Static IP Address and type your ISP assigned IP address in the IP

Address text box below

Connection

Select Connect on Demand when you don't want the connection up all the time and
specify an idle time-out (in seconds) in the Max. Idle Timeout field. The default
setting selects Connection on Demand with 0 as the idle time-out, which means the
Internet session will not timeout

Select Nailed-Up Connection when you want your connection up all the time. The
BIPAC-5100/5100W will try to bring up the connection automatically if it is

disconnected.
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Network Address  |This option is available if you select Routing in the Mode field.

Translation Select None, SUA Only or Full Feature from the drop-sown list box. Refer to the
NAT chapter for more details.

Back Click Back to go back to the first wizard screen.

Next Click Next to continue to the next wizard screen.

3.11 DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual

clients to obtain TCP/IP configuration at start-up from a server. You can configure the
BIPAC-5100/5100W as a DHCP server or disable it. When configured as a server, the
BIPAC-5100/5100W provides the TCP/IP configuration for the clients. If you turn DHCP

service off, you must have another DHCP server on your LAN, or else the computer must be

manually configured.

3.11.1 IP Pool Setup
The BIPAC-5100/5100W is pre-configured with a pool of 100 IP addresses starting from

192.168.1.100 to 192.168.1.199 for the client machines.

3.12 Wizard Setup Configuration: Third Screen

Verify the settings in the screen shown next. To change the LAN information on the
BIPAC-5100/5100W, click Change LAN Configurations. Otherwise click Save Settings to save

the configuration and skip to section 3.13.
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Wizard Setup- ISP Parameters for Internet Access

WAN Information:
Mode: Routing
Encapsulation: PPPoE
hultiplexing: LLC
YRINC] OiF2

Service Mame:

Llser Mame: username
Fassuory; #*s*ss**

IP Address: Obtain an IP Address Automaticalby
Metwaork Address Translation: SUA Onby

Connection: Nailed-Up Connection

LAH Information:
IF Address: 192.168.1.254
IP Mask: 265.255.255.0
DHCP: ON
Client IP Poal Stading Address: 192.168.1.100
Size of Client IP Foaol: 100

Change LAM Configuration

Save Settings

If you want to change your BIPAC-5100/5100W LAN settings, click Change LAN Configuration

to display the screen as shown next.

Wizard Setup- ISP Parameters for Internet Access

DHCP

LAM P Address
LAM Subnet Mask

OHCP Server

Clignt IP Pool Starting Address
Size of Client IP Pool

Primary DMNS Server
Secondary DMNS Server

{192 168 1 284
|255.255.255.0

ON =
[192.168.1.100
]
j0.0.0.0
jn.0.0.0

Back | Finish |

The following table describes the labels in this screen.

LABEL

DESCRIPTION
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LAN IP Address

Enter the IP address of your BIPAC-5100/5100W in dotted decimal notation, for
example, 192.168.1.254 (factory default).

LAN Subnet Mask

Enter a subnet mask in dotted decimal notation.

DHCP

DHCP Server From the DHCP Server drop-down list box, select On to allow your
BIPAC-5100/5100W to assign IP addresses, an IP default gateway and DNS servers
to computer systems that support the DHCP client. Select Off to disable DHCP
server.
When DHCP server is used, set the following items:

Client IP Pool This field specifies the first of the contiguous addresses in the IP address pool.

Starting Address

Size of Client IP

This field specifies the size or count of the IP address pool.

Pool

Primary DNS Enter the IP addresses of the DNS servers. The DNS servers are passed to the
Server DHCP clients along with the IP address and the subnet mask.

Secondary DNS As above.

Server

Back Click Back to go back to the first wizard screen.

Finish Click Finish to save the settings and proceed to the next wizard screen.

3.13 Wizard Setup Configuration: Connection Tests

The BIPAC-5100/5100W automatically tests the connection to the computer(s) connected to
the LAN ports. To test the connection from the BIPAC-5100/5100W to the ISP, click Start

Diagnose. Otherwise click Return to Main Menu to go back to the Site Map screen.

Wizard Setup- ISP Parameters for Internet Access

Your DSL Gateway is now canfigured. Your device is capahble of testing your DSL zervice, The
individual tests are listed helow. Click"Start Diagnose” button if yvou weant to test; otherwise, click
"Return to Main Menu" huttan.

LAN connections

WAaHN connections

Testyour Ethernet Connection PASS
Test ADSL synchronization Hif
Test ADSLATM QAM) loophack test Hif
Test PFRPIPPFOE server connection N
Fing default gateway i

Start Diagnose Return to kain henu
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3.14 Test Your Internet Connection

Launch your web browser and navigate to www.billion.com. Internet access is just the
beginning. Refer to the rest of this User’s Guide for more detailed information on the complete
range of BIPAC-5100/5100W features. If you cannot access the Internet, open the web
configurator again to confirm that the Internet settings you configured in the Wizard Setup are

correct.
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LAN Setup

W & 802.11b is only supported for the BIPAC-5100W

This chapter describes how to configure LAN settings.

4.1 LAN Overview

A Local Area Network (LAN) is a shared communication system to which many computers are
attached. A LAN is a computer network limited to the immediate area, usually the same
building or floor of a building.

The LAN screens can help you configure a LAN DHCP server and manage IP addresses.
4.1.1 LANs, WANs and the BIPAC-5100/5100W

The actual physical connection determines whether the BIPAC-5100/5100W ports are LAN or
WAN ports. There are two separate IP networks, one inside, the LAN network; the other

outside: the WAN network as shown next:

LAN

Theintefiace tothe '
o IANisEhemet p -'

.:1

WAN

The mlerfan:% to the
Internel or ayemate
node is fhe ADSL por

4.2 DNS Server Address

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address
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and vice versa, for example, the IP address of www.billion.com is 204.217.0.2. The DNS
server is extremely important because without it, you must know the IP address of a machine
before you can access it. The DNS server addresses that you enter in the DHCP setup are
passed to the client machines along with the assigned IP address and subnet mask.

There are two ways that an ISP disseminates the DNS server addresses. The first is for an ISP
to tell a customer the DNS server addresses, usually in the form of an information sheet, when
s/he signs up. If your ISP gives you the DNS server addresses, enter them in the DNS Server
fields in DHCP Setup, otherwise, leave them blank.

Some ISP’s choose to pass the DNS servers using the DNS server extensions of PPP IPCP
(IP Control Protocol) after the connection is up. If your ISP did not give you explicit DNS
servers, chances are the DNS servers are conveyed through IPCP negotiation. The
BIPAC-5100/5100W supports the IPCP DNS server extensions through the DNS proxy
feature.

If the Primary and Secondary DNS Server fields in DHCP Setup are not specified, for instance,
left as 0.0.0.0, the BIPAC-5100/5100W tells the DHCP clients that it itself is the DNS server.
When a computer sends a DNS query to the BIPAC-5100/5100W, the BIPAC-5100/5100W
forwards the query to the real DNS server learned through IPCP and relays the response back
to the computer.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server extensions. It
does not mean you can leave the DNS servers out of the DHCP setup under all circumstances.
If your ISP gives you explicit DNS servers, make sure that you enter their IP addresses in the
DHCP Setup menu. This way, the BIPAC-5100/5100W can pass the DNS servers to the
computers and the computers can query the DNS server directly without the
BIPAC-5100/5100W'’s intervention.

4.3 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP address and
vice versa. The DNS server is extremely important because without it, you must know the IP
address of a computer before you can access it.

There are two ways that an ISP disseminates the DNS server addresses.

1. The ISP tells you the DNS server addresses, usually in the form of an information sheet,
when you sign up. If your ISP gives you DNS server addresses, enter them in the DNS Server
fields in DHCP Setup.

2. Leave the DNS Server fields in DHCP Setup blank (for example 0.0.0.0). The
BIPAC-5100/5100W acts as a DNS proxy when this field is blank.
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4.4 LAN TCP/IP

The BIPAC-5100/5100W has built-in DHCP server capability that assigns IP addresses and
DNS servers to systems that support DHCP client capability.

4.4.1 Factory LAN Defaults

The LAN parameters of the BIPAC-5100/5100W are preset in the factory with the following
values:

»  IP address of 192.168.1.254 with subnet mask of 255.255.255.0 (24 bits)

»  DHCP server enabled with 100 client IP addresses starting from 192.168.1.100.
These parameters should work for the majority of installations. If your ISP gives you explicit
DNS server address(es), read the embedded web configurator help regarding what fields need
to be configured.

4.4.2 IP Address and Subnet Mask

Refer to the IP Address and Subnet Mask section in the Wizard Setup chapter for this

information.

4.4.3 RIP Setup

RIP (Routing Information Protocol) allows a router to exchange routing information with other

routers. The RIP Direction field controls the sending and receiving of RIP packets. When set

to:

1. Both - the BIPAC-5100/5100W will broadcast its routing table periodically and incorporate
the RIP information that it receives.

2. In Only - the BIPAC-5100/5100W will not send any RIP packets but will accept all RIP
packets received.

3. Out Only - the BIPAC-5100/5100W will send out RIP packets but will not accept any RIP
packets received.

4. None - the BIPAC-5100/5100W will not send any RIP packets and will ignore any RIP
packets received.

The Version field controls the format and the broadcasting method of the RIP packets that the

BIPAC-5100/5100W sends (it recognizes both formats when receiving). RIP-1 is universally

supported; but RIP-2 carries more information. RIP-1 is probably adequate for most networks,

unless you have an unusual network topology.

Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being that

RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.

4.4.4 Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender - 1

recipient) or Broadcast (1 sender - everybody on the network). Multicast delivers IP packets to

a group of hosts on the network - not everybody and not just 1.
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IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in a Multicast group - it is not used to carry user data. IGMP version 2 (RFC 2236)
is an improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you
would like to read more detailed information about interoperability between IGMP version 2
and version 1, please see sections 4 and 5 of RFC 2236. The class D IP address is used to
identify host groups and can be in the range 224.0.0.0 to 239.255.255.255. The address
224.0.0.0 is not assigned to any group and is used by IP multicast computers. The address
224.0.0.1 is used for query messages and is assigned to the permanent group of all IP hosts
(including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

The BIPAC-5100/5100W supports both IGMP version 1 (IGMP-v1) and IGMP version 2
(IGMP-v2). At start up, the BIPAC-5100/5100W queries all directly connected networks to
gather group membership. After that, the BIPAC-5100/5100W periodically updates this
information. IP multicasting can be enabled/disabled on the BIPAC-5100/5100W LAN and/or
WAN interfaces in the web configurator (LAN; WAN). Select None to disable IP multicasting on

these interfaces.

4.5 Configuring LAN

Click LAN to open the following screen.

LAN - Setup

DHCP
DHCP [Server =]
Client IP Pool Starting Address |192.1EE.1.1DD
Size of Client IP Poal [ion
Prirmary DMNS Server |EI.EI.D.EI
Secondary DMNS Server |EI.EI.D.D
Remote DHCP Server |Nfﬂ«

TCPAP
IP Address [192.168.1.254
IP Subnet Mask [255.255.255.0
RIP Direction [Mone =]
RIF Yersion A, -

Multicast INnne vl

Apply | Reset |

The following table describes the labels in this screen.

31



LABEL

DESCRIPTION

DHCP

If set to Server, your BIPAC-5100/5100W can assign IP addresses, an IP default
gateway and DNS servers to Windows 95, Windows NT and other systems that
support the DHCP client.

If set to None, the DHCP server will be disabled.

If set to Relay, the BIPAC-5100/5100W acts as a surrogate DHCP server and relays
DHCP requests and responses between the remote server and the clients. Enter the
IP address of the actual, remote DHCP server in the Remote DHCP Server field in
this case.

When DHCP is used, the following items need to be set:

LAN Subnet Mask

Enter a subnet mask in dotted decimal notation.

Client IP Pool
Starting Address

This field specifies the first of the contiguous addresses in the IP address pool.

Size of Client IP

This field specifies the size or count of the IP address pool.

Pool
Primary DNS Enter the IP addresses of the DNS servers. The DNS servers are passed to the
Server DHCP clients along with the IP address and the subnet mask.

Secondary DNS

Server

As above.

Remote DHCP

If Relay is selected in the DHCP field above then enter the IP address of the actual

Server remote DHCP server here.
TCP/IP
IP Address Enter the IP address of your BIPAC-5100/5100W in dotted decimal notation, for

example, 192.168.1.254 (factory default).

IP Subnet Mask

Type the subnet mask assigned to you by your ISP (if given).

RIP Direction Select the RIP direction from None, Both, In Only and Out Only.

RIP Version Select the RIP version from RIP-1, RIP-2B and RIP-2M.

Multicast IGMP (Internet Group Multicast Protocol) is a session-layer protocol used to establish
membership in a multicast group. The BIPAC-5100/5100W supports both IGMP
version 1 (IGMP-v1) and IGMP-v2. Select None to disable it.

Apply Click this button to save these settings back to the BIPAC-5100/5100W.

Cancel Click this button to reset the fields in this screen.
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Wireless LAN Setup

W & 802.11b is only supported for the BIPAC-5100W

This chapter discusses how to configure Wireless LAN on the BIPAC-5100/5100W.

5.1 Wireless LAN Overview

This section introduces the wireless LAN and some basic configurations. Wireless LANs can
be as simple as two computers with wireless LAN cards communicating in a peer-to-peer
network or as complex as a number of computers with wireless LAN cards communicating
through access points which bridge network traffic to the wired LAN.

5.1.2 Channel

The range of radio frequencies used by IEEE 802.11b wireless devices is called a “channel’”.
Channels available depend on your geographical area. You may have a choice of channels
(for your region) so you should use a different channel than an adjacent AP (access point) to
reduce interference. Interference occurs when radio signals from different access points
overlap causing interference and degrading performance.

Adjacent channels partially overlap however. To avoid interference due to overlap, your AP
should be on a channel at least five channels away from a channel that an adjacent AP is
using. For example, if your region has 11 channels and an adjacent AP is using channel 1,
then you need to select a channel between 6 or 11.

51.3ESSID

An Extended Service Set (ESS) is a group of access points or wireless gateways connected to
a wired LAN on the same subnet. An ESS ID uniquely identifies each set. All access points or
wireless gateways and their associated wireless stations in the same set must have the same
ESSID.

5.1.4 RTSICTS

A hidden node occurs when two stations are within range of the same access point, but are not
within range of each other. The following figure illustrates a hidden node. Both stations (STA)
are within range of the access point (AP) or wireless gateway, but out-of-range of each other,

so they cannot “hear” each other, that is they do not know if the channel is currently being used.
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Therefore, they are considered hidden from each other.

_ _ RTS Range

= CTS Range
Station CPE T e g TR T

== M| Stations A and B do not

ACK —
Ar—-"‘—'_'_.-f Station A  _"=~=I]hear each other. They Station B

- can hear the CPE

When station A sends data to the BIPAC-5100/5100W, it might not know that the station B is
already using the channel. If these two stations send data at the same time, collisions may
occur when both sets of data arrive at the AP at the same time, resulting in a loss of messages
for both stations.

RTS/CTS is designed to prevent collisions due to hidden nodes. An RTS/CTS defines the
biggest size data frame you can send before an RTS (Request To Send)/CTS (Clear to Send)
handshake is invoked.

When a data frame exceeds the RTS/CTS value you set (between 0 to 2432 bytes), the station
that wants to transmit this frame must first send an RTS (Request To Send) message to the AP
for permission to send it. The AP then responds with a CTS (Clear to Send) message to all
other stations within its range to notify them to defer their transmission. It also reserves and
confirms with the requesting station the time frame for the requested transmission.

Stations can send frames smaller than the specified RTS/CTS directly to the AP without the
RTS (Request To Send)/CTS (Clear to Send) handshake.

You should only configure RTS/CTS if the possibility of hidden nodes exists on your network
and the “cost” of resending large frames is more than the extra network overhead involved in
the RTS (Request To Send)/CTS (Clear to Send) handshake.

If the RTS/CTS value is greater than the Fragmentation Threshold value (see next), then the
RTS (Request To Send)/CTS (Clear to Send) handshake will never occur as data frames will
be fragmented before they reach RTS/CTS size.

5.1.5 Fragmentation Threshold

A Fragmentation Threshold is the maximum data fragment size (between 256 and 2432 bytes)
that can be sent in the wireless network before the BIPAC-5100/5100W will fragment the
packet into smaller data frames.

A large Fragmentation Threshold is recommended for networks not prone to interference while
you should set a smaller threshold for busy networks or networks that are prone to
interference.

If the Fragmentation Threshold value is smaller than the RTS/CTS value (see previously) you
set then the RTS (Request To Send)/CTS (Clear to Send) handshake will never occur as data

frames will be fragmented before they reach RTS/CTS size.
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5.2 Levels of Security

Wireless security is vital to your network to protect wireless communication between wireless
stations, access points and the wired network.

The figure below shows the possible wireless security levels on your BIPAC-5100/5100W. The
highest security level relies on EAP (Extensible Authentication Protocol) for authentication and
utilizes dynamic WEP key exchange. It requires interaction with a RADIUS (Remote
Authentication Dial-In User Service) server either on the WAN or your LAN to provide

authentication service for wireless stations.

— IEEEBDZ 1x
E&P with
ESSID RADIUS

Unique with Hide MAC Server
ESSID ESSID Address WEP Authen-
{Default) Enabled Filtering | Encryption tication

P 3

Least Secure Most Secure

If you do not enable any wireless security on your BIPAC-5100/5100W, your network is
accessible to any wireless networking device that is within range.

Use the BIPAC-5100/5100W web configurator to configurator to set up your wireless LAN
security settings. Refer to the chapter on using the BIPAC-5100/5100W web configurator to

see how to access the web configurator.

5.3 Data Encryption with WEP

WEP encryption scrambles the data transmitted between the wireless stations and the access
points to keep network communications private. It encrypts unicast and multicast
communications in a network. Both the wireless stations and the access points must use the
same WEP key for data encryption and decryption.

Your BIPAC-5100/5100W allows you to configure up to four 64-bit or 128-bit WEP keys but

only one key can be enabled at any one time.

5.4 Configuring Wireless LAN

Click Wireless LAN, Wireless to open the Wireless screen.
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Wiraless I AN- Wireless

ESSID
Hide ESSID
Channel ID

|w|an-ap
Mo =
| Channeld2 2417hHz = |

W RTSICTS Threshold |EI [0~ 2452

™ Fragmentation Threshold |2432 (256 ~ 2432

WEP Encryption IDisahIe vI

Ed-hit WEP: Enter 5 characters or 10 hexadecimal digits ("0-9", "4-F") preceded by 0x for each Key(1-4].
1 28-hit WEP: Enter 13 characters ar 26 hexadecimal digit= ("0-9", "A-F"1 preceded by 0x far each Key(1-4].

&+ eyl
 peyz
™ key3
" Weyd

Eiackl Apply | Reset |

The following table describes the labels in this screen.

LABEL DESCRIPTION

ESSID The ESSID (Extended Service Set Identification) is a unique name to identify the
BIPAC-5100/5100W in the wireless LAN. Wireless stations associating to the
BIPAC-5100/5100W must have the same ESSID.
Enter a descriptive name (up to 32 characters).

Hide ESSID Select Yes to hide the ESSID in so a station cannot obtain the ESSID through passive
scanning.
Select No to make the ESSID visible so a station can obtain the ESSID through
passive scanning.

Channel ID The range of radio frequencies used by IEEE 802.11b wireless devices is called a
channel.
Select a channel from the drop-down list box.

RTS/CTS The RTS (Request To Send) threshold (number of bytes) for enabling RTS/CTS

Threshold handshake. Data with its frame size larger than this value will perform the RTS/CTS
handshake. Setting this attribute to be larger than the maximum MSDU (MAC service
data unit) size turns off the RTS/CTS handshake. Setting this attribute to zero turns
on the RTS/CTS handshake.
Enter a value between 0 and 2432.

Fragmentation The threshold (number of bytes) for the fragmentation boundary for directed
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Threshold

messages. It is the maximum data fragment size that can be sent.

Enter a value between 256 and 2432.

WEP Encryption

WEP (Wired Equivalent Privacy) encrypts data frames before transmitting over the
wireless network.

Select Disable to allow all wireless computers to communicate with the access points
without any data encryption.

Select 64-bit WEP or 128-bit WEP to use data encryption.

Key 1 to Key 4

The WEP keys are used to encrypt data. Both the BIPAC-5100/5100W and the
wireless stations must use the same WEP key for data transmission.

If you chose 64-bit WEP, then enter any 5 ASCII characters or 10 hexadecimal
characters ("0-9", "A-F").

If you chose 128-bit WEP, then enter 13 ASCII characters or 26 hexadecimal
characters ("0-9", "A-F").

You must configure all four keys, but only one key can be activated at any one time.

The default key is key 1.

IP Address

Enter the IP address of your BIPAC-5100/5100W in dotted decimal notation, for
example, 192.168.1.254 (factory default).

IP Subnet Mask

Type the subnet mask assigned to you by your ISP (if given).

RIP Direction Select the RIP direction from None, Both, In Only and Out Only.

RIP Version Select the RIP version from RIP-1, RIP-2B and RIP-2M.

Multicast IGMP (Internet Group Multicast Protocol) is a session-layer protocol used to establish
membership in a multicast group. The BIPAC-5100/5100W supports both IGMP
version 1 (IGMP-v1) and IGMP-v2. Select None to disable it.

Back Click Back to go to the main wireless LAN setup screen.

Apply Click Apply to save your changes back to the BIPAC-5100/5100W.

Cancel Click Cancel to begin configuring this screen afresh.

5.5 Configuring MAC Filter

The MAC filter screen allows you to configure the BIPAC-5100/5100W to give exclusive

access to up to 32 devices (Allow Association) or exclude up to 32 devices from accessing the
BIPAC-5100/5100W (Deny Association). Every Ethernet device has a unique MAC (Media
Access Control) address. The MAC address is assigned at the factory and consists of six pairs
of hexadecimal characters, for example, 00:AA:BB:00:00:02. You need to know the MAC

address of the devices to configure this screen.
To change your BIPAC-5100/5100W’s MAC filter settings, click Wireless LAN, MAC Filter to

open the MAC Filter screen. The screen appears as shown.
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Wireless L AN- VAL Fifter

Active

Action

Mo =
|AIIDwAssuciatiDnL|
MAC Address

1 00:00:00:00:00 00 2| [00:00:00:00:00:00
3| |00:00:00:00:0000 4 | |o0:00:00:00:00:00
§ | |00:00:00:00:00 00 | |00:00:00:00:00:00
7 | |oo:00:00:00:0000 8 | |00:00:00:00:00:00
g {00:00:00:00:00 00 10| |00:00:00:00:00:00
1| |00:00:00:00:0000 12| |00:00:00:00:00:00
3| |00:00:00:00:0000 14| |00:00:00:00:00:00
‘5| |00:00:00:00:0000 16| |00:00:00:00:00:00
7| |00:00:00:00:00 00 18| |00:00:00:00:00:00
9| |00:00:00:00:0000 20| |00:00:00:00:00:00
x| |00:00:00:00:0000 22| |00:00:00:00:00:00
23| |00:00:00:00:0000 24| |00:00:00:00:00:00
25| |00:00:00:00:00 00 26| |00:00:00:00:00:00
27| |00:00:00:00:0000 28| |00:00:00:00:00:00
29| |00:00:00:00:0000 30| |00:00:00:00:00:00
3| |00:00:00:00:00 00 32| |00:00:00:00:00:00

Bac< Apply | Cancel |

The following table describes the labels in this menu.

LABEL DESCRIPTION

Active Select Yes from the drop down list box to enable MAC address filtering.

Action Define the filter action for the list of MAC addresses in the MAC address filter table.
Select Deny Association to block access to the router, MAC addresses not listed will
be allowed to access the router. Select Allow Association to permit access to the
router, MAC addresses not listed will be denied access to the router.

MAC Address Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless station that
are allowed or denied access to the BIPAC-5100/5100W in these address fields.

Back Click Back to go to the main wireless LAN setup screen.

Apply Click Apply to save your changes back to the BIPAC-5100/5100W.

Cancel Click Cancel to begin configuring this screen afresh.
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WAN Setup

W & 802.11b is only supported for the BIPAC-5100W

This chapter describes how to configure WAN settings.

6.1 WAN Overview

A WAN (Wide Area Network) is an outside connection to another network or the Internet.

See the Wizard Setup chapter for more information on the fields in the WAN screens.

6.2 PPPoE Encapsulation

The BIPAC-5100/5100W supports PPPoE (Point-to-Point Protocol over Ethernet). PPPOE is
an IETF Draft standard (RFC 2516) specifying how a personal computer (PC) interacts with a
broadband modem (DSL, cable, wireless, etc.) connection. The PPPoE option is for a dial-up
connection using PPPoE.

For the service provider, PPPoE offers an access and authentication method that works with
existing access control systems (for example Radius). PPPoE provides a login and
authentication method that the existing Microsoft Dial-Up Networking software can activate,
and therefore requires no new learning or procedures for Windows users.

One of the benefits of PPPoE is the ability to let you access one of multiple network services, a
function known as dynamic service selection. This enables the service provider to easily
create and offer new IP services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires
no specific configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the BIPAC-5100/5100W (rather than individual computers),
the computers on the LAN do not need PPPoE software installed, since the
BIPAC-5100/5100W does that part of the task. Furthermore, with NAT, all of the LANSs’

computers will have access.
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6.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of
data from a remote client to a private server, creating a Virtual Private Network (VPN) using
TCP/IP-based networks.

PPTP supports on-demand, multi-protocol and virtual private networking over public networks,

such as the Internet.

6.4 Traffic Shaping

Traffic Shaping is an agreement between the carrier and the subscriber to regulate the
average rate and “burstiness” or fluctuation of data transmission over an ATM network. This
agreement helps eliminate congestion, which is important for transmission of real time data
such as audio and video connections.

Peak Cell Rate (PCR) is the maximum rate at which the sender can send cells. This parameter
may be lower (but not higher) than the maximum line speed. 1 ATM cell is 53 bytes (424 bits),
so a maximum speed of 1 Mbps gives a maximum PCR of 2415 cells/sec. This rate is not
guaranteed because it is dependent on the line speed.

Sustained Cell Rate (SCR) is the mean cell rate of a bursty, on-off traffic source that can be
sent at the peak rate, and a parameter for burst-type traffic. SCR may not be greater than the
PCR; the system default is O cells/sec.

Maximum Burst Size (MBS) is the maximum number of cells that can be sent at the PCR. After
MBS is reached, cell rates fall below SCR until cell rate averages to the SCR again. At this
time, more cells (up to the MBS) can be sent at the PCR again.

The following figure illustrates the relationship between PCR, SCR and MBS.

Cell Rate
>

-
0
-

SCR

r

N - Time
MBS MBS
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6.5 Configuring WAN Setup

To change your BIPAC-5100/5100W’s WAN remote node settings, click WAN. The screen

differs by the encapsulation.

Wan - Wan List
¥ Route
[~ Bridge
[~ Half Bridge
Name | Active | Mode | WPl | WCI | Encap IP Address
isp Yes Route 1] 32 PFPOE Cwnamic
Back | Apply |

6.5.1 PPP Half Bridge
When the PPP Half Bridge is enabled the BIPAC-5100/5100W becomes invisible. The DHCP

server will duplicate the WAN IP address from the ISP to the local client PC. Only one PC is
able to access the Internet using half bridge mode.

Half bridge mode can only be used when a single IP address has been assigned by the ISP, it
is not suitable for services that provide multiple IP addresses. Half bridge mode is used when
the use of NAT or NAPT is not desired and there is a single computer attached to the
BIPAC-5100/5100W ADSL Gateway.

6.5.2 When to use Half Bridge mode

When using a separate firewall that will be protecting the network, half bridge mode will allow
the firewall to appear on the internet using the publicly accessible IP address assigned by the
ISP. This configuration will allow the dedicated firewall to have full control of the inbound and
outbound traffic and is the intended purpose for this mode.

Some applications that embed the IP address of the computer in the data are not compatible
with NAT or NAPT and so the computer requires a real public IP address. However the number

of applications that are not compatible with NAT/NAPT are reducing as developers address the
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issues. Before deciding to use half bridge mode please check to see if the application can be

made to work using the virtual server port forwarding feature on the BIPAC-5100/5100W.

Using NAT/NAPT is preferable as it provides the first line of defence against attack from

hackers/crackers and allows the connection of more than one computer.

WAN - WAN Setup - Profile T

Name
Active Yes -
Mode Routing =

Encapsulation
Multiplex
Virtual Circuit ID
WP
WiCI

ATM QoS Type
Cell Rate
Feak Cell Rate

Sustain Cell Rate

Maximum Burst Size
Login Information
Service Mame

Llser Mame

Password

IP Address
" Obtain an IP Address Autormatically
& Static IP Address

IP Address

Subnet Mask

Gateway

Connection

¥ Connect on Demand: Max Idle Timeou

" Mailed-Up Connection
TCP MSS Option

TCP MS5(0 means use defaulf)

|

Kl

LLC -

[
b

37 2 Jj

UBR -

cellisec

cellisec

1]

1]

jo.ooo
0.0.0.0
0.0.0.0

0 sBC

bytes

Back |

Apply | Reset |

The following table describes the labels in this screen.

LABEL

DESCRIPTION
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Name

Enter the name of your Internet Service Provider, e.g., MyISP. This information is for

identification purposes only.

Mode

Select Routing (default) from the drop-down list box if your ISP allows multiple

computers to share an Internet account. Otherwise select Bridge.

Encapsulation

Select the method of encapsulation used by your ISP from the drop-down list box.
Choices vary depending on the mode you select in the Mode field.

If you select Bridge in the Mode field, select either PPPoA or RFC 1483.

If you select Routing in the Mode field, select PPPoA, RFC 1483, ENET ENCAP or
PPPoE.

Multiplex

Select the method of multiplexing used by your ISP from the drop-down list. Choices

are VC or LLC.

Virtual Circuit ID

VPI (Virtual Path Identifier) and VCI (Virtual Channel Identifier) define a virtual circuit.

Refer to the appendix for more information.

VPI

The valid range for the VPl is 0 to 255. Enter the VPI assigned to you.

VCI

The valid range for the VCl is 32 to 65535 (0 to 31 is reserved for local management

of ATM traffic). Enter the VCI assigned to you.

ATM QoS Type

Select CBR (Continuous Bit Rate) to specify fixed (always-on) bandwidth for voice or
data traffic. Select UBR (Unspecified Bit Rate) for applications that are non-time
sensitive, such as e-mail. Select VBR (Variable Bit Rate) for bursty traffic and
bandwidth sharing with other applications.

VBR is not available on all models.

Cell Rate

Cell rate configuration often helps eliminate traffic congestion that slows transmission

of real time data such as audio and video connections.

Peak Cell Rate

Divide the DSL line rate (bps) by 424 (the size of an ATM cell) to find the Peak Cell
Rate (PCR). This is the maximum rate at which the sender can send cells. Type the

PCR here.

Sustain Cell Rate

The Sustain Cell Rate (SCR) sets the average cell rate (long-term) that can be

transmitted. Type the SCR, which must be less than the PCR.

Maximum Burst

Size

Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at

the peak rate. Type the MBS, which is less than 65535.

Login Information

(PPPoA and PPPoE encapsulation only)

Service Name

(PPPoE only) Type the name of your PPPoE service here.

User Name

Enter the user name exactly as your ISP assigned. If assigned a name in the form
user@domain where domain identifies a service name, then enter both components

exactly as given.

Password

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not
fixed; the ISP assigns you a different one each time you connect to the Internet. The

Single User Account feature can be used with either a dynamic or static IP address.
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Select Obtain an IP Address Automatically if you have a dynamic IP address;
otherwise select Static IP Address and type your ISP assigned IP address in the IP

Address field below.

Connection
(PPPoA and
PPPoE

encapsulation only)

The schedule rule(s) have priority over your Connection settings.

Nailed-Up

Connection

Select Nailed-Up Connection when you want your connection up all the time. The
BIPAC-5100/5100W will try to bring up the connection automatically if it is

disconnected.

Connect on

Demand

Select Connect on Demand when you don't want the connection up all the time and

specify an idle time-out in the Max Idle Timeout field.

Max Idle Timeout

Specify an idle time-out in the Max Idle Timeout field when you select Connect on

Demand. The default setting is 0, which means the Internet session will not timeout.

Subnet Mask
(ENET ENCAP

encapsulation only)

Enter a subnet mask in dotted decimal notation.
Refer to the Subnetting appendix in the to calculate a subnet mask If you are

implementing subnetting.

ENET ENCAP
Gateway (ENET
ENCAP

encapsulation only)

You must specify a gateway IP address (supplied by your ISP) when you select ENET
ENCAP in the Encapsulation field.

TCP MSS Option
(PPPoA/PPPOE,

Routing mode only)

This will increase the current MSS limit to the number specified, hence the tweak test
will report Max Packet Size as the specified number plus 40*. The catch is that every
time your PPPoE disconnects and re-connects it will revert back to MSS limit of 1400
(Max packet size of 1440) and needs to be entered after PPPoE connects again. This
function does not work before PPPoE connects.

*Referring to RFC879, the MSS value = MTU - 40, so by limiting the MSS value,

you will get limited MTU value.

Back Click Back to return to the previous screen.
Apply Click Apply to save the changes.
Cancel Click Cancel to begin configuring this screen afresh.
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Network Address Translation (NAT)

W & 802.11b is only supported for the BIPAC-5100W

This chapter discusses how to configure NAT on the BIPAC-5100/5100W.

7.1 NAT Overview

NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a
host in a packet, for example, the source address of an outgoing packet, used within one
network to a different IP address known within another network.

7.1.1 NAT Definitions

Inside/outside denotes where a host is located relative to the BIPAC-5100/5100W, for example,
the computers of your subscribers are the inside hosts, while the web servers on the Internet
are the outside hosts.

Global/local denotes the IP address of a host in a packet as the packet traverses a router, for
example, the local address refers to the IP address of a host when the packet is in the local
network, while the global address refers to the IP address of the host when the same packet is
traveling in the WAN side.

Note that inside/outside refers to the location of a host, while global/local refers to the IP
address of a host used in a packet. Thus, an inside local address (ILA) is the IP address of an
inside host in a packet when the packet is still in the local network, while an inside global
address (IGA) is the IP address of the same inside host when the packet is on the WAN side.

The following table summarizes this information.

ITEM DESCRIPTION
Inside This refers to the host on the LAN.
Outside This refers to the host on the WAN.
Local This refers to the packet address (source or destination) as the packet travels on the
LAN.
Global This refers to the packet address (source or destination) as the packet travels on the
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WAN.

7.1.2 What NAT Does

In the simplest form, NAT changes the source IP address in a packet received from a
subscriber (the inside local address) to another (the inside global address) before forwarding
the packet to the WAN side. When the response comes back, NAT translates the destination
address (the inside global address) back to the inside local address before forwarding it to the
original inside host. Note that the IP address (either local or global) of an outside host is never
changed.

The global IP addresses for the inside hosts can be either static or dynamically assigned by
the ISP. In addition, you can designate servers, for example, a web server and a telnet server,
on your local network and make them accessible to the outside world. With no servers defined,
your BIPAC-5100/5100W filters out all incoming inquiries, thus preventing intruders from
probing your network. For more information on IP address translation, refer to RFC 1631, The
IP Network Address Translator (NAT).

7.1.3 How NAT Works

Each packet has two addresses — a source address and a destination address. For outgoing
packets, the ILA (Inside Local Address) is the source address on the LAN, and the IGA (Inside
Global Address) is the source address on the WAN. For incoming packets, the ILA is the
destination address on the LAN, and the IGA is the destination address on the WAN. NAT
maps private (local) IP addresses to globally unique ones required for communication with
hosts on other networks. It replaces the original IP source address (and TCP or UDP source
port numbers for Many-to-One and Many-to-Many Overload NAT mapping) in each packet and
then forwards it to the Internet. The BIPAC-5100/5100W keeps track of the original addresses
and port numbers so incoming reply packets can have their original values restored. The

following figure illustrates this.

NAT Table
Inside Lacal Inside Glabal
IP Address IP Address
LAN Py | A WAN
192 188 1.1 1G4 2

192168112 1G4 3
Computer |P = 182168113 IGA 4

162.168.1.13

Computer IP =
162.166.1.12 li' CPE
. IEEE T LY ]
Computer I[P = ' d
Inside Local Inside Global
192168.1.11 Addresses (ILA) | Addresses (1GA)
Computer |P =
192.168.1.10
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7.1.4 NAT Application

The following figure illustrates a possible NAT application, where three inside LANs (logical
LANSs using IP Alias) behind the BIPAC-5100/5100W can communicate with three distinct

WAN networks. More examples follow at the end of this chapter.
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7.1.5 NAT Mapping Types
NAT supports five types of IP/port mapping. They are:

1. One to One: In One-to-One mode, the BIPAC-5100/5100W maps one local IP address to
one global IP address.

2. Many to One: In Many-to-One mode, the BIPAC-5100/5100W maps multiple local IP
addresses to one global IP address. This is equivalent to SUA (for instance, PAT, port
address translation), Billion’s Single User Account feature that previous Billion routers
supported (the SUA Only option in today’s routers).

3. Many to Many Overload: In Many-to-Many Overload mode, the BIPAC-5100/5100W maps
the multiple local IP addresses to shared global IP addresses.

4. Many-to-Many No Overload: In Many-to-Many No Overload mode, the BIPAC-5100/5100W
maps each local IP address to a unique global IP address.

5. Server: This type allows you to specify inside servers of different services behind the NAT to
be accessible to the outside world.

The following table summarizes these types.

TYPE IP MAPPING
One-to-One ILA1  IGA1
Many-to-One (SUA/PAT) ILA1  IGA1
ILA2  IGA1
Many-to-Many Overload ILA1  IGA1
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ILA2 IGA2

ILA3  IGA1

ILA4 IGA2
Many-to-Many No Overload ILA1  IGA1

ILA2 IGA2

ILA3 IGA3
Server Server1IP  IGA1

Server2IP  IGA1

Server3IP  IGA1

7.2 SUA (Single User Account) Versus NAT

SUA (Single User Account) is a implementation of a subset of NAT that supports two types of
mapping, Many-to-One and Server. The BIPAC-5100/5100W also supports Full Feature NAT
to map multiple global IP addresses to multiple private LAN IP addresses of clients or servers

using mapping types as outlined in

7.3 SUA Server

A SUA server set is a list of inside (behind NAT on the LAN) servers, for example, web or FTP,
that you can make visible to the outside world even though SUA makes your whole inside
network appear as a single computer to the outside world.

You may enter a single port number or a range of port numbers to be forwarded, and the local
IP address of the desired server. The port number identifies a service; for example, web
service is on port 80 and FTP on port 21. In some cases, such as for unknown services or
where one server can support more than one service (for example both FTP and web service),
it might be better to specify a range of port numbers. You can allocate a server IP address that
corresponds to a port or a range of ports.

Many residential broadband ISP accounts do not allow you to run any server processes (such
as a Web or FTP server) from your location. Your ISP may periodically check for servers and
may suspend your account if it discovers any active services at your location. If you are unsure,
refer to your ISP.

Default Server IP Address

In addition to the servers for specified services, NAT supports a default server IP address. A

default server receives packets from ports that are not specified in this screen.
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7.3.1 Port Forwarding: Services and Port Numbers
A NAT server set is a list of inside (behind NAT on the LAN) servers, for example, web or FTP,

that you can make accessible to the outside world even though NAT makes your whole inside
network appear as a single machine to the outside world.

Use the SUA Server page to forward incoming service requests to the server(s) on your local
network. You may enter a single port number or a range of port numbers to be forwarded, and
the local IP address of the desired server. The port number identifies a service; for example,
web service is on port 80 and FTP on port 21. In some cases, such as for unknown services or
where one server can support more than one service (for example both FTP and web service),
it might be better to specify a range of port numbers.

In addition to the servers for specified services, NAT supports a default server. A service
request that does not have a server explicitly designated for it is forwarded to the default server.
If the default is not defined, the service request is simply discarded.

The most often used port numbers are shown in the following table. Please refer to RFC 1700

for further information about port numbers.

SERVICES PORT NUMBER

ECHO 7
FTP (File Transfer Protocol) 21
SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer protocol or WWW, Web) 80
POP3 (Post Office Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162
PPTP (Point-to-Point Tunneling Protocol) 1723

7.3.2 Configuring Servers Behind SUA (Example)

Let's say you want to assign ports 22-25 to one server, port 80 to another and assign a default

server |P address of 192.168.1.35 as shown in the next figure.

49



The NAT network appears as
a single host on the Internet

192 .168.1 .1

FTR/TELMETISMTP servar

IP Address =
—_ 192, 168.1.33
£ B
% ‘3 =, COMpILGT E
W L IP Address =
{5'13 - 1921881.34 INTERNET
= @O
2856
= Compuier
E o % IP Address =
(ol =g 162.168.1.35
Computer
IP Address = IP ACDRESS ASSIGNED
192 168.1.36
BY ISP

7.4 Selecting the NAT Mode

Click NAT to open the following screen.

MNAT - Mode

Metwork Address Translation
" Mone

¥ SuUs Only

" Full Feature

Apply |

The following table describes the labels in this screen.

LABEL DESCRIPTION
None Select this radio button to disable NAT.
SUA Only Select this radio button if you have just one public WAN IP address for your

BIPAC-5100/5100W. The BIPAC-5100/5100W uses Address Mapping Set 1 in the
NAT - Edit SUA/NAT Server Set screen.

Edit Details Click this link to go to the NAT - Edit SUA/NAT Server Set screen.

Full Feature Select this radio button if you have multiple public WAN IP addresses for your

BIPAC-5100/5100W.

Edit Details Click this link to go to the NAT - Address Mapping Rules screen.

Apply Click Apply to save your configuration.

7.5 Configuring SUA Server
Click NAT, Select SUA Only and click Edit Details to open the following screen.
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NAT - Edit SUA/NAT Server Set

Start Port No. End Port No. IP Address
1 All ports All ports j0.0.0.0
2 h h [oooo
3 ] h [oooo
A h h [oooo
5 I h [booo
6 T N [pooo
7 B h [oooo
8 h T [nooo
9 T h [oooo
10 T T [pooo
11 ] h [oooo
12 h h [oooo

Savel Reset |

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Start Port No.

Enter a port number in this field.
To forward only one port, enter the port number again in the End Port No. field.
To forward a series of ports, enter the start port number here and the end port number

in the End Port No. field.

End Port No.

Enter a port number in this field.

To forward only one port, enter the port number again in the Start Port No. field
above and then enter it again in this field.

To forward a series of ports, enter the last port number in a series that begins with the

port number in the Start Port No. field above.

IP Address

Enter your server IP address in this field.

Save

Click Save to save your changes back to the BIPAC-5100/5100W.

Cancel

Click Cancel to return to the previous configuration.

7.6 Configuring Address Mapping

Ordering your rules is important because the BIPAC-5100/5100W applies the rules in the order
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that you specify. When a rule matches the current packet, the BIPAC-5100/5100W takes the

corresponding action and the remaining rules are ignored. If there are any empty rules before

your new configured rule, your configured rule will be pushed up by that number of empty rules.

For example, if you have already configured rules 1 to 6 in your current set and now you

configure rule number 9. In the set summary screen, the new rule will be rule 7, not 9. Now if

you delete rule 4, rules 5 to 7 will be pushed up by 1 rule, so old rules 5, 6 and 7 become new

rules 4, 5 and 6.

To change your BIPAC-5100/5100W’s address mapping settings, click NAT, Select Full

Feature and click Edit Details to open the following screen.

NAT - Address Mapping Rules

Local Start IP Local End IP | Global Start IP | Global End IP | Type

Back |

The following table describes the labels in this screen.

LABEL DESCRIPTION

Local Start IP This is the starting Inside Local IP Address (ILA). Local IP addresses are N/A for
Server port mapping.

Local End IP This is the end Inside Local IP Address (ILA). If your rule is for all local IP addresses,
then enter 0.0.0.0 as the Local Start IP address and 255.255.255.255 as the Local
End IP address. This field is N/A for One-to-one and Server mapping types.

Global Start IP This is the starting Inside Global IP Address (IGA). Enter 0.0.0.0 here if you have a
dynamic IP address from your ISP. You can only do this for Many-to-One and Server
mapping types.

Global End IP This is the ending Inside Global IP Address (IGA). This field is N/A for One-to-one,
Many-to-One and Server mapping types.

Type 1-1: One-to-one mode maps one local IP address to one global IP address. Note that

port numbers do not change for the One-to-one NAT mapping type.

M-1: Many-to-One mode maps multiple local IP addresses to one global IP address.

52




This is equivalent to SUA (i.e., PAT, port address translation), Billion's Single User
Account feature that previous Billion routers supported only.

M-M Ov (Overload): Many-to-Many Overload mode maps multiple local IP addresses
to shared global IP addresses.

MM No (No Overload): Many-to-Many No Overload mode maps each local IP address
to unique global IP addresses.

Server: This type allows you to specify inside servers of different services behind the

NAT to be accessible to the outside world.

Back

Click Back to return to the NAT Mode screen.

7.7 Editing an Address Mapping Rule

To edit an address mapping rule, click the rule’s link in the NAT Address Mapping Rules screen

to display the screen shown next.

NAT - Edit Address Mapping Rule 1

Type |Dne-tD-Dne LI
Local Start IP j0.0.0.0

Local End IP [MsAs

Global Start P jo.00o

Global End IP [iAs

Server Mapping Set INf.ﬂ. vI

Apply | Reset | Delete

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Type

Choose the port mapping type from one of the following.

1. One-to-One: One-to-One mode maps one local IP address to one global IP
address. Note that port numbers do not change for One-to-one NAT mapping type.
2. Many-to-One: Many-to-One mode maps multiple local IP addresses to one
global IP address. This is equivalent to SUA (i.e., PAT, port address translation),
Billion's Single User Account feature that previous Billion routers supported only.
3. Many-to-Many Overload: Many-to-Many Overload mode maps multiple local IP

addresses to shared global IP addresses.

4. Many-to-Many No Overload: Many-to-Many No Overload mode maps each
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local IP address to unique global IP addresses.
5. Server: This type allows you to specify inside servers of different services behind

the NAT to be accessible to the outside world.

Local Start IP This is the starting Inside Local IP Address (ILA). Local IP addresses are N/A for
Server port mapping.

Local End IP This is the end Inside Local IP Address (ILA). If your rule is for all local IP
addresses, then enter 0.0.0.0 as the Local Start IP address and 255.255.255.255
as the Local End IP address.

This field is N/A for One-to-one and Server mapping types.

Global Start IP This is the starting Inside Global IP Address (IGA). Enter 0.0.0.0 here if you have a
dynamic IP address from your ISP.

Global End IP This is the ending Inside Global IP Address (IGA). This field is N/A for One-to-one,

Many-to-One and Server mapping types.

Server Mapping Set

Only available when Type is set to Server.
Select a number from 1 to 10 from the drop-down menu to choose a server set from

the NAT - Address Mapping Rules screen.

Edit Details

Click this link to go to the NAT - Edit SUA/NAT Server Set screen to edit a server

set that you have selected in the Server Mapping Set field.

Apply Click Apply to save your changes back to the BIPAC-5100/5100W.
Cancel Click Cancel to return to the previously saved settings.
Delete Click Delete to exit this screen without saving
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Dynamic DNS Setup

W & 802.11b is only supported for the BIPAC-5100W

This chapter discusses how to configure your BIPAC-5100/5100W to use Dynamic DNS.

8.1 Dynamic DNS

Dynamic DNS allows you to update your current dynamic IP address with one or many
dynamic DNS services so that anyone can contact you (in NetMeeting, CU-SeeMe, etc.). You
can also access your FTP server or Web site on your own computer using a DNS-like address
(for instance myhost.dhs.org, where myhost is a name of your choice) that will never change
instead of using an IP address that changes each time you reconnect. Your friends or relatives
will always be able to call you even if they don't know your IP address.

First of all, you need to have registered a dynamic DNS account with www.dyndns.org. This is
for people with a dynamic IP from their ISP or DHCP server that would still like to have a DNS

name. The Dynamic DNS service provider will give you a password or key.

8.1.1 DYNDNS Wildcard

Enabling the wildcard feature for your host causes *.yourhost.dyndns.org to be aliased to the
same |P address as yourhost.dyndns.org. This feature is useful if you want to be able to use,

for example, www.yourhost.dyndns.org and still reach your hostname.

8.2 Configuring Dynamic DNS

To change your BIPAC-5100/5100W’s DDNS, click Dynamic DNS. The screen appears as

shown.
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Dynamic DNS

™ Active

Service Provider |W‘1MPJ.D3rnDNS.DRG ;I

Host Mame |

E-mail Address

Lzer I
Fassword |

[T Enable Wildcard

Apply | Reset |

The following table describes the labels in this screen.

LABEL DESCRIPTION
Active Select this check box to use dynamic DNS.
Service Provider Select the name of your Dynamic DNS service provider.
Host Name Type the domain name assigned to your BIPAC-5100/5100W by your Dynamic

DNS provider.

E-mail Address Type your e-mail address.

User Type your user name.

Password Type the password assigned to you.

Enable Wildcard Select this check box to enable DYNDNS Wildcard.

Apply Click Apply to save your changes back to the BIPAC-5100/5100W.
Cancel Click Cancel to return to the previously saved settings.
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Time and Date Setup

W & 802.11b is only supported for the BIPAC-5100W

Use this screen to configure the BIPAC-5100/5100W’s time and date settings. This chapter is

not available on all models.

9.1 Configuring Time Zone

To change your BIPAC-5100/5100W’s time and date, click Time Zone. The screen appears as

shown. Use this screen to configure the BIPAC-5100/5100W'’s time based on your local time

zone.

Time Zone

Time Server

Use Time Server when ElnntupINune LI

Tirne Server IP Address INIA

Time Zane |(GMTJ Greenwich Mean Time : Dublin, Edinburgh, Lisban, Lonu:lmLI
™ Daylight Saving

Start Date [i manth]| day

End Date |1 mnnthl1 day

I Calibrate system clock with Time Server now.
tAttention! This may take up to 60 seconds if Time Server is unreachable).

Date
Current Date [2000  Jor o
Mew Date fan-rmm-dd) |2IZIDEI _|D1 _|D1
Time
Current Time IEI1 : IQE : IdE
Mew Time IEI1 : IEE : |4E

Apply | Feset |
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The following table describes the labels in this screen.

LABEL

DESCRIPTION

Time Server

Use Time Server

when Bootup

Select the time service protocol that your time server sends when you turn on the
BIPAC-5100/5100W. Not all time servers support all protocols, so you may have to
check with your ISP/network administrator or use trial and error to find a protocol
that works.

The main difference between them is the format.

Daytime (RFC 867) format is day/month/year/time zone of the server.

Time (RFC 868) format displays a 4-byte integer giving the total number of seconds
since 1970/1/1 at 0:0:0.

The default, NTP (RFC 1305), is similar to Time (RFC 868).

Select None to enter the time and date manually.

Time Server IP

Address

Enter the IP address of your time server. Check with your ISP/network

administrator if you are unsure of this information.

Time Zone

Choose the time zone of your location. This will set the time difference between

your time zone and Greenwich Mean Time (GMT).

Daylight Savings

Select this option if you use daylight savings time. Daylight saving is a period from
late spring to early fall when many countries set their clocks ahead of normal local

time by one hour to give more daytime light in the evening.

Start Date

Enter the month and day that your daylight-savings time starts on if you selected

Daylight Savings.

End Date

Enter the month and day that your daylight-savings time ends on if you selected

Daylight Savings.

Calibrate system
clock with Time

Server now

Click this button to have your BIPAC-5100/5100W use the time server (that you
configured above) to set its internal system clock.

Please wait for up to 60 seconds while the BIPAC-5100/5100W locates the time
server. If the BIPAC-5100/5100W cannot find the time server, please check the
time server protocol and its IP address. If the IP address was entered correctly, try

pinging it for example to test the connection.

Date

Current Date

This field displays the date of your BIPAC-5100/5100W.
Each time you reload this page, the BIPAC-5100/5100W synchronizes the time with

the time server.

New Date

(yyyy-mm-dd)

This field displays the last updated date from the time server.
When you select None in the Use Time Server when Bootup field, enter the new

date in this field and then click Apply.

Time
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Current Time

This field displays the time of your BIPAC-5100/5100W.
Each time you reload this page, the BIPAC-5100/5100W synchronizes the time with

the time server.

New Time

This field displays the last updated time from the time server.
When you select None in the Use Time Server when Bootup field, enter the new

time in this field and then click Apply.

Apply

Click Apply to save your changes back to the BIPAC-5100/5100W.

Cancel

Click Cancel to return to the previously saved settings.
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Remote Management Configuration

”ohg: 802.11b is only supported for the BIPAC-5100W
This chapter provides information on configuring remote management. Remote management

is not available on all models

10.1 Remote Management Overview

Remote management allows you to determine which services/protocols can access which
BIPAC-5100/5100W interface (if any) from which computers.
You may manage your BIPAC-5100/5100W from a remote location via:
» Internet (WAN only) » ALL (LAN and WAN)
» LAN only » Neither (Disable)
To disable remote management of a service, select Disable in the corresponding Server
Access field.
10.1.1 Remote Management Limitations
Remote management over LAN or WAN will not work when:

1. Afilter is applied to block a Telnet, FTP or Web service.

2. You have disabled that service in one of the remote management screens.

3. The IP address in the Secured Client IP field does not match the client IP address.
If it does not

4. There is an console session running.

There is already another remote management session of the same type (web, FTP
or Telnet) running. You may only have one remote management session of the
same type running at one time.

6. There is a web remote management session running with a Telnet session. A Telnet
session will be disconnected if you begin a web session; it will not begin if there
already is a web session.

10.1.2 Remote Management and NAT
When NAT is enabled:
»  Use the BIPAC-5100/5100W’s WAN IP address when configuring from the WAN.
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»  Use the BIPAC-5100/5100W’s LAN IP address when configuring from the LAN.
10.1.3 System Timeout

There is a system timeout of five minutes (three hundred seconds) for either the console port
or telnet/web/FTP connections. Your BIPAC-5100/5100W automatically logs you out if you do

nothing in this timeout period, except when sys stdio has been changed on the command line.

10.2 Telnet

You can configure your BIPAC-5100/5100W for remote Telnet access as shown next.

Madem Modem %

Llser tE nets
inta the LAN

10.3 FTP

You can upload and download BIPAC-5100/5100W firmware and configuration files using FTP.

To use this feature, your computer must have an FTP client.

10.4 Web

You can use the BIPAC-5100/5100W’s embedded web configurator for configuration and file

management. See the online help for details.

10.5 Configuring Remote Management

Click Remote Management to open the following screen.
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Remote Management Control

Semer Type Access Status Fort Secured Client [P
Telnet Al =l 23 o000
FTP Al AR 0.0.0.0
Weh Al | 8o o000
Apply Reset

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Server Type

Each of these labels denotes a service that you may use to remotely manage the

BIPAC-5100/5100W.

Access Status

Select the access interface. Choices are All, LAN Only, WAN Only and Disable.

Port

This field shows the port number for the remote management service. You may
change the port number for a service in this field, but you must use the same port

umber to use that service for remote management.

Secured Client IP

The default 0.0.0.0 allows any client to use this service to remotely manage the
BIPAC-5100/5100W. Type an IP address to restrict access to a client with a

matching IP address.

Apply

Click Apply to save your settings back to the BIPAC-5100/5100W.

Cancel

Click Cancel to begin configuring this screen afresh.
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Universal Plug-and-Play (UPnP)

W & 802.11b is only supported for the BIPAC-5100W

This chapter introduces the UPnP feature in the web configurator.

11.1 Universal Plug and Play Overview

Universal Plug and Play (UPnP) is a distributed, open networking standard that uses TCP/IP
for simple peer-to-peer network connectivity between devices. An UPnP device can
dynamically join a network, obtain an IP address, convey its capabilities and learn about other
devices on the network. In turn, a device can leave a network smoothly and automatically
when it is no longer in use.
11.1.1 How do | know if I'm using UPnP?
UPnP hardware is identified as an icon in the Network Connections folder (Windows XP). Each
UPNP compatible device installed on your network will appear as a separate icon. Selecting
the icon of a UPnP device will allow you to access the information and properties of that
device.
11.1.2 NAT Traversal
UPNP NAT traversal automates the process of allowing an application to operate through NAT.
UPNP network devices can automatically configure network addressing, announce their
presence in the network to other UPnP devices and enable exchange of simple product and
service descriptions. NAT traversal allows the following:

»  Dynamic port mapping

»  Learning public IP addresses

»  Assigning lease times to mappings
Windows Messenger is an example of an application that supports NAT traversal and UPnP.

See the Network Address Translation (NAT) chapter for further information about NAT.

11.2 Cautions with UPnP

The automated nature of NAT traversal applications in establishing their own services may
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present network security issues. Network information and configuration may also be obtained
and modified by users in some network environments.

All UPnP-enabled devices may communicate freely with each other without additional
configuration. Disable UPnP if this is not your intention.

UPnP broadcasts are only allowed on the LAN.

See later sections for examples of installing UPnP in Windows XP and Windows Me as well as
an example of using UPnP in Windows.

11.2.1 Configuring UPnP

From the Site Map in the main menu, click UPnP under Advanced Setup to display the screen

shown next.

UPNP

[T Enable the Universal Flug and Play{LIFnP) Service

[T Allow users to rake configuration changes through LIPnP

Apply | Reset |

The following table describes the labels in this screen.

LABEL DESCRIPTION

Enable the Universal |Select this checkbox to activate UPnP. Be aware that anyone could use a UPnP
Plug and Play (UPnP) |application to open the web configurator's login screen without entering the
Service BIPAC-5100/5100W's IP address (although you must still enter the password to

access the web configurator).

Allow users to make |Select this check box to allow UPnP-enabled applications to automatically
configuration changes |configure the BIPAC-5100/5100W so that they can communicate through the
through UPnP BIPAC-5100/5100W, for example by using NAT traversal, UPnP applications
automatically reserve a NAT forwarding port in order to communicate with another
UPnP enabled device; this eliminates the need to manually configure port

forwarding for the UPnP enabled application.

Apply Click Apply to save your settings back to the BIPAC-5100/5100W.

Cancel Click Cancel to return to the previously saved settings.

11.3 Installing UPnP in Windows Example

This section shows how to install UPnP in Windows Me and Windows XP.
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11.3.1 Installing UPnP in Windows Me

Follow the steps below to install the UPnP in Windows Me.
Step 1. Click Start and Control Panel. Double-click Add/Remove Programs.
Step 2. Click on the Windows Setup tab and select Communication in the Components

selection box. Click Details.

Add/Remove Programs Properties E
Install/Upinstall  Windows Setup I Startup Disk I

To add or remove a component. select or clear the check box. If
the check box is shaded, only part of the component will be
inztalled. Ta see what'z included in a component, click Details.

LComponents:

[ [E] Accessibility 0.0ME =
(B Accessones 128 ME j
Address Book. 1.5ME
@ Cormrunications

ﬁ' Desktop Themes 5amME ;l
Space uzed by installed components 42 8 kB
Space required: 0.0 kB
Space available on dizk: 25744 B

D escription

Includes accessones to help you connect to other computers
and orlifne services.

5 of 9 components selected
Have Dizk |
QK I Cancel | Aapl I

Step 3. In the Communications window, select the Universal Plug and Play check box in the

Components selection box.
=l

To maal o =omp orard, imleci ha chad: bas rec o lha
cornporerd ru e, of Clear The chieck boee fF pou do rot manl
iratalliL & chaded bot mesne that only pai ol the coponent will
ka raialed. To see whet's rchded in 8 componenl, cick Deta b

Coamponeanta
1 @ HelH eniing FENT |
. 0= HA

| E Vriusl Firesie Nelvaorking N0 HA
Spacs uaed by irstaled comporenic L2 WE
Spacs regaed QOB
S f v allahiE o sk g2 HE

[ematorpdee

Lirirs mrzal Plheg ared Play srabls = rawrlass connesh e

Eorairecalion Exbvasen WWindoms and ke Boerd 25

s ]
ak. Canced |

Step 4. Click OK to go back to the Add/Remove Programs Properties window and click Next.
Step 5. Restart the computer when prompted.

11.3.2 Installing UPnP in Windows XP

Follow the steps below to install the UPnP in Windows XP.

Step 1. Click Start and Control Panel.

Step 2. Double-click Network Connections.

Step 3. In the Network Connections window, click Advanced in the main menu and select

Optional Networking Components ....
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% Metwork Connections

File  Edit Wiew Faworites  Tools

Help
Operator-Assisted Dialing
eBack M _/I l‘m‘: jjj 5e Dial-up Preferences...

I
Address 'K:'_, Metwork Connections

Metwork Identification. ..
. - Bridge Connections
Network Tasks Advanced Setkings. ..

| e | S e

e e e o e

o

The Windows Optional Networking Components Wizard window displays.

Step 4. Select Networking Service in the Components selection box and click Details.

Windows Optional Networking Components Wizard

Windows Components
You can add or remove components of Windows =P

To add o remowe a component, click the checkbox, A shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Dretails.

Components:

O Eg] t anagement and Monitoring Toolz 1.9MB
0.2 kB

O Eg Other Mebwork File and Print Services

Description:  Containg a variety of specialized. network-related services and protocols.

Total dizk space required: 0.0MBE -
Details...
Space available on disk: 2789.3 MB —

I RS ][ Cancel ]

Step 5. In the Networking Services window, select the Universal Plug and Play check box.

Step 6. Click OK to go back to the Windows Optional Networking Component Wizard window
and click Next.

Networking Services &|

To add or remowe a component, click the check box A shaded box means that only part
aof the component will be inzstalled. To see what's included in a component, click Details.

Subcomponents of Metwarking Services:

Internet Gateway Device Dizcovery and Control Client 0.0mMe
O] 3 RIP Listener 0.0MB

C1 (3 Simple TERAP Services
& Uriversal Flug and Play

Descrption:  Allows your computer to discover and contral Universal Plug and Play
devices.

Taotal disk zpace required: 0.0ME
Space available on dizk: 2789.2 MB

OF. ] [ Cahcel
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11.4 Using UPnP in Windows XP Example

This section shows you how to use the UPnP feature in Windows XP. You must already have
UPnP installed in Windows XP and UPnP activated on the BIPAC-5100/5100W.

Make sure the computer is connected to a LAN port of the BIPAC-5100/5100W. Turn on your
computer and the BIPAC-5100/5100W.

11.4.1 Auto-discover Your UPnP-enabled Network Device

Step 1. Click start and Control Panel. Double-click Network Connections. An icon displays
under Internet Gateway.

Step 2. Right-click the icon and select Properties.

Fle Edk Yer Faroites  Tools  Advescad  Help

ek - G - (B D s Fosders

sk et | Metvorc Comnattiors
[ AR _

Step 3. In the Internet Connection Properties window, click Settings to see the port mappings

there were automatically created.

! Intermat Connactinn PFraparties

[EELEEE

Cornesct to the Intsnst ueing

% irterret Cornection

This comr=oliot alams youd [o conreck o bhe Indene] dreoagh 2
shrared pornechan on arotde compubaL

T

] Stce imon in rectifiaticon arca when caneeched

[ on ][ caca |

Step 4. You may edit or delete the port mappings or click Add to manually add port mappings.
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Aevanrad Saftivgs

Herdcer

kel Hhe sarvices Laneg on Pt ral el vt balamel e can
S

Service Setlings

Serdrer

™ e TR T CROCH f COHL TER L. .
5 romge (1011 61 35056 27197 LDP Description: of sarce
B ramice (1921 661 @1 7211] 30057 LDP |'[9.3|_

™ e 192160700 7310 A7 TCP

HName or |P address [for sxample 192.163.0012] of e
campiter hasing tis ssvice on oo nebsort:

|'|'32.1E:a.1 RE]

Extemal FPert number fan Bz serace:

[143 # P UDP
Ircemal Fort mumber for this serdce:
ZE]
Fdid ; | g 1
0K || Canc | £ Lo |

Step 5. Select Show icon in notification area when connected option and click OK. An icon

displays in the system tray

,_ilj Internet Conneckisn is now connecked |
Click here for mors information. .

L B adapM

5 uonpd - Paint

Step 6. Double-click on the icon to display your current Internet connection status.

! Ivteer et Connectionn 5tates

Geneal |
Irizrel G saey
Slalus: Conreched
Diursti on: OCDSE
Speed: 100.0 Wbps
Aoliviy
Intermet Izt Galersy Iy Compule:
ot < w9
Packels
Senl: g E1E
A=sc=ved: 5543 TIE
| Progesizn || Disabe |

11.4.2 Web Configurator Easy Access
With UPnP, you can access the web-based configurator on the BIPAC-5100/5100W without

finding out the IP address of the BIPAC-5100/5100W first. This comes helpful if you do not
know the IP address of the BIPAC-5100/5100W.

Follow the steps below to access the web configurator.

Step 1. Click Start and then Control Panel.

Step 2. Double-click Network Connections.

Step 3. Select My Network Places under Other Places.



™ Network Connections |Z\ |§||X|

File Edit View Favorites Tools  Advanced  Help I

@oeck - @ - (T D seach [ roders [~
Address | &€ Network Conmections vl Go
LAN or High-Speed Internet

Network Tasks

- . 7 Local Area Connection
Create & new connection | Enabled

& Setup ahome or small T4, ASUSTek/Broadcom 440x 10/...
office network

See Also

i) Metwork Troubleshooter

Other Places

Z e
twork Places
- ocuments,

@ My Computer

Details

Network Connections
System Folder

Step 4. An icon with the description for each UPnP-enabled device displays under Local
Network.
Step 5. Right-click on the icon for your BIPAC-5100/5100W and select Invoke. The web

configurator login screen displays.

: | My Network Places

File Edit Wiew Favorites  Tools  Help ,%
l\d; Back J L} p Search [1: Folders -v
address | % My Netwark Places b | Go

Local Network
Metwork Tasks

.!:2 Add a network place 51004 Wirheless ADSL Rouker
Internet Sharing Gakews
ﬂrd Wigw nebwork connections i 9 i

Q Set up a home ar small
office netwaork

& Yiew workgroup computers

DOther Places

@ Deskitop

% My Computer

E' My Docurnents
|5 Shared Documnents
';é Printers and Faxes

Details

My Nebwork Places
Swstem Folder

Step 6. Right-click on the icon for your BIPAC-5100/5100W and select Properties. A properties
window displays with basic information about the BIPAC-5100/5100W.
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51004 Wireless ADSL Router Internet Sharing Gatew. .. E'

General |
[
:Q: 151 Bouter Internet Sharing (& ateway
b anufacturer; Billion Electric Co., Ltd.

Model M arme: 5100w Wireless ADSL Router Inter51 00 Wireless
Model Murmber: 5100w Wireless ADSL Router

Dezcription; 1000 Wwirelezs ADSL Router Internet Sharing Gat
Device Address:  kttp://192.168.1. 254/

| Close Cancel
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Maintenance

W & 802.11b is only supported for the BIPAC-5100W

This chapter displays system information such as Billion firmware, port IP addresses and

port traffic statistics.

12.1 Maintenance Overview

Use the maintenance screens to view system information, upload new firmware, manage

configuration and restart your BIPAC-5100/5100W.

12.2 System Status Screen

Click System Status, where you can use to monitor your BIPAC-5100/5100W. Note that these

fields are READ-ONLY and are meant to be used for diagnostic purposes.

71



System Status

Systemn Mame ; router

RAS FAN Version: 340008102100 220 [ 1202772003

DSL Py Version: TrendChip, Mersion 2.20.0. ASIC 1.1 Annexd
Standard:mMulti-tMode

WAHN Information:

IP Address:0.0.0.0

IP Subnet Mask0.0.0.0
Default Gateway:0.0.0.0
WRIRACLOr 32

LAHN Information:

MAC Addres=:00:04 ed:1ffef3
IF Address; 192.168.1.254

IF Subnet Mask: 255.2595.255.0
DHCP: Sarver

DHCF Start IP: 192, 168.1.100
DHCP Pool Size: 100

WLAN Information

ESSIDwlan-ap
Channel: 2
WEF: Disahle

The following table describes the labels in this screen.

LABEL

DESCRIPTION

System Status

System Name

This is the name of your BIPAC-5100/5100W. It is for identification purposes.

RAS F/W Version

This is the firmware version and the date created.

DSL FW Version

This is the DSL firmware version associated with your BIPAC-5100/5100W.

Standard

This is the standard that your BIPAC-5100/5100W is using.

WAN Information

IP Address

This is the WAN port IP address.
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IP Subnet Mask

This is the WAN port IP subnet mask.

Default Gateway

This is the IP address of the default gateway, if applicable.

VPI/VCI

This is the Virtual Path Identifier and Virtual Channel Identifier that you entered in

the first Wizard screen.

LAN Information

MAC Address

This is the MAC (Media Access Control) or Ethernet address unique to your

BIPAC-5100/5100W.

IP Address

This is the LAN port IP address.

IP Subnet Mask

This is the LAN port IP subnet mask.

DHCP

This is the WAN port DHCP role - Server, Relay (not all BIPAC-5100/5100W

models) or None.

DHCP Start IP

This is the first of the contiguous addresses in the IP address pool.

DHCP Pool Size

This is the number of IP addresses in the IP address pool.

Show Statistics

Click Show Statistics to see router performance statistics such as number of

packets sent and number of packets received for each port.

12.2.1 System Statistics

Click Show Statistics in the System Status screen to open the following screen. Read-only

information here includes port status and packet specific statistics. Also provided are "system

up time" and "poll interval(s)".

The Poll Interval(s) field is configurable.

<2} Web Configurator Statistics - Microsoft Internet Exp

System up Time: 0:28:53
ZPU Load: b,

WAHN Port Statistics:
Link Status: VWait for Init
Lpstream Speed: 0 Khps

=131 x|

11%

Downstream Speed: 0 khps
Node-Link Status|Tkats RxPkts Errors| Tx B/s|Rx B/s\Up Time
1-PPPoE | Idle | 1] 1] 1] a 1] 0:00:00
LAMN Port Statistics:
Status|T=Pkis RxPkts|Collisions:
n 308 239 1]
T1M 151 a 1]

Poll Intervalis) :

IE et Interval | Stop |

|:E:| Dane

l_ ’_ l_ |4 Internet
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The following table describes the labels in this screen.

LABEL

DESCRIPTION

System up Time

This is the elapsed time the system has been up.

CPU Load

This field specifies the percentage of CPU utilization.

WAN Port Statistics

This is the WAN port.

Link Status

This is the status of your WAN link.

Transfer Rate

This is the transfer rate in kbps.

Upstream Speed

This is the upstream speed of your BIPAC-5100/5100W.

Downstream Speed

This is the downstream speed of your BIPAC-5100/5100W.

Node-Link

This field displays the remote node index number and link type. Link types are

PPPoA, ENET, RFC 1483 and PPPoE.

LAN Port Statistics

This is the LAN port.

Interface This field displays the type of port.

Status For the WAN port, this displays the port speed and duplex setting if you're using
Ethernet encapsulation and down (line is down), idle (line (ppp) idle), dial (starting
to trigger a call) and drop (dropping a call) if you're using PPPoE encapsulation.
For a LAN port, this shows the port speed and duplex setting.

TxPkts This field displays the number of packets transmitted on this port.

RxPkts This field displays the number of packets received on this port.

Errors This field displays the number of error packets on this port.

Tx Bls This field displays the number of bytes transmitted in the last second.

Rx B/s This field displays the number of bytes received in the last second.

Up Time This field displays the elapsed time this port has been up.

Collisions This is the number of collisions on this port.

Poll Interval(s)

Type the time interval for the browser to refresh system statistics.

Set Interval Click this button to apply the new poll interval you entered in the Poll Interval field
above.
Stop Click this button to halt the refreshing of the system statistics.

12.3 DHCP Table Screen

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual
clients to obtain TCP/IP configuration at start-up from a server. You can configure the
BIPAC-5100/5100W as a DHCP server or disable it. When configured as a server, the
BIPAC-5100/5100W provides the TCP/IP configuration for the clients. If set to None, DHCP

service will be disabled and you must have another DHCP server on your LAN, or else the

computer must be manually configured.
Click MAINTENANCE, and then the DHCP Table tab. Read-only information here relates to
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your DHCP status. The DHCP table shows current DHCP client information (including IP

Address, Host Name and MAC Address) of all network clients using the DHCP server.

DHCP Tahla
Host Name IP Address MAC Address
T'Wer-4 192 168.1.33 on-00-E8-7C-14-80
182168134 00-02-DD-32-91-BA
| nemcarmputer 1821661 345 | O0-AQ-C5-41-AT-96

The following table describes the labels in this screen.

LABEL DESCRIPTION
Host Name This is the name of the host computer.
IP Address This field displays the IP address relative to the Host Name field.
MAC Address This field displays the MAC (Media Access Control) address of the computer with

the displayed host name.
Every Ethernet device has a unique MAC address. The MAC address is assigned
at the factory and consists of six pairs of hexadecimal characters, for example,

00:AA:BB:00:00:02.

12.4 Wireless Screens

These read-only screens display information about the BIPAC-5100/5100W'’s wireless LAN.

12.4.1 Association List

This screen displays the MAC address(es) of the wireless clients that are currently logged in to

the network.

Click Wireless LAN and then Association List to open the screen shown next.

Wireless | AN - A ssociation List

# MAC Address Association Time
om N0:02:dd:32:91 6a 00:39:46 2000001501
ooz 00305419796 00:4651 200001501

Baclk Fefresh

The following table describes the labels in this screen.

LABEL

DESCRIPTION

This is the index number of an associated wireless client.
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MAC Address

This field displays the MAC (Media Access Control) address of the computer with
the displayed host name.

Every Ethernet device has a unique MAC address. The MAC address is assigned
at the factory and consists of six pairs of hexadecimal characters, for example,

00:AA:BB:00:00:02.

Association Time

This field displays how long a wireless station has been associated to the

BIPAC-5100/5100W.

Back

Click Back to go to the main Wireless LAN screen.

Refresh

Click Refresh to renew the information in the table.

12.4.2 Channel Usage Table
This screen displays the state of the channels within the BIPAC-5100/5100W’s transmission

range. Click Wireless LAN and then Channel Usage Table to open the screen shown next.

Wireless I AN - Channel Usage Tabla

Channel Activity
1 -0
2 o
3 Yes
4 fes
] Mo
] Yes
7 o
g Yes
4 -0
10 Yes
11 Yes
Back Refresh
The following table describes the labels in this screen.
LABEL DESCRIPTION
Channel This is the index number of the channel.
IP Address This field displays Yes if another AP or Ad-hoc network is using the channel within
the BIPAC-5100/5100W’s transmission range.
Back Click Back to go to the main Wireless LAN screen.
Refresh Click Refresh to renew the information in the table.
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12.5 Diagnostic Screens

These read-only screens display information to help you identify problems with the
BIPAC-5100/5100W.

Click Diagnostic to display the following screen.

Diagrnostic

General Diagnostics.

D=L Line Diagnostics.

12.5.1 Diagnostic General Screen
Click Diagnostic and then General to open the screen shown next.

Diagnostic - General

- Info - ;I

TCPAP
Addreasl Fing |
System

Reset System

Back |

The following table describes the labels in this screen.

LABEL DESCRIPTION

TCP/IP Address Type the IP address of a computer that you want to ping in order to test a
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connection.

Ping

Click this button to ping the IP address that you entered.

Reset System

Click this button to reboot the BIPAC-5100/5100W. A warning dialog box is then
displayed asking you if you're sure you want to reboot the system. Click OK to

proceed.

Back

Click this button to go back to the main Diagnostic screen.

12.5.2 Diagnostic DSL Line Screen

Click Diagnostic and then DSL Line to open the screen shown next.

Diagnostic - DSL [ ine

= fnfg -

Reset ADSL Line | Upstream Moise Margin |

AT Status | Dowenstream Moise Margin |

AT Loopback Test |

Back |

The following table describes the labels in this screen.

LABEL

DESCRIPTION

Reset ADSL Line

Click this button to reinitialize the ADSL line. The large text box above then displays
the progress and results of this operation, for example:

"Start to reset ADSL

Loading ADSL modem F/W...

Reset ADSL Line Successfully!"

ATM Status

Click this button to view ATM status.

ATM Loopback Test

Click this button to start the ATM loopback test. Make sure you have configured at
least one PVC with proper VPIs/VCls before you begin this test. The
BIPAC-5100/5100W sends an OAM F5 packet to the DSLAM/ATM switch and then
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returns it (loops it back) to the BIPAC-5100/5100W.
The ATM loopback test is useful for troubleshooting problems with the DSLAM and
ATM network.

Upstream Noise Click this button to display the upstream noise margin.

Margin

Downstream Noise  |Click this button to display the downstream noise margin.

Margin

Back Click this button to go back to the main Diagnostic screen.

”07‘50 DO NOT power down the router or interrupt the firmware upgrading
while it is still in process. Improper operation could damage the

router.

12.6 Firmware Screen

Find firmware at www.billion.com in a file that (usually) uses the system model name with a
"*.bin" extension, e.g., "BIPAC-5100/5100W.bin". The upload process uses FTP (File Transfer
Protocol) and may take up to two minutes. After a successful upload, the system will reboot.
Click Firmware to open the following screen. Follow the instructions in this screen to upload

firmware to your BIPAC-5100/5100W.

FIRNMWARE

Firmware Upgrade

To upgrade the internal router firrmware, browse to the location ofthe binary (BIN) upgrade file and click
LPLOAD.

File Path: Browse.. | | Upload I

CONFIGURATION FlL E

Click Resetto clear all user-defined configurations and return to the factory defaults.

Feset |

The following table describes the labels in this screen.

LABEL DESCRIPTION

File Path Type in the location of the file you want to upload in this field or click Browse ... to

find it.
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Browse... Click Browse... to find the .bin file you want to upload. Remember that you must

decompress compressed (.zip) files before you can upload them.

Upload Click Upload to begin the upload process. This process may take up to two
minutes.
Reset Click this button to clear all user-entered configuration information and return the

BIPAC-5100/5100W to its factory defaults. Refer to the Resetting the
BIPAC-5100/5100W section.

After you see the Firmware Upload in Process screen, wait two minutes before logging into the
BIPAC-5100/5100W again.
The BIPAC-5100/5100W automatically restarts in this time causing a temporary network

disconnect. In some operating systems, you may see the following icon on your desktop.

@ Local Area Connection
Mekwark cable unplugged

AT P o
After two minutes, log in again and check your new firmware version in the System Status
screen.

If the upload was not successful, the following screen will appear. Click Back to go back to the

Firmware screen.

Error Massage:

ERROR: FAIL TO UFPDATE DUE TO... The uploaded file was not accepted by the router.
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Troubleshooting

This chapter covers potential problems and the corresponding remedies.

A.1 Using LEDs to Diagnose Problems

The LEDs are useful aides for finding possible problem causes.

A.1.1 Power LED
The PWR LED on the front panel does not light up.

STEPS CORRECTIVE ACTION

1 Make sure that the BIPAC-5100/5100W’s power adaptor is connected to the
BIPAC-5100/5100W and plugged in to an appropriate power source. Use only the
supplied power adaptor.

2 Check that the BIPAC-5100/5100W and the power source are both turned on and the
BIPAC-5100/5100W is receiving sufficient power.

3 Turn the BIPAC-5100/5100W off and on.

4 If the error persists, you may have a hardware problem. In this case, you should contact
your vendor.

A.1.2 LAN LED
The LAN LED on the front panel does not light up.

STEPS CORRECTIVE ACTION
1 Check the Ethernet cable connections between your BIPAC-5100/5100W and the
computer or hub.
2 Check for faulty Ethernet cables.
3 Make sure your computer’s Ethernet card is working properly.
4 If these steps fail to correct the problem, contact your local distributor for assistance.

A.1.3 DSL LED
The DSL LED on the front panel does not light up.

STEPS CORRECTIVE ACTION
1 Check the telephone wire and connections between the BIPAC-5100/5100W DSL port
and the wall jack.
2 Make sure that the telephone company has checked your phone line and set it up for
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DSL service.

3 Reset your ADSL line to reinitialize your link to the DSLAM. For details, refer to the
Maintenance chapter (web configurator) or the System Information and Diagnosis
chapter.

4 If these steps fail to correct the problem, contact your local distributor for assistance.

A.2 Console Port

| cannot access the BIPAC-5100/5100W via the console port.

STEPS

CORRECTIVE ACTION

1

Make sure the BIPAC-5100/5100W is connected to your computer's serial port.

2

Make sure the communications program is |VT100 terminal emulation.

configured correctly. The communications [9600 bps is the default speed on leaving
software should be configured as follows: |the factory. Try other speeds in case the
speed has been changed.

No parity, 8 data bits, 1 stop bit, data flow

set to none.

Make sure you entered the correct password. The default password is “admin”.

If you have forgot your username or password, refer to Section A.5.

A.3 Telnet

| cannot telnet into the BIPAC-5100/5100W.

STEPS

CORRECTIVE ACTION

1

Check the LAN port and the other Ethernet connections.

2

Make sure you are using the correct IP address of the BIPAC-5100/5100W. Check the
IP address of the BIPAC-5100/5100W.

Ping the BIPAC-5100/5100W from your computer.

If you cannot ping the BIPAC-5100/5100W, check the IP addresses of the
BIPAC-5100/5100W and your computer. Make sure your computer is set to get a
dynamic IP address; or if you want to use a static IP address on your computer, make

sure that it is on the same subnet as the BIPAC-5100/5100W.

Make sure you entered the correct password. The default password is “admin”.

If you have forgot your username or password, refer to Section A.5.

If these steps fail to correct the problem, contact the distributor.
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A.4 Web Configurator

| cannot access the web configurator.

STEPS CORRECTIVE ACTION

1 Make sure you are using the correct IP address of the BIPAC-5100/5100W. Check the
IP address of the BIPAC-5100/5100W.

2 Make sure that there is not an console session running.

3 Check that you have enabled web service access. If you have configured a secured
client IP address, your computer’s IP address must match it. Refer to the chapter on
remote management for details.

4 For WAN access, you must configure remote management to allow server access from
the Wan (or all).

5 Your computer’s and the BIPAC-5100/5100W’s IP addresses must be on the same
subnet for LAN access.

6 If you changed the BIPAC-5100/5100W’s LAN IP address, then enter the new one as
the URL.

7 Remove any filters in LAN or WAN that block web service.

8 See also Section A.9.

The web configurator does not display properly.
STEPS CORRECTIVE ACTION

1 Make sure you are using Internet Explorer 5.0 and later versions.

2 Delete the temporary web files and log in again.

In Internet Explorer, click Tools, Internet Options and then click the Delete Files ...
button.

When a Delete Files window displays, select Delete all offline content and click OK.
(Steps may vary depending on the version of your Internet browser.)

A.5 Login Username and Password

| forgot my login

username and/or password.

STEPS

CORRECTIVE ACTION

1

If you have changed the password and have now forgotten it, you will need to upload
the default configuration file. This will erase all custom configurations and restore all of

the factory defaults including the password.

Press the RESET button for five seconds, and then release it. When the SYS LED
begins to blink, the defaults have been restored and the BIPAC-5100/5100W restarts.
Or refer to the Resetting the BIPAC-5100/5100W section for uploading a configuration
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file via console port.

3 The default username is “admin”. The default password is “admin”. The Password and
Username fields are case-sensitive. Make sure that you enter the correct password and
username using the proper casing.

4 It is highly recommended to change the default username and password. Make sure

you store the username and password in a save place.

A.6 LAN Interface

| cannot access the BIPAC-5100/5100W from the LAN or ping any computer on the LAN.

STEPS CORRECTIVE ACTION
1 Check the Ethernet LEDs on the front panel. A LAN LED should be on if the port is
connected to a computer or hub. If the 10M/100M LEDs on the front panel are both off,
refer to Section A.1.2.
2 Make sure that the IP address and the subnet mask of the BIPAC-5100/5100W and

your computer(s) are on the same subnet.

A.7 WAN Interface

Initialization of the ADSL connection failed.

STEPS CORRECTIVE ACTION
1 Check the cable connections between the ADSL port and the wall jack. The DSL LED
on the front panel of the BIPAC-5100/5100W should be on.
2 Check that your VPI, VCI, type of encapsulation and type of multiplexing settings are the
same as what you collected from your telephone company and ISP.
3 Restart the BIPAC-5100/5100W. If you still have problems, you may need to verify your

VPI, VCI, type of encapsulation and type of multiplexing settings with the telephone
company and ISP.

| cannot get a WAN IP address from the ISP.

STEPS CORRECTIVE ACTION
1 The ISP provides the WAN IP address after authenticating you. Authentication may be
through the user name and password, the MAC address or the host name.
2 The username and password apply to PPPoE and PPoA encapsulation only. Make sure

that you have entered the correct Service Type, User Name and Password (be sure to

use the correct casing).
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A.8 Interne

t Access

| cannot access the Internet.

STEPS CORRECTIVE ACTION
1 Make sure the BIPAC-5100/5100W is turned on and connected to the network.
2 If the DSL LED is off, refer to Section A.1.3.
3 Verify your WAN settings.
4 Make sure you entered the correct user name and password.
5 For wireless stations, check that both the BIPAC-5100/5100W and wireless station(s)

are using the same ESSID, channel and WEP keys (if WEP encryption is activated).

Internet connect

ion disconnects.

STEPS CORRECTIVE ACTION
1 Check the schedule rules.
2 If you use PPPoA or PPPoE encapsulation, check the idle time-out setting.
3 Contact your ISP.

A.9 Remote Management

| cannot remotel

y manage the BIPAC-5100/5100W from the LAN or WAN.

STEPS CORRECTIVE ACTION

1 Refer to the Remote Management Limitations section in the Firmware and Configuration
File Management chapter for scenarios when remote management may not be possible.

2 Use the BIPAC-5100/5100W’s WAN IP address when configuring from the WAN.
Use the BIPAC-5100/5100W’s LAN IP address when configuring from the LAN.

3 Refer to Section A.6 for instructions on checking your LAN connection.
Refer to Section A.7 for instructions on checking your WAN connection.

4 See also the Section A 4.

A.10 Remote Node Connection

| cannot connec

t to a remote node or ISP.

STEPS CORRECTIVE ACTION
1 Check WAN screen to verify that the username and password are entered properly.
2 Verify your login name and password for the remote node.
3 If these steps fail, you may need to verify your login and password with your ISP.
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Product Support and Contact Information

Most problems can be solved by referring to the Troubleshooting section in
the User’s Manual. If you cannot resolve the problem with the
Troubleshooting chapter, please contact the dealer where you purchased
this product.

Contact Billion

AUSTRALIA

http://www.billion.com.au/
Hotline: 1300 139 159, 7 days a week.

©2004 Billion Electric Co., Ltd. PC Range P/L. All Rights Reserved.

WORLDWIDE

http://www.billion.com/
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