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Please Read

Important

Please read this entire guide. If this guide provides installation or operation
instructions, give particular attention to all safety statements included in this guide.



Notices

Trademark Acknowledgments

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its
affiliates in the U.S. and other countries. A listing of Cisco's trademarks can be found
at www.cisco.com/go/trademarks.

HPNA is a trademark of the Home Phoneline Networking Alliance.

The Wi-Fi Protected Setup mark is a mark of the Wi-Fi Alliance. Wi-Fi Protected
Setup is a trademark of the Wi-Fi Alliance.

Other third party trademarks mentioned are the property of their respective owners.

The use of the word partner does not imply a partnership relationship between
Cisco and any other company. (1009R)

Disclaimer

The maximum performance for wireless is derived from IEEE Standard 802.11
specifications. Actual performance can vary, including lower wireless network
capacity, data throughput rate, range and coverage. Performance depends on many
factors, conditions and variables, including distance from the access point, volume of
network traffic, building materials and construction, operating system used, mix of
wireless products used, interference and other adverse conditions.

Publication Disclaimer

Cisco Systems, Inc. assumes no responsibility for errors or omissions that may
appear in this publication. We reserve the right to change this publication at any
time without notice. This document is not to be construed as conferring by
implication, estoppel, or otherwise any license or right under any copyright or
patent, whether or not the use of any information in this document employs an
invention claimed in any existing or later issued patent.

Copyright

© 2010, 2012 Cisco and/or its affiliates. All rights reserved. Printed in the United States of
America.

Information in this publication is subject to change without notice. No part of this
publication may be reproduced or transmitted in any form, by photocopy,
microfilm, xerography, or any other means, or incorporated into any information
retrieval system, electronic or mechanical, for any purpose, without the express
permission of Cisco Systems, Inc.



Notice to Installers

The servicing instructions in this notice are for use by qualified service personnel only. To reduce the
risk of electric shock, do not perform any servicing other than that contained in the operating
instructions, unless you are qualified to do so.

I\

CAUTION: To reduce the risk of electric shock, do not
remove cover (or back). No user-serviceable parts inside.
Refer servicing to qualified service personnel.

Note to System Installer

For this apparatus, the cable shield/screen shall be grounded as
close as practical to the point of entry of the cable into the
building.For products sold in the US and Canada, this reminder is
provided to call the system installer's attention to Article 800-93
and Article 800-100 of the NEC (or Canadian Electrical Code Part
1), which provides guidelines for proper grounding of the cable
shield.

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

RNING
TO PREVENT FIRE OR ELECTRIC SHOCK, DO NOT EXPOSE
THIS UNIT TO RAIN OR MOISTURE.

This symbol is intended to alert you that uninsulated voltage
within this product may have sufficient magnitude to cause
electric shock Therefore, it is dangerous to make any kind of
contact with any inside part of this product.

This symbol is intended to alert you of the presence of
important operating and maintenance (servicing)
instructions in the literature: accompanying this product.

Notice a l'attention des installateurs de réseaux cablés

Les instructions relatives aux interventions d’entretien, fournies dans la présente notice, s’adressent
exclusivement au personnel technique qualifié. Pour réduire les risques de chocs électriques, n’effectuer
aucune intervention autre que celles décrites dans le mode d'emploi et les instructions relatives au
fonctionnement, a moins que vous ne soyez qualifié pour ce faire.

DANGER ELECTRIQUE

/N A

ATTENTION :Pourréduirelesrisques dechocs
électriques, ne pas enlever le couvercle (ou le panneau
arriére). Ne contientaucune piéce réparable par
I'utilisateur. Confier les interventions aux techniciens
d'entretien qualifies.
i AVERTISSEMENT i

POUR EVITER LES INCENDIES OU LES CHOCS ELECTRIQUES,
NE PAS EXPOSER L'APPAREIL A LA PLUIE OU A L'HUMIDITE.

Remarque a l'attention de I'installateur
du systéme

Avec cet appareil, le blindage/écran du cable doit
étre mis a la terre aussi prés que possible du
point d’entrée du céble dans le batiment. En ce
qui concermne les produits vendus aux Etats-Unis
et au Canada, ce rappel est fourni pour attirer
I'attention de l'installateur sur les articles 800-93 et
800-100 du Code national de I'électricité (ou
Code de I'électricité canadien, Partie 1) qui
fournissent des lignes directrices concernant la
mise a la terre correcte du blindage (écran) du
céble.

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

Ce symbole a pour but de vous prévenir que
des tensions électrigues non isolées existent a
I'intérieur de ce produit, pouvant étre d'une

intensité suffisante pour causer des chocs
électriques. Il est donc dangereux d'établir un
contact quelcongque avec|'une des piéces
comprises a lintérieur de ce produit.

Ce symbole a pour but de vous prévenir de la présence
dinstructions importantes relatives au fonctionnement
ou a l'entretien (et aux réparations) dans la documen-
tation accompagnant ce produit.




Mitteilung fur CATV-Techniker

Die in dieser Mitteilung aufgefithrten Wartungsanweisungen sind ausschliefilich fiir qualifiziertes
Fachpersonal bestimmt. Um die Gefahr eines elektrischen Schlags zu reduzieren, sollten Sie keine
Wartungsarbeiten durchfithren, die nicht ausdriicklich in der Bedienungsanleitung aufgefiihrt sind,
aufler Sie sind zur Durchfiihrung solcher Arbeiten qualifiziert.

Mitteilung an den Systemtechniker
Fur dieses Gerat muss der Kabelschutz/Schim
so nahe wie méglich am Eintrittspunkt des
Kabelsindas Gebaude geerdet werden.
Dieser Erinnerungshinweis liegt den in den
USA oder Kanada verkauften Produkten
bei.Er soll den Systemtechniker auf Paragraph
800-93 und Paragraph 800-100der UsS-
Elektrovorschrift NEC (oder der kanadischen
Elektrovorschrift Canadian Electrical Code Teil 1)
aufmerksam machen, in denen die Richtlinien
firdieordnungsgemafe Erdungdes
Kabelschirms festgehalten sind.

Dieses Symbol weist den Benutzer auf das
Vorhandensein von nicht isolierten gefahriichen
Spannungen im Gerat hin, die Stromschlage
verursachen kénnen. Ein Kontakt mitden
internen Teilendieses Produktes ist mit
Gefahren verbunden.

CAUTION

/N e A\

STROMSCHLAGGEFAHR,
NICHT BFFNEN

ACHTUNG: Zur Vermeidung eines Stromschlags darf
die Abdeckung (bzw. die Gerateriickwand) nicht
entfernt werden. Das Gerét enthalt keine vom Benutzer
wartbaren Teile. Wartungsarbeiten diirfen nur von
qualifizietem Fachpersonal durchgefiihrt werden.
WARNUNG

DAS GERAT NICHT REGEN ODER FEUCHTIGKEIT
AUSSETZEN, UM STROMSCHLAG ODER DURCH EINEN
KURZSCHLUSS VERURSACHTEN BRAND ZU VERMEIDEN.

Dieses Symbol weist den Benutzer darauf hin, dass
die mitdiesem Produkt gelieferte Dokumentation
wichtige Betriebs- und Wartungsanweisungen fiir das
Gerat enthalt,

Aviso a los instaladores de sistemas CATV

Las instrucciones de reparacién contenidas en el presente aviso son para uso exclusivo por parte de
personal de mantenimiento cualificado. Con el fin de reducir el riesgo de descarga eléctrica, no realice
ninguna otra operacién de reparacién distinta a las contenidas en las instrucciones de funcionamiento, a
menos que posea la cualificacion necesaria para hacerlo.

Nota para el instalador del sistema

En lo que se refiere a este aparato, el blindaje
del cable debe conectarse a tierra lo mas cerca
posible al punto por el cual el cable entra en el
edificio. En el caso de los productos vendidos
en los EE. UU. y Canada, el presente aviso se
suministra para llamar la atencién del instalador
delsistemasobrelosArticulos 800-93y
800-100del NEC (o Cédigo Eléctricode
Canada, Parte 1), que proporcionan directrices
para una correcta conexion a tierra del blindaje
del cable.

Este simbolo tiene como fin advertirle de que
una tension sin aislamiento en el interior de
este producto podria ser de una magnitud
suficiente como para provocar una descarga
electrica. Por consiguiente, resulta peligroso
realizar cualquier tipo de contacto con alguno
de los componentes internos de este producto.

CAUTION
RISK OF ELECTRIC SHOCK
é A
ATENCION
ELECTRICA NO ABRIR
ATENCION: con el fin de reducir el riesgo de descarga
eléctrica, no retire la tapa (ni la parte posterior). No
existen en el interior componentes que puedan ser
reparados porelusuario. Encargue surevisiéna
personal de mantenimiento cualificado.
ADVERTENCIA
PARA EVITAR EL RIESGO DE INCENDIO O DESCARGA

ELECTRICA, NO EXPONGA LA UNIDAD A LA LLUVIA O
A LA HUMEDAD.

Este simbolo tiene como fin alertarle de la presencia
de importantes instrucciones de operacién y
mantenimiento (revision) contenidas en la literatura
que acompafia al producto.

20080814 _Installer800_Intl
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IMPORTANT SAFETY INSTRUCTIONS

IMPORTANT SAFETY INSTRUCTIONS

1)  Read these instructions.

2)  Keep these instructions.

3)  Heed all warnings.

4)  Follow all instructions.

5) Do not use this apparatus near water.
6) Clean only with dry cloth.

7) Do not block any ventilation openings. Install in accordance with the manufacturer's
instructions.

8) Do not install near any heat sources such as radiators, heat registers, stoves, or other
apparatus (including amplifiers) that produce heat.

9) Do not defeat the safety purpose of the polarized or grounding-type plug. A
polarized plug has two blades with one wider than the other. A grounding-type
plug has two blades and a third grounding prong. The wide blade or the third
prong are provided for your safety. If the provided plug does not fit into your
outlet, consult an electrician for replacement of the obsolete outlet.

10) Protect the power cord from being walked on or pinched particularly at plugs,
convenience receptacles, and the point where they exit from the apparatus.

11)  Only use attachments/accessories specified by the manufacturer.

12) @ Use only with the cart, stand, tripod, bracket, or table specified by the

manufacturer, or sold with the apparatus. When a cart is used, use caution
when moving the cart/apparatus combination to avoid injury from
tip-over.

13) Unplug this apparatus during lightning storms or when unused for long periods of
time.

14) Refer all servicing to qualified service personnel. Servicing is required when the
apparatus has been damaged in any way, such as a power-supply cord or plug is
damaged, liquid has been spilled or objects have fallen into the apparatus, the
apparatus has been exposed to rain or moisture, does not operate normally, or has
been dropped.

Power Source Warning

A label on this product indicates the correct power source for this product. Operate this product only
from an electrical outlet with the voltage and frequency indicated on the product label. If you are
uncertain of the type of power supply to your home or business, consult your service provider or your
local power company.

The AC inlet on the unit must remain accessible and operable at all times.

Ground the Product

A WARNING: Avoid electric shock and fire hazard! If this product connects to coaxial
cable wiring, be sure the cable system is grounded (earthed). Grounding provides
some protection against voltage surges and built-up static charges.

4036168 Rev B Vii



IMPORTANT SAFETY INSTRUCTIONS

Protect the Product from Lightning

In addition to disconnecting the AC power from the wall outlet, disconnect the signal inputs.

Verify the Power Source from the On/Off Power Light

When the on/ off power light is not illuminated, the apparatus may still be connected to the power
source. The light may go out when the apparatus is turned off, regardless of whether it is still plugged
into an AC power source.

Eliminate AC Mains Overloads

A WARNING: Avoid electric shock and fire hazard! Do not overload AC mains, outlets,

extension cords, or integral convenience receptacles. For products that require battery
power or other power sources to operate them, refer to the operating instructions for
those products.

Provide Ventilation and Select a Location

Remove all packaging material before applying power to the product.
Do not place this apparatus on a bed, sofa, rug, or similar surface.
Do not place this apparatus on an unstable surface.

Do not install this apparatus in an enclosure, such as a bookcase or rack, unless the installation
provides proper ventilation.

Do not place entertainment devices (such as VCRs or DVDs), lamps, books, vases with liquids, or
other objects on top of this product.

Do not block ventilation openings.

Protect from Exposure to Moisture and Foreign Objects

A WARNING: Avoid electric shock and fire hazard! Do not expose this product to

dripping or splashing liquids, rain, or moisture. Objects filled with liquids, such as
vases, should not be placed on this apparatus.

A WARNING: Avoid electric shock and fire hazard! Unplug this product before cleaning.

Do not use a liquid cleaner or an aerosol cleaner. Do not use a magnetic/static cleaning
device (dust remover) to clean this product.

A WARNING: Avoid electric shock and fire hazard! Never push objects through the

openings in this product. Foreign objects can cause electrical shorts that can result in
electric shock or fire.

Service Warnings

A WARNING: Avoid electric shock! Do not open the cover of this product. Opening or

iii

removing the cover may expose you to dangerous voltages. If you open the cover, your
warranty will be void. This product contains no user-serviceable parts.

4036168 Rev B



IMPORTANT SAFETY INSTRUCTIONS

Check Product Safety

Upon completion of any service or repairs to this product, the service technician must perform safety
checks to determine that this product is in proper operating condition.

Protect the Product When Moving It

Always disconnect the power source when moving the apparatus or connecting or disconnecting
cables.

Telephone Equipment Notice

4036168 Rev B

When using your telephone equipment, basic safety precautions should always be followed to reduce
the risk of fire, electric stock and injury to persons, including the following:

1. Do not use this product near water, for example, near a bath tub, wash bowl, kitchen sink or laundry
tub, in a wet basement or near a swimming pool.

2. Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a
remote risk of electric shock from lightning.

3. Do not use the telephone to report a gas leak in the vicinity of the leak.

A CAUTION: To reduce the risk of fire, use only No. 26 AWG or larger
telecommunication line cord.

SAVE THESE INSTRUCTIONS

20090915_Modem No Battery_Safety



United States FCC Compliance

United States FCC Compliance

This device has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against such interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy. If not installed and used in accordance with the
instructions, it may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined by
turning the equipment OFF and ON, the user is encouraged to try to correct the interference
by one or more of the following measures:

B Reorient or relocate the receiving antenna.
B Increase the separation between the equipment and receiver.

m  Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

B Consult the service provider or an experienced radio/ television technician for help.

Any changes or modifications not expressly approved by Cisco Systems, Inc., could void the
user's authority to operate the equipment.

The information shown in the FCC Declaration of Conformity paragraph below is a
requirement of the FCC and is intended to supply you with information regarding the FCC
approval of this device. The phone numbers listed are for FCC-related questions only and not
intended for questions regarding the connection or operation for this device. Please contact your
service provider for any questions you may have regarding the operation or installation of this device.

FE€ Declaration of Conformity

This device complies with Part 15 of FCC DDR2200 Residential Gateway
Rules. Operation is subject to the following Model(s): DDR2200

two conditions: 1) the device may not cause Manufactured by:
harmful interference, and 2) the device must Cisco Systems, Inc.

accept any interference received, including 5030 Sugarloaf Parkway
interference that may cause undesired Lawrenceville, Georgia 30044 USA
operation. Telephone: 678-277-1120

Canada EMI Regulation
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la class B est conforme a la norme NMB-003 du Canada.

FCC Part 68

The Federal Communications Commission (FCC) of the United States restricts specific uses of
modems, and places registration responsibilities on both the manufacturer and the individual
user.
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United States FCC Compliance

1 The modem may not be connected to a party line or to a coin-operated telephone.

2 Notification to the telephone company is no longer required prior to connecting
registered equipment, but upon request from the telephone company, the user shall tell
the telephone company which line the equipment is connected to as well as the
registration number and ringer equivalence number of the registered protective circuitry.
FCC information is printed on a label on the bottom of the modem.

This equipment complies with Part 68 of FCC Rules and the requirements adopted by the
ACTA. On the base unit of this equipment is a label that contains, among other information,
a product identifier in the format US: US:GEMDL01BDDR2200. If requested, this number
must be provided to the telephone company.

The REN is useful to determine the quantity of devices you may connect to your telephone
line and still have those devices ring when your telephone number is called. In most, but not
all areas, the sum of the REN of all devices connected to one line should not exceed five (5.0).
To be certain of the number of devices you may connect to your line, as determined by the
REN, you should contact your local telephone company to determine the maximum REN for
your calling area.

If your equipment causes harm to the telephone network, the telephone company may
discontinue your service temporarily. If possible, they will notify you in advance. If advance
notice is not practical, you will be notified as soon as possible. You will be informed of your
right to file a complaint with the FCC. Your telephone company may make changes in its
facilities, equipment, operations or procedures that could affect the proper functioning of
your equipment. If they do, you will be notified in advance to give you an opportunity to
maintain uninterrupted telephone service.

If you experience trouble with this telephone equipment, please contact the service provider
for information on obtaining service or repairs.

The telephone company may ask that you disconnect this equipment from the network until
the problem has been corrected or until you are sure that the equipment is not
malfunctioning.

This equipment may not be used on coin service provided by the telephone company.
Connection to party lines is subject to state tariffs.

IC (Industry Canada) Notice

4036168 Rev B

Notice: The Industry Canada (formerly Canadian Department of Communications) label
identifies certified equipment. This certification means that the equipment meets certain
telecommunications network protective, operational, and safety requirements. The
department does not guarantee the equipment will operate to the user's satisfaction.

Before installing this equipment, users should ensure that it is permissible to be connected to
the facilities of the local telecommunications company. The equipment must also be installed
using an acceptable method of connection. In some cases, the company's inside wiring
associated with a single-line individual service may be extended by means of a certified
connector assembly (telephone extension cord). The customer should be aware that
compliance with the above conditions may not prevent degradation of service in some
situations.

Xi



United States FCC Compliance

Repairs to certified equipment should be made by an authorized Canadian maintenance
facility designated by the supplier. Any repairs or alterations made by the user may give the
telecommunications company cause to request the user to disconnect the equipment. Users
should ensure for their own protection that the electrical ground connections of the power
utility, telephone lines and internal metallic water pipe system, if present, are connected
together. This precaution may be particularly important in rural areas.

& CAUTION:

Users should not attempt to make such connections themselves, but should
contact the appropriate electric inspection authority, or electrician, as
appropriate.

RF Exposure Statements

Xii

Note: This transmitter must not be co-located or operated in conjunction with any other
antenna or transmitter. This equipment should be installed and operated with a minimum
distance of 7.9 inches (20 cm) between the radiator and your body.

us

This system has been evaluated for RF exposure for humans in reference to ANSI C 95.1
(American National Standards Institute) limits. The evaluation was based in accordance with
FCC OET Bulletin 65C rev 01.01 in compliance with Part 2.1091 and Part 15.27. The minimum
separation distance from the antenna to general bystander is 7.9 inches (20 cm) to maintain
compliance.

Canada

This system has been evaluated for RF exposure for humans in reference to Canada Health
Code 6 (2009) limits. The evaluation was based on evaluation per RSS-102 Rev 4. The
minimum separation distance from the antenna to general bystander is 7.9 inches (20 cm) to
maintain compliance.

EU

This system has been evaluated for RF exposure for humans in reference to the ICNIRP
(International Commission on Non-lonizing Radiation Protection) limits. The evaluation was
based on the EN 50385 Product Standard to Demonstrate Compliance of Radio Base Stations
and Fixed Terminals for Wireless Telecommunications Systems with basic restrictions or
reference levels related to Human Exposure to Radio Frequency Electromagnetic Fields from
300 MHz to 40 GHz. The minimum separation distance from the antenna to general
bystander is 20 cm (7.9 inches).

Australia

This system has been evaluated for RF exposure for humans as referenced in the Australian
Radiation Protection standard and has been evaluated to the ICNIRP (International
Commission on Non-lonizing Radiation Protection) limits. The minimum separation distance
from the antenna to general bystander is 20 cm (7.9 inches).

20091016 FCC DSL_Dom and Intl
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CE Compliance

CE Compliance

Declaration of Conformity with Regard to the EU Directive 1999/5/EC
(R&TTE Directive)

4036168 Rev B

This declaration is only valid for configurations (combinations of software, firmware and
hardware) supported or provided by Cisco Systems for use within the EU. The use of
software or firmware not supported or provided by Cisco Systems may result in the
equipment no longer being compliant with the regulatory requirements.

Brnrapckm Toea obopyABaHe OTFOBAPA Ha CHLUSCTEEHNTE M3MCKBAHMUA W MPUNOKN MM
[Bulgarian] Knay3n Ha Jupextiea 199%/5/EC
Cesky Toto zafizeni je v souladu se zékladnimi pezadavky a ostatnimi edpovidajicimi
[Czech]: ustanovenimi Smérnice 1999/5/EC.
Dansk Dette udstyr er i overensstemmelse med de vasentlige krav og andre
[Danish]: relevante bestemmelser | Direktiv 1999/5/EF.
Deutsch Dieses Gerat entspricht den grundlegenden Anforderungen und den weiteren
[German]: entsprechenden Vorgaben der Richtlinie 1999/5/EL.
Eesti See seade vastab direktivi 1999/5/E0 olulistele nduetele ja teistele
[Estonian]: asjakohastele satetele.
Enalish: This equipment is in compliance with the essential requirements and other

-] relevant provisions of Directive 1999/5/EC.
Espaiicl Este equipo cumple con los requisitos esencdiales asi como con otras
[Spanish]: disposiciones de la Directiva 1999/5/CE
EXArpwkn Authdc o efomiouds eival G8 CUPME PPWoT) HE TIC OUTIHEEL OMaITh CELS Kol
[Greek]: ahhes oyenkég Saralear e Obnyiag 1999/5/EC.
Francais Cet appareil est conforme aux exigences essentielles et aux autres dispositions
[Frenchl]: pertinentes de la Directive 1999/5/EC.
[slenska betta teeki er samkvaemt grunnkrofum og odrum videigandi akvadum
[leelandic]: Tilskipunar 1999/5/EC.
Italiano Questo apparato & conforme ai requisiti essenziali ed agli altri principi sanciti
[ltalian]: dalla Direttiva 1999/5/CE.
Latwiski Siiekarta athilst Dirsktivas 1999/5/EK bitiskajam prasibam un citiem ar to
[Latvian]: saistitajiem noreikumieml
Listuviy Sis irenginys tenkina 1999/5/EB Direktyvos sminius reikalavimus ir kitas Sios
[Lithuanian]: direktyvos nuostatas.
Nederlands Dit apparaat veldoet aan de essentiele eisen en andere van toepassing zijnde
[Dutch]: bepalingen van de Richtlijn 1999/5/EC.
Malti Dan l-apparat huwa kenformi mal-fitigiet essenzjali u l-provedimenti Fofira
[Maltese]: rilevanti tad-Direttiva 1999/5/EC.
Magyar Ez a készilek teljesiti az alapvetd kivetelmeényeket és mas 1999/5/EK
[Hungarian]: iranyelvben meghatarozott vonatkozd rendelkezéseket.
MNaorsk Dette utstyret er i samsvar med de grunnleagende krav og andre relevants
[Nerwegian]: bestemmelser i EU-direktiv 1992/5/EF.
Palski Urzadzenie jest zgodne z ogdlnymi wymaganiami oraz szczegdlnymi
[Pelish]: warunkami okreslorymi Dyrektywa UE: 199%/5/EC.
Portugués Este equipamento esta em conformidade com os requisitos essenciais e outras
[Portugusse]: provisdes relevantes da Directiva 1999/5/EC.
Romana Acest echipament este in conformitate cu cerintele esentiale sicu alte
[Romanian] prevederi relevante ale Directivei 1999/5/EC.
Slovensko Ta naprava je skladna z bistvenimi zahtevami in ostalimi relevantnimi pogoji
[Slevenian]: Direktive 1999/5/EC.
Slovensky Toto zariadenie je v zhode so zakladnymi poziadavkami a inymi prislusnymi
[Slovak]: nariadeniami direktiv: 1999/5/EC.
Suomi Tama laite tayttaa direktiivin 1999/5/EY clennaiset vaatimukset ja on siina
[Finnish]: asetettujen muiden laitetta koskevien maardysten mukainen.
Svenska Denna utrustning ar i dverensstammelse med de vasentliga kraven och andra
[Swedish]: relevanta bestimmelser i Direktiv 1999/5/EC.
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CE Compliance

Note: The full declaration of conformity for this product can be found in the Declarations of
Conformity and Regulatory Information section of the appropriate product hardware
installation guide, which is available on Cisco.com.

The following standards were applied during the assessment of the product against the
requirements of the Directive 1999/5/EC:

m Radio: EN 300 328
m  EMC: EN 301 489-1 and EN 301 489-17

B Safety: EN 60950 and EN 50385

The CE mark and class-2 identifier are affixed to the product and its packaging. This product
conforms to the following European directives:

c € @ -1999/5/EC

National Restrictions

Xiv

This product is for indoor use only.

France

For 2.4 GHz, the output power is restricted to 10 mW EIRP when the product is used
outdoors in the band 2454 - 2483,5 MHz. There are no restrictions when used in other parts of
the 2,4 GHz band. Check http:/ /www.arcep.fr/ for more details.

Pour la bande 2,4 GHz, la puissance est limitée a 10 mW en p.i.r.e. pour les équipements
utilisés en extérieur dans la bande 2454 - 2483,5 MHz. Il n'y a pas de restrictions pour des
utilisations dans d'autres parties de la bande 2,4 GHz. Consultez http:/ /www.arcep.fr/ pour
de plus amples détails.

Italy

This product meets the National Radio Interface and the requirements specified in the
National Frequency Allocation Table for Italy. Unless this wireless LAN product is operating
within the boundaries of the owner's property, its use requires a “general authorization.”
Please check http:/ /www.comunicazioni.it/it/ for more details.

Questo prodotto & conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano
Nazionale di ripartizione delle frequenze in Italia. Se non viene installato all 'interno del
proprio fondo, l'utilizzo di prodotti Wireless LAN richiede una “ Autorizzazione Generale”.
Consultare http:/ /www.comunicazioni.it/it/ per maggiori dettagli.

Latvia
The outdoor usage of the 2.4 GHz band requires an authorization from the Electronic
Communications Office. Please check http:/ /www.esd.lv for more details.

2,4 GHz frekvencu joslas izmanto$anai arpus telpam nepieciesama atlauja no Elektronisko
sakaru direkcijas. Vairak informacijas: http:/ /www.esd.lv.

Note: The regulatory limits for maximum output power are specified in EIRP. The EIRP level
of a device can be calculated by adding the gain of the antenna used (specified in dBi) to the
output power available at the connector (specified in dBm).
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Antennas
Use only the antenna supplied with the product.
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About This Guide

About This Guide

Introduction

This installation and operation guide applies to the DDR2200 series residential
gateway. The DDR2200 series residential gateway connects to the DSL network in
your home to deliver data, video, voice, and wired (Ethernet) or wireless gateway
capabilities all from one device. Use this guide to install the residential gateway in
your home.

Purpose

This document provides the information you need to install and operate the
DDR2200 series residential gateway.

Audience

This guide is written for two audiences. Subscribers who have purchased a
residential gateway and want to experience high-speed Internet and high-quality
digital telephone service can use this guide for background information and basic
operation. This guide is also written for the service provider's installers who initially
set up and configure residential gateway in the subscriber's home. Most subscribers
will not want to use the more advanced functionality, and future releases of this
software will prevent subscriber access to these screens.

Document \Version

This is the first formal release of this document.
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Introducing the DDR2200
Series Residential Gateway

Introduction

Imagine walking through your home and accessing the Internet from
nearly any room. The DDR2200 series residential gateway connects to
the DSL line in your home and to your home network to deliver data,
video, voice, and wired (Ethernet) or wireless gateway capabilities all
from one device. You can use your residential gateway to connect to a
variety of devices in the home or small office. The residential gateway
supports high-speed data access, VolP services, and features that
support Internet Protocol TV (IPTV) deployment. Use this chapter to
learn about your residential gateway.

In This Chapter

B Benefits and FEAtULIES ......oeo oo e e e e 2
B What's On the Front Panel? ... oo eeeeeeeeeee 4
B What's On the Back Pamnel? ......ooooeeeeeeeeeeeeeeeee e eeeeeee e 6



Chapter 1 Introducing the DDR2200 Series Residential Gateway

Benefits and Features

Your residential gateway offers the following benefits and features:

Full routing functionality. The gateway router provides broadband transfer
speeds available between your home network and the service provider's network
for multi-user sharing. The high-performance router distributes data seamlessly
to all devices in the network without a noticeable effect to performance or speed.

True firewall capability. The gateway firewall includes both standard
NAT/PAT security and Stateful Packet inspection to defend against external
attacks.

High-quality data, voice, and IPTV services. The gateway combines an ADSL2+
bonded modem, 4-port Ethernet switch, Home Phoneline Networking Alliance
(HPNAT™) 3.0 bridge and router functionality with optional VoIP and Wi-Fi into
one integrated platform.

Compact design. The gateway is compact enough to sit on a desktop and
versatile enough to be wall mounted in an out of the way location. The
residential gateway can also stand vertically.

Flexible networking. The gateway combines a variety of home networking
technologies in one box: Ethernet, USB, 802.11g wireless, and HPNA.

- Ethernet. Ethernet is a network standard for data transmission using either
coaxial or twisted pair cable over a LAN (local area network). The
information can be transmitted at speeds of 10 to 100 Mbps. If the home or
office is wired for Ethernet, use one of the four LAN interfaces on the
gateway to create a broadband network.

- USB. The USB port allows you to directly connect a computer or other
network capable device.

- 802.11g Wireless. The gateway includes an integrated wireless access point
that allows you to roam wirelessly throughout your home or office. With the
high-power wireless technology of the DDR2200, wireless "coldspots" are
virtually eliminated in the home.

- HPNA. The HPNA interface allows you to easily share digital services
throughout the home using the existing coaxial cable to distribute content
such as video, music, and games. HPNA offers the following benefits:

* Multi-room DVR. Subscribers can record and share digital services
simultaneously in every room.

*  Multi-room gaming. Subscribers can access games from various locations
in the home and play simultaneously.

=  PCto TV. Subscribers can access data and video services over the HPNA
coaxial network throughout the home.
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Benefits and Features
®  ADSIL2+. Asymmetric Digital Subscriber Line (ADSL) provides high-access

transmission speeds for delivery of video, voice, and data services to homes over
ordinary copper telephone wire.
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Chapter 1 Introducing the DDR2200 Series Residential Gateway

What's On the Front Panel?

The front panel of your residential gateway provides LED status indicators that
indicate the operational state of your gateway. Refer to the following diagram for a
description of the front panel.

8 910 12805

1 wifi-sec— Allows you to automatically configure the wireless device in the
home. The WIRELESS SECURITY SETUP LED shows whether automatic
wireless security is on or off

2 POWER —[lluminates solid green to indicate that AC power is being applied to
the residential gateway

3 LANI1 - LAN4 —Illuminates solid green to indicate that an Ethernet carrier is
present and blinks to indicate that Ethernet data is being transferred between the
PC and the residential gateway

4 USB/PC—Illuminates solid green to indicate that a USB carrier is present and
blinks to indicate that USB data is being transferred between the PC and the
residential gateway

5 USB/DEVICE —Illuminates solid green to indicate that a USB carrier is present
and blinks to indicate that USB data is being transferred between the connected
USB device and the residential gateway

6 WIRELESS — Illuminates solid green when the wireless access point is enabled
and operational and blinks to indicate that wireless data is being transferred
between the PC and the residential gateway. The LED is off when the wireless
access point is disabled by the user

7 HPNA —Illuminates solid when linked to another HPNA device and blinks
when HPNA activity occurs

8 TEL1 and TEL 2—TEL 1 illuminates solid green when telephony service is in
use. TEL2 illuminates solid green when telephony service is in use.
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What's On the Front Panel?
9 DSL/WAN —Indicates whether a DSL signal is acquired (or trained). The LED
indicators mean the following status:
®  Off. Not trained.
®  Blinking. In training.
®  Solid. Trained.

In addition, once the DSL/WAN LED is solid, if any pair drops, the DSL/WAN
LED will blink differently to provide additional status as follows:

B If the outer pair drops, the LED blinks slowly (about 1 blink every second).

®  When the inner pair drops, the LED blinks faster (about 4 blinks every
second).

10 INTERNET —Indicates wide area network (WAN) traffic. The LED indicators
mean the following status:

B Solid. IP is connected.
®  Blinking. WAN interface has activity.

B Off. No Internet connection.
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Chapter 1 Introducing the DDR2200 Series Residential Gateway

What's On the Back Panel?

Refer to the following diagram for a description of the back panel components.

Important! Do not connect your PC to both the Ethernet and USB ports at the same
time. Your gateway will not function properly if both the Ethernet and USB ports are
connected to your PC at the same time.

1 POWER —Connects the residential gateway to the AC power plug that is
provided with your residential gateway

On and Off Switch —Powers the residential gateway on and off

RESET — Activating this switch resets the residential gateway. Pressing this
switch for more than 10 seconds resets the device to factory default values and
resets the residential gateway

4 PSTN —Connects to the home telephone wiring and is used as a backup to voice
over IP (VoIP) service in the event of a power outage to the residential gateway

5 TEL1 and TEL 2—RJ-11 telephone ports connect to home telephone wiring to
conventional telephones or fax machines

6 HPNA — Connects to the coaxial cable wiring in the house for data and video
distribution

7 LAN 1-LAN 3 W/LAN 4 —Four RJ-45 Ethernet ports connect as follows:

®  LAN 1 through 3 connect to the Ethernet port on your PC or your home
network

®  W/LAN 4 connects to the Ethernet port on your PC if used as a LAN port or
optionally as an Ethernet wide area network (WAN) port that connects to the
service provider network

8 USB DEVICE—12 Mbps USB port connects to the USB port on your device such
as a flash drive or digital camera
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What's On the Back Panel?

9 USB PC—12 Mbps USB port connects to the USB port on your PC
10 DSL —RJ-11 port connects to the DSL line from the service provider
11 ANTENNA —Receives and transmits data packets to wireless devices
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Installing the Residential
Gateway

You can install the residential gateway in your home office and access
the Internet from your kitchen computer to get your favorite recipe.
Use this chapter to properly install your residential gateway and to

connect the residential gateway to your computer and other devices in

your home.

In This Chapter

®  Mounting the Residential Gateway Vertically ...........ccccoeeeinnnnnes
®  Mounting the Residential Gateway to the Wall ..............ccccccceeeeees
®  Connecting Your Computer to the Residential Gateway................
B Connecting the DSL Interface ...........cccccceveueerinnccninneccnreceeens
]

Connecting an IP Set-Top to the Gateway ...........ccceeiiiniiinnnes



Chapter 2 Installing the Residential Gateway

Mounting the Residential Gateway Vertically

Some installations may require that you place the residential gateway in a vertical
position. Use proper care when installing the residential gateway in a vertical
position. Be sure that the housing of the residential gateway is vertical and that the
stand is extended as shown in the following illustration:

T12813
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Mounting the Residential Gateway to the Wall

Mounting the Residential Gateway to the Wall

4036168 Rev B

The following illustration shows the location and dimensions of the wall-mounting
slots on the bottom of the residential gateway. Use the information on this page as a

guide for mounting your residential gateway to the wall.

Top for
Horizontal Mounting

101.6 mm

Mounting Slots

Tiz804
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Chapter 2 Installing the Residential Gateway

Connecting Your Computer to the Residential
Gateway

You can connect a computer to the residential gateway using one of the following
methods:

B Ethernet Connection
B Wireless Connection

Note: These instructions describe a PC connection. You could also connect another
type of device with a wireless interface. See the owner's manual that came with the
device for instructions.

Connecting the Computer with an Ethernet Connection

Complete these steps to connect the computer with an Ethernet connection.

1 Connect the power adapter that came with the residential gateway to the
POWER port on the residential gateway and to an electrical outlet.

2 Power on the residential gateway. After the residential gateway has completed
its startup process, the POWER LED on the front panel of the residential gateway
should be green.

3 Connect the Ethernet cable provided with the residential gateway from any
available Ethernet port (LAN 1 through LAN 4) on the gateway to the Ethernet
port on the computer.

4 Connect the gray cable provided with the residential gateway from the DSL port
on the gateway to a telephone wall jack. See Connecting the DSL Interface (on
page 14) for more information.

Cc I Wall
Power | | Jack

T12808
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Connecting Your Computer to the Residential Gateway

Connecting the Computer with a Wireless Connection

4036168 Rev B

A wireless connection requires a wireless-enabled notebook or a computer with an
802.11b/ g wireless network adapter installed.

Complete these steps to connect the computer with a wireless connection.

1 Connect the power adapter that came with the residential gateway to the
POWER port on the residential gateway and to an electrical outlet.

2 Power on the residential gateway. After the residential gateway has completed
its startup process, the POWER light on the front panel of the residential
gateway should be green.

3 Connect the gray cable provided with the residential gateway from the DSL port
on the residential gateway to a telephone wall jack. See Connecting the DSL
Interface (on page 14) for more information.

4 Follow the instructions in your owner's manual for your PC or laptop to activate
the wireless connection.

AC wall
Power 802.11b/g Jack
Wireless
1 Laptop

T12808
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Chapter 2 Installing the Residential Gateway

Connecting the DSL Interface

Now that you have connected the gateway to power and you have made the LAN
connections, you can connect the DSL interface (connection to the wall jack) as
shown in the following illustration. This illustration shows all of the attached

devices connected to the residential gateway.

Line 1
] (TDM)

VR fom NI
T

802.11b/g
Wireless
Laptop

Power
Supply 5 —

_S.‘»et-Top _Set-Top_ T12811

14
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Connecting an IP Set-Top to the Gateway

Connecting an IP Set-Top to the Gateway

4036168 Rev B

For IPTV service, you must connect the residential gateway to an IP set-top. You can
connect to an IP set-top using an Ethernet or coaxial connection.

Ethernet Connection

Complete the following steps to connect the residential gateway to an IP set-top
through Ethernet for IPTV service.

1 Ensure that the residential gateway is powered on.

2 Connect an Ethernet cable from the Ethernet port (LAN 1 through LAN 4) on the
gateway to the Network port on the set-top.

3 Power on the IP set-top.

AC
Power

[

2 4

T12812
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Chapter 2

16

Installing the Residential Gateway

Coaxial Connection

Complete the following steps to connect the residential gateway to an IP set-top with
coaxial cable for IPTV service.

1 Ensure that the residential gateway is powered on.

2 Connect a coaxial cable from the HPNA port on the gateway to the TO WALL
(Video In) port on the set-top.

3 Power on the IP set-top.

AC
Power
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Configuration and Operation

The DDR2200 residential gateway contains web pages that show the
current status of the residential gateway and that allow you to
configure the device. Advanced users can configure parameters such
as DHCP (Dynamic Host Configuration Protocol), wireless network
settings, port forwarding, parental control, and so forth. This section
provides information that you can use to configure and interact with
the residential gateway through the user interface. The screens shown
in this guide represent the default values for the device.

Use this chapter to help you check the status of the residential gateway
and to configure the device.
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Chapter 3 Configuration and Operation

In This Chapter

®  Logging In to the Residential Gateway .........c.ccccccceevrviciinneicnnnnns 19
B System SUMMATY ......ccoeiviiiiiiiiiiiccece s 21
B Setting Up Your System with the Setup Wizard........c.ccceeeennnes 22
B Setting System Date and Time ...........ccccccvviiiiiiiiinniiiiiicc, 26
B Setting Password..........ccccoviiiiiiiniiiiiiiicii 27
B DHCP LeaSES ..ottt 28
B WAN Information.........ccocoeuiiiiiiniiinininiiiicccccccccccccccees 29
B Route INformation..........cccoeeviviiiiiiiiniiiiiccccces 30
B ARP Information........ccocoviiiiiiniiiiinininiiiccccccces 31
B CPU Information........cccoeviviiiiininiiininiiiicccccciccccceeeas 32
B Memory Information...........ccccceueueiiiiiiiiiiiiiiiccccce 33
B LAN StatistiCS....coiiiiiiiiiicicicccccccc s 34
B WAN Statistics .....covoviveiiiiicicccc e, 35
B ATM StatistiCs ....oceieieiieiiieicce 36
B Tools - Update SOftWare ...........ccccevveeiininiciniccieecceseeeeens 37
B Updating SOftWare..........cccoeueiririeiiiiricciinecereeeeeeeeeee e 38
B Settings BaCKUP ..c.cvvvrveieiieieccreccereeteee e 40
B Update SEttNGS ......covvveveuirireereiirieieicerreeteeee e 42
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B Restore Default Settings...........ccccccucueuiiiiciiiiciiiiee 46
®  Saving the Configuration for the Residential Gateway................... 48
B Time Settings .....cccvvviiiiiiiiiii 50
B Service CoNtrol.......cccooviviiiiiiiiiiiiiiii 53
B P Access CoNtrol.......ccooviiiiiiiiiiiiniiiiiccccis 55
B Password Access to the Residential Gateway ...........ccccceevvueeenennnnes 58
B HTTP Server Port.......coooiiiiiiiiiiiicccccne 61
B ALG Settings......covcviviiiiiiiiiiiicc s 63
B System Log Configuration...........ccccceucuiiiiiiiiiiiiiiinnes 65
B System LOZS.....coiiiiiiiiiiiiicc s 71
B Print Server Settings ..........cccocevvviiiiiniiii 73
B Clone MAC Addresses..........cccoeueuruiuiuiuiiiicniiciccccccccccccncns 76
B Voice SIP Basic Configuration ............cccccveeevinieininnccinneeiens 79
B Voice SIP Advanced Configuration ...........cccceeeeueerneeccennecnnennns 84
B USB File List......ccooiiiiiiiiiiiiiiiiiiciiiiciis e 88
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Logging In to the Residential Gateway

The default configuration of the residential gateway uses IP address 192.168.1.254. If
you have connected the residential gateway correctly and you have properly
configured your computer, use the following steps to log in to the residential
gateway as an administrator.

Note: A non-administrative user may need a different user name and password for
logging in to the residential gateway. These users can access non-privileged
information.

1 Onyour PC, open the web browser that you prefer to use.

2 Inthe address field, enter the following IP address: 192.168.1.254. The system
prompts you to enter your user name and password.

|I[l|||||
Cisco

00
WO Ig 0l

s Y I
000 | |
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Chapter 3 Configuration and Operation

3 Enter admin for the user name and admin for the password. The residential

gateway opens with the System Summary page in the forefront.

mm
cisco

SUMMARY | DETAILS

<

SYSTEM DSl HOME NETWORK
STATISTICS | MANAGEMENT | ADVANCED

Lo rs
i @
iy ¥

ADVANCED

System Summary

Device Info
Model Name DDR2200
Manufacturer Cisco
Serial Number 150075217

Software Version

DDRZZ00B-MNA-ANNERs-
FCC-400.GV1.00.07

Hardware Wersion

VO&

LaM MAC Address

00:25:2E:4E:17:AD

WAN MAC Address

wanlink 1-1-1{MER}

00:25:2E:4E:17:B1

Connection

LAN 1P Address

192.168.1.254

Default Gateway 71.153.6.254
Primary DNS Server 68.94.156.1
Secondary DNS Server 68.94,157.1
Line Rate - Upstream 2542

Line Rate - Downstream 43853
Admin

System Uptime 1 min

System date and time

Thu Sep 2 19:52:24 UTC 2010

WNTF Server Setting

System password

Passward Setting

You can use this web interface to check the status of the residential gateway and
to configure parameters.

Note: The screens shown in this guide represent the default values for the

device.

20
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System Summary

System Summary

The System Summary screen provides a summary of the software used by the
residential gateway and indicates the current status of the DSL connection. You can
use this screen to find hardware and software information as well as physical and IP
layer information.

This screen also provides a link to the Setup Wizard. The Setup Wizard is a step-by-
step sequence to set up your residential gateway for the first time to ensure proper

operation.

The Log Out button on this screen allows you to quickly log out and log back in
without opening a browser.

Path: System > Summary

mm
cisco

SUMMARY | DETAILS

SYSTEM

STATISTICS MANAGEMENT | ADVANCED

HOME NETWORK

o
oD

ADVANCED

System Summary

Device Info
Model Name DDR2200
Manufacturer Cisco
Serial Number 150075217

Software Version

DDRZZ00B-MNA-ANNERs-
FCC-400.GV1.00.07

Hardware Wersion

WO&

LaM MAC Address

00:25:2E:4E:17:AD

WAN MAC Address

wanlink 1-1-1{MER}

00:25:2E:4E:17:B1

Connection

LAN 1P Address

192.168.1.254

Default Gateway 71.153.6.254

Primary DNS Server 68.94.156.1

Secondary DNS Server 68.94,157.1

Line Rate - Upstream 2542

Line Rate - Downstream 43853
Admin

System Uptime 1 min

d a Thu Sep 2 19:52:24 UTC 2010

System date and time NTF Server Setting

system password
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Chapter 3 Configuration and Operation

Setting Up Your System with the Setup Wizard

The Setup Wizard is a step-by-step sequence to set up your residential gateway for
the first time to ensure proper operation. The wizard combines the various tasks into
one convenient tool to reduce configuration time. The wizard requires that you make
a few selections within this process. Your selections will depend on your service
provider.

To set up your system with the Setup Wizard, complete the following steps.
1 Click System on the main screen. The System Summary window opens.

G e B8 W

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | DETALS | STATISTICS | MANAGEMENT ADVANCED

System Summary

Device Info

Model Name DOR2200
Manufacturer Cisco

Serial Number 150075217

DDR2ZZ00B-MNA-ANNE RS-

Software Version e

Hardware Version vog

LaM MAC Address 00:25:2E:4E:17:4D

WAN MAC Address

wanlink1-1-1{MER} 00:25:2E:4E:17:B1
Connection

LA 1P Address 192.168.1.254
Default Gateway 71.153.6.254
Primary DNS Server 68.94,156.1
Secondary DNS Server 68.94,157.1

Line Rate - Upstream 2542

Line Rate - Downstream 43853
Admin

System Uptime 1 min

Syt dat at Thu Sep 2 19:52:24 UTC 2010

PARMLRARENCHTR KTF Servar Seting

2 Click Setup Wizard at the top of the screen. The (Setup Wizard 1/4) ------ Clone
MAC screen opens.

(Setup Wizard 1/4) Clone MAC

This page allows you to enable / disable clone MAC function

[1 Enable clone MAC address
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Setting Up Your System with the Setup Wizard

Do you want to enable the clone MAC function? MAC cloning enables you to
change the MAC address of the residential gateway to match the MAC address
of your PC or any service provider supplied MAC address. If you do not enable
MAC cloning, the default MAC address of the residential gateway is used.

B If yes, select the Enable clone MAC address check box. A field appears for
you to enter the MAC address you want to clone. Go to step 4.

(Setup Wizard 1/4) Clone MAC

This page allows you to enable / disable clone MAC function,

Enable clone MAC address.

WMAC Address 00 10B0:039F 33 [ Load client PCMAC

MNext

® If no, clear the Enable clone MAC address check box. Go to step 5.

In the MAC address field, type in a MAC address or click Load client PCMAC to
load your PC's MAC address.

Click Next. The (Setup Wizard 2/4 ------- Time Settings) screen opens. This
screen lets you synchronize the time on the residential gateway with an Internet
time server. If you do not synchronize the time with an Internet time server, the
residential gateway will use its default time.

(Setup Wizard 2/4)

This page allows you to set the time configuration for the residential gateway

Automnatically synchronize with Internet time servers

First NTP time server ‘ clock fmt he net V| |
Second NTP time server, ‘Iime.nist.guv Vl |
Time

Zone | (GMT-07:00) British Colurnbia Vl

offset:

MNext

Do you want to automatically synchronize the time on the residential gateway
with an Internet Time server?

B If yes, check the Automatically synchronize with Internet time servers check
box. Go to step 7.

®  If no, clear the Automatically synchronize with Internet time servers check
box. The residential gateway will get its time from its own internal clock. Go
to step 9.

In the First NTP time server field, select the Network Time Protocol (NTP) time

server from the drop-down list that you want the residential gateway to check

first to get its time.
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8

9
10

11

12

13
14

In the Second NTP time server field, select the time server from the drop-down
list that you want to use as a backup server for the residential gateway to get its
time.

In the Time zone offset field, select your time zone from the drop-down list.

Click Next. The (Setup Wizard 3/4) ------- Wireless Basic Settings screen opens.
The residential gateway offers wireless capability by default. This screen allows
you to configure the wireless settings to work with the devices in your
environment.

(Setup Wizard 3/4) Wireless Basic Settings

Click "Mext" to configure the basic wireless options.

Enable Wireless

[1 Hide Access Paint

SSID: Cisca]

Channel: |@

B5SI0: 00:18:58:FF:40:83
Wireless

1802119 &B80211b |

Mode:

Adg Protection: | Auto

Do you want to enable wireless?
B If yes, check the Enable Wireless check box.

®  If no, clear the Enable Wireless check box. The wireless capability of the
residential gateway is disabled, and all devices communicating with the
residential gateway will have to be hard wired.

Do you want to prevent other wireless devices from communicating over the
wireless network with the residential gateway?

B If yes, select the Hide Access Point check box.

B If no, clear the Hide Access Point check box. No devices will be locked out
from communicating with the residential gateway over the wireless network.
In the SSID field, enter the service set identifier (SSID).

In the Channel field, select the channel from the drop-down list to select the
frequency that you will use for wireless communication. Values are auto and
channels 1 through 11.
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Setting Up Your System with the Setup Wizard

In the Wireless Mode field, select one of the following modes:
" 802.11g & 802.11b
" 802.11g only

B 802.11b only

In the 54g Protection field, select Auto to enable 54g protection or Off to disable
the function. The Auto option will use RTS/CTS to improve 802.11g performance
in mixed 802.11g/802.11b networks. Turning the protection off maximizes
802.11g throughput under most conditions.

Click Next. The (Setup Wizard 4/4) ----- Wireless Security Settings screen opens.

{(Setup Wizard 4/4) Wireless Security Settings

Select SSID: [Cisco v

Metwork Authentication: | Open b

WEP Encryption: Dizakled +

In the Select SSID field, select the SSID from the drop-down list that you want to
use.

In the Network Authentication field, select one of the following authentication
methods from the drop-down list:

B Open. All devices may access the wireless network (preferred option).

B Shared. Only devices configured with the 64-bit or 128-bit Key may access
the wireless network.

B WPA-PSK (Wi-Fi Protected Access Pre-Shared Key). Your network is secured
by encryption of all traffic using a pre-shared dynamic key.

Do you want to enable WEP Encryption?
®  If yes, in the WEP Encryption field, select Enabled from the drop-down list.
®  If no, in the WEP Encryption field, select Disabled from the drop-down list.

Click Save/Reboot to save the changes you made. You must reboot the gateway
for the changes to take effect.
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Setting System Date and Time

26

When you first set up your system with the wizard, you set your system's date and
time. At a later time, you may need to reset the date and time, and you can use the
following procedure.

To set the system date and time, complete the following steps.

1 Click System on the main screen. The System Summary window opens.

2 Under the Admin section on the screen, click NTP Server Setting. The Time
Settings screen opens.

Time Settings

This page allows you to set the time configuration for the residential gateway

Automatically synchronize with Internet time servers

Firgt NTP time server. clock fmthe.net s

Second NTP time server: [time.nistgow

Time
zone | (GMT-07:00) British Columbia v
offset:

Savefipply

3 Make sure the Automatically synchronize with Internet time servers check box is
checked.

4 In the First NTP time server field, select clock.fmt.he.net from the drop-down
list.

5 Inthe Second NTP time server field, select time.nist.gov from the drop-down
list.

6 In the Time zone offset field, select the time zone that you want to use from the
drop-down list.

7 Click Save/Apply to save your settings.
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Setting Password

To set the password for the residential gateway, complete the following steps.
1 Click System on the main screen. The System Summary window opens.

2 Under the Admin section on the screen, click Password Setting. The Access
Control -- Password screen opens.

Access Control -- Passwords

Use the fields below to enter up to 16 characters and
click "SavefApply” to change or create passwords.
Mote: The password cannot contain a space.

Username: b
Old Passward:

Mew Password:

Confirm Passward:

SawvelApply

3 In the Username field, select one of the following options for the user name:

B admin. Allows unrestricted access to change and view the configuration of
the residential gateway. This login allows access to privileged information.
The default password for this user name is admin.

®  support. Allows an ISP technician to access your residential gateway for
maintenance and to run diagnostics. The default password for this user name
is support.

B user. Allows access to view configuration settings and statistics, as well as, to
update the residential gateway's software. The default password is user.

In the Old Password field, enter the old password you have been using,.
In the New Password field, enter the new password.

In the Confirm Password field, enter the new password again to confirm it.

NN SN U1 e

Click Save/Apply to save your user name and password.
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DHCP Leases

The DHCP Leases screen displays the Dynamic Host Configuration Protocol (DHCP)
table. This screen shows a mapping of hosts (shown by their MAC addresses) and
their assigned IP addresses. The DHCP server for the residential gateway assigns
these IP addresses to the devices. The screen also shows when the lease for the IP

28

address expires.

Path: System > Details > LAN DHCP

vl
cIsco
SYSTEM

DsL

B 2

HOME NETWORK

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

SECURITY

DHCF Leases

Hostname

MAC Address

IP Address

Expires In

IPSK-AWATIIND

00:16:6F 60 4444

192.165.1.64

Expired

00:23:32:86: DABS

192 168 1 65

Expirad

ATLEVTVelcheT

(00:19:02:9F:38:0E

192.168.1.101

Expired

AJOHNZONAP-LT

(00:13:E8:B1:6F 2B

192.165.1.66

Expired

ATLEWTSPressle

(00:1F:3B:3A:4F:B7

192.166.1.67

Expired
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WAN Information
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The WAN Info screen provides information about the ADSL2+ wide area network
(WAN) parameters and status. You can use this screen to check the ADSL2+
connection.

Path: System > Details > WAN
o = B OS2 ©

u
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

WRIACI 0 Category | Sewice Interface Protocol | lgmp QoS State | Status | IP Address Action
0835 | 1 LUBR 0835 link1-1-1(MER) | MER |Enabled | Disabled | Enabled | Upl [10.21.10.240
mer. wanlink1-1- nabled | Disabled [ Enable .21.10.

In MER protocol (as shown here), press Release or Renew to release your current
WAN IP address and obtain a new DHCP lease. In PPPoE or PPPoA protocol, press
Connect to activate a new WAN connection, or press Disconnect to disable the
connection as shown in the following illustration.

i e & B8 W

HOME NETWORK SEGURITY ADVANCED
SUMMARY | DETALS | STATISTICS | MANAGEMENT | ADVANCED

YPINGI Clgn Category Service Interface Protocol | lamp Qos State | Status IP Address Action
0035 | 1 | UBR | pppoe_0_0_35 1 |wanlink1-1-1(PPPaE) | PPPGE |Disabled | Disabled | Enabled | Up |71.130.184.188
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Route Information

The Route Info screen shows the routing table for the residential gateway. This
screen provides the gateway address for specific destination IP addresses.

Path: System > Details > Route

oeaee & B 2 W

HOME NETWORK SECURITY
SUMMARY | DETALS | STATISTICS

v
ADVANCED
| MANAGEMENT | ADVANCED | HELP

Route Info

Flags: U - up, |- reject, G - gateway, H - host, R - reinstate
D - dynamic {redirect), M - modified (redirect)

Destination | Gateway | Subnet Mask | Flag | Metric | Serice | Interface

192.166.1.0 0000 25528652550 U O

brd
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ARP Information

The ARP Info screen displays the Address Resolution Protocol (ARP) table. This
table shows the IP address to MAC address mapping.

Path: System > Details > ARP

dl emms W

SYSTEM DsL HOME NETWORK SECURITY ADVAMNCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

ARP Info

IP Address | Flags HWW Address Device

192.168.1.4 | Cornplete | 00:10:60:03:9F:33 b

4036168 Rev B
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CPU Information

The CPU Info screen shows detailed information about the CPU utilization and the

32

active processes running on the residential gateway.

Path: System > Details > CPU Info

alaln
cisco

SYSTEM

SUMMARY | DETAILS | STATISTICS

-— <

DsL

HOME NETWORK

| MANAGEMENT | ADVANCED | HELP

SECURITY

)

ADVANCED

CPU Info

PID
1286

434
a3
438
438
370
37
44

1285
233
433
377
105
28

202

USER
admin
admin
admin
adrnin
adrnin
admin
admin
admin
admin
admin
admin
adrnin
admin
admin
admin
admin
admin
admin
adrnin

adrnin

STATUS
running
SN
sleep
sleep
sleep
sleep
sleep
sleep
sleap
sleep
sleep
sleep
sleep
sleep
sleep
Sy
Sy
D
Sy
Sy

RES
376

1980
1784
1776
1772
1660
1528
3596
364
348
344
324
232

o oo oo

PFID

1285
1
83
44
a3
a3
a3
83

HCPU

19
19
iki}
oo
oo
oo
oo
uki}
iki}
iki}
iki}
oo
oo
oo
oo
uki}
iki}
iki}
oo
oo

12
0.0
6.7
6.1
6.0
6.0
5.8
52
13
12
11
11
1.1
07
0.8
0.0
0.0
0.0
0o
0o

%MEM  COMMAND

BxE
ksoftirgdT
httpd
cfim
cfin
cfm
hpnad
dslled
sh
init
sh
dhcpd
udhcpd_1
snip
pvc2684d
mtdblockd
khelper
rall
kblockdO
khubd

4036168 Rev B



Memory Information

The Memory Info screen shows the detailed memory availability of the residential

4036168 Rev B

gateway.

Path: System > Details > Memory Info

B 2

HOME NMETWORK

il %
cI5¢o
DsL

SYSTEM

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Memory Info

temTotal:
MemFree:
Buffers:
Cached
SwapCached
Active
Inactive:
HighTatal:
HighFree:
LowTotal
LowFree:
SwapTotal
SwapFree
Dirty:
Witeback:
Mapped.
Slab

PageTables
WrnallocTotal:
WnallocUsed:
WmallocChunk:

Committed_AS:

3232
1672
3624
248
1048560
2028
1044924

Memory Information
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LAN Statistics

The Statistics -- LAN screen displays statistics for the local area network (LAN). This
screen shows the number of transmitted and received packets on the LAN interface
for Ethernet, USB, and wireless devices.

Path: System > Statistics > LAN

Al = B &2 @

)
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

|

|\merface Received Transmitted

| Bytes Pkis Errs Drops Bytes  Pkis Ers | Drops

|Ethernel LAN(1-4) |0 o o 0 167632 26507 0 O

|Ethernel ethl 0 u] o 0 163194 251610 0O

Use o u] o 0 0 0 o o

Wireless o u] o 0 162604 2508 0 0O
Reset Statistics

To reset the statistics, click Reset Statistics on the screen. This action clears the
counters and sets them to zero for the packets received and transmitted on the LAN
interface.
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WAN Statistics

WAN Statistics

4036168 Rev B

The Statistics -- WAN screen displays statistics for the devices and interfaces on the
wide area network (WAN). This screen shows the number of transmitted and
received packets for the DSL WAN interface.

Path: System > Statistics > WAN

Woeme & B 8 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Service PLAYCIProtocolinterface Received [Transmitted
Bytes i’kts Frrsbropsay’hes Fktskrrsbrops
mer_0_8_35|0/8/35 | WER |wanlinki-1-1vER)s4zosfies4z] o | 0 Baratfesa| o [ o

Reset Statistics

Reset Statistics

To reset the statistics, click Reset Statistics on the screen. This action clears the
counters and sets them to zero for the packets received and transmitted on the WAN
interface.
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ATM Statistics

The Statistics -- ATM screen displays statistics on the ATM interface. This screen
shows the ATM Layer-2 statistics such as the number of ATM cells transmitted and

36

received over the ATM interface.
Path: System > Statistics > ATM
bl e

SYSTEM DsL HOME NETWORK
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

SECURITY

s

ee

ADVANCED

ATM Interface Statistics

AALS VCC Statistics

|VF‘INCI ‘ CRC Errors | SAR Timeouts !Overa\zed SDUs IShUn Packet Errur5|Length Erro

rs

mo ot I o InHee '"V'“V\a/“fj '“;nnble T | In ldie ‘"TC"C“" ;”MO?;‘”C In GFG
Octets | Octets  Errars | Unknown = Errars el nsbe Erors | Cells ype Errors
Errars Errors Errors Etrars
o o 0 o o a o o o o i) i)
AALS Interface Statistics
In Octets Out Octets |In Ucast Pkts | Out Ucast Pkts |In Errors | Out Errors | In Discards | Out Discards
0 0 0 i} i} i} i} 0

Reset Statistics

To reset the statistics, click Reset on the screen. This action clears the counters and
sets them to zero for the packets received and transmitted on the ATM interface.
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Tools - Update Software

Tools - Update Software

The Tools -- Update Software screen allows you to update the software for the
residential gateway with a new version.

Path: System > Management > Configuration > Update Software
[ [] [} {m
AL %‘ % i@

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Sattings

Tools -- Update Software

Step 1: Obtain an updated software image file from your ISP,
Step 2: Click the "Browse" button to locate the image file,
Step 3: Click the "Update Software" button once to upload the new image file,

MOTEL: The update process takes about 2 minutes to complete, and your DSL Residential Gateway will
reboat.

MOTEZ: This version also supports bonding master image and dual image upgrade.

[] restore to default settings after update software image.

Update Software
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Updating Software

To update the software for the residential gateway, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.

alaln % {.“.l
cisco s @
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Confiq file
Update Gonfig file
Customer Confiq file
Restore Default Settings

Save/Reboot

3 Click Update Software. The Tools Update Software screen opens.

lllllllll % {a‘;nl
cisco =9
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Settings Local Management

Tools -- Update Software

Step 1: Obtain an updated software image file from your ISP,
Step 2: Click the "Browse" button to locate the image file,
Step 3: Click the "Update Software" button once to upload the new image fils,

MOTE1: The update process takes about 2 minutes to complete, and your DSL Residential Gateway will
reboot,

MOTEZ: This version also supports bonding master image and dual image upgrade.

[ Restaore ta default settings after update software image.

Update Software

Note: This screen also gives you the option of uploading the bonding master
image or the dual image (master and slave firmware together).

4 In the Software File Name field, click Browse to locate the software image file.
Then:

®  To restore the residential gateway to factory defaults following the update,
check the Restore to default settings after update software image option.

®  To retain the current residential configuration following the update, leave
this option unchecked.
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Updating Software

5 Click Update Software to update the software of your residential gateway with
the new version. The residential gateway loads the new software and reboots
when the software update is complete.
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Settings Backup

The Settings - Backup screen allows you to back up the residential gateway

configuration and save it to disk.

Path: System > Management > Configuration > Back Up Config File

dil eame W

= .
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Lin

Settings - Backup

Back up residential gateway configurations. You may save your residential gateway configurations to a file on your PC.

Back Up Settings

Backing Up Configuration Settings

To back up the configuration settings for the residential gateway, complete the

following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.

duly s R =

SYSTEM DsL HOME NETWORK SECURITY

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software

Backup Confiq file
Update Gonfig file
Customer Gonfig file
Restore Default Settings
Save/Reboot

40
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3 Click Backup Config file. The Settings - Backup screen opens.

alaln Tiorl
cisco =9
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY DETAILS STATISTICS | MANAGEMENT | ADVANCED | HELP

Local Managemant

Settings - Backup

Back up residential gateway configurations. ¥ou may save your residential gateway configurations to a file on your PC.

Back Up Settings

4 Click Back Up Settings. The following screen is displayed.
x|

Do you want to save this file?

@ Mame: backupsettings.conf
Type: Unknown File Type
From: 192.168.1.1

Save | Cancel I

ham your computer. f you do naot trust the source, do not save this

@ While files from the Intemet can be useful, some files can potentially
file. What's the risk?

Settings Backup

Click Save. The system prompts you to select a location to store the backup.

Select a location and type in a file name.

7 Click Save to save a backup of the configuration. The system displays a message

when the download of the file is complete.

8 = |
I B

Y] Download Complete

Saved:
backupsettings.conf from 192.168.1.1

Downloaded: 7.01KBin 1sec
Download to: C:\4002550 - DD... \backupsettings. conf
Transfer rate: 7.01KB/Sec

™ Close this dialog box when download completes

Open | Open Folder |[ Close |
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Update Settings

The Update Settings screen allows you to update the settings for the residential
gateway from a source file. We recommend that you use this feature if you want to
set up multiple residential gateways with a similar configuration.

i a

Path: System > Management > Configuration > Update Config File
)

alialn a
cisco i S ;
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Update Settings

Update residential gateway settings. Vou ray update your residential gateway settings using your saved files

Settings File Narme: |[ Browse. |

Update Settings

Updating Configuration Settings

To update the configuration settings for the residential gateway, complete the
following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.

s - B & @

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Config file
Update Confiq file
Customer Config file
Restore Default Settings
Save/Reboot

42 4036168 Rev B



4036168 Rev B

Update Settings

3 Click Update Config file. The Update Settings screen opens.

alraln ~:',i\,-1
cisco = e @
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Update residential gateway settings. You may update your residential gateway settings using your saved files

Settings File Name: | |[ Browse.. |

Update Settings

4 In the Settings File Name field, enter the name of the configuration file that you
want to use to update your settings. You can click Browse to locate the file.

5 Click Update Settings to update the configuration of the residential gateway.

6 Wait a few minutes while the system reboots the residential gateway. The new
configuration takes effect after the residential gateway reboots.
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Customer Configuration File

44

This feature lets you create your own "factory default" configuration so that, when a
user presses the Reset button or performs Restore Default Settings from the web UI,
the user's device resets to your default settings rather than to the device's original
factory default configuration.

You can use this feature to upload your customized configuration file and make this
your own factory default configuration. You also have the option to delete the file.

Note: If you need to revert to the factory default settings, you can press the Restore
Default Settings button on the screen or the Reset button on the device. For more
information, see Restore Default Settings (on page 46).

Path: System > Management > Configuration > Update Config File

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.

i s s B 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

+ Update Software

» Backup Config file

» Update Confiq file

» Customer Config file

» Restore Default Settings
» Save/Reboot

3 Click Customer Config file. The Customer Settings screen opens.

Woeme & B 8 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Local Management

Customer Settings

Current Cusotmer config exist: Mo

Upload a setting a5 default config: | |[ Browse.. |

4 Click Browse to select the configuration file that you have previously saved.

5 Click Upload to upload your configuration file. You may also delete your
uploaded configuration file by pressing the Erase button on the screen.
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Customer Configuration File

Notes:

®  When you delete your uploaded customer config file by clicking Erase, the
system reverts to the device's original factory default settings.

B If the uploaded customer config file exists, the system will reset to the new
settings when you click Restore Default Settings in the web UI or press the
Reset button on the device.
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Restore Default Settings

The Restore Default Settings screen allows you to restore the residential gateway
configuration to the default settings.

Note: You can also reset the device by inserting a sharp instrument, such as a paper
clip, in the reset area on the back of the residential gateway.

Path: System > Management > Configuration > Restore Default Settings
L L L TJ‘
G e— B 2 u

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Restore Default Settings

Restore residential gateway settings to the factory defaults

[ Festore Default Settings ]

Restoring the Configuration to the Default Settings
To restore the configuration to the default settings, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.

nlllnllln 2 {:.5).|1
Cisco ity .’
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

+ Update Software

» Backup Config file

» Update Confiq file

» Customer Config file

» Restore Default Settings
» Save/Reboot
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Restore Default Settings
3 Click Restore Default Settings. The Tools Restore Default Settings screen opens.

T e S

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

S

Restore Default Settings

Restore residential gateway settings to the factory defaults

[ Restore Default Settings _]

4 Click Restore Default Settings. The system displays the following prompt:

Microsoft Internet Explorer X

\y Are you sure you want to restore factory default settings?
| =
5 Click OK. The system displays the following message:
L) L) L) m
Ll e W 70

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MAMAGEMENT | ADVANCED | HELF

Residential Gateway Restore

The Residential Gateway configuration has been restored to default settings and the residential gateway is rebooting

Close the Residential Gateway Configuration window and wait for 2 minutes before reopening your web browser. If necessary,
reconfigure your PC's IP address to match your new configuration,

6 Follow the on-screen instructions to restore the default settings.
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Saving the Configuration for the Residential
Gateway

The Reboot the Residential Gateway screen allows you to save any configuration
changes and to reboot the router to make the changes take effect.

Path: System > Management > Configuration > Restore Default Settings >

Save/Reboot
alaln a 0 A
cisco b % % i@
SYSTEM DsL HOME NETWORK SECU-RITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Reboot the Residential Gateway

Click the button below to save the current settings and reboot the residential gateway.

Sawve/Reboot

Saving the Configuration and Rebooting the Residential Gateway

To save any configuration changes and to reboot the router to make the changes take
effect, complete the following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.

alaln Sl
cisco o ig®
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

» Update Software

» Backup Confiq file

» Update Gonfig file

» Customer Config file

» Restore Default Settings
» Save/Reboot
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Saving the Configuration for the Residential Gateway

3 Click Save/Reboot. The system displays the following message:
s, &

alualn
cisco - s}
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Reboot the Residential Gateway

Click the button below to save the current settings and reboot the residential gateway.

Save/Reboot

4 Follow the instructions on the screen to save the configuration and to reboot the
router. The residential gateway displays the following message shown below.
The System Summary screen opens when the residential gateway has finished
rebooting. The new settings are displayed.

e s w B 2 @

SYSTEM DEL HOME METWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MAMAGEMENT | ADVANCED

Reboot the residential gateway

The Residential Gateway has been configured and is rebooting.

Close the Residential Gateway Configuration window and wait for 57 seconds before reopening your
web browser. If necessary, reconfigure your PC's IP address to match your new configuration.
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Time Settings

The Time Settings screen allows you to synchronize the time for the residential
gateway with a network-based time server.

Path: System > Management > Settings > Internet Time

lllllllll {: Jl
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SYSTEM DsL HOME NETWORK. SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Time Settings

This page allows you to set the time configuration for the residential gateway

[ Automatically synchronize with Intemet time servers

Sawefspphy

Synchronize with Internet Time

To synchronize the time for the residential gateway with the Internet time, complete
the following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.
] ] [] Tj‘
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Config file

Update Confiq file
Customer Gonfig file
Restore Default Settings
Save/Reboot
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3 Click the Settings tab. The Settings screen opens.
] ] ] m
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SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Settings

Internet Time
Service Control List
1P Access Gontrol
Passwords
HttpServer

4 Click Internet Time. The Time Settings screen opens.
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SUMMARY | OETAILS | STATISTICS | MAMAGEMENT | ADVANCED | HELP

Time Settings

This page allows you to set the time configuration for the residential gateway

[ Automatically synchronize with Intemet time servers

Sawefipphy

5 Check the box Automatically synchronize with Internet time servers. The Time
Settings screen opens with populated fields.

llIlllIll QF”;- {J it
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Time Settings

This page allows you to set the time configuration for the residential gateway

Autornatically synchronize with Internet time servers

First NTP time server ‘ clock fmthe. net :*’.l |
Second NTP time server. ‘Nune Vl |
Time zane offset: ‘ (GMT-07:00) British Colurbia )

Savefipply

6 In the First NTP time server field, select a time server from the drop-down list. If
you select Other, enter the name of the server in the blank field.
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7 In the Second NTP time server field, select a time server from the drop-down list.
If you select Other, enter the name of the server in the blank field.
In the Time zone offset field, select the time zone specific to your area.

Click Save/Apply.
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Service Control

4036168 Rev B

The Service Control screen allows you to enable or disable services such as FIP,
HTTP, and ICMP on the residential gateway.

Path: System > Management > Settings > Service Control List
-
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SYSTEM DsL HOME NETWORK SE.CURJTY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Service Control

Service Control

A Service Control List ("SCL") enables or disables sewvices from being used. You can use the Access Contral Sernvices screen
1o enable or dizable services such as FTP, HTTP, and ICMP on the residential gateway.

Services [LAN YWAN

FTP Enable | ] Enable
HTTP Enable Enable
ICMP Enable Enable
SSH Enable | O] Enable
TELMET Enable | ] Enable
TFTP Enable | ] Enable

Save/Apply

Enabling or Disabling Services

To enable or disable services on the residential gateway, complete the following
steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Config file
Update Config file
Customer Config file
Restore Default Settings
Save/Reboot
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3 Click the Settings tab. The Settings screen opens.

e = B 2 @

L
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Settings

e Internet Time

¢ Service Control List
e IP Access Control

* Passwords

* HitpServer

* ALG Settings

4 Click Service Control List. The Service Control screen opens.
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration Lo nage

Service Control

Service Control

A Service Control List ("SCL") enables or disables services from being used. You can use the Access Control Senvices screen
to enable or disable services such as FTP, HTTP, and ICMP on the residential gateway.

Services [LAN WWAN

FTP Enable | ) Enable
HTTP Enable Enahle
ICHMP Enable Enahls
SSH Enable | ] Enable
TELMET Enable | ] Enable
TFTP Enable | ] Enable

SaveiApphy

5 To enable or disable a service, do the following;:

®  To enable a service, select the check box next to the service you want to
enable. A check box with a check indicates that the service is enabled.

®  To disable a service, de-select the check box next to the service you want to
disable. A check box without a check indicates that the service is disabled.

6 Click Save/Apply to enable or disable the selected services.
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IP Access Control
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The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If the
Access Control mode is disabled, you cannot configure the residential gateway from
non-local IP addresses. For example, you can use this feature to prevent a remote site
from configuring the residential gateway. The services are the system applications
listed in the Service Control List.

Path: System > Management > Settings > IP Access Control

afeet) i &l
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SYSTEM DSl HOME NETWORK SECURITY ADVAMNCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Canfiguration

Access Control -- IP Address

Access Control -- IP Address
The IP Address Access Control mode, if enabled, permits access to local management services from IP addresses

contained in the Access Contral List. Ifthe Access Control maode is disabled, the system will not validate IP addresses far
incoming packets. The serices are the system applications listed in the Service Contral List.

Access Control Made: 0 Disable & Enable

IP Address Remaove

1921881100 [

55



Chapter 3 Configuration and Operation

Adding IP Address Access Control

To add IP address access control, complete the following steps.
1 Click System on the main screen. The System Summary screen opens by default.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | AOVANCED

Configuration

Update Software
Backup Config file
Update Config file
Customer Config file
Restore Default Settings
Save/Reboot

3 Click the Settings tab. The Settings screen opens.

1 .
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY ! DETAILS | STATISTICS | MANAGEMENT I ADVANCED

Settings

¢ Internet Time

s Service Control List
s IP Access Control

* Passwords

e HtipServer

* ALG Settings

4 Click IP Access Control. The Access Control -- [P Address screen opens.
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SYSTEM Dsl HOME NETWORK SECURTY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Access Control -- IP Address

Access Control - IP Address
The IP Address Access Control mode, if enabled, permits access to local management services from IP addresses

contained in the Access Control List. If the Access Control mode is digabled, the systermn will not validate IP addresses for
incaming packets. The services are the systern applications listed in the Service Control List

Access Control Mode: © Disable @ Enable

IP Address Remaove

192.168.1.100 Fl
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IP Access Control

5 Click Add. The Access Control screen opens. In the I Address field, enter the IP

address of the management station that you want to allow access to the local
management services.

Woeme & B8 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Access Control

Enter the IP address of the management station permitted to access the local management serices, and click "Save/Apply ”

SavefApply

In the IP Address field, enter the IP address of the management station that you
want to allow access to the local management services.

Click Save/Apply to allow access for the IP address you entered.
Enable the Access Control Mode as shown in the following screen.
rarfns ﬁ
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SYSTEM DS HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Access Control -- IP Address

Access Control - IP Address
The IP Address Access Control mode, if enabled, permits access to local management serices from IP addresses

contained in the Access Control List fthe Access Control mode is disabled, the systern will not validate IP addresses for
incoming packels. The services are the systemn applications listed in the Service Control List,

Access Control Mode: O Disable @ Enable

IP Address Remove

1921680000 O
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Password Access to the Residential Gateway

58

Access to the residential gateway is controlled through three user accounts:

® admin. Allows unrestricted access to change and view the configuration of the
residential gateway. This login allows access to privileged information.

B support. Allows an ISP technician to access your residential gateway for
maintenance and to run diagnostics

®  user. Allows access to view configuration settings and statistics, as well as, to
update the residential gateway's software.

The admin login provides access to all screens (including privileged information) for
the residential gateway. The support login and user login provide access to only a
subset of the screens provided to the admin login.

Path: System > Management > Settings > Passwords

PUCT S = 2 B

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS STATISTICS MANAGEMENT | ADVANCED HELP

Configuration Local kanagement

Access Control -- Passwords
Access to your residential gateway is controlled through three user accounts: admin, support, and user.
The user name "admin" has unrestricted access to change and view the configuration of your residential gateway

The user name "support” is used to allow an ISP technician to access your residential gateway for maintenance and to run
diagnostics

The user name "user” can access the residential gateway, view configuration settings and statistics, as well as, update the
Residential Gateway's software.

Use the fields below to enter up to 16 characters and click "SavefApply” to change or create passwords
Mate: The pagsword cannot contain 2 space.

Username i

0ld Password:

Mew Password

Confirm Password:

Savelspaly
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Creating Passwords

To create passwords for the residential gateway, complete the following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Config file
Update Confiq file
Customer Config file
Restore Default Settings
Save/Reboot

3 Click the Settings tab. The Settings screen opens.

nlllnllln a {'_) ll
cisco 9
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Settings

¢ Internet Time

« Service Gontrol List
¢ IP Access Control

¢ Passwords

s HttpServer
* ALG Settings
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4 Click Passwords. The Access Control -- Passwords screen opens.
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SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS STATISTICS | MANAGEMENT | ADVANCED HELP

Configuration Local Management
Access Control -- Passwords
Access to your residential gateway is controlled through three user accounts: admin, support, and user.
The user name "admin” has unrestricted access to change and view the configuration of your residential gateway.

The user name "support” is used to allow an ISP technician to access your residential gateway for maintenance and to run
diagnostics

The user name "user" can access the residential gateway, view configuration settings and statistics, as well as, update the
Residential Gateway's software

Use the fields below to enter up to 16 characters and click "Save/Apply" to change or create passwords.
Mate: The password cannot contain a space.

Usemarme hd

Old Password:

MNew Password,

Corfirm Password:

Savespaly

In the Username field from the drop-down list, select the type of password you
are creating: admin, support, or user. The default user name is admin.

In the Old Password field, enter the old password. The maximum character
length is 16 characters, and passwords cannot contain a space. The default
password is admin.

In the New Password field, enter the new password. The maximum character
length is 16 characters, and passwords cannot contain a space.

In the Confirm Password field, enter the new password again to confirm your
entry.

Click Save/Apply to save the password.

Tip: Another quick way to change passwords is to go to the System (home) page.
Scroll down to the last option and click Password Setting. A popup screen opens
as shown below. Use this screen to enter your new passwords.

Access Control —- Passwords

Use the fizlds below to enter up to 16
characters and click "Save/fapply” to change or
create passwords.

Mote: The password cannot contain a space.

Username: : iv
Old Password:
Mew Password:
Confirm
Passward:

| support

LUser

SavelApply
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HTTP Server Port

The HTTP Server Port screen allows you to specify the TCP port for the HTTP server
on both the LAN and WAN interfaces.

Path: System > Management > Settings > HttpServer
Syl
d
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SYSTEM DEL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MAMAGEMENT | AOVANCED | HELP

Htitp Server Port

Hitp Server Port Function allow user to change RG WWAN and LAN hitp server port

LAMHip SererPon (80 |Port Range 80, 1024 ~ B5635]
WAN Hittp Serer Port 8080 Port Range [80 | 1024 ~ B5535]

Save/Reboot

Modifying the Http Server Ports

To modify the Http Server ports, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Config file
Update Config file
Customer Config file
Restore Default Settings
Save/Reboot
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3 Click the Settings tab. The Settings screen opens.

alialn % {3:1
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SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Settings

e Internet Time

¢ Service Control List
e IP Access Control

* Passwords

* HitpServer

* ALG Settings

4 Click HttpServer. The Http Server Port opens.
@
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Htitp Server Port

Http Server Port Function allow user to change RG WWAN and LAN hitp server port

LAMHtp Serer Pot (80 |Port Range 80 , 1024 ~ 5635
WAN Hitp Server Port 8080 Port Range [80 | 1024 ~ 65535]

Save/Rehoot

5 Inthe LAN Http Server Port field, enter the port number for the HTTP server
from the LAN side.

6 In WAN Http Server Port field, enter the port number for the HTTP server from
the WAN side.
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ALG Settings

The ALG settings allow you to enable or disable the SIP ALG based on the
customer's requirement.

Path: System > Management > Settings > ALG Settings

o ® B 2 @

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

ALG Settings

Select the ALG below.

SIP Enabled

SavefApply

Modifying the ALG Settings

To modify the ALG settings, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.
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SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

+ Update Software

» Backup Config file

+ Update Config file

+ Customer Confiq file

» Restore Default Settings
+ Save/Reboot
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3 Click the Settings tab. The Settings screen opens.
] L] ] [ rl
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SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Settings

e Internet Time

¢ Service Control List
e IP Access Control

* Passwords

* HitpServer

* ALG Settings

4 Click the last option, ALG Settings. The ALG Settings page opens.

il % ) |
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

ALG Settings

Select the ALG below.

SIP Enabled

SavefApply

5 Set or clear the SIP Enabled check box, depending on your customer's
requirement.
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System Log Configuration

The System Log -- Configuration screen allows you to log all the selected events on
the residential gateway. For example, a failed login is an event that you can select.

Path: System > Management > Local Management > System Log Configuration
[ [ [ {‘j
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

System Log -- Configuration

Ifthe log mode is enabled, the system will begin to log all the selected events. For the Log Level, all events above or equal to
the selected level will be logged. For the Display Level, all logged events above or equal to the selected level will be displayed
If the selected mode is ‘Remote' or ‘Both,’ events will be sent to the specified IP address and UDP port of the remote syslog
server. If the selected mode is Local' or Both,' events will be recorded in the local memory.

Select the desired values and click 'Save/Apply’ to configure the system log options

Log: (® Disable O Enable
Log Level: Error bt
Display Level Error v
hode: Local v

SavelApply

Logging Events
To log selected events, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab
in the forefront.

MM {33-1
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SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Gonfiq file
Update Config file
Customer Config file
Restore Default Settings
Save/Reboot
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3 Click the Local Management tab. The Local Management screen opens.
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Local Management

System Log Configuration

Yiew System Log

4 Click System Log Configuration. The System Log Configuration screen opens.
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SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

If the log mode is enabled, the systerm will begin to log all the selected events. For the Log Level, all events above or equal to
the selected level will be logged. For the Display Level, all logged events above or equal to the selected level will be displayed
Ifthe selected mode is 'Remote' or 'Both,' events will be sent to the specified IP address and UDF port of the remaote syslog
server. If the selected mode is Local' or ‘Baoth," events will be recorded in the local memory

Select the desired values and click 'Save/Apply' to configure the system log options.

Log: ® Disable O Enable
Log Level Error b
Display Level Error b
Mlode Local  +

Save/Apply

5 Do you want to enable the logging of events?
B If yes, in the Log field select Enable and go to step 6.

®  If no, in the Log field, select Disable and click Save/Apply to turn off
logging. You have completed this procedure.
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6 Inthe Log Level field, select the level of events that you want to log from the
following options. All events above or equal to the selected level will be logged.

®  Emergency

B Alert
B (Critical
®  Error

® Warning

®  Notice

®  Informational
®  Debugging

7 In the Display Level field, select the level of the logged events that you want to
display from the following options. All logged events above or equal to the
selected level will be displayed.

®  Emergency

B Alert
B (ritical
®  Error

®  Warning

®  Notice

®  Informational
®  Debugging

8 Select the mode for the logging from the following options. If the selected mode
is "remote" or "both," events are sent to the specified IP address and UDP port of
the remote syslog server. If the selected mode is "local" or "both," events are
recorded in the local memory.

®  Local. Events are logged in memory. You must log in to the device to display
the events.

®  Remote. Events log is sent to a remote server (syslog server).

®  Both. Events are logged in memory and are sent to the remote server.

9 Click Save/Apply to start logging events.
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Disabling Logging
To disable the logging function, complete the following steps.

1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.
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SYSTEM DsL HOME NETWORK SECURITY ADWANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

Update Software
Backup Confiq file
Update Gonfig file
Customer Gonfig file
Restore Default Settings

Save/Reboot

3 Click the Local Management tab. The Local Management screen opens.

dlalin ; b t,l
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SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Local Management

System Log Configuration

Yiew System Log
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4 Click System Log Configuration. The System Log Configuration screen opens.
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY DETAILS STATISTICS | MANAGEMENT | ADVANCED | HELP

Configuration Settings:

System Log -- Configuration

Ifthe log mode is enabled, the system will begin to log all the selected events. For the Log Level, all events sbove or equal to
the selected level will be logged. For the Display Level, all logged events above or equal to the selected level will be displayed

If the selected mode

is Remote' or ‘Both,' events will be sent to the specified IP address and UDP port of the remote syslog

server. If the selected mode is Local' or Both,' events will be recorded in the local memory.

Select the desired values and click 'Save/Apply’ to configure the system log options

Log: @ Disable O Enable
Log Level: Error bt
Display Level Error v
hode: Local v

SavelApply

In the Log field, click Disable.

In the Log Level field, select from the following options to indicate the level of

alarms to be logged:
®  Emergency

B Alert

®  Optical

®  Error

®  Warning

®  Notice

®  Informational

m

Debugging

In the Display Level field, select from the following options to indicate the level

of alarms that you want displayed:

Emergency

Alert
Optical

Error

Warning

Notice

Informational

Debugging

System Log Configuration
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8 In the Mode field, select from the following options to indicate the location to
store the logs.

®  Local. Store on the residential gateway.
® Remote. Store on a remote log server.
®  Both. Store on the residential gateway and on the remote log server.

9 Click Save/Apply. The following prompt appears alerting you that you will lose
any information captured by the residential gateway:

Microsoft Internet Explorer x|

9 ) Ifdisabled, the information captured by the DSL Residential Gateway wil be lost, If you wish to save the current log information, dlick the "Cancel”
¢/ button, view the current system log, and use the Save option from the File menu to save the log data.

e

10 Are you sure you want to disable logging and lose the captured data?
B If yes, click OK to turn off logging.

B If no, click Cancel.

4036168 Rev B



System Logs

System Logs
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The System Log screen allows you to view the logs of activity for the residential
gateway.

Path: System > Management > Local Management > View System Log
L) . L) m
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SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

System Log

‘ Date/Time ‘ Facility Severity ‘ Message

Viewing System Logs
To view the system log for the residential gateway, complete the following steps.
1 Click System on the main screen.

2 Click Management. The Configuration screen opens with the Configuration tab

in the forefront.
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Configuration

Update Software
Backup Config file
Update Confiq file
Customer Gonfig file
Restore Default Settings
Save/Reboot
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3 Click the Local Management tab. The Local Management screen opens.
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SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Local Management

System Log Configuration

Yiew System Log

4 Click View System Log. The System Log screen opens.

il _irl,
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System Log

Date/Time ‘ Facility Severity ‘ hessage

5 Review the log entries on the screen.

6 Click Refresh to refresh the system log.
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Print Server Settings

The Print Server Setting screen allows you to enable or disable printer support from
the USB connection.

Path: System > Advanced > Print Server
e
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SYSTEM DsSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable f disable print support

[ Enable an-board print server.

SavefApply

Enabling the Print Server

To enable the print server, complete the following steps.
1 Click System on the main screen.

2 Click the Advanced tab. The Print Server settings screen opens with the Print
Server tab in the forefront.
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SYSTEM HOME NETWORK SECURITY ADVANCED
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Print Server Settings

This page allows you to enable / disable print support

] Enable on-board print server.

Savefipply
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3 Check the Enable on-board print server check box. The screen populates with
more fields.

|
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SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable f disable print support

Enable on-board print server.

SavefApply

4 In the Print server name field, enter the name of the print server you want to
enable.

In the Make and model field, enter the make and model of the printer.
Click Save/Apply to enable the print server.

Disabling the Print Server

To disable the print server, complete the following steps.
1 Click System on the main screen.

2 Click the Advanced tab. The Print Server settings screen opens with the Print
Server tab in the forefront.
g B
9
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Print Server Settings

This page allows you to enable f disable print support

Enable an-hoard print server

SavelApply
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Print Server Settings

3 Clear the Enable on-board print server check box. The screen refreshes and the

fields for entering print server name, make, and mode are removed from the
screen.
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SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable / disable print support.

[J Enable on-board print server.

Sawvefipahy

4 Click Save/Apply to disable the print server.
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Clone MAC Addresses

The Clone MAC screen allows you to enable or disable the clone MAC function. The

Clone MAC function allows you to clone MAC addresses so that the residential

gateway assumes the MAC address of an attached device or a user-specified MAC
address.

Path: System > Advanced > Clone MAC
L) L) L) \{J_‘l'
s = B & @

et
SYSTEM DsSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Clone MAC

This page allows you to enable f digable clone MAC function.

[[1 Enable clone MAC address

Apply/Reboot

Enabling the Clone MAC Function

To enable the Clone MAC function, complete the following steps.
1 Click System on the main screen.

2 Click the Advanced tab. The Print Server settings screen opens with the Print
Server tab in the forefront.

B
alialn - s
Ccisco g,-,rg
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enable / disable print support.

[] Enable on-board print server.

Sawefipahy
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3

4

Clone MAC Addresses

Click the Clone MAC tab.
[ ] [ m
b e & B 2 W

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Clone MAC

This page allows you to enable / disable clone MAC function

[ Enable clone MAC address

Apphy/Reboot

Select the Enable clone MAC address check box. The screen populates with
more fields.

alvaln
cisco -
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

This page allows you to enable f disable clone MAC function.

Enable clone MAC address

MAC Address ui} ‘[ Load client PCMAC

Apply/Reboot

In the MAC Address field, enter the MAC address that you want to clone. You
can also click Load client PC MAC to locate an address you want to clone.

Click Apply/Reboot to clone the MAC address. The residential gateway reboots
and assumes the MAC address you have specified.
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Chapter 3 Configuration and Operation

Disabling the Clone MAC Function

78

To disable the Clone MAC function, complete the following steps.
1 Click System on the main screen.

2 Click the Advanced tab. The Print Server settings screen opens with the Print

Server tab in the forefront.

- |
alaln - ter
cisco - i, @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enahle / disable print support

[ Enable on-board print server.

Sawefapaly

3 Click the Clone MAC tab.

ahalin celbee G {;g,l
cisco @
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Clone MAC

This page allows you to enable f disable clone MAC function

[ Enable clone MAC address

Apply/Reboot

4 Uncheck the Enable clone MAC address check box. The screen refreshes and the

field for entering the MAC address is removed from the screen.

5 Click Apply/Reboot to disable the Clone MAC function.
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Voice SIP Basic Configuration

The Voice ---- SIP screen allows you to enter and save the session initiation protocol
(SIP) parameters and to start and stop the voice application.

Path: System > Advanced > VoIP Basic

L e & B 2 W
SYSTEM DSL

HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | AOVANCED

Voice—--SIP

Voice -- SIP Configuration

Enter the SIF parameters and click Start’Stop to save the parameters and startfstop the voice application
Intetface hame

Locale selection:

Preferred codec list | nong -Vlnune V| none ¥

SIF domain name:

|

[0 UseSIP Proxy

[ Use SIF 0utbaund Proxy.

[ Use SIF Registrar.

LineDisahled Extension Display Name Authentication Mame  Password
10 \ | | | |
1O \ I I | |

Start SIP client

Stop BIP client
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Chapter 3 Configuration and Operation

Setting Up VoIP
To enter the VoIP parameters, complete the following steps.
1 Click System on the main screen.

2 Click Advanced. The Print Server Settings screen opens with the Print Server tab
in the forefront.

=
alaln : - Thor
cisco = L:fv’

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY ! DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

Print Server Settings

This page allows you to enahle / disable print support

[ Enable on-board print server.

Sawefapaly
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Voice SIP Basic Configuration

3 Click the VoIP Basic tab. The Voice ---- SIP screen opens.

4
5

Nmm a
cisco
SYSTEM DSt HOME NETWORK SECURITY
SUMMARY | OETAILS | STATISTICS | MANAGEMENT | AOVANCED

Tigs
ico

ADVANCED

Voice -- SIP Configuration

Enter the SIF parameters and click Start’Stop to save the parameters and start/stop the voice application.

Interface name LaMN - Bridge NS

Locale fion: USA - United States
Preferred codec list: | hone .Vlnune V| none ¥

[ Use SIP Proxy.

[] Use SIP Outbound Proxy.

[[] Use SIF Registrar.

LineDisahled Extension Display Name Authentication Mame  Password
1O \ |
2 0 \ I I | |

Start SIP client

Stop 2IP client

In the Interface name field, select the interface you want to use for VoIP.

In the Locale selection field, select the country where you are located.
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82

6

10

11

12

13
14

In the Preferred codec list field, select one of the following codec values:

Note: If you want to indicate an order of preference, enter a codec value for each
column.

" G7110
" G711A
m G723
" G726
" G729
B BV16
B LBC

In the Preferred ptime field, enter the time in seconds.

In the SIP domain name field, enter the domain name for the session initiation
protocol (SIP) server.

Do you wish to use SIP Proxy?

B If yes, check the Use SIP Proxy check box. The SIP Proxy and the SIP Proxy
port fields appear. Enter the SIP proxy server domain name or IP address
and the SIP Proxy port.

®  If no, make sure the Use SIP Proxy check box is unchecked.
Do you wish to use an SIP Outbound proxy?

B If yes, check the Use SIP Outbound Proxy check box. The SIP Outbound
Proxy and the SIP Outbound Proxy port fields appear. Enter the SIP
outbound proxy server domain name or IP Address and the SIP outbound
proxy port.

®  If no, make sure the Use SIP Outbound Proxy check box is unchecked
Do you wish to use SIP Registrar?

B If yes, check the Use SIP Registrar check box. The SIP Registrar and the SIP
Registrar port fields appear. Enter the SIP registrar's domain name or IP
address and the SIP registrar's port.

® If no, make sure the Use SIP Registrar check box is unchecked.
Do you want to disable the line?

® If yes, check the Line Disabled checkbox to disable the line and prevent the
phone connecting to this line from working.

B If no, make sure the Line Disabled checkbox is unchecked.

Note: For normal operation, the Line Disabled Checkbox should be
unchecked.

In the Extension field, enter the phone number (extension) for the VoIP line.

In the Display Name field, enter the name that you want to be displayed.
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15 In the Authentication Name field, enter the name that you want to be
authenticated.

16 In the Password field, enter the password for the extension. This allows you to
authenticate the phone number.

17 Do you want to activate the line?
B If yes, click Start SIP client to save your settings and to activate the line.

B [f no, click Stop SIP client to deactivate the line.
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Voice SIP Advanced Configuration

The Voice----SIP screen allows you to configure the more advanced VolP features,

such as call forwarding.

Path: System > Advanced > VoIP Advanced

L e & B 2

SYSTEM DsL HOME NETWORK SECURITY

SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

ADVANCED

Print Server Clone MAC YolIP Basic

Voice——SIP

Voice - SIP Advanced Configuration

LineFarwarding number Call forwarding when  Forwarding all calls Call forwarding if no
busy answer
1

2
Enahble MWl subscription

Enahle T35 support

Registration Expire

Timeaut B0

Dtrnf Relay setting: “Woice Band
SIF Transport protocal UDP

Hook Flash Sip Info

Enable SIP tag matching (Uncheck for Wonage Interop).

Enable Music Sarver

Start SIP client

| Stop SIP client ‘

Call waiting

84
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Voice SIP Advanced Configuration

Setting Up Advanced VoIP Features

4036168 Rev B

In consultation with your ISP or VOIP service provider, you can use the Voice----SIP
screen to set up advanced VOIP features for the residential gateway.

Note: Be sure to consult your ISP or VOIP service provider when making the
settings described below.

To set up the advanced VolP features, complete the following steps.

1 Click System on the main screen.

2 Click Advanced. The Print Server Settings screen opens with the Print Server tab
in the forefront.

alialn a Thorl
cisco by @
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED | HELP

VolP Basic

Print Server Settings

This page allows you to enable / disable print support.

[J Enable on-board print senver.

Sawefipahy
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Chapter 3 Configuration and Operation

3 Click the VoIP Advanced tab. The Voice ---- SIP screen opens.

N a 0 A
cisco e
SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS MANAGEMENT | ADVANCED

Print Server Clone MAC WYolIP Basic

Voice---—-SIP

Voice - SIP Advanced Configuration

LineForwarding number Call forwarding when  Forwarding all calls Call forwarding if no Call waiting
busy answer
1 E

2
Enable MWl subscrintion

Enable T35 support
Registration Expire
Timeout
Dtrnf Relay setting:

SIP Transport protocal
Hook Flash Sip Info

Enable SIP tag matching (Uncheck for WYonage Interop).
Enable Music Server.

Start SIP client
Stop SIP client
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10

11

12

13
14

Voice SIP Advanced Configuration

In the LineForwarding number field, enter the number to which you want to

forward calls. Configure how calls are forwarded to this line using the following

options:

a Check Call forwarding when busy to forward this line to another number
when this line is busy.

b Check Forwarding all calls to forward all calls to this line.

¢ Check Call forwarding if no answer to forward this line if the caller receives
no answer.

d Check Call waiting to enable call waiting for this line.
Repeat step 4 for a second phone line, if needed.

Check Enable MWI subscription to enable the message waiting indicator if
desired.

Check Enable T38 support to enable T38 fax support if needed.

In the Registration Expire Timeout field, enter the registration expiration time of
the SIP client.

In the Dtmf Relay setting field, select one of the following settings:
®  Sip Info
®  RFC2833

B Voice Band

In the SIP Transport protocol field, select the protocol you will support from the
following options:

= Al

= TCP

= UDP

® TLS

In the Hook Flash field, select one of the following as instructed by your ISP or
VOIP service provider:

®  Sip Info
B Voice Band

Check Enable SIP tag matching (Uncheck for Vonage Interop) to enable session
initiation protocol.

Check Enable Music Server to have music playing while callers wait.
Click Start SIP client or Stop SIP client as needed to start or stop the SIP client.
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USB File List

The USB File List screen allows you to view and download the content of a USB flash
drive from any computer connected to the gateway. This feature allows your
residential gateway to act like a shared network drive.

Path: System > Advanced > USB
a ®

il a
cisco oS
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | DETALS | STATSTICS | MANAGEMENT | ADVANCED

Curment Directory : /

Type MNarmg Size  Mocified Date

3 (Currert Directory}

(1 $RECYILE BIN Dez 31 207
1] $VAULTS AVG Fel 18 2008
2202

Enabling or Disabling USB Devices

To enable or disable a USB device, complete the following steps.
1 Click System on the main screen.

2 Click Advanced. The Print Server Settings screen opens with the Print Server tab
in the forefront.

3 Click USB. The USB Configuration screen opens.

afraln . i
CISCco - g9
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Configuration

* Enable/Disable USB Devices
* Disk Info
+ Disk File List
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USB File List

4 Click Enable/Disable USB Devices. The Enable/Disable USB Devices screen
opens.

e e 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | DETAILS | STATISTICS | MANAGEMENT | ADVANCED

Enable /Disable USB DEVICES

This page allows you to enable / disable ush storage deivees.

[ Enable on-board ush storage devices.

SavelApply

5 Do you wish to enable USB devices?

®  If yes, check the Enable on-board usb storage devices check box to enable
the USB devices. After you enable it, you can view the USB disk information
or the Disk File List on the page. You can access the files on the USB disk
drive from any LAN/WLAN PC since the files are on the network.

® If no, make sure the Enable on-board usb storage devices check box is
unchecked.

6 Click Save/Apply to save your settings.
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DSL Configuration

The DSL tab allows you to check the status of the DSL connection and

to modify the configuration.

Use this chapter to help you check the status of the DSL connection,
such as performance, and to modify the DSL configuration.

In This Chapter

DSL SUMMATY ...covviiiiiiiiiiiiiiccc s
DSL StatiStics .....coveveviiiiiiiciiciiccc e
DSL Diagnostics .....cc.cvvuiuiriiuiniiiiiiiciiiciiceee s
DSL Settings.......ccveueiiiiiiiiiiiiiiccce s

ADSL Tone Settings..........ccovvviiviiiiiiiiiiiccccccce 104
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Chapter 4 DSL Configuration

DSL Summary

The DSL Summary screen shows the DSL performance and operational

92

configuration of the DSL interface, such as signal to noise ratio and output power
and line coding. The DSL chip on the residential gateway automatically detects the
best method to use to communicate with the DSL access multiplexer (DSLAM). This

screen reports the results of that process.

Path: DSL > Summary

aliln
cisco

SUMMARY | STATISTICS |

SYSTEM

DSL

DIAGNOSTICS |

=

HOME NETWORK

SECURITY

Ehork
£
e?®

ADVANCED

Inner Pair Summary QOuter Pair Summary

| Inner Pair L Outer Pair
: [Dowinstream _|Upstream 2 _[Dovmstream _ |Upstrearn
SNR Margin (dB): [EX] b7 SNR Margin (d8) 6.3 7
Attenuation [dB). 0= 0.0 Wattenuation (dB) 0.5 oo
Rate (Kbps): [povss 1208 Rate (Kbps) 23493 1223
[hode: [DSL2+ [Mode [[aDsL2+
[Etatue: [Ehowtime [Status: [Showtime.

4036168 Rev B



DSL Statistics

DSL Statistics

The DSL Statistics screen displays statistics for the ADSL connection. This screen

shows the number of frames with errors.

Path: DSL > Statistics

e - £ 4
cisco 9
BYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

Inner Pair Statistics

Downstream [Upstream

Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
QCD Errors:
LCD Errors:
Total Cells:
Data Cells:
Bit Errors:

Total ES:
Total SES:
Total UAS:

[ ADSLBER Test || Reset Statistics |

4036168 Rev B
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To Test the Quality of the DSL Connection

The ADSL Bit Error Rate (BER) will report the quality of the ADSL connection. The
ADSL BER test results will show how many bits are sent and are erred among them.

To test for quality of the DSL connection:

1 Click DSL on the main screen.

Click the Statistics tab.

Click ADSL BER Test.

Enter the duration of the test in seconds for the Tested Time (sec).
Click Start to start the test.

g = W DN

To Reset DSL Statistics

To reset the statistics, click Reset Statistics button. This action will clear the numbers

94

and restart the calculation.
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DSL Diagnostics

4036168 Rev B

The Diagnostics screen shows the results of diagnostics tests that the residential

gateway performs while testing your DSL connection. The individual tests are listed
on the Diagnostics screen.

Path: DSL > Diagnostics

el |
cisco P )
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY I STATISTICS | DIAGNOSTICS I SETTING | HELP

Diagnostics

Your residential gateway is capable of testing your DSL connection. The individual tests are listed below. If a test displays a
fail status, click "Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent. f the test
continues to fail, click "Help" and fallow the troubleshooting procedures

Test the connection to your local network

Test your LANT Connection: PASS |Help
Test your LANZ Connection: FAIL  |Help
Test your LAN3 Connection: FAIL  |Heln
Test your LANA Connection: FAIL  |Heln
Test your USE Connection: DOWN |Help
Test your Wireless Connection DOWHN |Help

Test the connection to your DSL service provider
Test ADSL Synchronization ‘FAIL

™

[ Rerun Diagnostic Tests ]
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Running Diagnostic Tests
To run diagnostic tests for the residential gateway, complete the following steps.
1 Click DSL on the main screen.
2 Click the Diagnostics tab. The Diagnostics screen opens.
alfhat )i _i - \f'-_].
cl:lllscl:ltl) =% 2 % % e?

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING | HELP

Diagnostics

Your residential gateway is capable of testing your DSL connection. The individual tests are listed below. If a test displays a
fail status, click "Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent. If the test
continues to fail, click "Help" and follow the troubleshooting procedures.

Test the connection to your local network

iTesl your LANT Connection PASS |Help
Test your LANZ Connection: FAIL  |Heln
Test your LAN3 Connection: FAIL  |Help
Test your LANA Connection: FAIL  |Help
Test your USE Connection: DOWHN |Help
Test your Wireless Connection DOWHN |Help

Test the connection to your DSL service provider
Test ADSL Synchronization ‘FAIL

Helg |

[ Rerun Diagnostic Tests ]

3 Click Rerun Diagnostics Tests to start the diagnostics test. The screen populates
with results such as Fail or Pass.
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DSL Diagnostics

4 When you have a Permanent Virtual Circuit (PVC) up, for example an MER
connection as shown in the screen-shot below, then you can see a list of other
tests such as OAM F4/F5 or the PING test appear on the DSL Diagnostics page.
You can click Test with OAM F4 to run a OAM F4 test.

W — |

SYSTEM

DSL

HOME NETWORK

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

I~
o

v
SECURITY ADVAMNCED

mer_0_0_35 Diagnostics

Test the connection to your local network

|Test your LAN1 Connection:

PASS |Help
Test your LANZ Connection: PASS Help
Test your LAN3 Connection: FAIL |Help
Test your LAN4 Connection: FAIL |Help
Test your USB Connection: DOWN |Help
Test your Wireless Connection: PASS |Help

Test the connection to your DSL service provider

Test ADSL Synchronization: PASS |Help
Test ATM OAM F5 segment ping: FAIL Help
Test ATM OAM F5 end-to-end ping: | FAIL Help

Test the connection to your Internet service provider

Ping default gateway: PASS |Help
Ping primary Domain Name Server: PASS | Help

[ Test | [ TestWith 0AMF4 |
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DSL Settings

The DSL Settings screens allow you to configure slave and master settings for the
residential gateway.

DSL Slave Settings

The DSL Slave Settings screen allows you to set the modulation for the residential
gateway, select a phone line pair, and to select advanced capability of the chip set:
Seamless Rate Adaptation (SRA), Bitswap Enable, PhyR, and so forth.

Path: DSL > Setting > DSL Slave Settings

- & g W

HOME NETWORK SECURITY ADVANCED

alaln
cisco

SYSTEM

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

DSL Master Settings
DSL Slave Settings

select the modulation below |

[0 automatic select
G.Dmt Enabled
G lite Enahled
T1.413 Enabled
4DSL2 Enabled
AnnexL Enabled
ADSL2+ Enabled
O annexm Enabled
Capability

Bitswap Enable
[ ska Enable
PhyR Enable

[ Savelipply ][ Advanced Setlings

98

4036168 Rev B



4036168 Rev B

Configuring DSL Slave Settings

DSL Settings

To configure DSL slave settings for the residential gateway, complete the following
steps.

1 Click DSL on the main screen. The Summary screen opens by default.
2 Click the Setting tab. The DSL Slave Settings screen opens by default.

L e

SYSTEM

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

B 2

DSL HOME NETWORK SECURITY

0 o
9
ADVANCED

DSL Slave Settings

select the modulation below |

[ automatic select
G.Dmt Enabled
G.lite Enahled
T1.413 Enabled
4DSLZ Enabled
AnnexlL Enabled
4DSL2+ Enabled
O annexM Enabled

Gapability
Bitswap Enable
O ska Enable
PhyR Enable

DSL Master Settings

[ SavelApply ][ Advanced Setlings ]

Do you want to automatically select the modulation?

B If yes, make sure the Automatic Select check box is checked under Select the

modulation below field. Go to step 5.

®  If no, uncheck the Automatic Select check box. A list of modulation types

appears.

Under the Select the modulation below area on the screen, select the modulation

that you want to use. You can select one or all of the following modulations:

G.Dmt Enabled
G.lite Enabled
T1.413 Enabled
ADSL2 Enabled
AnnexL Enabled
ADSL2+ Enabled
AnnexM Enabled
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5
following options:
®  Bitswap Enable
B SRA Enable
®  PhyR Enable
6 Click Save/Apply to save the settings.

DSL Advanced Settings

The DSL Advanced Settings screen allows you to select a test mode.

Path: DSL > Setting > DSL Slave Settings > Advanced Settings

e = B S W

HOME NETWORK BECURITY ALNANCLD
SUMMARY | STATISTICE | DGAGNCSTICE | SETTING HELP

DSL Advanced Settings

Select the test mode below.

& Normal
O Reverh
0 Modiey
© No ratrsin
[aR k]

Under the Capability field, select the capability that you want to use from the
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Configuring DSL Advanced Settings

To configure the DSL advanced settings, complete the following steps.

1 Click DSL on the main screen. The Summary screen opens by default.
2 Click the Setting tab. The DSL Slave Settings screen opens by default.

|

alaln | T

csco SEmad . e ®
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

DSL Slave Settings

select the modulation below |

[0 automatic select
G.Dmt Enabled
G.lite Enahled
T1.413 Enabled
4DSLZ Enabled
AnnexlL Enabled
4DSL2+ Enabled
O annexM Enabled

Gapability
Bitswap Enable
O ska Enable
PhyR Enable

[ Savelipply ] [ Advanced Setlings J

3 Click Advanced Settings. The DSL Advanced Settings screen opens.

NImm ol & P!
cisco  Emmm = e
EYSTEM o HOME NETWORK BECURITY ALNANCLD

SUMMARY | STATITICE | LAGMOSTICE | SETTING | MELP

DSL Advanced Settings

Select the test mode below.

& Mommal
O Revarh
) Modioy
© No ratrsin
[aR k]

DSL Settings
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4 Select the test mode from the following options:

B Normal

B Reverb

®  Medley

®  No refrain
E L3

5 Click Apply to configure and save the advanced settings.

DSL Master Settings

The DSL Master Settings screen allows you to choose the bonding bypass mode for
the RG, and to enable or disable PhyR as needed.

Path: DSL > Setting > DSL Master Settings

Woeane ™ B S W

.
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

DSL Slave Settings.

DS Master Settings

Bonding Bypass Settings
® ponding Mode

© Mon-bonding Made

Capability
PhyR Enable

SaveiApply
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DSL Settings

Configuring DSL Master Settings

To configure DSL master settings for the residential gateway, complete the following

steps.

1 Click DSL on the main screen. The Summary screen opens by default.

2 Click the Setting tab. The DSL Slave Settings screen opens by default.

3 Click the DSL Master Settings tab to open the DSL Master Settings screen.

&= L 2 W

DSL HOME NETWORK SECURITY ADVANCED

il
cisco

SUMMARY | STATISTICS | DIAGNOSTICS | SETTING

DSL Slave Settings
DSL Master Settings

Bonding Bypass Settings
® ponding Mode

O Mon-bonding Made

Capability
PhyR Enable

SaveiApply

4 Define whether the RG will work on both pairs or a single pair.
®  Choose Bonding Mode if you want the RG to work on both pairs.
®  Choose Non-bonding Mode if you want the RG to work on a single pair.

5 Set or clear the PhyR Enable check box depending on whether you want PhyR
enabled.

6 Click Save/Apply to save the settings.
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ADSL Tone Settings

The ADSL Tone Settings screen allows you to select active DSL tones or frequencies

used by the DSL transceiver.
Path: DSL > Setting > Advanced Settings > Tone Selection

ADSL Tone Seltings

Uritriciem T
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FRPnFUuPSFEPIT PR PR FA PN

Derwrsrnien Tomst

FRFOFUFs FEFY Fe PFnFa Fo Fa
FuFuFis Pes PoFa Pa Pa P Pt P
Fu P Pw Py P PFa Pe Pel Fe: Fa)l P
FEFu FoFaFa PFn PN PN PN FuEDR
FuPTTRFEPFH Fe Fo Pe Po) Fu Fas Fe
FUFa P Pu P Fa Po P P Fs P
P En PP 9Pl e PP e sl we g
FAmR 10 11 R 138 1 s R e 17 R 1ee g
Fiaf P mP pF P os PPl P el 10
FiP gr mP P P i P arF 18P wl u
FizP F WP P WP P P usF i F ol 6
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3 5 354 @ 355

Cowck Al | Gl | Aoty | Cless|

Setting DSL Tones or Frequencies

To set DSL tones or frequencies, complete the following steps.

1 Click DSL on the main screen. The Summary screen opens by default.

2 Click the Setting tab. The DSL Settings screen opens.

Nim = % {“1‘:‘
N ]
cisco mmm =
SYSTEM DSL HOME NE TWORK SECURITY ALVANCED

SUNMARY | STATSSTICS | DIAGNOSTICS | SETTMNG | 1ELP

DSL Settings

Salect the moduation below
[ Automatic select
1 & Omt Enabled
= G e Enablad
1 T1.413 Enabled
ADSL2 Enabled
[l Anndxl. Enabled
= ADSL2+ Enabled
[ Annexd Enabled

Capabiliy
[ Bitsweap Enable
[ SRA Enatile

| Savelagply | [ Advanced Settings |
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ADSL Tone Settings

3 Click Advanced Settings. The DSL Advanced Settings screen opens.

|

NImm | £
cisco igo
HYSTEM osL HOME NETWORR SLoURITY AL ANCLD
SUMMARY | STATISTICE | CLAGNOSTICE | SETING | WELP

DSL Advanced Settings

Select the test mode below.

& Mommal
O Revarh
) Modioy
© No ratrsin
[eRk]

4 Click Tone Selection. The ADSL Tone Settings screen opens.

Uritriciem T
Fi Fi1 F] P31 P4 Ps Fe F7 Fe Fs Fu
FHERF3PuPFEPE PR PuFn Fa Py
FRPnFUuPSFEPIT PR PR FA PN

Denersirnien Toost

FRFOFUFs FEFY Fe PFnFa Fo Fa
FUOFRUFRsE P PO Fa e Fa Pa Fa Fa
FuFs Fw P Fs Fa Pe Fal Faz Fal Fa
FEFEFTFa FE Fn PN PR FD Fu P
FHEFTFEFR Fo Fa P Po Fu Fes Fs
FirF@ P Fu Fon Fo o P Fs Fs P
P Py PP 9P gl mP P 1P 10 P P 1
FAmR 10 11 R 138 1 s R e 17 R 1ee g
Fiaf P mP pF P os PPl P el 10
FiP gr mP P P i P arF 18P wl u
FizP F WP P WP P P usF i F ol 6
F 1R 4P 15 P 55 157 B 50 158 F 10 F 161 F 1629 16
160 155 9 165 % %7 168 %59 B 170 9 471 113 P 473 AT
FPinE mR MR mMPEmP sl 3 P P 1F e s
F 1SR 97 48 7 912 150 P 51 P10 P 11 P 194 P 15 156
F 17 19 196 2 200 201 F 2019 00 P2 B s P s6 P a7
FaeR iR P P E e P 2P e P 2Tl g
PR aF i P o & an P B B o P o B el o9
FlRFmPinPmy PR PP PP il u
F 1P MIF 3439 340 7 245 F 40 B 007 F 208 P 09 P 2509 251
3 5 354 @ 355

Cowck Al | Gl | Aoty | Cless|

5 Select the ADSL tone settings as follows.
B To select all the tones, click Check All.

®  To select individual tones, click Clear All and then select the tones you want.

6 Click Apply to configure the tone settings.
7 Click Close to return to the DSL Advanced Settings screen.
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Home Network Configuration

The Home Network tab allows you to check the home network
configuration. You use this tab to configure and check the status of the
devices connected to your home network.

In This Chapter

B Client SUMMATY ...cooiiiiiiiiiccieeereeeeeene e 108
B WAN QUICK SEUP ... 112
B LAN SEUP oo 125
B Wireless SUMMATY ..o 130
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Chapter 5 Home Network Configuration

Client Summary

The Client Summary screen shows all the client devices (Wired/Wireless/ HPNA)
attached to the residential gateway on the LAN side. You can click Show HPNA
Client to display the HPNA devices attached to the HPNA RF interface of the

residential gateway.

Path: Home Network > Summary > Show HPNA Client

alialn | C f‘ll
cisco Emme® i e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

‘LN‘” ‘ ‘j A

e | |

e | |

| ]

|HF‘NA | | || [ Show HPNA Clion

widess | | [ Srowweees cien ]
Updating HPNA Clients

To update the HPNA clients, complete the following steps.
1 Click Home Network on the main screen.
2 Click Summary. The Client Summary screen opens.
] ] ] — \(;_‘1
Moae e N &8 W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

! | [ I
e | |

e | ]

e | ]

|HF'NA | | | Show HPNA Client
T— | oo ]
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3 Click Show HPNA Client. After processing, the HPNA Info screen opens. This
screen shows the role, MAC Address, and HPNA version of the Master and the
Clients, if connected.

aliali 1 W |
cl:lllstl:ltl) e a % % "3 o

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

HPNA Info

Enable HPNA intedface

| Rale Wersion | MAC |

[ mesTeR [ coa0lOH17S5 | 00:12:68:f61:63 |

[ cuent CGI0LH 1.7.0 | 00:1e:6h:6e faied |
HPBA Update

4 Click HPNA Update to update the HPNA software of HPNA devices attached to
the residential gateway. The Update HPNA Image window opens.

alaln | {s},_.l
cisco s : 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WAN SETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Update HPNA Image

Step 1: Cbtain an updated HPMNA image file fram your ISP,

Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.

Step 3: Click the "Mext" buttan once to upload the new image file

Software File Name: | H Browse.. |

5 In the Software File Name field, enter the name of the file that you want to use to
update your system. You can click Browse to locate the file.

6 Click Next and wait for the software for the attached HPNA devices to be
updated.
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Wireless Station List

This page shows the attached clients (also known as associated stations) to the
wireless access point (AP) of the residential gateway. At this time, there is no limit to
the number of simultaneously attached devices.

Path: Home Network > Summary > Show Wireless Client

wiliiln 1 _ % el
cisco e

SYSTEM o5L HOME NETWORK. SECURITY ADVANCED
BUMMARY | WANSETUP | LANSETUS WIRELESS | HPNA | BERVICES HELP

Station List

Wireless - Associated Stations
Thie page shows associsted wireless MAC addresses and s1slus.

MAL | Azeociated

Showing Attached Clients

To show the attached clients to the wireless access point of the residential gateway,
complete the following steps.

1 Click Home Network on the main screen.

2 Click Summary. The Client Summary screen opens.
L] L] L] J_ —— \(“_ll
L e o R 2 W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

! | [ I
e | |

e | ]

e | |

|HF'NA | | | Show HPNA Client
T— | oo ]
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3 Click Show Wireless Client. The Wireless Station List screen opens. If you have
a wireless client attached to the residential gateway, the screen displays the MAC
Address of the client and whether the client is associated with the residential
gateway.

W oeme w KN 2 W
SUMMARY | WANSETUP | LANSETUP | WIRELESS | WPNA | SERVKCES | HELP

Wireless Station List

Wineless - Associated Stations
Thie page shows associsted wireless MAC addresses and s1slus.

MALC | Asgociatad

4 Click Refresh to update the list of attached clients.
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WAN Quick Setup

The WAN Quick Setup screen allows you to set up wide area network (WAN)
connections and settings, such as virtual channel identifiers (VCI), virtual path

identifiers (VPI), and quality of service (QoS).
Path: Home Network > WAN Setup > WAN Quick Setup

il | z Bigrt
cisco =2 e @
DsL HOME NETWORK SECURITY ADVANCED

SYSTEM
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

ETH WAN Config
WAN Quick Setup

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Reboot to apply the changes and reboot the system.

VLAN Protocol  IGMP | QoS | State Remove Edit

Port/Vpifvci Mux Category Service Interface

0/8/35 Off UBR  mer 0 8 35 "1"51?:\';';;) MER |Enabled Disabled Enabled| 01

Remove Reboot
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Configuring the WAN Interface (PPPoE Broadband Type)

To configure a WAN interface with the PPP over Ethernet (PPPoE) broadband type,
complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

alraln 1 : o |
cisco Ermmed e @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summanry

! | | o2,
e | |

e | ]

e | ]

|HF'NA | | Show HPNA Clisnt
e oo ]

2 Click WAN Setup. The WAN Quick Setup screen opens.

il - a 0 i
cisco iwo

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

WAN Quick Setup

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Reboot to apply the changes and reboot the system.

VLAN

Port/Vpifvci Mux

Category Service Interface Protocol IGMP | QoS | State Remowve Edit

0/8/35 | OF | UBR mer08 35 Wanlinkl- | yro  Enabled Disabled Enabled 01

1-1(MER)
Remawe Rehoot
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3 Click Add to configure a new WAN interface, or click Edit to edit an existing

WAN interface.
] | .é f b
cisco =S [F4
SYSTEM DsL HOME NETWORK SECURITY M\I’AI\;'.JLLI

EUMMARY WANEETUP |  LANSETUP WIRELEES HPNA

WAaAN Setup |

Broadband Type : DsL v

D50 mode AT (W
| AT [ WP lU Rt R
|[Broadband Connect Type Service Category | UER \Without PCR W
| FPF over Ethernet [FPPoE] v

Encapzulation hiade

[LLcrsNap-BRIDEING &

| CJ4ALM W - Enable hutiple Protocels Ower a [ Enable Quality 01 Service

|[Single PYT

| PPP Usemame:

T
=

FPP Password:

e
PPPaE Service
Hame: I—I
Authenticati

| Method: [sumo ]

| D Dial on demand (with idle timeout timer)

| I:‘ FPP IP extension
[ Use static IF Address

D Retry PPP password on authentication emor

| [] Enable PPP Dabug Mode

Bridge PPPoE Frames Between VAN and Local
| Parts

|Enable 16K hutticast
|Enable it service

Save

In the Broadband Type field, select DSL.
In the DSL Mode field, select ATM. More fields populate on the screen.
Complete the following fields on the screen as follows:

Note: This configuration is an example of a specific setting for the residential
gateway. Your values may differ depending upon your service provider.

a Inthe Broadband Connect Type field, select PPP over Ethernet (PPPoE).
b In the Encapsulation Mode field, select LLC/SNAP - Bridging.
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¢ Check the VLAN Mux - Enable Multiple Protocols Over a Single PVC
check box, if applicable.

d In the PPP Username: field, enter the user name for the point-to-point
protocol.

e In the PPP Password: field, enter the password for the point-to-point
protocol.

f In the PPPoE Service Name: field, enter the name for the point-to-point over
Ethernet service.

g Inthe VPI field, enter the virtual path identifier (VPI). Values are: 0 to 65535.

In the V(I field, enter the virtual channel identifier (VCI). Values are: 0 to
65535.

In the Service Category field, select ABRI Without PCR.

j  Check the Enable Quality of Service check box if applicable.
k In the Authentication Method field, select AUTO.

1 Check Enable NAT.
m
n

=

i o

Check the Enable IGMP Multicast check box, if applicable.
Check the Enable WAN Service check box.
Click Save to save your settings.

8 Click Reboot. This action reboots the residential gateway so that the WAN setup
configuration takes effect.

Configuring the WAN Interface (MER Broadband Type)

4036168 Rev B

To configure a WAN interface for MAC Encapsulation Routing (MER) broadband
type, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

cisco ‘-‘5&__:&-} % % {_" ;

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WAN SETUP LAN SETUP WIRELESS HPNA | SERVICES HELP
Client Summary
[~ 192.168.1.64
ety [_—__I 00:10:B0:03:9F:33
LAN2
LANZ
LAN4
HPMA Show HPNA Client
Wireless Show Wireless Client
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2 Click WAN Setup. The WAN Quick Setup screen opens.

vl . a ) A
cisco @
HOME NETWORK SECURITY ADVANCED

SYSTEM DsL
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

ETH WAN Config

WAN Quick Setup

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Reboot to apply the changes and reboot the system.

VLAN
Mux

Port/Vpifvci Category Service Interface Protocol IGMP | QoS | State Remowve Edit

0/8/35 | OFf = UBR mer 0835 ‘1“"’1’3\';‘;;) MER  Enabled Disabled Enabled| [

Remave Rehoot
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3 Click Add to add a new WAN interface, or click Edit to modify an existing WAN

interface.
W e g

SYSTEM DsL HOME NETWORK SECURITY ALV ANCED
BUMMARY WANEETUP - |  LAN SETUP WIRELEES HPNA

WAN Setup

Broadband Type : DL by

=DSLmode I ] wiE]

Braadband Connect Type Service Category |LUER %Without PCR (%

| MAC Encapsulation Routing (MER) |

Encapsulation hode

LLC/SNAP-BRIDGING %

[l Wax - Enable Mattiple Protacols Dver 3 [ Enable Quaifty Of Servios

Singla PWC

@ Obtain [P address avtomatically

O Usze the following IF address:
WUAM P Address:

WUAN Subnet higsh:

@ Obtain default gateway automatically
O Use the following default gateway:

FAddress: |
il

Interface:
@ Obtain OMS server addreszes

automatically
O Use the following OMS server

SErver: [

Enable NAT

Enable Fullzone HAT [
Enable |GRAP hdlticast
Enable WAN Service

i Save

4 In the Broadband Type field, enter DSL.
5 In the DSL Mode field, select ATM. More fields populate on the screen.
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118

6 Complete the following fields on the screen as follows:

Note: This configuration is an example of a specific setting for the residential
gateway. Your values may differ depending upon your service provider.

a

b

C

m

n

In the Broadband Connect Type field, select MAC Encapsulation Routing
(MER).

In the Encapsulation Mode field, select LLC/SNAP - Bridging.

Select the VLAN Mux - Enable Multiple Protocols Over a Single PVC check
box, if applicable.

In the VLAN ID[0-4095]: field, enter an ID for the VLAN. Values are: 0 to
4095.

In the VPI field, enter the virtual path identifier (VPI). Values are: 0 to 65535.

In the VCI field, enter the virtual channel identifier (VCI). Values are: 0 to
65535.

In the Service Category field, select UBR Without PCR.

Select the Enable Quality of Service check box, if applicable.
Select the Obtain an IP address automatically option.

Select the Obtain default gateway automatically option.
Select the Obtain DNS server addresses automatically option.
Select Enable NAT.

Select the Enable IGMP Multicast check box.

Select the Enable WAN Service check box.

Click Save. The system returns to the previous screen.

8 Click Reboot. This action reboots the residential gateway so that the WAN setup
configuration takes effect.
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Configuring Ethernet WAN

To configure a WAN interface for Ethernet WAN (ETH-WAN) broadband type,
complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

alraln | -Sf-“al
cisco Enma? e @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summanry
192.168.1.64
‘LAM g ‘ 00:10:B0:039F:33

|LAN2

|LAN3

|HF'NA

Show HPNA Client
Show Wireless Client

|LAN11 |

|Wire|es.5

2 Click WAN Setup. The WAN Quick Setup screen opens.

il | a Thrt
cisco = i@
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

WAN Quick Setup

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Reboot to apply the changes and reboot the system.

Port/Vpifvci anif::l Category Service Interface Protocol IGMP | QoS | State Remowve Edit
0/8/35 | OF = UBR mer 0835 ‘ival’zkfl‘é‘;) MER | Enabled Disabled Enabled| [J
Remove Reboot

3  On the WAN Quick Setup screen, check for any PVCs configured on a DSL
connection. If any are listed, check the corresponding Remove box and then click
the Remove button to remove them from the default DSL connection.
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4 Click the ETH WAN Config tab. The Ethernet WAN Configuration screen opens.
By default, LAN port 4 (eth1.4/LAN4) is chosen as the WAN port, and Ethernet

WAN mode is disabled.
M {-'\.-l
cisco J s, @
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA
WAN Se

Ethernet WAN Configuration

This page allows you to configure a ETH port.
The Ethernet and ATM service can not coexist.

Select a ETH port:

eth1 4/LAN4 +

athl 4/LAN4A

Select Connection Mode

© Disabled

O Default Mode - Single service over one connection

O VLAN MUX Mode - Multiple Vian service over one connection

Apply/Save

5 Select the appropriate connection mode as follows:

®  Choose Default Mode if you have only a single service over the WAN

interface (i.e., no VLANS)

®  Choose VLAN MUX Mode if your service has multiple VLAN services over
one connection.

6 Click Save/Apply to save your selection, and then continue with the appropriate
settings below.

7 Repeat steps 1-6 above for any additional VLAN services that need to be added.
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Settings for Default Connection Mode

If you select Default Mode as shown below, this service will have a single service
over one connection (i.e., no VLANSs).

Ml ey 2

=
SYSTEM DsL HOME NETWORK SECURITY
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Ethernet WAN Configuration

This page allows you to configure a ETH paort,
The Ethernet and ATM service can not coexist.

Select a ETH port:

sthl 4/LANS ¥

Select Connection Mode
O Disabled

@ Default Mode - Single service over one connection
O WLAN MUK Mode - Multinle Vlan service over one connection

Apply/Seave
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1 Click the WAN Setup tab, and then click Add to set up a new WAN interface.
The WAN Setup screen appears as shown below.

W oese & N B2 W

SYSTEM osL HOME NETWORK SECURITY ADVANCED

SUMMARY WANSETUP | LAN SETUP WIRELESS HPNA

WAN Setup

Broadband Type : Etheinet WaN
DSL mode

Broadband Connect Type | PPF aver Ethemet [PPPoE] v

[ Enable Gualty Of Service

PPP Username: test

PPP Pazsword: (L

PPPoE Service Name: l:l
Authentication Method:

I:‘ Dial on demand (with idls timeout timer)

] PPP 1P extension

[ Use Static IP &ddress

Retry PPP password on authertication error
[] Enable PPP Debug Mode

[ Bridge PPPOE Frames Between VAN and Local Parts

Enable IGMP Muticast []
Enable WAN Service

Save

2 From the Broadband Connect Type drop-down list, choose the appropriate
connection type: PPPoE (as in the example above), IPoE, or Bridging.

3 Configure the remaining credentials as appropriate for your WAN interface.
Check the Enable WAN Service check box at the bottom of the screen.

Click Save to save your settings.
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Settings for VLAN MUX Mode

If you select VLAN MUX Mode as shown below, this service will have multiple
VLAN services over one connection.

alialn ) & a
cisco [ —— Q?

SYSTEM DsSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Ethernet WAN Configuration

This page allows you to configure a ETH port,
The Ethernet and ATM service can not cosxist,

Select a ETH port:

ethl 4iLANS

Select Connection Mode

O Disabled|

O pefault Made - Single service over one connection

@ YLAN MUK Mode - Multiple Ylan service over one connection

Apply/Seve
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1

N SN G e

Click the WAN Setup tab, and then click Add to set up a new WAN interface.
The WAN Setup screen appears as shown below.

aleale -y a Gl
ci1sco ===y : 9
SYSTEM DsL HOME NETWORK. SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

WAN Setup

Broadband Type : | Ethernet WaN %

DEL mode L7

Broadband Connect Type | FFFover Ethemet [FPFoE] % |

VLAN tux - Enable Multiple Protocols Over a Single PYC
WVLAN 10 [1-4095]:(13

FPP Username:

FFP Pasamord:

ki

FFFoE Senvice Name:

Authentication Method:

|
5|
=
\i

D Dial on demand (with idle timeout timen

[] PPFIP extension

[ use static IP Address

Retry PPP pasamord on authentication error
[] Enable FFF Debug Mode

D Bridge FFFoE Frames Between WAN and Local Forts

Enable IGMP Multicast [ ]
Enable WAN Senice

Save .

From the Broadband Connect Type drop-down list, choose the appropriate
connection type: PPPoE (as in the example above), IPoE, or Bridging.

Check the VLAN Mux checkbox, and then enter the VLAN ID used by your
WAN interface.

Configure the remaining credentials as appropriate for your WAN interface.
Check the Enable WAN Service check box at the bottom of the screen.
Click Save to save your settings.

Repeat steps 1-6 above for any additional VLAN services that need to be added.
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LAN Setup

The Local Area Network (LAN) Setup screen allows users to set up LAN settings
such as Dynamic Host Configuration Protocol (DHCP), Internet Gateway Multicast
Protocol (IGMP), and Universal Plug and Play (UPnP).

Path: Home Network > LAN Setup

Wl e = N 2

SYSTEM DSL HOME NETWORIC SECURITY ADVAMNCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Local Area Network (LAN) Setup

Configure the DSL Residential Gateway IP Address and Subnet Mask for LAN interface. Save button only saves the LAN
configuration data. Save/Reboot button saves the LAN configuration data and reboots the residential gateway to make the
new configuration effective.

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

Enable UPnP

O Disable DHCP Server

® Enable DHCP Sener
Start IP Address: |192.168.1.64
End IP Address: | 192.168.1.253
Subnet Mask: 2552552550
Leased Time (hour)| 24

[ Configure the second IP Address and Subnet Mask for LAN interface
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Configuring the LAN Interface

To configure the LAN interface, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

dlialn 1 : o 4
csco Emaet 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

! | LIS
e | ]

e | ]

e | ]

|HF'NA | | | Show HPNA Client
T— | oo ]

2 Click LAN Setup. The Local Area Network (LAN) setup screen opens.

alraln - 0 F 1
cisco 9
SYSTEM DsL HOME NETWORK SECURITY ADVAMCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Local Area Network (LAN) Setup

Configure the DSL Residential Gateway IP Address and Subnet Mask for LAN interface. Save button only saves the LAN
configuration data. Save/Reboot button saves the LAN configuration data and reboots the residential gateway to make the
new configuration effective.

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

Enable UPnP

O Disable DHCP Server

@ Enable DHCP Server
Start IP Address: | 192.163.1.64
End IP Address: | 192.168.1.253
Subnet Mask: 255.2565.255.0
Leased Time (hour); 24

[ Configure the second IP Address and Subnet Mask for LAN interface

3 Inthe IP Address field, enter the IP address for the residential gateway.
4 In the Subnet Mask field, enter the subnet mask for the residential gateway.
5 Do you want to enable UPnP?
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B If yes, check the Enable UPnP check box.
B If no, clear the Enable UPnP check box.
6 Do you want to Enable the DHCP server?
B If yes, select Enable DHCP Server, and go to step 7.
®  If no, select Disable DHCP Server, and go to step 8.
7 Under Enable DHCP server, enter the following information:

a Inthe Start IP Address field, enter the first IP address in the range for the
DHCP IP address lease pool.

b Inthe End IP Address field, enter the last IP address in the range for the
DHCP IP address lease pool.

¢ In the Subnet Mask field, enter the subnet mask for the DHCP server.

d In the Leased Time (hour) field, enter the duration of the DHCP lease
address.

8 Click Save to save the changes or click Save/Reboot to save the changes and
reboot the residential gateway.

Reserving IP Addresses

The Address Reservation screen allows you to reserve IP addresses for specific
devices. For example, you can reserve IP addresses for your laptop or PC in your
home.

Path: Home Network > LAN Setup > Address Reservation

- B 2 B

HOME NETWORK SECURITY ADVANCED

alal
cisco

SYSTEM
SUNMMARY | WAN SETUP LAN SETUP | WIRELESS HPNA | SERVICES HELF

LAN Sehup

Address Reservation (Static DHCP Assignment)

P MAC Remove

To reserve a specific IP address for a specific MAC address, complete the following
steps.
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1 Click Home Network on the main screen. The Client Summary screen opens.

Bl emgy W .

SYSTEM DsL HOME NETWORK. SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

M | IS
we | |

we | |

e |

HPNA

2 Click LAN Setup. The Local Area Network (LAN) setup screen opens.

il e B g2 w

SYSTEM DsL HOME NETWORK SECURITY ADVAMCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Local Area Network (LAN) Setup

Configure the DSL Residential Gateway IP Address and Subnet Mask for LAN interface. Save button only saves the LAN
configuration data. Save/Reboot button saves the LAN configuration data and reboots the residential gateway to make the
new configuration effective.

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

Enable UPnP

O Disable DHCP Server

@ Enable DHCP Server
Start IP Address: | 192.163.1.64
End IP Address: | 192.168.1.253
Subnet Mask: 255.2565.255.0
Leased Time (hour); 24

[ Configure the second IP Address and Subnet Mask for LAN interface
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3 Click Address Reservation. The Reserve Specific IP Addresses for Specific MAC

Addresses screen opens.

lllllllll _,_,l o a ‘:‘-;\'L
cisco ) / lite @
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Reserve Spedific IP Addresses for Spedfic MAC Addresses

Static DHCP Client List

A O s o

In the Assign this IP field, enter the IP address you want to assign to the MAC
address.

In the To this MAC field, enter the MAC address to which you want to assign the
IP address.

Click Save to save your settings.

Configuring a Second LAN IP Address

If needed, complete the following steps to configure a second LAN IP address on the
gateway.

4036168 Rev B

1

Click the check-box labeled Configure the second IP Address and Subnet Mask
for LAN Interface.

In the fields provided, type the IP Address and Subnet Mask for the second IP
address.

Click Save/Reboot for the changes to take effect.
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Wireless Summary

The Wireless Summary screen shows the MAC address and security information for
the wireless connection.

Path: Home Network > Wireless > Summary
Ll Ll L) rl
iy emmp B o W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summanry

[MAC Address | 00:1E:66: FA9C:06
I Cizco

‘Aulhemicaliun | open

‘ Encryption | WWEF Encryption:disabled
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Wireless Basic

Wireless Basic

4036168 Rev B

The Wireless -- Basic screen allows you to configure the basic features of the wireless
LAN interface. You can enable or disable the LAN interface, hide the network from
active scans, enter a name for the wireless network, and restrict the channel set based
on country requirements.

Path: Home Network > Wireless > Basic
] ] [ ,J_ e v}‘i ¥
LY ey W g

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless — Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as
SSID) and restrict the channel set based on country requirements.

Click "Apply" to configure the basic wireless options.

Enable Wireless

[0 Hide Access Point

SsSID: ‘CISCO

Channel:

BSSID: 00:18:68:FF:61:68
Mireless 8021198802110 ¥
Mode:

54g

Auto ¥
Protection:
[ Enable wMmM

Save/Apply
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Enabling the Wireless Network

To enable the wireless network, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

o &= KN & W

SYSTEM HOME NETWORK. SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

M | IS
we |

we | |

e |

HPNA

2 Click Wireless. The Wireless Summary screen opens.

Woeaew & N 2 B

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E B FASC 0B
T Cizco
‘Aulhemicaliun | open

‘ Encryption | WEP Encryption:dizahlad
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Wireless Basic

3 Click Basic. The Wireless Basic screen opens.

L ey W g

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY WAN SETUP LAN SETUP WIRELESS | HPNA

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as
SSID) and restrict the channel set based on country requirements.

Click "Apply" to configure the basic wireless options.

SSID: ‘Ciscc
Channel: Auto w
BSSID: 00:18:68:FF:61:68

Wireless
Mode:

54g —
~
Protection: ‘M

Summary Security Advanced Wi-Fi Protected Setup

Wireless — Basic

Enable Wireless

[ Hide Access Point

O Enable wmm

Save/Apply

Check the Enable Wireless check box to enable the wireless network. The screen

populates with additional fields.

Do you want to prevent other wireless clients from communicating with the

wireless access point (AP) of the residential gateway?

If yes, check the Hide Access Point check box. This feature prevents any
other wireless client from communicating with the access point of the
residential gateway (or disables the wireless connection).

If no, uncheck the Hide Access Point check box.

In the SSID field, enter the Service Set Identifier (SSID).

From the Channel drop-down list, select Auto or a channel from 1 to 11.

4

5
|
|

6

8
|
|
|

In the Wireless Mode field, select the wireless mode from the drop-down list:

802.11g & 802.11b - Allows you to mix Wireless-B with Wireless-G
equipment, but you will lose the higher performance speeds of Wireless-G.

802.11g only - Features the same benefits as Wireless-B, but offers 5 times the
speed at up to 54 Mbps. Wireless-G currently offers the best combination of
performance and value. You can mix Wireless-B with Wireless-G equipment,
but you will lose the higher performance speeds of Wireless-G.

802.11b only - Operates on the 2.4GHz frequency band and can transmit data
at speeds of up to 11 Mbps within a range of up to 100-150 feet. Wireless
range can be affected by reflective or signal-blocking obstacles, such as
mirrors, walls, devices and location, whether indoors or outdoors.
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9 In the 54g Protection field, select Auto or Off. Do not disable 54g Protection if
there is a possibility that an 802.11b device may need to use your wireless
network.

Notes:

— 54g Protection allows 802.11g and 802.11b devices to co-exist in the same
network without “speaking” at the same time. In Auto Mode, the
wireless device will use RTS/CTS to improve 802.11g performance in
mixed 802.11g/802.11b networks. Turn protection off to maximize
802.11g throughput under most conditions.

— You can enable Wi-Fi Multimedia (WMM) support to help improve the
Quality of Service (QoS) for your wireless traffic. It is recommended that
you leave these settings unchanged if you are not sure about your
configuration. Changing these values may lead to unexpected blockages
of traffic on your wireless LAN, and the blockages might be difficult to
diagnose.

10 Click Save/Apply to enable the wireless network.

Securing Your Wireless Network with WEP

WEP is a security protocol for wireless networks. WEP provides security by
encrypting data over radio waves so that it is protected as it is transmitted from one
end point to another. A shared key (similar to a password) is used to allow
communication between the computers and the residential gateway. WEP offers a
basic, but satisfactory level of security for wireless data transmission.

To secure your wireless network with Wired Equivalent Privacy (WEP), complete
the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

o = RN OB W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WAN SETUP LAN SETUP WIRELESS HPNA | SERVICES HELP

Client Summary

Lant | R
LANZ

LANT

LAN4 |

134 4036168 Rev B



Wireless Basic

2 Click Wireless. The Wireless Summary screen opens.

i 3 :1_
cisco Ko

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E:6B:FA9C.08

E=EEE Cisco
Authentication open

Encryption WEP Encryption:disabled

3 (Click Security. The Wireless -- Security screen opens.

NIm 0 .l
cisco Lo
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY I WAN SETUP | LAN SETUP | WIRELESS I HPNA | SERVICES | HELP

Wireless -- Security

Salact SSID:
Metwotk Authentication
WEP Encryption Disahled +

Savefspph

4 In the Select SSID field, use the drop-down list to choose an option for the
service set identifier (SSID).

Note: You can add options to this drop-down list on the Wireless -- Basic screen.
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In the Network Authentication field, choose one of these two options for the

authentication method.

Open. All devices may access the wireless network when WEP Encryption is
disabled. When no authentication is required and if encryption is disabled,
then the data that is passing between the access point and the client is also
not encrypted. When WEP is enabled, the data is encrypted, but the client is
not authenticated.

Shared. Only devices configured with the 64-bit or 128-bit key may access the
wireless network.

In the WEP Encryption field, select Enabled. The Wireless -- Security screen

populates with more fields.

]
cisco

5 ri
e
i, @

SECURITY ADVANCED

)

HOME NETWORK

e T

SYSTEM DsL

SUMMARY | WAN SETUP LAN SETUP WIRELESS | HPNA | SERVICES HELP.

Advanced

Surmmary

Wireless —- Security

Select SSI0: Cisco v
Metwark Authentication:

WEP Encryption
Encryption Strength 126-hit +

Current Netwark Key 1

Metwork Key 1
MNetwork Key 2.
Metwork Key 3
MNetwork Key 4.

Enter 13 ASCIl characters or 26 hexadecimal digits for 128-bit encryption
keys

Enter 5 ASCI characters or 10 hexadecimal digits for 64-bit encryption
keys

Generate ]

I

WEP Key Paraphrase:

"The encryption strength 128-bit generates 1 key. 64 bit

generates 4 keys.

Savefipply

5
]
]
6
7
|
]

In the Encryption Strength field, choose one of the following options:

64-bit. Secures your network by 64-bit (10 hex) encryption of all traffic using
a static key.

128-bit. Secures your network by 128-bit (26 hex) encryption of all traffic
using a static key.

Important: These settings must be identical to your wireless client devices.
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10

11

12

13

Wireless Basic

Do you want the system to generate the network key for you?

B If yes, go to step 11.

®  If no, you must disable Serial Number Encryption and enter your own
network key(s) in the field provided. Go to step 9.

In the Current Network Key field, select a network key from the drop-down list.
Values are: 1, 2, 3, or 4.

In the Network Key 1 field, enter the network key you wish to you use based on
the encryption strength as discussed in step 7.

Based on the encryption strength you chose in step 7, do one of the following.

B For 64-bit encryption, you can choose to enable Serial Number Encryption.
When you enable Serial Number Encryption, the serial number of the
gateway is preceded with a 0 (numeric zero) and is then used as the Network
Key. Serial Number Encryption is not available for 128-bit encryption. If you
don't want to use Serial Number Encryption (64 bit only), disable it by
selecting Disabled from the drop-down list. Repeat steps 9 and 10 for keys 1
through 4 if you use 64-bit encryption. Go to step 12.

®  For 128-bit encryption, only one network key is used. Go to step 12.

In the WEP Key Paraphrase field, enter your information as follows based on 64-
bit or 128-bit encryption strength:

®  For 64-bit encryption strength, enter a passphrase (1 to 31 characters) and
click Generate. Four keys are generated based on the passphrase.

®  For 128-bit encryption, enter a passphrase (1 to 31 characters) and click
Generate. Four keys are generated based on the passphrase.

Click Save/Apply.
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Disabling the Wireless Network

To disable the wireless network, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

o &= KN & W

SYSTEM HOME NETWORK. SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

M | IS
we |

we | |

e |

HPNA

2 Click Wireless. The Wireless Summary screen opens.

Woeaew & N 2 B

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E B FASC 0B
T Cizco
‘Aulhemicaliun | open

‘ Encryption | WEP Encryption:dizahlad
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Wireless Basic
3 Click Basic. The Wireless Basic screen opens.

b e & N 2 %

L
SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless — Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as
SSID) and restrict the channel set based on country requirements.

Click "Apply" to configure the basic wireless options.

Enable Wireless

[ Hide Access Point

SSID: ‘Ciscc

Channel:

BSSID: 00:18:68:FF:61:68
i
54g

~
Protection:
[0 Enable wMM

Save/Apply

4 Uncheck the Enable Wireless check box. The wireless network fields are
removed from the screen.

5 Click Save/Apply to disable the wireless network.
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Wireless Security

The Wireless Security screen allows you to configure security features of the wireless
LAN interface. You can set the network authentication method, select data
encryption, specify whether a network key is required to authenticate to this
wireless network, and specify the encryption strength.

Path: Home Network > Wireless > Security

WEP Encryption Disabled

b e & B 2

. .
SYSTEM HOME NETWORK SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP WIRELESS | HPNA | SERVICES HELP
Summary. Basic Advanced

Wireless — Security

Selact SSID. [Cisca

Metwork Authentication: |7Open Bt

WEP Encryption |D|sah|ed v

Savefspphy

Securing Your Wireless Network with Encryption Keys

If you choose WPA Personal (also known as Wi-Fi Protected Access-PreShared Key)
as the network authentication method, you can secure your network by encrypting

all traffic using a pre-shared dynamic key. The following security methods are
described:

B WPA Personal or WPA2 Personal

® Mixed WPA2 Personal/ WPA Personal
® WPA/WPA?2 Enterprise

B Mixed WPA/WPA2 Enterprise
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WPA Personal or WPA2 Personal

To secure your wireless network with a pre-shared dynamic key, complete the

following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

B gy g

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summanry

o | o2,
|LAN2 | | |

wo | ]

|LAN:1 | | |

HPMA Show HPMNA Client

2 Click Wireless. The Wireless Summary screen opens.

W o & N 2 i@

SYSTEM HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E'68 FA9IC:D8

[ sap | Cizco
‘Authemication | open

‘ Encryption | WEF Encryption:disabled
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3 Click Security. The Wireless -- Security screen opens.

bl ey & N S

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WAN SETUP LAN SETUP WIRELESS | HPNA

Summary. I Advanced Wi-Fi Protected Setup

Wireless —- Security

Select SSID Ciscnb1562 V|
Metwork Authentication: |WPA Fersonal ¥

Serial Number Encryption
WPA Pre-Shared Key: | Click here to display
WA Group Rekey Interval 3600

WA Encryption: TKIF v

SavelApply

4 In the Network Authentication field, select WPA Personal or WPA2 Personal
from the drop-down list.

5 Select Enabled or Disabled to enable or disable your Serial Number Encryption
function. Your serial number is printed on the back label of your device. If you
enable this function, the system will automatically use your serial number as the
pre-shared key for WPA Authentication.

6 Inthe WPA Pre-Shared Key field, enter a shared Key (8-63 characters). The
system will periodically generate a dynamic key based on the shared key.

7 In the WPA Group Rekey Interval field, enter the group key renewal time period
(in seconds). This time defines how often the dynamic key is regenerated

8 Inthe WPA Encryption field, select the encryption from the drop-down list. You
have the option of choosing TKIP (Temporal Key Integrity Protocol), AES
(Advanced Encryption System), or both. Typically AES is seen to be a more
reliable form of encryption.

9 Click Save/Apply to save your settings.
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Wireless Security

Mixed WPA2 Personal/WPA Personal

The security mode supports simultaneous WPA Personal and WPA2 Personal
connections. You can have devices that use either WPA Personal or WPA2 Personal.
The access point automatically chooses the encryption algorithm used by each client
device.

To configure the Mixed WPA Personal and WPA2 Personal security settings for the
access point, follow these steps:
1 Click Home Network on the main screen. The Client Summary screen opens.

] ] ] J_ — 'ﬂ

LY e & B o

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

o | | o
e | ]

|LAN3 | | |

|LAN11 | | |

|HF‘NA | | | Show HENA Client
T— | [ ]

2 Click Wireless. The Wireless Summary screen opens.

alialn 1 {;S,l
cisco EEmaad =2
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

wireless Summary

[MAC Address | 00:1E:6B:FA9C:D8
R Cisco
{Authemlcatmn | open

‘ Encryption | WEP Encryption:disabled
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144

3 Click Security. The Wireless -- Security screen opens.

W oae o B 2 W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Advanced WYi-Fi Protected Setup

Wireless — Security

Select S5I0: Ciscob152
Metwork Authentication: | Mixed WPAZ PersonalAWPA Personal - »

Serial Number Encryption Dizabled v

WPA Pre-Shared Key Click here to display
WPA Group Rekey Interval 3600

WA Encryption: TRIP+AES

Savefipahy

In the Network Authentication field, select Mixed WP A2 Personal/ WPA
Personal from the drop-down list.

Select Enabled or Disabled to enable or disable your Serial Number Encryption
function. Your serial number will be printed on the back label of your device. If
you enable this function, the system will automatically use your serial number as
the network key for your WEP encryption.

In the WPA Pre-Shared Key field, enter a shared Key (8-63 characters). The
system will periodically generate a dynamic key based on the shared key.

In the WPA Group Rekey Interval field, enter the group key renewal time period
(in seconds). This time defines how often the dynamic key is regenerated

In the WPA Encryption field, select the encryption from the drop-down list.
Click Save/Apply to save your settings.
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Wireless Security

WPA/WPA2 Enterprise

WPA/WPA2 Enterprise is used in coordination with a Remote Authentication
Dial-In Use Service (RADIUS) server for client authentication. If you choose this to
be your authentication method, make sure that a RADIUS server is available in the
network for authentication.

To configure the WPA /WPA2 Enterprise security settings for the access point,

complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.
| firl

= e N =

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

alialn
cisco

o | | o
e | ]

|LAN3 | | |

|LAN11 | | |

|HF‘NA | | | Show HENA Client
T— | [ ]

2 Click Wireless. The Wireless Summary screen opens.

nlllnllln - a {'3 ll
cisco o
SYSTEM DsL HOME NETWORK. SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless - Security

4036168 Rev B

Select SSID Ciscob1562 v
Metwork Authentication:

WPAZ Preauthentication: Disabled v
Metwork Re-auth Interval 36000

WA Group Rekey Interval: 3600

RADIUS Server IP Address 0o.oa
RADIUS Paort 1612

RADIUS Key:

WPA Encryption: AES e

SavelApply
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In the Network Authentication field, select WPA/WPA2 Enterprise from the
drop-down list.

Select Enabled or Disabled for your WPA2 Pre-authentication.

Note: In pre-authentication, a WPA2 wireless client can perform an 802.1X
authentication with other wireless access points in its range when it is still
connected to its current wireless access point.

In the Network Re-auth Interval, enter the interval at which the re-authentication
occurs.

In the WPA Group Rekey Interval field, enter the group key renewal time period
(in seconds). This time defines how often the dynamic key will be regenerated.
In the RADIUS Server IP Address field, enter the IP address for your RADIUS
server. The default port is 1812.

In the RADIUS Port field, enter the port number for your RADIUS server. The
default port is 1812.

In the Radius Key field, please enter the secret key used by the access point and
RADIUS server.

In the WPA Encryption field, please select your data encryption method from
TKIP (Temporal Key Integrity Protocol) or AES (Advanced Encryption
Standard).

Click Save/Apply to save your settings.
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Mixed WPA/WPA2 Enterprise

The security mode supports simultaneous WPA Enterprise and WPA2 Enterprise
connections. You can have devices that use either WPA Enterprise or WPA2
Enterprise. The access point automatically chooses the encryption algorithm used by
each client device.

4036168 Rev B

Wireless Security

To configure the Mixed WPA /WPA?2 Enterprise security settings for the access
point, complete the following steps.

1

alialn | C f‘ll
cisco ERmmEd s @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

o | | o
e | ]

|LAN3 | | |

|LAN11 | | |

|HF‘NA | | | Show HENA Client
T— | [ ]

Click Wireless. The Wireless Summary screen opens.

alaln - 0 i
cisco 9
SYSTEM DsL HOME NETWORK SEGURITY ADVANCED
SUMMARY ! WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless -- Security

Select S5ID: Ciscob152

Metwork Authentication

WRAZ Preauthentication: Digabled v

Metwork Re-auth Interval: 36000
WHA Group Rekey Interval 3600
RADIUS Server IP Address:  |0.0.0.0
RADIUS Port: 1812
RADIUS Key

WPA Encryption: TKIP+AES »

Save/ipaly

Click Home Network on the main screen. The Client Summary screen opens.
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In the Network Authentication field, select Mixed WPA2 Enterprise/WPA
Enterprise from the drop-down list.

Select Enabled or Disabled for your WPA2 Pre-authentication.

Note: In pre-authentication, a WPA2 wireless client can perform an 802.1X
authentication with other wireless access points in its range when it is still
connected to its current wireless access point.

In the Network Re-auth Interval, enter the interval at which the re-authentication
occurs.

In the WPA Group Rekey Interval field, enter the group key renewal time
period. This time defines how often the dynamic key will be regenerated.

In the RADIUS Server IP Address field, enter the IP address for your RADIUS
server. The default port is 1812.

In the RADIUS Port field, enter the port number for your RADIUS server. The
default port is 1812.

In the Radius Key field, enter the secret key used by the access point and
RADIUS server.

In the WPA Encryption field, select your data encryption method from TKIP
(Temporal Key Integrity Protocol), AES (Advanced Encryption Standard), or
TKIP+AES.

Click Save/Apply to save your settings.
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Wireless MAC Filtering

Wireless MAC Filtering

The Wireless -- MAC Filtering screen allows you to allow or block certain wireless
clients from accessing the residential gateway. If you know the MAC address of the
client you want to block, you can use this screen to provide access to the residential
gateway or block that client from accessing it.

Path: Home Network > Wireless > Advanced > MAC Filter
) L} L} _i — m
L e &= B2 W

SYSTEM DSL HOME NETWORK. SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

ST

Wireless MAC Filtering

WAC Restrict Mode: (& Disabled O Allow & Deny

MAC Address | Remove

Allowing Wireless Clients to Access the Residential Gateway

You can allow wireless clients to access the residential gateway if you know the
client's MAC address. MAC restrict mode must be enabled. To allow wireless clients
to access the residential gateway, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

Woeane & N2 W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

192.165.1.64

et 00:10:60:03 9F:33

|LAN2

|LAN11

Show HPMNA Cliert
Show Wireless Client

|HF'NA

R [
| ]
| [

|W|re|ess
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2 Click Wireless. The Wireless Summary screen opens.

] ) A
cisco Lo

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E BB.FA9C:D8

=R Cisco
‘Authemicatinn | open

‘ Encryption | WEP Encryption:disabled

3 Click Advanced. The Wireless Advanced Settings screen opens.

il O -_1_
cisco “ e

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

s
Wireless Advanced Settings
« MAC Filter

* Wireless Bridge
e Station Info

4 Click MAC Filter. The Wireless MAC Filtering screen opens.

] % - F |
cisco i

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless MAC Filtering

MAC Restrict Mode: & Disabled O Allow O Deny

MAC Address | Remove

In the MAC Restrict Mode field, click Allow to enable the MAC restrict mode.
Click Add. The Wireless -- MAC Filter screen opens.

In the MAC Address field, enter the MAC address of the client that you want to
allow access to the residential gateway.

8 Click Save/Apply to allow this wireless client to access the residential gateway.
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Blocking Wireless Clients

You can block wireless clients from accessing the residential gateway if you know
the client's MAC address. MAC restrict mode must be enabled. To prevent wireless
clients from accessing the residential gateway, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

alraln

cisco 9
SYSTEM HOME NETWORK. SECURITY ADVANCED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary
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2 Click Wireless. The Wireless Summary screen opens.

o &= KB 2 W

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E:6B FA9C:08

T Cizco
‘Aulhemicaliun | open

‘ Encryption | WEP Encryption:dizahlad

3 Click Advanced. The Wireless Advanced Settings screen opens.

alualn v |
cisco w |
SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS I HPHA I SERVICES | HELP

wWireless Advanced Settings

* MAC Filter

e Wireless Bridge
s Station Info
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4 Click MAC Filter. The Wireless MAC Filtering screen opens.

- & 2 ¥

HOME NETWORK SECURITY ADVANCED

M
cI5¢Co

SYSTEM
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Security

Wireless MAC Filtering

MAC Restrict Mode: & Disabled O Allow O Deny

—
|MAC Address | Remove ‘

In the MAC Restrict Mode field, click Deny to enable the MAC restrict mode.
Click Add. The Wireless -- MAC Filter screen opens.

In the MAC Address field, enter the MAC address of the client that you want to
prevent from accessing the residential gateway.

8 Click Save/Apply to prevent this wireless client from accessing the residential
gateway.
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Wireless Bridge

Wireless Bridge

Wireless LAN Bridging (also referred to as a Wireless Distribution System, WDS)
refers to two or more 802.11 access points that send traffic between them (from
access point to access point) as opposed to between access point and a client
computer.

The Wireless Bridge screen allows you to configure the wireless bridge features of
the wireless LAN interface as follows:

®  Select Wireless Bridge in the AP mode to disable access point functionality.

®  Select Access Point in the AP mode to enable access point functionality. Wireless
bridge functionality will still be available and wireless stations will be able to
associate to the AP.

B Select Disabled in the Bridge Restrict field to disable wireless bridge restriction
so any device can communicate with the residential gateway over the wireless
bridge.

B Select Enabled in the Bridge Restrict field to enable wireless bridge restriction to
restrict the bridges that can communicate with the residential gateway over the
wireless interface.

®  Enter the MAC Address of the remote bridge in the Remote Bridges MAC
Address field.

Path: Home Network > Wireless > Advanced > Wireless Bridge

Bridge Restrict Disabled

HOME NETWORK SECURITY ADVANCED

SYSTEM

SUMMARY | WAN SETUP LANSETUP | WIRELESS | HPNA

Summary i Security d C ‘wi-Fi Protected Setun

Wireless Bridge

This page allows you to configure wireless bridge features of the wireless LAN interface. You can select Wireless Bridge
(also known as Wireless Distribution Systern) to disable acess point functionality. Selecting Access Point enables
access point functionality. Wireless bridge functionality will still be available and wireless stations will bhe able to
associate to the AP Select Disabled in Bridge Restrict that disables wireless bridge restriction. Any wireless bridge will
be granted access. Selecting Enabled enables wireless bridge restriction. Only those bridges selected in Remote
Bridges will be granted access.

Click "Save/Apply” to configure the wireless bridge options.

AP Mode [hecess Foint |
Bridge Restrict Disabled ¥/
SavelApply
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Bridge Restrict Enabled

R a &

cisco === i ¥
SYSTEM DSl HOME NETWORK SECURTY ADVANGED

SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless Bridge

Thig page allows you to configure wireless bridoe features of the wireless LAN interface. You can select Wireless Bridge
(also known as Wireless Distribution System) to disahble acess point functionality. Selecting Access Point enables
access point functionality. Wireless bridge functionality will still be available and wireless stations will be able to
associate to the AP. Select Disabled in Bridge Restrict that disables wireless bridoe restriction. Any wireless hridge will

he granted access. Selecting Enabled enables wireless bridge restriction. Only those hridges selected in Remote
Bridges will be granted access

Click "Save/Apply™ to configure the wireless hridge options.

AP Mode Wwireless Bridge ¥
Bridge Restrict: Enabled %

Remote Bridges MAC Address.  |00:Tefbac2eld | | |

Savelbpply
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Wireless Station List
This page shows associated wireless MAC addresses and status.
Path: Home Network > Wireless > Advanced > Station Info
1} 1} 1} rl
M e & N 28 W

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Wireless Station List

Wireless -- Associated Stations

This page shows associated wireless MAC addresses and status

MAC | Associated

Showing MAC Addresses and Clients
To show the wireless MAC Address and clients, complete the following steps.
1 Click Home Network on the main screen.
2 Click Wireless. The Wireless Summary screen opens.
] ] L) _l
b e & N2 W

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Summary

[MAC Address | 00:1E:6B:FA9C:D8
| sso | Cisco

‘Aulhemicaliun | open

‘ Encryption | WWEF Encryption:disabled
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3 Click Advanced. The Wireless Advanced Settings screen opens.

g . O -17
cisco S s 2

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Wireless Advanced Settings

s MAC Filter

+ Wireless Bridge
« Station Info

4 Click Station Info. The Wireless Station List opens.
5 Click Refresh to update the list of MAC addresses and associated status.
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Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) is a standard for easy and secure establishment of a

wireless home network.

You can choose to use either the PBC or PIN method for connecting the wireless
networks using WPS. But first, you will still need to configure the appropriate
authentication on your router. For more information, see Security Configuration (on

page 165).

Note: Ensure that your wireless client supports WPS. If your wireless client does not

support WPS, you cannot use this functionality.

Path: Home Network > Wireless > Wi-Fi Protected Setup

alaln
cisco

SYSTEM

=

HOME NETWORK

SUMMARY | WANSETUP | LANSETUP WIRELESS | HPNA

Wi-Fi Protected Setup

WPS status: I@

Use one of the following for each Wi-Fi Protected Setup supported device:

1. If your client device has a Wi-Fi Protected Setup button, press that button and then click the button on the right

OR

2. If your client device has a Wi-Fi Protected Setup PIMN number, enter that number and click "Register” button below.

OR

3. I your client asks for the Wireless AP's PIN nurmber, enter this nurber 67315239 in your client device

@

Wi-Fi Protected Setup Simple-Config-State:
Network Name {SSID):

Security:

Encryption:

Passphrase:

UnConfigured
Cisco5162
WEP

nfa
0150005152
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PBC Method

The PBC method requires the user to press a button (either actual or virtual) on both
the DDR2200 and the new wireless client device to establish the wireless connection.

To set up your wireless network using the PBC method, complete the following

steps.

1 Click Home Network on the main screen.

2 Click Wi-Fi Protected Setup. The Wi-Fi Protected Setup screen opens.

3 For the WPS status drop-down field, select Enabled to enable the WPS status.

4 Click the button at the right-hand-side on the page or the Wi-Fi-sec button on the
device. Then, within 2 minutes, push another button on your client adapter's
WPS setup screen. It should start the process of configuring the wireless security
on your client station.

PIN Method

158

The PIN method requires the user to enter a personal identification number (PIN)
from a label on the new device to establish the wireless connection.

To set up your wireless network using a PIN:

1

2
3
4

Click Home Network on the main screen.
Click Wi-Fi Protected Setup. The Wi-Fi Protected Setup screen opens.
For the WPS status drop-down field, select Enabled to enable the WPS status.

In the PIN field, enter the same PIN number (8-digit number, sometimes it will
be shipped with your client's adapter if it supports WPS) for both of the wireless
router and station. Then click Register to start the process of configuring the
wireless security on your client station.
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HPNA Information

The HPNA Info screen allows you to view the HPNA devices connected to the
residential gateway and to examine statistics for these devices.

Path: Home Network > HPNA > HPNA Info
L] L] L] i_ m’
cl:llls::lt': o — % & % ié‘)

SYSTEM HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

HPMNA Info

Enable HPMA interface

Role Yersion | MAC |
MASTER CG3010H 1.7.5 | 00:18:68:f:61:6a |
CLIENT CG3010H 1.7.0 | 00:1e:6b:ge:faced |

HPMNA Update

Updating HPNA Information

To update the HPNA information, complete the following steps.

1 Click Home Network on the main screen. The Client Summary screen opens.

il 1 7 A
csco St s @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA | SERVICES | HELP

Client Summary

o | n2m,

e | |

e | |

| |

e | ]
|W|re|ess | | | Show Wireless Client
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Chapter 5 Home Network Configuration
2 Click HPNA. After a moment of processing, the HPNA Info screen opens.
[ [ " ,J_i -}'ﬂ‘ ¥
élllscl:ltla iz a & % ¥4 o

SYSTEM DSL HOME NETWORK SECURITY ADVANGED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

HPNA Info

Enable HPNA intedface

Rale Wersion | MAC |
MASTER CG3010H 1.7.5 | 00:18:68:ff:61:6a |
CLIENT CGa010H 1.7.0 | 00:1e:6b:6e:fa ed |

HPMNA Update

3 Click HPNA Update to update the HPNA software of HPNA devices attached to
the residential gateway. The Update HPNA Image window opens.

alvaln . a v
cisco 9
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

Update HPNA Image

Step 1: Obtain an updated HPN& image file from your ISP.

Step 2: Enter the path to the image file location in the box below aor click the "Browse" button to locate the
image fils.

Step 3: Click the "Mext" button once to upload the new image file.

Software File Name: Erowse...

MNext

4 In the Software File Name field, enter the name of the file that you want to use to
update your system. You can click Browse to locate the file.

5 Click Next. The software for the attached HPNA devices is updated.
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Viewing HPNA Statistics

HPNA Information

From the HPNA Info screen, you can choose the HPNA Master Statistics Info,

HPNA Client Statistics Info, or HPNA Diagnostics Info tab.

HPNA Master Statistics Info

The HPNA Master Statistics Info screen displays the master statistics for the HPNA
connection, such as the number of packets transmitted, received, and dropped.

Path: Home Network > HPNA > HPNA Master Statistics Info

R 2 ®

HOME NETWORK SECURITY ADVANCED

alaln | %
cisco E /
DSL

SYSTEM

SUMMARY | WANSETUP LANSETUP | WIRELESS | HPNA

HPMA Cliert Statistics Info

HPMNA Master Statistics Info

(ually: (il packets
t_pkt: 233 packets
rx_pkt: a3 bytes

f_hyte: 57291 bytes
rx_byte: 5966 packets
ti_bcast: 12 packets
ry_brast: o packets
b_mcast: 133 packets
r¥_mcast: o packets
r_cre: o packets
ri_short: o packets
t_short: o packets
t_dropped: o packets
rx_dropped: o packets
ctl_loc_req: a9 packets
ctl_loc_rep: 29 packets
ctl_rem_req: o packets
ctl_rem_rep: u} clock ticks
avg_period: 1019598 clock ticks
avg_idle: (08.62%) clock ticks
awvg_be: (1.18%) clock ticks
cyc_period: 14993 clock ticks
cyc_idle: (08.64%) clock ticks
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Chapter 5 Home Network Configuration

HPNA Client Statistics Info

The HPNA Client Statistics Info screen displays the client statistics for the HPNA
connection, such as the number of packets transmitted, received, and dropped.

Path: Home Network > HPNA > HPNA Client Statistics Info

l'l'l'l'l i_ z {i‘,.l
cisco s, @
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
SUMMARY | WANSETUP | LANSETUP | WIRELESS | HPNA

|

HPNA Client Statistics Info

Client (00:1e:6b:37:a0:68)
Be_plt: 2 packets
rx_pkt: a packets
be_byts: 136 bytes
n_hyte: 3286 bytes
ti_brast: 1 bytes
rx_bcast: o bytes
bo_mcast: o brvtes
rr_mcast: 8 bvtes
rE_ore: o bytes
ry_shart: o bytes
bi_shart: [u} bvtes
&_dropped: o bytes
ry_dropped: 16 bytes
ctl_loc_req: 15 bytes
ctl_loc_rep: 84149253 bytes
ctl_rem_req: 101123333 bytes
ctl_rem_rep: 154220 bytes
avg_period: 0 clock ticks
avg_idle: (100.00%)  clock ticks
avg_bu (13449600,00%)  clock ticks
cyc_period: 159386816  clock ticks
cyc_idle: (21.09%)  clock ticks
yc_be (121.08%) clock ticks

162

4036168 Rev B



HPNA Information

HPNA Diagnostics Info

The HPNA Diagnostics Info screen displays the results of the HPNA Diagnostic tests
in all possible directions (master to client, client to master, client to client). It also
displays diagnostic information such as packets transmitted, PER, SNR, Rx Power,
and so on for each direction tested.

Path: Home Network > HPNA > HPNA Diagnostics Info

|||I|!|l| _l - a ‘:"'i
cisco ey | "4
SYSTEM DSl HOME NETWORK SECURITY ADVANCED
SUMMARY WAN SETUP LAN SETUP WIRELESS HPHA

HPMNA Diagnostics Info

01) 00:18:68:ff:61:6a--»00: 1e:6b:6e:faed
pkis: 100071000

per: 0,000%

snr: 39,668 db

rate: 112Mbps 16/7
Fx power: W&

b _npkts 1000
bx_nbytes 1400000
bx_nerr 0

bx_elpsd 71861
rx_npkts 1000
rx_nbykes 1400000
rx_dakerr 0

rx_feserr 0

rz_hdrerr 0
rx_roverr 0
rx_seqerr 0
rx_seqmis 0

rx_slpsd 4294950583

02) 00:1e:6b:6e:Faied-- =000 16:66:fF.61:6a
phts: 100071000
per: 0,000%

snr: 39,68 db

rate: 112Mbps 16/7
Rx pawer: -1,43 dBm
tx_npkts 1000
bx_nbytes 1400000
Ex_nerr 0

bx_elpsd 13678
rx_npkts 1000
rx_nbytes 1400000
rx_daterr 0
rx_feserr 0
r_hdrerr 0
r=_roverr 0
rx_seqert 0

i _seqmis 0
rx_elpsd 14696
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Security Configuration

The Security tab allows you to check the security configuration and
modify the configuration.

Use this chapter to help you check the status of the security
configuration or make changes to the configuration.

In This Chapter

MAC Filtering Setup .......cccceveeiriviieiinccinrccceeeeeneeeeeas
Incoming IP Filtering.........ccccoeeiiiviiiciiinniiiiiicciceeeccneeeeeene
Outgoing IP FItETINgG ......c.ccovrveueirineicineecerreeeeeeeceseeeeeens
Parental Control Setup - Filtering Function...........c.ccccceevveeeecnnnes
URL Filtering FUNCHON .......c.ccoeuiiiiiiiiiiiiiiicicicciccccccccccee
Stateful Packet INSpection...........ccccceeveeueucrininiercninnieccninecceeeenenes
Local Certificates...........cccovuiueieiiiciciciciccccccccccccc,
Trusted CA Certificates..........cccoovviviiiiiiiiiiiiiiicncce,
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Chapter 6 Security Configuration

MAC Filtering Setup

The MAC Filtering Setup screen allows you to set up filters for packets containing
configured MAC addresses. With the MAC Filtering feature, you can restrict access
to certain servers based on their MAC address. MAC Filtering is only effective on
ATM PVCs configured in Bridge mode.

166

Path: Security > Packet Filtering > MAC Filtering

Forwarded MAC Filtering
Forwarded MAC Filtering means that all MAC layer frames will be FORWARDED

except those that match any of the specified rules in the following screen.

« B B8

e = b

CIsco

SYSTEM

HOME NETWORK

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

SECURITY

MAC FILTERING

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Change Policy
Choose Add or Remave to configure MAC filtering rules.
YWRIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove
ALL [Pvd  00:00:01 56 14:45 | 00:00:01: 081420 | LAN<==YWAN ]
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MAC Filtering Setup

Blocked MAC Filtering

Blocked MAC Filtering means that all MAC layer frames will be BLOCKED except
those that match any of the specified rules in the following screen.

N | 1. *‘-'_*'ll
cisco Ehmaed = Lgf"

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Policy: BLOCKED

Change Palicy

Choose Add or Remove to configure MAC filtering rules

|VPINCI |F'mmco| i Destination MAC |Source WAC ‘ Frame Direction |Remnve |
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Adding MAC Filtering

To add MAC Filtering, complete the following steps.
1 Click Security on the main screen. The Packet Filtering tab opens by default.
2 Click MAC Filtering. The MAC Filtering screen opens.
alaln - % i
cisco S z Q i@
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM PWCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MALC Filtering Global Paolicy: FORWARDED

Change Policy

Choose Add or Rermove to configure MAC filtering rules.

YWPIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pyd | 0000007 22 14:45 | 00:00:07:8e:14:20 | LAN<==YWAN F

3 Check the Enable Filtering Function check box.
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4 Click Add to open a blank MAC Filtering screen.

NInim
cisco

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

Create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are specified,
all of them take effect. Click "Apply" to save and activate the filter

Prtocol Type:

Destination MAC Address: I:I
Source MAC Address: I:l

Frame Direction LAN<=2WAN &

WAN Interfaces (Configured in Bridge mode only)

Select All WAN Interfaces

Savelspphy

MAC Filtering Setup
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Chapter 6 Security Configuration

5 In the Protocol Type field, select one of the following protocols from the drop-
down menu.

B PPPoE
B [Pv4
B JPv6
®  AppleTalk
B IPX
B NetBEUI
" IGMP
6 In the Destination MAC Address field, enter the frame's destination MAC
address.

In the Source MAC Address field, enter the frame's source MAC address.

8 In the Frame Direction field, select one of the following choices from the drop-
down menu:

® LAN<->WAN
® WAN<->LAN
9 Do you want to select all WAN interfaces?

B If yes, check the Select All WAN Interfaces check box under the WAN
Interfaces (Configured in Bridge mode only) field.

B [f no, uncheck the Select All WAN Interfaces check box under the WAN
Interfaces (Configured in Bridge mode only) field.

10 Click Save/Apply to add the MAC Filter.
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Forwarding or Blocking MAC Layer Frames

You can change the policy on how MAC layer frames are forwarded or blocked.
FORWARDED means that all MAC layer frames will be forwarded except those
matching with any of the specified rules in the table on the screen. BLOCKED means
that all MAC layer frames will be blocked except those matching with any of the

4036168 Rev B

specified rules in the table on the screen.

MAC Filtering Setup

To change the policy on how MAC layer frames are forwarded or blocked, complete

the following steps.

1 Click Security on the main screen. The Packet Filtering tab opens by default.
2 Click MAC Filtering. The MAC Filtering screen opens.

Nmm % «:‘,-\:[
cisco @
DsL HOME METWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP
Outgain teti

Enable Filteting Function

MALC Filtering Global Paolicy: FORWARDED

Change Policy

Choose Add or Rermove to configure MAC filtering rules.

YRIMNC |F'rotuco| Destination MAC Source MAC

Frame Direction

Remuove

ALL | [Pvd | 00:00:07:5e:14:45 | 00:00:01:ae:14:20

LAN== AN

O

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

3 Check the Enable Filtering Function check box.
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Chapter 6 Security Configuration

4 Click Change Policy. The Change MAC Filtering Global Policy screen opens. In
this example, the global policy for MAC filtering is "Blocked."
nfn _i . {m
L e 8 i
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Change MAC Filtering Global Policy

WARNING: Changing frem ene glebal policy to another will cause all defined rules to he REMOVED
AUTOMATICALLY! You will need to create new rules for the new policy.

Are you sure you want to change MAC Filtering Global Policy from BLOCKED to FORWARDED 2

5 Do you want to change the Global Policy?

B If yes, click Yes. If the policy is forwarded, clicking Yes changes the policy to
blocked, and vice versa.

®  If no, click No and the policy remains unchanged.

Removing MAC Filtering
To remove a MAC filtering rule you have set up, complete the following steps.
1 Click Security on the main screen. The Packet Filtering tab opens by default.
2 Click MAC Filtering. The MAC Filtering screen opens.
G e & B 8 W
S = | CER"FICATEDSIL — SECURITY ADUANCED

MAC FILTERING

MAC Filtering is only effective on ATh PYWCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MALC Filtering Global Paolicy: FORWARDED

Change Policy

Choose Add or Rermove to configure MAC filtering rules.

YWPIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pyd | 0000007 22 14:45 | 00:00:07:8e:14:20 | LAN<==YWAN F
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MAC Filtering Setup

3 From the MAC Filtering screen, select Remove in the Remove column next to the
MAC filtering rule you wish to remove.

4 Click Remove to remove the MAC filtering.
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Chapter 6 Security Configuration

Incoming IP Filtering

By default, all incoming IP traffic from the WAN is blocked when the firewall is
enabled. However, some IP traffic can be accepted by setting up filters.

Path: Security > Packet Filtering > Incoming IP Filtering

L e & B g i

SYSTEM HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

INCOMING IP FILTERING

Incoming IP Filtering Setup

If enable Incoming Filtering Function,all incoming 1P traffic from the WAN is blocked. However, some IP traffic can be
ACCEPTED by setting up filters:

Enable Filtering Function

Choose Add or Remove to configure incoming P filters.

I
|F|Iter MName “WPIMWCI Protocol | Source Address £ Mask Source Port | Dest. Address / Mask | Dest. Port | Remave

iTaEtar ALL upp 245676 4 /256 255 255 0 546 O
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Incoming IP Filtering

Adding an Incoming IP Filter

You can create a filter rule to identify incoming IP traffic by specifying a new filter
name and at least one condition for the filter. All of the specified conditions in this
filter rule must be satisfied for the rule to take effect.
To add an incoming IP filter, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default.
e i
cisco Ema @ -
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MALC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Paolicy: FORWARDED

Change Policy

Choose Add or Remove to configure MAC filtering rules.

WPIMNCI | Protocol | Destination MAC Source MAL Frame Direction | Rermove

ALL [Pyd | 000001 ae:14:45 | 00:00:01:ae:14:20 | LAN<==YAN F

2 Select the Incoming IP Filtering tab. The Incoming IP Filtering screen opens.

Hmm | a @ {;‘.1
cisco S i®
EYSTEM D5L HOME NETWORK BECURITY ADVANCED
PACKET FLTERMG | FREWALL | CERTICATE HELP

INCOMING 1P FILTERING

Incoming IP Flltering Semp

¥ aniablie Incaming Filteing Function_all incaring I trafe fram the WAN is blacked. Howaver, soma IP trafic can be
ACCEPTED by softing up fifes

[#] Enable Fikering Function
Chooge Add or Remove to conbigues ncoming [P filers.

Filter Mame | VPUVCE Protocal | Sowce Addess / Mask  Source Part | Dest. Addeess / Mask | Dest. Port | Rernon
Tostar ALL UDP | 2455764/ 255 265 2550 | 546 ]

(Add] (o |
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3 Click Add. The Add IP Filter Incoming screen opens.
o & B 8 W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE HELP

MAC Filtering

Qutgoing IP Filtetin

Add IP Filter -- Incoming

The screen allows you to create a filter rule to identify incoming IP traffic by specifying a new filter name and at
least one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take
effect. Click ‘SavefApply’ to save and activate the filter.

Filter Name: |

Protocal hae

Source IP address:
Source Subnet Mask

Source Port (port or port; por);

Destination IP addrass:

Destination Subnet Mask:

Destination Port (port or port:port):

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one or multiple WAN interfaces displayed below to apply this rule

Select All

Save/Apphy

In the Filter Name field, enter the name of the filter.

In the Protocol field, select one of the following protocols:

® TCP/UDP
B TCP

= UDP

= ICMP

6 In the Source IP address field, enter the source IP address of the server sending

the incoming packets.

7 In the Source Subnet Mask field, enter the subnet mask of the server sending the

incoming packets.

8 In the Source Port field, enter the port number of the server sending the

incoming packets. You can enter one port or a range of ports using the following

format: port or port:port.

Example: 0:5 indicates ports 0 through 5.

9 In the Destination IP address field, enter the destination IP address for the server

receiving the packets.

10 In the Destination Subnet Mask field, enter the subnet mask for the server

receiving the packets.
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Incoming IP Filtering

11 In the Destination Port field, enter the port number for the server receiving the
packets. You can enter one port or a range of ports using the following format:
port or port:port.

Example: 0:5 indicates ports 0 through 5.
12 Do you want to select all of the WAN interfaces?

B If yes, check the Select All field under WAN Interfaces (Configured in
Routing mode and with firewall enabled only).

®  If no, clear the Select All field under WAN Interfaces (Configured in Routing
mode and with firewall enabled only).

13 Click Save/Apply to add the filter.

Enabling the Filtering Function

To enable the filtering function, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

« &8 8 @

HOME NETWORK SECURITY ADVANCED

Nmm
cisco

SYETE
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

MAL Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MALC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Rermove to configure MAC filtering rules.

YRIMC |F'rc|tucul Dlestination MAC Source MAC | Frame Direction | Remave

ALL | [Pyd | 000001 2e:14:45 | 00:00:01:2e:14:20 | LAN<==WAN F
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2 Click Incoming IP Filtering. The Incoming IP Filtering screen opens.

il | % {,_,i
cisco S =4 e
EYSTEM D5L HOME NETWORK BECURITY

PACKET FLTERING | FREWALL | CERTIFCATE | HELP

FILTERING

Incoming IP Flltering Semp

¥ anable Incoming Filtering Functicn all incoming IP trafie fram the WAN is blocked. However, sone IP fraffic can be
ACCEPTED by softing up fiters

[#] Enable Fikering Function
Choose Add or Remove to conhgure incoming IP filgs.

Filter Mame | VPUVCE Protocal | Sowce Addess / Mask  Source Part | Dest. Addeess / Mask | Dest. Port | Rernon
Tostar ALL UDP | 2455764/ 255 265 2550 | 546 ]

[Add] [ Remeove

3 Check the Enable Filtering Function check box to enable the filtering function.

Removing an Incoming IP Filter
To remove an incoming IP filter, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default.
alln - : m
cisco @ % _ e
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MALC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Policy: FORWARDED

Change Policy

Choose Add or Remove to configure MAC filtering rules.

WPIMNCI | Protocol | Destination MAC Source MAL Frame Direction | Rermove

ALL [Pyd | 000001 ae:14:45 | 00:00:01:ae:14:20 | LAN<==YAN F
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2 Select the Incoming IP Filtering tab. The Incoming IP Filtering screen opens.

Hmm | a @ {;‘.1
cisco S i®
EYSTEM D5L HOME NETWORK BECURITY ADVANCED
PACKET FLTERMG | FREWALL | CERTICATE HELP

INCOMING 1P FILTERING

Incoming IP Flltering Semp

¥ aniablie Incaming Filteing Function_all incaring I trafe fram the WAN is blacked. Howaver, soma IP trafic can be
ACCEPTED by softing up fifes

[#] Enable Fikering Function
Chooge Add or Remove to conbigues ncoming [P filers.

Filter Mame | VPUVCE Protocal | Sowce Addess / Mask  Source Part | Dest. Addeess / Mask | Dest. Port | Rernon
Tostar ALL UDP | 2455764/ 255 265 2550 | 546 ]

(Add] (o |

3 From the Incoming IP Filtering screen, select Remove in the Remove column
next to the filter you wish to remove.

4 Click Remove to remove the filter.
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Outgoing IP Filtering

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be
BLOCKED by setting up filters.

180

Path: Security > Packet Filtering > Outgoing IP Filtering

—-— €&

SYSTEM DSL

vl
cIsco

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

HOME NETWORK SECURITY

ADVANCED

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

Enable Filtering Function

By default, all autgaing IP traffic frorm LAN iz allowed, but sorme [P trafiic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgoing [P filters.

Filter Name | Protocol Source Address / Mask | Source Port | Dest Address / Mask | Dest. Port | Remaove
Tester |TCP/UDP | 192.165.1.7 / 255,255 255.0 675 246752 /2552552550 |

4036168 Rev B



Outgoing IP Filtering

Enabling the Filtering Function

To enable the outgoing IP filtering function, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

afealn i . :
cisco S :

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frares will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules

WRIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pvd  00:00:01:5e:14:45 | 00:00:01:ae:14:20 | LAN<==YWAN O

2 Click Outgoing IP Filtering. The Outgoing IP Filtering screen opens.
W
% ?

alialn __ %

cisco g
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

PACKETFILTERNG | FIREWALL | CERTIFICATE | HELP

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

By default, all autgaing IP traffic from LAN is allowed, hut sorme IP trafiic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgoing [P filters.

Enable Filtering Function

Filter Name | Protocol Source Address / Mask | Source Pot | Dest Address /Mask | Dest. Port | Remave

Tester TCPAIDP | 192.168.1.7 /255 2552550 675 24 67.5.2 72552552550 |

3 Check the Enable Filtering Function check box to enable the filtering function.
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Adding an Outgoing IP Filter

182

To add an outgoing IP filter, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

Nimm - : {s;l
cisco - 9

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules

WRIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pvd  00:00:01:5e:14:45 | 00:00:01:ae:14:20 | LAN<==YWAN O

2 Select the Outgoing IP Filtering tab. The Outgoing IP Filtering screen opens.

bl - % 4 l]'
cisco = is@
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

By default, all autgaing IP traffic frorm LAN iz allowed, but sorme [P trafiic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgoing [P filters.

Enable Filtering Function

Filter Name | Protocol Source Address / Mask | Source Port | Dest Address / Mask | Dest. Port | Remaove

Tester TCPUDP | 192.168.1.7 f 2552552550 675 24 B7.5.2 2852552550 Ll
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10

11

12

Outgoing IP Filtering

Click Add. The Add IP Filter Outgoing screen opens.

b o w B R B

iy ™
SYSTEM HOME NETWORK SECURITY ADVANCED

PACKET FILTERING | FIREWALL CERTIFICATE HELP

MAC Filterin Incoming I Filterin

Add IP Filter -~ Outgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at least one
condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click "Save/Apply'
to save and activate the filter

Filter Mame:

Protocol ~

Source IP address
Source Subnet Mask:

Source Port (port or port:port):

Destination IP address:

Destination Subnet Mask:

Destination Port (port or port:port).

Save/Apply

In the Filter Name field, enter the name of the filter.
Note: You cannot use blank spaces in the filter name.

In the Protocol field, select one of the following protocols:

® TCP/UDP
" TCP

= UDP

" ICMP

In the Source IP address field, enter the source IP address for the server sending
the incoming packets.

In the Source Subnet Mask field, enter the subnet mask for the server sending the
incoming packets.

In the Source Port field, enter the port number for the server sending the
incoming packets. Use the following format: port or port:port.

In the Destination IP address field, enter the destination IP address for the server
receiving the packets.

In the Destination Subnet Mask field, enter the subnet mask for the server
receiving the packets.

In the Destination Port field, enter the port number for the server receiving the
packets. Use the following format: port or port:port.

Click Save/Apply to add the filter.
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Removing an Outgoing IP Filter

To remove an outgoing IP filter, complete the following steps.

184

1 Click Security on the main screen. The MAC Filtering screen opens by default.

— &

Nimm
CIsco

PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

SYSTEM

DsL

HOME NETWORK

SECURITY

MAC FILTERING

Enable Filteting Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules

i

M Cl | Protocol | Destination MAC

Source MAC Frame Direction | Remove

ALL [Pvd  00:00:01:5e:14:45

00:00:01:ae:14:20 | LAN<=>%YAN O

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

2 Select the Outgoing IP Filtering tab. The Outgoing IP Filtering screen opens.

vl
cIsco

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

|

€

SYSTEM DSL

HOME NETWORK SECURITY

&
igo

)
ADVANCED

OUTGOING IP FILTERING

Outgoing IP Filtering Setup

Enable Filtering Function

By default, all autgaing IP traffic frorm LAN iz allowed, but sorme [P trafiic can be BLOCKED by setting up filters. Choose Add
or Remove to configure outgoing [P filters.

Filter Name | Protocol Source Address / Mask | Source Port | Dest Address / Mask | Dest. Port | Remaove
Tester |TCP/UDP | 192.165.1.7 / 255,255 255.0 675 246752 /2552552550 |

3 From the Outgoing IP Filtering screen, select Remove in the Remove column
next to the filter you wish to remove.

4 Click Remove to remove the filter.
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Parental Control Setup - Filtering Function

Parental Control Setup - Filtering Function

The Client IP/MAC Filtering Setup screen allows you to configure the residential
gateway to restrict access to the Internet, email, or other network services at specific
days and times. You can set time restrictions for a single computer, a range of
computers, or multiple computers.

Path: Security >Firewall > Parental Control

-l|l-l|l- f_J__ a \‘,_51{
cisco s’ e
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Internet, e-mail or other network serices at specific

days and times. Restriction can be set for a single cornputer, a range of computers, or multiple computers
] Enable Filtering Function

SavelApply
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Adding Time of Day Restrictions

186

The Filtering Function screen allows you to set restrictions that block access to the
Internet during certain times of the day. This screen adds time of day restrictions to a
special LAN device connected to the residential gateway. The browser's MAC
Address automatically displays the MAC address of the LAN device where the
browser is running. To restrict other LAN devices, select the Other MAC Address
option and enter the MAC address of the other LAN device. To find out the MAC
address of a Windows based PC, go to a command window and type ipconfig /all.

Path: Security > Firewall > Parental Control

To add time of day restrictions, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

alaln i _.
cisco

SYSTEM

PACKET FILTERING | FIREWALL |

« B g

HOME NETWORK
CERTIFICATE | HELP

Enable Filtering Function

MAC Filtering Global Policy: FORWARDED

MALC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table

Change Policy
Choose Add or Rermove to configure MAC filtering rules.
T T
YRIMCI | Protocol | Destination MAC Source MAC | Frame Direction | Remave
ALL | [Pyd | 000001 ae:14:45 | 00:00:01:ae:14:20 | LAN<==YWAN ]
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Parental Control Setup - Filtering Function
2 Click the Firewall tab. The Filtering Function screen opens.

hfn J_
[ i

cisco =

$iioa l
ig @

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | GERTIFICATE| HELP

Filtering Function

Client IP/MAC Filtering Setup

The residential gateway can be configured to restrict access to the Internet, e-mail or other network serices at specific
days and times. Restriction can be set for a single cornputer, a range of computers, or multiple computers

] Enable Filtering Function

SavelApply

3 Check the Enable Filtering Function check box to enable the filtering function.

The Client IP MAC Filtering screen populates with any time restrictions that are
set.

alaln | 4
cisco S : o

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL I CERTIFICATE I HELP

2

Filtering Function

Client IP/MAC Filtering Setup

The residential gateway can be configured to restrict access to the Internet, e-mail or other network services at specific
days and times. Restriction can be set for a single computer, a range of computers, or multiple computers.
Enable Filtering Function

Client PC Client PC IP/MAC Block Serice Schedule Confi
Description Address (=) Tira onfigure
T g Bl
2 192.166.1.1 0:0~0:0
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188

4 Click Add PC. The Add Filtering Function screen opens.

nlllnllln -,,-"‘l . % “
cisco e ido
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING FIREWALL | CERTIFICATE HELP

URL Filter Stateful Packet Inspection

Add Filtering Function

Restricted Client PC
Client PC Description | |
Choose mode | IF mods "l

Client PC IP Address 192 . 168 1 :|~ D

Service Name Detail Description Blocking
WA SHD'IDTF“ TCP Port 80, 3123, 8000, 3080, 0o
E-rnail Sending SMTP, TCP Port 25 [l
MNews Forums MNTP, TCP Port 119 [ 4|
E-mail Receiving POP3, TCP Port 110 F
Secure HTTP HTTPS, TCP Port 443 .|
File Transfer FTP, TCP Port 21 [l
Telnet Service TCP Port 23 O
Netheeting H.323, TCP Fort 1720 F
DNS UDP Port 53 3]
SHMP UDP Paort 161, 162 [}
VPN-PPTR TCP Port 1723 .|
VPN-LZTP UDP Port 1701 F
S5H TCP Port 22 |
TFTP UDP Port B2 O
TCP AllTCR Port .|
UDP Al UDP Part F
Scheduling Week Day Time

Everyday

[J Won [ Tues [ Wednes [ Thus [ Fri L —

[ Satur [ Sun

In the Client PC Description field, enter a description of the PC for which you
want to block services.

In the Choose mode field, select IP mode or MAC mode from the drop-down
menu.

Enter the IP address in the Client PC IP Address field, or enter the MAC address
in the MAC address field depending upon the mode you selected in step 6.

Under Service Name area, check the Blocking check box for every service that
you wish to filter.

In the Scheduling Week Day area, check the check boxes next to each day where
you want to set up time of day restrictions. If you want to apply the time of day
restrictions to everyday, check the Everyday check box. For example, check the F,
Sa, and Su check boxes to apply time of day restrictions to Friday, Saturday, and
Sunday.

10 In the Time area set the time as follows:

B (Click the 24Hours option to apply the restrictions 24 hours a day

®  (Click the option where you select the time from the drop-down menus. Use
the drop down menus to enter the time when you want the restriction to start
and end.
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11 Click Save/Apply to enable the time of day restrictions.

Removing Time of Day Restrictions

To remove time of day restrictions, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

alvaln i -
cisco EEmaP -
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING I FIREWALL | CERTIFICATE I HELP

MAC FILTERING

MAL Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MALC Filtering Global Paolicy: FORWARDED

Change Policy

Choose Add or Rermove to configure MAC filtering rules.

YWPIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pyd | 000001 ae:14:45 | 00:00:01:ae:14:20 | LAN<==YWAN ]

2 Click the Firewall tab. The Filtering Function screen opens.

ala]n 1 : o p |
cisco g Ee ig®
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Internet, e-mail or other network sendces at specific

days and times. Restriction can be set for a single computer, a range of computers, or multiple computers
[[] Enable Filtering Function

SavelApply
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190

3 Check the Enable Filtering Function check box to enable the filtering function.
The Client IP/ MAC Filtering Setup screen populates with any time restrictions

that are set.

il s g RS

HOME NETWORK SECURITY ADVANGED

SYSTEM

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup

The residential gateway can be configured to restrict access to the Internet, e-mail or other network services at specific
days and times. Restriction can be set for a single computer, a range of computers, or multiple computers.
Enable Filtering Function

Client PC Client PC IP/MAC Elock Service Schedule | s
Description Address () Time E
Testing 19216811~ Everyday
119216811 0:0~0:0
Add PC
Save/Apply

4 From the Configure field select Remove in the Remove column next to the time

of day restriction that you wish to remove.

5 Click Remove to remove the restriction.
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URL Filtering Function

The URL Filtering Function screen allows you to block websites based on the URL
address and/or key words used in the website. For example, if you have children in
the home, you may want to block websites that are inappropriate for children by
entering the URL or key words.

Path: Security > Firewall > URL Filter
. ] ) — m
b e e B8 W

SYSTEM DsL HOME NETWORK SECURITY ADVANGED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Parental Contral
URL Filtering Function
The URL Filter feature blocks defined websites based on the URL address andfor keywords
Enable URL Filtering Function
Rule Rule
No. URL / Keyword No. URL / Keyword
' ) 2 | (o)
3 | ) 4 | )
5 ) s | &)
| o) o | )
o o) o | )
" ) | )
| foa) 14 | oe)
s | ) 6 | B
v ) o | &)
i | ) o | (&
2 | ba) 2 | oa)
s | ) o | =
5 | ) = | (&
7 | a) = | oa)
s | ) w | @
Set Time of Day Restriction for URL filter function.
Week Day Time
Everyday ® 24Hours
OMOTOwO™OF 08 Os O [0 ][00 %~ [00 %[00 ]
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Enabling URL Filtering

192

To enable URL filtering for the firewall, complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.

9

e
SECURITY ADVANCED

bl ey W

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules

WRIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pvd  00:00:01:5e:14:45 | 00:00:01:ae:14:20 | LAN<==YWAN O

2 Click the Firewall tab. The Filtering Function screen opens by default.
Q

alln 1 =
cisco = Sl i
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Internet, e-mail or other network serices at specific

days and times. Restriction can be set for a single cornputer, a range of computers, or multiple computers
] Enable Filtering Function

SavelApply
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3 Click the URL Filter tab. The URL Filtering Function screen opens.

4 Click Enable URL Filtering Function. The URL Filtering Function screen
updates with blank fields for entering the URLs that you want to block.

alaln | . a ':..;(l']'
cisco i’ i@
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL I CERTIFICATE | HELP

Parental Contra Stateful Packet Inspection

URL Filtering Function

The URL Filter feature blocks defined websites based on the URL address and/or keywords
Enable URL Filtering Function
Rule Rule
No. URL / Keyword No. URL / Keyword
N B 2 | )
s | ) « | )
5 fca) & | e
| o) © | o)
5 ) o | =
" ) 2 | (&
B | oa) 14 | oa)
s | ) o | @
v ) ® | )
® | ba) o | oa)
2 | G 2 | &
5 | ) o | )
5 | oa) = | oe)
7 | ) = | B
5 | ) = | )
Set Time of Day Restriction for URL filter function.
Week Day Time
Everyday ® 24Hours
OwmOTOw 0™ O F O ss O s O [ ][0 =) [0 [ ]

5 For each rule, enter the URL or keyword that you want to block.

6 In the Week Day area, select Everyday or select the individual days on which
you want the filter to take effect.

7 Inthe Time area, select 24Hours or select the individual times that you want the
filter to take effect.

8 C(lick Save.
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Removing a URL Filter

To remove a URL filter from the firewall, complete the following steps.

194

1 Click Security on the main screen. The MAC Filtering screen opens by default.

W oeane = B OH W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules

WRIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pvd  00:00:01:5e:14:45 | 00:00:01:ae:14:20 | LAN<==YWAN O

2 Click the Firewall tab. The Filtering Function screen opens by default.

Nmm 1 & P
cisco e |,,£~J
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Internet, e-mail or other network serices at specific

days and times. Restriction can be set for a single cornputer, a range of computers, or multiple computers
] Enable Filtering Function

SavelApply

3 Click the URL Filter tab. The URL Filtering Function screen opens.
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4 Click Enable URL Filtering Function. The URL Filtering Function screen
updates with blank fields for entering the URLs that you want to block.

alialn 1 % {.‘(.l
cisco [ ie@
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKET FILTERING I FIREWALL | CERTIFICATE | HELP

URL Filtering Function

The URL Filter feature blocks defined wehsites based on the URL address andfor keywards

Enable URL Filtering Function

Rule Rule

No. URL / Keyword No. URL / Keyword
v & | £
3 | o) + | o)
5 ) o | )
| ) ¢ | &)
o o) 0 | o)
" ) 2 | B
9 | ) | )
" | oa) 6 | oa)
v | oa) e | oa)
o | ) = | )
2 | ) 2 | (&
5 | oa) 21 | oa)
s | ) = | @
7 | ) = | )
® | e = | oa)

Set Time of Day Restriction for URL filter function

Week Day Time

Everyday @ 24Hours

OMOTOWO™ OF 08 05 © [0 ][0 ¥~ [0 ¥: [0 9]

5 Click Del next to each rule that you want to delete. If you want to remove all the
rules, click Remove All.

6 Click Save.
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Stateful Packet Inspection

The Stateful Packet Inspection screen allows the gateway to inspect packets passing

through it to deny network attacks.
Path: Security > Firewall > Stateful Packet Inspection

il s e B S

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Intrusion Dectection

Enahble this feature to employ Stateful Packet Inspection (SPI) to provide the ability to detect and prevent certain types of
netwark attacks such as DoSidenial-of-service) attacks

The DSL router provide following DoS attacks prevention: Ping of Death (Ping flood) attack, SYN flood attack, IP fragment
attack (Teardrop Attack), Land Attack, IP Spoofing attack, [P with zero length, TCP null scan (Port Scan Attack), UDP
port loopback, Snork Attack etc.

If you want to use E-mail alert log message the DSL router have to be rebooted
Enable SPI, Hacker Pattern and Anti-Dos Firewall

Enable Email Alert
Email Address: | |

SMTP Server Address: | ‘

Apply/Reboot
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Stateful Packet Inspection

Enabling Stateful Packet Inspection

To enable stateful packet inspection (SPI), complete the following steps.

1 Click Security on the main screen. The MAC Filtering screen opens by default.
' ' ' - m
b e = iy

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frares will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filteting Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules

WRIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pvd  00:00:01:5e:14:45 | 00:00:01:ae:14:20 | LAN<==YWAN O

2 Click the Firewall tab. The Filtering Function screen opens by default.
®

il 1
cisco =g s
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERNG | FIREWALL | CERTIFICATE | HELP

Filtering Function

Client IP/MAC Filtering Setup
The residential gateway can be configured to restrict access to the Internet, e-mail or other network serices at specific

days and times. Restriction can be set for a single cornputer, a range of computers, or multiple computers
] Enable Filtering Function

SavelApply
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3 Click the Stateful Packet Inspection tab. The Intrusion Detection screen opens.

e &8 @

—¥ v
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

alaln
cisco

Parental Control U ilter

Intrusion Dectection

Enable this feature to employ Stateful Packet Inspection (SPI) to provide the ability to detect and prevent certain types of
network attacks such as DoSidenial-ofservice) attacks.

The DSL router provide following DoS attacks prevention: Ping of Death (Ping flood) attack, SYM flood attack, IP fragment

attack (Teardrop Attack), Land Attack, IP Spoofing attack, IP with zero length, TCP null scan (Port Scan Attack), UDP
port loopback, Snork Attack etc

If you want to use E-mail alert log message the DSL rauter have to be rebooted
Enable SPI, Hacker Pattern and Anti-Dos Firewall

Enable Email Alert
Ermnail Address: | |
SMTP Server Address: | ‘

Apply/Reboot

Select the Enable SPI, Hacker Pattern and Anti-Dos Firewall field.

5 Select the Enable Email Alert field and fill in the email address and SMTP server
address that you want to notify when the DSL must be rebooted.

6 Click Save/Apply to enable stateful packet inspection.
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Local Certificates

The Local Certificates screen allows you to load certificates onto the residential
gateway. Local certificates are used by peers to verify your identity. A maximum of
four certificates can be stored on the residential gateway.

Path: Security > Certificate > Local > Local Certificates

il | a -:'_-“3-1
cisco EEma® 5 e ®
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Local Certificates

Add, View or Rerove cerificates from this page. Local certificates are used by peers to verify your identity
Maxirnurn of 4 certificates can be stored

‘Name | In Use ‘SUbJECt |Type }AC‘IUH |

[ Create Certificate Request ] [ Impart Cerificate J
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Creating Certificates
The Create Certificate screen allows you to generate a certificate by specifying
certificate parameters shown in this screen.
To create a certificate, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens.
b - : |
‘cisco’ @ z ; E)
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MALC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remove to configure MAC filtering rules.

WPINCI | Protocol | Destination MAC Source MAC Frame Direction | Rernove

ALL [Pwd | 000001 ae:14:45 |00:00:01:ae:14:20 | LAN<==YWAN F

2 Click Add. The Local Certificates screen opens.

|
il 1 ; i

csco e : e ¢
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Local Certificates

Add, View or Remove certificates from this page. Local certificates are used by peers to verify your identity
Maximum of 4 certificates can be stared

‘Name | In Use ‘SUbJECt |Type 1Acl|un |

[ Create Certificate Request ] [ Impart Cerificate J
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Local Certificates

3 Click Create Certificate Request. The Create New Certificate Request screen

opens.

]
cI5Co

SYSTEM DsL

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

HOME NETWORK

SECURITY

Create New Certificate Request

Certificate Name:
Cormmaon Mame:
Qrganization Mame:
State/Province Mame

Country/Region Nams

US (United States)

To generate a cerificate signing request you need to include Comman Mame, Organization Name, State/Province Name, and
the 2-letter Country Code for the centificate

In the Certificate Name field, enter the name for the certificate.

In the Common Name field, enter the common name of the certificate.

In the Organization Name field, enter the name of the organization that owns the

certificate.

7 In the State/Province Name field, enter the state or province where you want to
register the certificate.

8 In the Country/Region Name field, use the drop-down list to select the country

or region where you want to register the certificate.

9 Click Apply to create the certificate. The certificate signing request screen opens.

Cenificate signing request

Conicate

seesonabaly
nd load the signed cestiicate to this devce

Hiote 8 1ecns i8 et - o # 4igrnd by

TeReMAE

Sagpiing Aaguent

manEND CERTIFICATE BECOEST-

Hack. Load Segned Conficsts.

10 Click Load Signed Certificate to save the certificate on the residential gateway.
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Importing Local Certificates
The Import Certificate screen allows you to import a pre-existing certificate to the
residential gateway.
To import a certificate, complete the following steps.
1 Click Security on the main screen. The MAC Filtering screen opens by default.
Lt e & | R
ma— im | CER"FMEDTL N HOME NETWORK SECURITY ADVANGED

MAC FILTERING

MALC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Function

MAC Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remove to configure MAC filtering rules.

WPINCI | Protocol | Destination MAC Source MAC Frame Direction | Rernove

ALL [Pwd | 000001 ae:14:45 |00:00:01:ae:14:20 | LAN<==YWAN F

2 Click Certificate. The Local Certificates screen opens.

—~y | o
il 1 ; ~:_--1
cisco e = ]
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Local Certificates

Add, View or Remove certificates from this page. Local certificates are used by peers to verify your identity
Maximum of 4 certificates can be stared

‘Name | In Use ‘SUbJECt |Type 1Acl|un |

[ Create Certificate Request ] [ Impart Cerificate J
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3 Click Import Certificate. The Import certificate screen opens.

M 1 -:',»';-L
cisco = ke@
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Import certificate

Erter cedificate name, paste certificate content and private key.

Certificate Name:

Certificate:

Private Key:

In the Certificate Name field, enter the name of the certificate.

5 In the Certificate area, copy and paste the contents of the certificate file provided
by the service provider.

6 In the Private Key area, copy and paste the private key from the certificate file
provided by the service provider.

7 Click Apply to save the certificate on the residential gateway.
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Trusted CA Certificates

The Trusted CA (Certificate Authority) Certificates screen allows you to load
certificates onto the residential gateway. You can use CA certificates to verify peers'
certificates. A maximum of four certificates can be stored.

Path: Security > Certificate > Trusted CA > Trusted CA (Certificate Authority)
Certificates

LY e g o

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Trusted CA {Certificate Authority) Certificates

Add, Wiew or Remove cerificates from this page. CA cerificates are used by you to verify peers’ certificates
Maxirnurn of 4 certificates can be stored.

—
Mame Suhject‘Type Action
Import Certificate
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Importing Trusted CA Certificates
The Import CA certificate screen allows you to import a pre-existing trusted CA
certificate to the residential gateway.

1 Click Security on the main screen. The MAC Filtering screen opens by default.
[ [ [ e m
L e W ¢

Ly:

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

MAC FILTERING

MAC Filtering is only effective on ATM P%Cs configured in Bridge mode. FORWARDED means that all MAC layer frames will
be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC
layer frarnes will be BLOCKED except those matching with any of the specified rules in the following table.

Enable Filtering Functian

MAL Filtering Global Palicy: FORWARDED

Change Policy

Choose Add or Remave to configure MAC filtering rules.

YWRIMCI | Protocol | Destination MAC Source MAC Frame Direction | Remove

ALL [Pyd  O0:00:01 5e:14:45 | 00:00:01:3e: 1420 | LAN<==YWAN [l

2 Click Certificate. The Local Certificates screen opens.

&
il | : i
cisco Ehmad a2
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Local Certificates

Add, View or Remove certificates from this page. Local centificates are used by peers to verify your identity
Maximum of 4 certificates can be stared

‘Name | In Use ‘Suhject |Type 1Act|nn |

[ Create Certificate Request ] [ Impart Cerificate J
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3 Click the Trusted CA tab. The Trusted CA (Certificate Authority) Certificates
screen opens.

M | ; o i
cisco S I [
SYSTEM DSsL HOME NETWORK SECURITY ADVANCED

PACKETFILTERING | FIREWALL | CERTIFICATE | HELP

Trusted CA ( Certificate Authority) Certificates

Add, Wiew or Remove cerificates from this page. CA certificates are used by you to verify peers' certificates
Maximurm of 4 certificates can be stored

2
Mame Subjecl‘Type Action
Import Certificate

4 Click Import Certificate. The Import CA Certificate screen opens.

e e i

e .
SYSTEM DsL HOME NETWORK SEGURITY ADVANCED

PACKET FILTERING | FIREWALL | CERTIFICATE | HELP

Import CA certificate

Enter certificate name and paste certificate content

Certificate Name:

Cetificate:

5 In the Certificate Name field, enter the name of the certificate.

6 In the Certificate area, copy and paste the contents of the certificate file provided
by the service provider.

7 Click Apply to save the CA certificate on the residential gateway.
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Advanced Configuration

The Advanced tab lets you to check the quality of service and IP traffic

over your network and change the configuration.

Use this chapter to check the status of the more advanced features of
your residential gateway, such as port mapping and DNS server
configuration, and to change the configuration.

In This Chapter

B Upstream Quality of Service ...........ccoeeuiiviiiiininiiiiinicccen, 208
B Remote Management ...........ccccccceiviiiniiiniiiiicniiccces 212
B Port Mapping ..o 214
B Virtual Servers SEtUP........cocceevrerieieirreeeireeeereeee e 218
B Port Triggering Setup.........cccoevivieiniiinieiniiinicccceeeceeee 222
B DMZ HOst Setup .....ccoeiiiiiiiiiiiiiiiiiiicicicice 226
B DNS Server Configuration ... 227
B DINS ENLIIES ..o 228
B Dynamic DNS.......ccooiiiiiiiiiicce e 229
B NSIOOKUP ... 232
B Default Gateway ROUtING .......ccovvveuiiviiiiiiiiicciicecccccee 233
B Static ROULe ... 235
B PINE s 236
B DHCP Server Probing ..........cccccoviiiinniiiiiiiiiccccces 238
B Internet Group Management Protocol..............ccccoceeiinniiinnnnnn. 240
B IPSec Settings........cccvviiiiiiiiiiiiiiiciccc 242
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Chapter 7 Advanced Configuration

Upstream Quality of Service

The Upstream Quality of Service screen allows you to configure the Quality of
Service (QoS) settings for the residential gateway.

Path: Advanced > QoS > Upstream Quality of Service
wilisifie | [
:Iiscln === a % i

SYETIM om FOMD KL TIORE SLOUFETY
Gaf | REWOTE MAsASENENT PO PG o ol Foroimel

Upstream Quality of Service

Quality #f Serdes Satup
Choosa Add ar Remv 10 conbigun network 1aSc clisaes

I oo diadde WM Tincles s Wiisles Page, clasaiSoation elated s witebess will nol taks aBscm
MARE TRAFFIC CLASSFICATION RULES
Spaice | Deatinud n
Clase [SCP Queve Lan Sourcs  |Source  Dast | Den
Protocol LGP AL WAL Owder Enable Rermow Edi
Hares | Mack | ID  Pad Adee Mask| Pod  Adde fask| Pad Adc Mk [ Addr Mgk

Adding Upstream Quality of Service Settings

To add upstream Quality of Service settings, complete the following steps.
1 Click Advanced on the main screen. The Upstream Quality of Service screen
opens.

wifuwn]in 1 a %
cisco EEEma =
SYSTIMN o= HOME KETWORS SEOUAETY AL AMLTD

Oof | REMOTEMANACEMENT | PORTMAMANG | P METWORGMG

Upstream Quality of Service

Oiiality # Saides Setip
Chiesysa Add or Rarrers 10 conligune nebwerk 1aic clise

I o diadkde W Tincies s Wiisles Page, classiBoation elated e witeless will nol take aBsch
AR TRAFFIC CLASSFICATION RULES
Spuice | Destinud an
Class [SCP Queue Lan Sourcs  |Source Dest | Dest
Pratocol [ELP AL WAL Owder Enable Rermow Edi
Maret | Mk | ID  Pan Adek Muak| Pt Adde Maak) Pan P P
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2 Click Add. The Add Upstream QoS Rule screen opens.

|
1
1 I (1] I LN w
cisco
SYSTEM DSL HOME NETWORK SEGURITY ADVANCED
Qo§ | REMOTE MANAGEMENT PORT MAPPING | IPNETWORKING | HELP

Add Upstream QoS Rule

MName: I:I LAN Port: b

Source Destination

IP Address

Subnet
Mask :

Nurnber

MAC
address:

| | | \
| | | \
e | | | \
| | | \
| | | \

MAC Mask:

DsCp ’—|
~
Check : R

[0 Marker O cueue

3 In the Name field, enter the name of the QoS rule.
In the LAN Port field, select the LAN port for which you want to apply the rule.

5 In the Protocol field, select the protocol that you want to use from the following

options:

= TCP/UDP
uTCP

= UDP

= ICMP

In the IP Address field, enter the source and destination addresses.
In the Subnet Mask field, enter the source and destination subnet masks.
In the Port Number field, enter the source and destination ports.

In the MAC address field, enter the MAC address for the source from which the
packets are being sent and the MAC address for the destination. The MAC
address should be in the form of 6 pairs of hex digits. For example,
aa:ee:ff:11:03:24.

O© 0 3 o
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10 In the MAC Mask field, enter the mask for the source MAC address from which
the packets are being sent and the MAC Mask for the destination MAC address.

11

12

13
14

A MAC mask of ff:ff:ff:00:00:00 matches all devices made by the same

manufacturer (identified by the first three pairs of the MAC address). A MAC

mask of ff:ff:ff:ff:ff:ff matches a single device.

In the DSCP Check field, select the matching DSCP value from the list of Diffserv

code point.

Select the Marker field and choose from the list of Diffserv code point (DSCP)

values to mark the specified data flow.
Select the Queue field and choose from the list of queues.
Click Save.

Queues Configuration

Use Queues Configuration to configure QoS queues for each WAN connection type.
By configuring the queues, you determine how the packets will be processed
according to the assigned priorities. A queue with a higher priority has lower queue
precedence.

210

Path: Advanced > QoS > Queues Configuration

To set up your queues, complete the following steps.

1 Click Advanced on the main screen. The Upstream Quality of Service screen

opens.

MmN O [ z
cisco S
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
| REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

A

Cueues Cofiguration

Upstream Quality of Service

Quality of Service Setup
Choose Add or Rermove to configure netwaork traffic classes

If you disable WMM function in Wireless Page, classification related to wireless will not take effects

MARK [ TRAFFIC CLASSIFICATION RULES
T G T = B T = R | | T
| | Source | Destination
Cl DSCP | Lan | | S 1S Dest Dest | | | |
o e | o IProtocol DGR | e o ek o | MAC MAG | Order| Enable Remave |Edit|
Addr. /Mask | Addr.Mask
SavelApply
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2 Click Queues Configuration. The Queues Configuration screen opens.

cisco @ a

SYSTEM DsL HOME NETWORK SECGURITY ADVANCED

QoS | REMOTEMANAGEMENT | PORTMAPPING | [P NETWORKING

QoS5 Queue Configuration

A maximum 24 entries can be configured.
i you disable WMM function in Wireless Page, queues related to wireless will not take effects

Interfacename ‘ Precedence ‘ Queue Key | Enable | Remove

3 Click Add to add a queue.

bl ey W

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING

QoS Queue Configuration

The screen allows you to configure a QoS queue entry and assign it to a specific network interface. Each interface with QoS
enabled will be allocated three queues by default. Each of the queues can be configured for a specific precedence. The queue
entry configurad here will be used by the classifier to place ingress packets appropriately.

Note: Lower integer values for precedence imply higher priority for this queue relative to others. Click ‘Save/&pply'
to save and activate the filter

Queue Canfiguration Status'

Queue Pracedence:

Save/Apply

4 For the Queue Configuration Status, select Enable or Disable to enable or
disable your queue configuration.

5 Select from the Queue drop-down list for the associated WAN interface or
connection type for Queue.

6 For the Queue Precedence field, select the Precedence as the relative priority for
the queue. A smaller number indicates a higher priority.

7 Click Save/Apply to save the changes.
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Remote Management

The Remote Management -- TR-069 Client screen allows an auto-configuration
server (ACS) to perform auto-configuration, provisioning, collection of statistics, and
diagnostics for this residential gateway.

Path: Advanced > Remote Management
. - _
weoeme & B 2 W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMAMAGEMENT | PORTMAPPING | |PNETWORKING | HELP

Remote Management -- TR-069 Client

WAN Management Protocol (TR-062) allows an Auto-Configuration Server [ACS) to perform auto-configuration, provisioning,
collection, and diagnostics to this device.

Select the desired values and click "Saveddpply” to configure the TR-0B3 client options.

Inform & Disable O Enable

Inform Interval: 300

ACS URL:

ACS User Name E=/-AADDGI100007
ALE Password: assss

Connection Request Authentication

Connection Reguest User Name'
Connection Reguest Password

[ BaverApply ][ GestRPCMethods |
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Remote Management

Configuring the TR-069 Client Options

To configure the TR-069 client options, complete the following steps.

1

10

11

Click Advanced on the main screen. The Remote Management -- TR-069 Client
screen opens.

o & B S W

SYSTEM DSL HOME NETWORK SECURITY ADVANCED

QoS REMOTE MANAGEMENT | PORT MAPPING IP NETWORKING HELP

Remote Management -- TR-069 Client

WAN Management Protocol (TR-062) allows an Auto-Configuration Server [ACS) to perform auto-configuration, provisioning,
collection, and diagnostics to this device.

Select the desired values and click "Saveddpply” to configure the TR-0B3 client options.

Infarm @ Disable O Enable

Inform Interval: 300

ACS URL:

ACS User Name E=/-AADOBI100007
ACS Password: ssase

Caonnection Request Authentication

Connection Reguest User Narne: admin
Connection Request Password. |esess

[ Saveiapply |[  GetRPCMethods |

In the Inform field, choose one of the following options:

®  Click Enable to enable the periodic "inform" messages from the residential
gateway.

®  (lick Disable to disable the inform messages to the residential gateway.

In the Inform Interval field, enter the frequency that the inform messages are sent
from the residential gateway to the auto-configuration server.

In the ACS URL field, enter the URL for the auto-configuration server.

In the ACS User Name field, enter the user name for the auto-configuration
server.

In the ACS Password field, enter the password for the auto-configuration server.
Check the Connection Request Authentication field.

In the Connection Request User Name field, enter the name of the connection
request.

In the Connection Request Password field, enter the password for the connection
request.

Click GetRPCMethods to obtain the list of remote procedural calls (RPC)
supported by the auto-configuration server.

Click Save/Apply to save the configuration changes.
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Port Mapping

The Port Mapping screen allows you to specify which traffic will be transmitted over
the WAN interface. Traffic is classified by ingress port, such as Ethernet port, or by
DHCP option settings. Port Mapping supports multiple ports to PVC and bridging
groups. Each group will perform as an independent network. To support this
feature, you must create mapping groups with appropriate LAN and WAN
interfaces.

214

Path: Advanced > Port Mapping

=

HOME NETWCRK

vl
cisco

QoS | REMOTE MANAGEMENT

DsL

PORTMAPPING | IPNETWORKING | HELP

Port Mapping

Port Mapping - A maximum 16 entries can be configured

an |P interface.

Enable virtual ports on | LAN(T4)

Port Mapping supports multiple ports to PWC and bridging groups. Each group will perform as an independent network:
To suppaort this feature, you must create mapping groups with appropriate LAN and YWAN interfaces using the Add button
The Remove button will remove the grouping and add the ungrouped interfaces to the Default group. Only the default group has

Group Mame

Enahle/Disable | Remove ‘ Edit

| Interfaces | Enahle/Disable !

Default

UsE

ethl

=

Wireless

]

RG]

=

=

L4

[GRRG|

(VLAND only)
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Adding Port Mapping
To add port mapping, complete the following steps.
/\  CAUTION:

This procedure is for administrators only. Incorrectly using this function can
adversely affect your system operation.

1 Click Advanced on the main screen. The Upstream Quality of Service screen
opens.

sifuefue | a I"i
cisco  Euma =
BYNTIMN os HOME HETWORS, SIOLFETY A AMCTD

Gof | AEMOTEMANAGEMENT | PORTMAPMNG | P METWORNNG

Upstream Quality of Serdce

Oiiality # Saides Setip
Chiesysa Add or Rarrers 10 conligune nebwerk 1aic clise

I o diadkde W Tincies s Wiisles Page, classiBoation elated e witeless will nol take aBsch
MARK TRAFFIC CLASSFICATION RULES
Spuits | Destinud in

Class [SCP Queue Lan Sourts  |Source  Dest Dot
Pratocol [ELP AL WAL Owder Enable Rermow Edi
Maret | Mk | ID  Pan Adek Muak| Pt Adde Maak) Pan ot sk P
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2 Click the Port Mapping tab. The Port Mapping screen opens.

il 1 3
cisco SEma -
SYSTEM DsSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Port Mappir

Port Mapping —- A maximum 16 entries can be configured

Fort Mapping supports multiple ports to PYC and bridging groups. Each group will perfarm as an independent network

To support this feature, you must create mapping groups with appropriste LAN and YWARN interfaces using the Add button.

The Remawe button will remove the grauping and add the ungrouped intefaces to the Default group. Only the default group has
an |P interface.

Enable virtual ports on | LAN(T-4)

Group Mame  Enable/Disable | Remove | Edit Interfaces | Enable/Disable
Ush
ethd

Wireless

Default LANI
LANT
LAN4
LAN2
HPNA

IPTY 4|

nas_0_8_35

SaverApply | [ Reboot | s ANID anly)
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3 Click Add. The Port Mapping Configuration screen opens.

|
il e a % %
cisco S e
SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT PORT MAPPING | IP NETWORKING HELP

Port Mapping Configuration

To create a new mapping group:

arrow buttons to create the required mapping of the ports. The group name must be unique.

2. If you like to automatically add LAN clients to a PVC in the new group add the DHCP wendar ID string. By configuring a
DHCP vendor ID string any DHCP client request with the specified vendor 1D (DHCR option B0) will be denied an IP address
from the local DHCP server.

Note that these clients may obtain public IP addresses

3. Click Save/Apply button to make the changes effective immediately

Note that the selected interfaces will be removed from their existing groups and added to the new group.

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client device attached to
the residential gateway to allow it to ohtain an appropriate IP address,

Group Name:

Grouped Interfaces Available Interfaces

LANZ

LAN1T

LANA

LAMNZ
HPINA
nas_0_8_35
‘Wireless
UsE

E®

Automatically Add
Clients With the
following DHCP Vendor
IDs

Save/Apply

1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list using the

unique. For example, enter IPTV.

the required mapping of the ports.

set-tops) attached to the residential gateway.

7 Click Save/Apply.

For the Grouped Interfaces field, select interfaces from the Available Interfaces
list and add them to the grouped interface list using the arrow buttons to create

In the Automatically Add Clients With the following DHCP Vendor IDs fields,
add the DHCP option 60 [vendor ID option] string for the devices (typically IP

Port Mapping

In the Group Name field, enter the name of the group. The group name must be
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Virtual Servers Setup

The NAT -- Virtual Servers Setup screen allows you to configure servers to which

you want to forward IP packets that belong to a specific service.

Path: Advanced > IP Networking > NAT > Virtual Servers

i N %
cisco Emmaed ;
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

NAT -- Virtual Servers Setup
Wirtual Server allows you to direct incoming traffic from YWAN side (identified by Protocol and External port) to the Internal
server with private [P address on the LAN side. The Internal port is required only if the external port needs to be corverted to a
different port number used by the serer on the LAN side. A maximum 32 entries can be configured
Server External Port | External Fort Protocol Intemal Port | Intemal Port Server P Remote Remove
Mame Start End Start End Address Host
actirz 3000 3000 TCP 3000 3000 192.168.11 o
Vaorlds
Active 56700 5670 TCP 5670 5670 192.168.1.1 m|
Warlds
Active 7777 7777 TCP 7777 7777 192.168.1.1 O
Warlds
active 7000 7000 TCP 7000 7000 192.168.1.1 O
Wiorlds

Adding a Virtual Server

218

To add and configure a virtual server, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.

I R -

SYSTEM DSL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORTMAPFING | IPNETWORKING | HELP

= Virtual Servers

= Port Triggering
* DMZ Host
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3 Click Virtual Servers. The Virtual Servers screen opens.

i
cI5¢co

Qos |

|

SYSTEM

DSL

REMOTE MANAGEMENT |  PORT MAPPING

HOME NETWORK

| IPNETWORKING | HELP

SECURITY

ADVANCED

NAT -- Virtual Servers Setup

Wirtual Server allows you to direct incoming traffic from YWAN side (identified by Protocol and External port) to the Internal
server with private [P address on the LAN side. The Internal port is required only if the external port needs to be corverted to a
different port number used by the serer on the LAN side. A maximum 32 entries can be configured

Serer External Port | External Port Protocol Internal Port | Intemal Port Server IP Remote Harasin
Mame Start End Start End Address Host

Active 3000 3000 ToP 3000 3000 192168 11 ]
Warlds

Active SRT0 R0 TocP 670 670 192 168 1.1 |
Warlds

Active 7T 77 TCP v 777 192168 1.1 O
Warlds

Active Fo00 7000 TCP 7000 7000 192.168.1.1 O
Wworlds

Virtual Servers Setup
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220

4 From the Virtual Servers Setup screen, click Add. The NAT -- Virtual Servers

screen opens.
DsL

HOME NETWORK SECURITY ADVANCED

il
cisco

SYSTEM

QoS | REMOTE MANAGEMENT | PORT MAPFING IPNETWORKING | HELP

Fouting

NAT - Virtual Servers

Select the senice name, and enter the senver [P address and click "SavefApply” to forward IP packets for this senice to the
specified server. NOTE: The “Internal Port End™ cannot be changed. Itis the same as "External Port End” normally
and will be the same as the "Internal Port Start” or "External Port End” if either one is modified
Remaining number of entries that can be configured:28
Server Name:
@ Select a Service: |59Ie|:1 One V‘
O Custom Sewver. | |
Server [P Address:
External Port StanEExlema\ Port End|  Protocol  [Internal Port Startinternal Port End|  Remaote |p
TCcP &
TCR v
TCP v
TCP v
TCP 5
TCP A
TCP v
TCP v
TCcP &
TCP v
TCP v
TCP |

5 Under Server Name, choose one of the following:

B (Click Select a Service, and choose a service from the drop-down list.
OR

B (Click Custom Server, and enter a server name and the Server IP Address.
6 In the Server IP Address field, enter the IP address for the server.

In the External Port Start/End fields, assign the external (Internet) port range of
numbers that are associated with the service. These are the ports which will be
used for receiving the service request from the WAN. If you have chosen to
Select a Service from the above selection, the ports will be entered automatically
for you.

Under Protocol, select TCP, UDP, or TCP/UDP.

In the Internet Port Start/End fields, assign the internal (LAN) port range of
numbers that are associated with the service. These are the ports which the
actual LAN server defines. If you have chosen to Select a Service from the above
selection, the ports will be entered automatically for you.
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10 In the Remote IP field, enter the service request (client) sender's IP address.
Leave it blank to accept all incoming service requests regardless of the senders'
IP address.

11 Click Save/Apply to add the virtual server.

Removing a Virtual Server

To remove a virtual server, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
JITCE———

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

» ¥irtual Servers
» Port Triggerin
» DM7 Host

3 Click Virtual Servers. The Virtual Servers screen opens.

i . %
cisco ey
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS I REMOTE MANAGEMENT | PORTMAPPING | IP NETWORKING | HELP

NAT -- Virtual Servers Setup
Wirtual Server allows you to direct incoming traffic from YWAN side (identified by Protocol and External port) to the Internal
server with private [P address on the LAN side. The Internal port is required only if the external port needs to be corverted to a
different port number used by the serer on the LAN side. A maximum 32 entries can be configured
Server External Port | External Fort Protocol Intemal Port | Intemal Port Server P Remote Remove
Mame Start End Start End Address Host
actirz 3000 3000 TCP 3000 3000 192.168.11 o
Vaorlds
Active 56700 5670 TCP 5670 5670 192.168.1.1 m|
Warlds
Active 7777 7777 TCP 7777 7777 192.168.1.1 O
Warlds
active 7000 7000 TCP 7000 7000 192.168.1.1 O
Wiorlds

4 From the NAT -- Virtual Servers Setup screen, select Remove in the Remove
column next to the server you wish to remove.

5 Click Remove to remove the NAT Virtual Server.
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Port Triggering Setup

Some applications require that specific ports in the router's firewall be opened for
access by the remote parties. The Port Triggering feature dynamically opens up the
"Open Ports" in the firewall when an application on the LAN initiates a TCP/UDP
connection to a remote party using the Triggering Ports feature. The router allows
the remote party from the WAN side to establish new connections with the
application on the LAN side using the open ports. A maximum of 32 entries can be
configured.

The NAT -- Port Triggering screen allows you to configure servers to which you
want to forward IP packets that belong to a specific service.

Path: Advanced > IP Networking > NAT > Port Triggering > NAT -- Port
Triggering

alaln
cIsco

SYSTEM nsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

NAT -- Port Triggering

Some applications require that specific ports in the residential gateway's firewall be opened for access by the remote parties
Port Trigger dynarmically opens up the 'Open Ports® in the firewall when an application on the LA initiates a TCR/AUDP
connection to a remote party using the Triggering Ports'. The residential gateway allows the remote party from the WAN side
to establish new connections back to the application on the LAM side using the 'Open Ports' A maximum 32 entries can be
configured

|App|\:atmn Trigger Open Remave

| Mame Protocol | Port Range | Protocol | Port Range

| Start | End |Slan ‘ End

Opening a Port on the Firewall

222

To open a port on the firewall, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.

whoesse & B2

HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

SYSTEM

Routing

» ¥irtual Servers
= Port Triggerin
s DMZ Host
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Port Triggering Setup

3 Click Port Triggering. The NAT -- Port Triggering screen opens.

4

alaln -
cIsco
SYSTEM osL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

NAT -- Port Triggering

Some applications require that specific ports in the residential gateway's firewall be opened for access by the remote parties
Port Trigger dynarmically opens up the 'Open Ports® in the firewall when an application on the LA initiates a TCR/AUDP
connection to a remote party using the Triggering Ports'. The residential gateway allows the remote party from the WAN side
to establish new connections back to the application on the LAM side using the 'Open Ports' A maximum 32 entries can be
configured

Application Trigger Open Remave

Mame Protocol | Port Range | Protocol | Port Range

Start |End Start ‘ End

From the NAT -- Port Triggering screen, click Add. The NAT Port Triggering
screen opens with a list of available protocols.

Al s
cisco = -
SYSTEM DSL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORT MAPPING | 1P NETWORKING | HELP

NAT -- Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific ports in
the residential gateway's firewall be opened for access by the applications. You can configure the port settings from this
screen by selecting an existing application or creating your own (Custom application)and click "SavefApply" to add it
Remaining number of entries that can be configured:32

Savelspphy

Application Name

@ Select an application: | Select One b

O Custom application: | |

Trigger Port StartTrigger Port End[Trigger Protocal Open Port Start Open Port End| Open Protocol
TCP b TCP b
TCP - TCP v
TCP v TCR v
TCP ¥ TCP )
TCP v TCP v
TCFP b TCFP v
TCP v TCP bt
TCP v TCR v

Savefspphy
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5 Under Application Name, choose one of the following:

®  (Click Select an Application and choose an application from the drop-down
list.

OR
®  (lick Custom Application, and enter a name for the application.
6 Complete the fields on the screen as follows:

®  Under Trigger Port Start, enter the triggering port (start) that will cause the
residential gateway to open up the incoming port for the particular LAN
computer.

®  Under Trigger Port End, enter the triggering port (end) that will cause the
residential gateway to open up the incoming port for the particular LAN
computer.

®  Under Trigger Protocol, select TCP/UDP, TCP, or UDP.

®  Under Open Port Start, enter the starting port number of the service you
want to open on the firewall.

®  Under Open Port End, enter the ending port number of the service you want
to open on the firewall.

®  Under Open Protocol, select TCP/UDP, TCP, or UDP.
7 Click Save/Apply to open the ports on the firewall.

Closing a Port on the Firewall
To close a port on the firewall, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.

weoesse & B 2 W

SYSTEM nsL HOME NETWORK SECURITY ADVANCED
QoS REMOTE MANAGEMENT PORT MAPPING IPNETWORKING | HELP

Routing

» ¥irtual Servers

» Port Triggering
» DM7 Host
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Port Triggering Setup

3 Click Port Triggering. The NAT -- Port Triggering screen opens.

o
cisco S

SYSTEM

%

DsL

HOME NETWORK

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

SECURITY

ADVANCED

NAT -- Port Triggering

configured

Application Trigger Open Remove
Mame Protocol | Port Range | Protocal | Port Range
Stant | End Start | End
AimTalk | TCP 4093 4099 TCP 5191 5191 |

Some applications require that specific ports in the residential gateway's firewall be opened for access by the remote parties
Fort Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates a TCP/UDP

connection to a remote party using the Trignering Ports’. The residential gatewsay allows the remote party from the WARN side
to establish new connections back to the application on the LAN side using the 'Open Parts’ A maxirmurm 32 entries can be

4 From the NAT -- Port Triggering screen, click Remove in the Remove column
next to the port you wish to close.

5 Click Remove. The port you selected is closed.
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DMZ Host Setup

The NAT -- DMZ Host screen allows the IP packets from the WAN that do not
belong to any of the applications configured in the Virtual Servers table to be
forwarded to the DMZ (demilitarized zone) host computer.

Path: Advanced > IP Networking > NAT > DMZ Host > NAT -- DMZ Host

= &

HOME NETWORK SECURITY ADVANCED

alnaln
cIsco

SYSTEM
QoS | REMOTE MAMNAGEMENT | FORTMAPPING | IPNETWORKING | HELP

NAT -- DMZ Host

The DSL residential gateway will farward IP packets from the WAN that do not belong to any of the applications configured in
the Virtual Servers table to the DMZ host computer,

Enter the computer's IP address and click "Save/Apply” to activate the DMZ host.

Clear the IP address field and click "Save/Apply” to deactivate the DWZ host
DWZ Host IP Address:
Savefspply

Activate the DMZ Host

In the DMZ Host IP Address field, enter the computer's IP address and click
Save/Apply to activate the DMZ host.

Deactivate the DMZ Host

Clear the DMZ Host IP Address field and click Save/Apply to deactivate the DMZ
host.
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DNS Server Configuration

The DNS Server Configuration screen allows you to configure the Domain Name
Server (DNS).

If the Enable Automatic Assigned DNS check box is checked, the residential gateway
will accept the first received DNS assignment from one of the PPPoA, PPPoE or
MER/DHCP enabled PVC(s) during the connection establishment. If the check box
is not checked, enter the primary and optional secondary IP address or domain
name address of the DNS server to establish connection. Click Save to save the new
configuration. You must reboot the residential gateway to make the new
configuration effective.

Path: Advanced > IP Networking > DNS > DNS Server

e w B2

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS REMOTE MANAGEMENT PORT MAPPING 1P NETWORKING | HELP

DNS Server Configuration

If Enable Automatic Assigned DNS' checkbox is selected, this residential gatewsay will accept the first received DNS
assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PVC(s) during the connection establishment. If the
checkbox is not selected, enter the primary and optional secondary DNS server IP addresses. Click 'Save’ button to save the
new configuration. You must reboot the residential gateway to make the new configuration effective.

[] Enable Automatic Assigned DNS

Primary DNS server: [192.168.1.254
Secondary ONS server|192.168.7.254

Save
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DNS Entries

The DNS Entries page allows you to add domain names and the IP addresses to be
resolved by the Gateway. You could add a DNS entry by entering the Domain name
and the corresponding IP address in the fields. Click Save/Apply to save your
settings.

Path: Advanced > IP Networking > DNS > DNS Entries
LY e

SYSTEM osL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

=

The DMS Entry page allows you to add domain names and IP Address desired to be resolved by the DSL router.
Choose Add or Remove to configure DNS Entry. The entries will become active after save/reboot

‘ Damain Namme ‘ IP Address ‘ Remaove |
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Dynamic DNS

The Dynamic DNS screen allows you to alias a dynamic IP address to a static
hostname in any of the many domains. The alias allows your DSL router to be more
easily accessed from various locations on the Internet.

Path: Advanced > IP Networking > DNS > Dynamic DNS

ikl ==

SYSTEM DSL HOME NETWORIC SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any of the many domains,
allowing your DSL router to be mare easily accessed from various locations on the Internet

Choose Add or Remaove to configure Dynamic DNS.

| Hostname ‘ Usemame | Service ‘ Interface ‘ Remuove ‘

Adding an Alias for a Dynamic IP Address to a Static Host Name

To alias a dynamic IP address to a static host name, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
Ll —

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

» Yirtual Servers
» Port Triggerin
» DM7 Host
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3 Click DNS. The DNS screen opens.

oeme & B2 W
cisco
BYSTEM DsL HOME NETWORK BECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IP NETWORKING

DNS Server
DNS Entries

Dynamic DNS

Nslookup

4 Click Dynamic DNS. The Dynamic DNS screen opens.

alaln %
cisco
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORT MAPPING | IP NETWORKING | HELP

Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any of the many domains,
allowing your DSL router to be more easily accessed from various locations on the Internet

Choose Add or Remove to configure Dynamic DNS.

| Hostname ‘ Usemame | Service ‘ Interface ‘ Remuove ‘

5 Click Add on the Dynamic DNS screen. The Add dynamic DDNS screen opens.

ol e
cisco
SYSTEM DsL

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

HOME NETWORK SECURITY ADVANCED

Add dynamic DDNS

This page allows you to add a Dynamic DNS address from DynDNS . org or TZO

D-DNS provider DynDMS.org v

DynDNS Settings

Savelipply

230 4036168 Rev B



Dynamic DNS

In the D-DNS provider field, select the provider from the drop-down list.
In the Hostname field, enter the name of the host.

In the Interface field, select the interface from the drop-down list.

O 0 3 &

Under DynNDS Settings, enter your user name and password.
10 Click Save/Apply.
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Nslookup

The Nslookup tool is a utility to look up information in the DNS (Domain Name
System). Basically, DNS maps domain names to IP addresses. Type in the domain
name in the field, and press Start to look up the IP address.

Path: Advanced > IP Networking > DNS > Nslookup

Bl e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

Nslookup

Mslookup is a program to query internet domain name servers

Please input the domain name (ex: www.telus.com)

[Ex
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Default Gateway Routing

The Default Gateway screen allows you to make gateway assignments for devices
that are connected to the residential gateway.

Note: If you change the Enable Automatic Assigned Default Gateway check box
from unselected to selected, you must reboot the router to get the automatic
assigned default gateway.

Path: Advanced > IP Networking > Routing > Default Gateway

il <

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Default Gateway

If the Enable Automatic Assigned Default Gateway checkbox is selected, this residential gateway will accept the first received
default gateway assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PVC(s). If the checkbox is not selected,
enter the static default gateway and/or a WAN interface. Click the 'Save/Apply’ button to save the assignment.

MOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, you must reboat the residential
gateway to get the automatic assigned default gateway

[] Enable Automatic Assigned Default Gateway

Use Default Gateway [P Address 24561871
[ Use Interface

Save/Apply

Assigning Default Gateways
To assign a default gateway, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
el e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

» ¥irtual Servers
» Port Triggerin
+ DMZ Host
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3 Click Routing. The Routing screen opens.
.
il e

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

+ Default Gateway

« Static Route

. Ping

+« DHCP Server Probing

4 Click Default Gateway. The Default Gateway screen opens.

ol I Il I I %
cisco
SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

Default Gateway

If the Enable Autoratic Assigned Default Gateway checkbox is selected, this residential gateway will accept the first received
default gateway assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PYC(g). If the checkbox is not selected,
enter the static default gateway and/or a WAN interface. Click the "Save/ifpply’ button to save the assignment

MOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, you must reboot the residential
gateway to get the automatic assigned default gateway

[] Enable Automatic Assigned Default Gateway

Usze Default Gateway |P Address  |24.56.187.1
[1 Use Interface

SavelApply

5 Do you want to enable the automatic assigned default gateway?

®  If yes, be sure the Enable Automatic Assigned Default Gateway check box is
checked. If this check box is checked, the residential gateway will accept the
first received default gateway assignment from one of the PPPoA, PPPoE or
MER/DHCP enabled PVC(s).

® If no, be sure the Enable Automatic Assigned Default Gateway check box is
unchecked. If the check box is not checked, enter the default gateway IP
address AND/OR a WAN interface from the drop-down list for the Use
Interface field.

6 Click Save/Apply to save your selection.
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Static Route

The Residential Gateway lets you set up static routes when routing packets from a
specific network to another.

Path: Advanced > IP Networking > Routing > Static Route

To add a static routing entry, complete the following steps.
1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
Ml e T

SYSTEM DSL HOME METWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | |PNETWORKING | HELP

Routing

= V¥irtual Servers

= Port Triggering
s DMZ Host

3 Click Routing. The Routing screen opens.

4 Click Static Route. The Device Info -- Route screen opens.
alialn e a
cisco Emad

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING

Device Info — Route

Static Route (A maximum 32 entries can be configured)

|Destmatmn | Subnet Mask ‘ Gateway | Interface ! Remave !

5 Click Add to add a new entry.

6 Enter the Destination Network Address which should be a network ID for the
destined network.

Enter the Subnet Mask for the destined network.

8 Select Use Gateway IP Address and identify the Gateway's IP Address to which
the packet is forwarded.

9 Select Use Interface for the interface that is used to forward the packet from the
drop-down menu.

10 Click Save/Apply at the bottom of the screen.
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Ping

236

The ping utility can be used to test connectivity with other network devices.

Path: Advanced > IP Networking > Routing > Ping

To test the connectivity with other devices (ping them), complete the following
steps.

1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
1 =]
‘é','s‘él",‘ =y @ =7

SYSTEM DsL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPFING | IPNETWORKING | HELP

» ¥irtual Servers
= Port Triggerin
+ DMZ Host

3 Click Routing. The Routing screen opens.
4 Click Ping. The Ping window opens.

bl e

SYSTEM DSL HOME NETWORK SECURITY

QoS | REMOTE MANAGEMENT | PORTMAPPING | IP NETWORKING

"ping" uses the ICMP protocol's mandatory ECHO REQUEST datagram to
elicit an ICMP ECHO_RESPONSE from a host or gateway.

Please input the IP address or host name of host or gateway.
‘ [ Start Ping Processing
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5 Enter the IP address of a remote host and click Start Ping Processing. The Ping

4036168 Rev B

result appears on the screen as shown below.

alialn % ‘%
cisco
SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT l PORT MAPPING | IP NETWORKING

Ping Result

PING 71.153.6.254 (71.153.6.254). 56 data byles

56 bytes from 71.153.6.254: icmp_seq=D tt=255 time=55.0 ms
56 bytes from 71.153.6.254: icmp_seq=1 ttF255 time=20.0 ms
56 bytes from 71.153.6.254. icmp_seq=2 1255 time=25.0 ms
56 bytes from 71.153.6.254; icmp_seq=3 ttF255 time=25.0 ms

—- 71153 6.254 ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
raund-trip minfavg/max = 20.0/31.2/55.0 ms
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DHCP Server Probing

238

You can set up the residential gateway to perform DHCP server probing, an
operation that requests a new DHCP lease if the default gateway happens to be out
of service due to a power outage or other problems.

With DHCP server probling, the residential gateway probes the default gateway
based on the probing interval value. If the residential gateway encounters
consecutive reply failures from the default gateway based on the probing reset
trigger value, it will conclude that the default gateway is out of service and will
initiate a DHCP request.

Use the DHCP Server Probing screen to enable (or disable) DHCP server probing
and set the probing interval and reset trigger.

Path: Advanced > IP Networking > Routing > DHCP Server Probing

Complete the following steps to access the DHCP Server Probing screen and enable
and set up DHCP Server Probing.

1 Click Advanced on the main screen.
2 Click IP Networking. The NAT screen opens.
|
Ll -

SYSTEM DSL HOME NETWORK SECURITY ADVANCED
QoS | REMOTE MANAGEMENT | PORTMAPPING | |PNETWORKING | HELP

Routing

» Virtual Servers

» Port Triggering
» DMZ Host

3 Click Routing. The Routing screen opens.

1
Wl -

SYSTEM DsL HOME NETWORK SECURITY ADVANCED

QoS | REMOTE MANAGEMENT | PORTMAPPING | IPNETWORKING

+ Default Gateway

« Static Route
. Pil'lg
+« DHCP Server Probing
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DHCP Server Probing

4 Click DHCP Server Probing. The DHCP Server Probing screen opens.

Wl g
cisco "
SYSTEM Dst HOME NETWORK SECURITY ADVANCED
QoS REMOTE MANAGEMENT PORT MAPPING IP NETWORKING

HAT DNS

DHCF Server Probing

DHCP Server Probing: @ Enable O Disable
Probing Thterval: |BO (secan ds)

Probing Reset _:l )
Trigger: |E‘ e

Savelbpply

Select Enable to enable DHCP server probing.
Enter the Probing Interval in seconds, or accept the default value if appropriate.

Note: This parameter defines how often the residential gateway communicates
with the default gateway to see if it is still active. The default value is 60 seconds
(1 minute).

7 Enter the Probing Reset Trigger, or accept the default value if appropriate.

Note: This parameter defines the consecutive number of times the default
gateway must fail to respond to probing before a new DHCP lease is requested.
the default value is 15.

8 Click Save/Apply to save your settings.
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Internet Group Management Protocol

240

The IGMP screen allows you to configure the Internet Group Management Protocol
(IGMP) parameters. IGMP is a communications protocol that is used to manage the
membership of Internet Protocol multicast groups. Routers use IGMP to manage
multicasting. The IGMP messages are used to determine which host is part of which
multicast group.

Path: Advanced > IP Networking > IGMP

woeme & B2 W

SYSTEM HOME NETWORK SECURITY ADVANCED
QoS REMOTE MANAGEMENT PORT MAPPING IP NETWORKING

B DNS Routing IPSec

Enable IGMP snooping

O Standard mode
@ Blocking

IGMP forward setting

Query Interval 128 (30-127)sec

Query Response Interval 10 (5-1)sec
Query Yersion L\IM

Last member Query Interval !17| (1-a)sec
Last member Query Count : (2-B)times

Save / Reboot

Enabling IGMP Snooping

To enable IGMP snooping, complete the following steps.
1 Check the Enable IGMP snooping check box.

2 Select Standard mode to flood unknown multicast traffic. Select Blocking to
discard unknown multicast traffic.

3 Inthe Query Interval field, enter the interval in seconds. The Query Interval is
the amount of time in seconds between IGMP Host Query messages sent by the
router.

4 In the Query Response Interval field, enter the interval in seconds. The Query
Response Interval is the maximum amount of time in seconds that the IGMP
router waits to receive a response to an IGMP Query message.

5 In the Query Version field, choose the version from the drop-down list.
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6 In the Last member Query Interval field, enter the interval in seconds. It is the
amount of time in seconds that the IGMP router waits to receive a response to a
Group-Specific Query message.

7 In the Last member Query Count field, enter the value in numbers. It is the
number of Group-Specific Query messages sent upon receipt of a message
indicating a leave. (The default is 2.)

8 Click Save/Reboot to save your changes and reboot the system.
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IPSec Settings

The IPSec Settings screen allows you to configure IP security settings for the
residential gateway.

Path: Advanced > IP Networking > IPSec

bl e

SYSTEM DsL

HOME NETWORK SECURITY

ADVANCED
QoS | REMOTEMANAGEMENT | PORTMAPPING | IPNETWORKING | HELP

TPSec Settings

Add, edit or remove IPSec tunnel mode connections fram this page.

| Enable | Connection Name |Remute Gateway ‘ Local Addresses |Remme Addresses | |

Add New Connection

Adding an IPSec Connection

To add an IPSec connection, complete the following steps.
1 Click Advanced on the main screen.

2 Click IP Networking. The NAT screen opens.

bl —

SYSTEM DSL

e
HOME NETWORK SECURITY
QoS | REMOTE MANAGEMENT | PORTMAPPING | |PNETWORKING | HELP

ADVANCED

» Virtual Servers
» Port Triggerin

» DMZ Host

Uil e 2

DSL HOME NETWORK SECURITY

ADVANCED

IPSec Settings

Add, edit or remove IPSec tunnel mode connections fram this page.

| Enable | Connection Name |Hemnte Gateway ‘ Local Addresses |Hemnte Addresses | |

Add New Connection
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IPSec Settings

4 Click Add New Connection. The IPSec Settings screen opens.

[ 20N |

O

10

11
12
13
14
15

bl e
cisco

SYSTEM
QoS REMOTE MANAGEMENT

« =

DSL HOME NETWORK

PORT MAPPING IP NETWORKING

i

b
ADVANCED

MaT

=]
=
i

IPSec Settings

IPSec Connection Narme

Remote IPSec Gateway Address

Tunnel access from local IP addresses
IP Address for WPN
IP Subnetmask

Tunnel access from rerate IP addresses
IP Address for WPN
IP Subnetrmask

Key Exchange Method
Authentication Method
Pre-Shared Key

Perfect Forward Secrecy

Advanced IKE Settings

Routing

new conhectian
0.0.0.0

Subnet E
0.0.0.0
255.255.255.0
Subnet E
0000
255.255.2565.0
Auto(IKE) [~]

Pre-Shared Key Izl
key

Disable[~]
Show Advanced Settings

Save | Apply

In the IPSec Connection Name field, enter the name of the connection.

In the Remote IPSec Gateway Address field, enter the gateway address for the
remote [PSec gateway.

In the Tunnel access from local IP addresses field, select Subnet or Single

Address.

In the IP Address for VPN, enter the IP address for the VPN connection.
In the IP Subnetmask field, enter the subnet mask for the VPN IP address.

In the Tunnel access from remote IP addresses field, select Subnet or Single

Address.

In the IP Address for VPN, enter the IP address for the VPN connection.

In the IP Subnetmask field, enter the subnet mask for the VPN IP address.

In the Key Exchange Method field, select Auto(IKE) or manual.

In the Authentication Method field, select Pre-Shared Key or Certificate (X.509).

Depending upon the authentication method that you selected, do one of the

following:

B If you selected Pre-Shared Key, enter the name of the key in the Pre-Shared

Key field.
OR

B If you selected Certificate (X.509), select a certificate from the drop-down list

of certificates in the Certificate field.
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16 In the Perfect Forward Secrecy field, select one of the following options:
® If you select Enable, Perfect Forward Secrecy is enabled.
OR
® If you select Disable, Perfect Forward Secrecy is disabled.
17 Do you want to configure the advanced settings?

B If yes, in the Advanced IKE Settings field, click Show Advanced Settings to
populate the screen with advanced settings.

#
Asanced KE Satinga 3
1
E 4
¢
F v Exicharge e
{
s
3DES -
[wes = [)
Selact sman Geoop for kay Exchangs  [102901 2] ‘/
o : "‘“'7 Seconds 'J
L 2L i Y S S VY S e

®  If no, go to step 20.
18 Complete the advanced settings as follows:
a In the Phase 1 Mode field, select Main or Aggressive.

b In the Encryption Algorithm field, select one of the following encryption
algorithms:

— 3DES
— AES-128
— AES-192
— AES-256
¢ In the Integrity Algorithm field, select MD5 or SHA1.

d In the Select Diffie-Hellman Group for Key Exchange field, select one of the
following options:

— 768 bit
— 1024 bit
— 1536 bit
— 2048 bit
— 3072 bit
— 4096 bit
— 6144 bit
— 8192 bit
e In the Key Life Time, enter the life of the key in seconds.
19 Repeat step 17 for each phase.
20 Click Save/Apply to save your settings.
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Customer Information

If You Have Questions

If you have technical questions, call Cisco Services for assistance.
Follow the menu options to speak with a service engineer.

Access your company's extranet site to view or order additional
technical publications. For accessing instructions, contact the
representative who handles your account. Check your extranet site
often as the information is updated frequently.
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