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COPYRIGHT

Copyright © 2011 by this company. All rights reseslv No part of this publication may
be reproduced, transmitted, transcribed, storedretrieval system, or translated into any
language or computer language, in any form or by means, electronic, mechanical,
magnetic, optical, chemical, manual or otherwisghaout the prior written permission of
this company

This company makes no representations or warrardittger expressed or implied, with
respect to the contents hereof and specificallglaiims any warranties, merchantability
or fitness for any particular purpose. Any softwdescribed in this manual is sold or
licensed "as is". Should the programs prove defedbllowing their purchase, the buyer
(and not this company, its distributor, or its @eplassumes the entire cost of all
necessary servicing, repair, and any incidentalamsequential damages resulting from
any defect in the software. Further, this compaegerves the right to revise this
publication and to make changes from time to timethe contents thereof without
obligation to notify any person of such revisionchanges.

Trademarks:
DIGISOL™ is a trademark of Smartlink Network Systehtd. All other trademarks are
the property of the respective manufacturers.

Safety

This equipment is designed with the utmost caretiersafety of those who install and
use it. However, special attention must be paithéodangers of electric shock and static
electricity when working with electrical equipmemll guidelines of this and of the
computer manufacturer must therefore be allowealldtmes to ensure the safe use of
the equipment.
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1. Product Information

1-1 Introduction

Thank you for purchasing DG-BR4015N 150Mbps Wireld& Broadband Router! DG-
BR4015N is the best choice for Small office / Hooféice users, all computers and
network devices can share a single 3G / Cable madtmet connection at high speed.
Easy installation procedures allow computer usersetup a network environment in
very short time - within minutes. When the numbéryour computers and network-
enabled devices grow, you can also expand the numibaetwork slots by simply

connecting a hub or switch, to extend the scopsof network.

All computers and IEEE 802.11b/g/n wireless-enaloletivork devices (including PDA,
cellular phone, game console, and more) can corieethis wireless router without
additional cabling. With a compatible wireless carstalled in your PC, you can transfer
files up to 150Mbps (transfer data rate).

Other features of this router include:

* Wireless speed up to 150Mbps.

» Allows multiple users to share a single Internegli

» Share a single 3G, Cable or xDSL internet connectio

» Access private LAN servers from the internet.

* Four wired LAN ports (10/200M) and one WAN port (100M)

» USB port to connect 3G USB dongle.

» Failover between primary and secondary links.

» Works with IEEE 802.11b/g/n wireless LAN devices.

» Supports DHCP (Server/Client) for easy IP-addressps

» Advanced network and security features like: Spégalications, QoS,
DMZ, Virtual Servers, Firewall.

* Allows you to monitor the router’s status like: DRClient Log, System
Log and Device/Connection Status.

» Easy to use Web-based GUI for network configuratind management
Purposes.

* Remote management function allows configurationgmgrades from a
remote computer (over the Internet)

* Provides Auto MDI / MDI-X function for all wired Bernet ports.
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1-2 Safety Information

In order to keep the safety of users and your ptmse please follow the safety
instructions as mentioned below:

1. This router is designed for indoor use only; ROT place this router outdoor.

2. DO NOT place this router close to a hot or huarieh, like kitchen or
bathroom. Also, do not leave this router in¢he during summer.

3. DO NOT pull any connected cable with force; diswect it from the router first.

4. If you want to place this Router at a heightnmunt on the wall, please make
sure it is firmly secured. Falling from a heigiould damage the router and its
accessories and warranty will be void.

5. Accessories of this router, like antenna andeyampply, are dangerous to
small children. KEEP THIS ROUTER OUT OF THE REA OF CHILDREN.

6. The Router will get heated up when used for lomg (This is normal and is
not a malfunction). DO NOT put this Access Rain paper, cloth, or other
flammable materials.

7. There’s no user-serviceable part inside theerolityou find that the router is
not working properly, please contact your deafgurchase and ask for help.
DO NOT disassemble the router, warranty wilvbel.

8. If the router falls into water when it's powey&D NOT use your hands to pick
it up. Switch the electrical power off beforeuydo anything, or contact an
experienced electrical technician for help.

9. If you smell something strange, or even see ssmuake coming out from the

router or power supply, remove the power supplswitch the electrical power
off immediately, and call the dealer of pureh&s help.
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1-3 System Requirements

* Notebook or desktop computer with network adaptére@d/wireless)

* Internet connection, provided by USB (3G) or Cahtedem with a RJ-45
Ethernet port.

*  Web browser (Microsoft Internet Explorer 4.0 or eboNetscape
Navigator 4.7 or above, Opera web browsegajari web browser).

* An available AC power socket (100 — 240V, 50/60Hz)

1-4 Package Contents

Before you start using this router, please chethafe’s anything missing in the package,
and contact your dealer of purchase to claim fasmg items:

* DG-BR4015N 3G Wireless Broadband Router

» Switching power adapter (9V DC, 1A)

* Quick Installation Guide

* Installation Guide CD (includes User Manual, Uilit
» Patch chord (1 No.)
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1-5 Get Familiar with your new wireless broadband outer

Front Panel

Wireless LAN4 LAN3  LANZ2

Jooutuouo

LANA1 PWR Modem Internet WPS

LED LED
Name Color Status | Description
ON Wireless radio is ON.
Wireless Green Blinking | Data is being transmitted or received.
OFF Wireless is not enabled.
LAN ON . LAN I_ink i; UP. _ _
(1~4) Green Blinking | Data is being 'transmltted or received.
OFF LAN port not in use.
OFF Power is OFF.
PWR Red ON Power is ON.
Modem Green Blinking | 3G Modem is initializing or initialization is faite
ON 3G connections are established.
ON WAN link is UP
Internet Green Blinking | Data is being transmitted or received.
OFF WAN link is down
WPS Green Blinking | WPS negotigtipn i_s enabled, waiting for the.client
OFF WPS negotiation is not enabled on the device.

[72)
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Back Panel

Antenna

Power WPS/
usg Connector Reset

Port

Interface | Description

Antenna It is a 3dBi dipole antenna.
Press this button and hold for 10 seconds to resairsettings td
WPS/Reset factory defaults, and press this button for lessth seconds to stgrt
WPS function.

LAN (1~4) | Local Area Network (LAN) ports 1 to 4.

WAN Wide Area Network (WAN / Internet) port.
Power Power connector, connects to A/C power adapte
USB USB port for 3G connection.
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2. System and Network Setup

2-1 Software Installation

1. Insert the Setup CD into your CD-ROM drive ofetmok/desktop computer.

2. Explore the CD and execute the “Autorun.exe?.fidelow given screen will
appear. Click ‘next’ to continue with the in#on.

Quick
Home Administrator Instaliation User Manual
Gulde

Reboot

Welcome to DG-BR4015N Quick Setup Wizard

Service & support

toll free - 1800 209 34444 DG-BR4015N
helpdesk@digisol.com
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3. Connect 3G USB dongle to the USB port on thet&oClick ‘next’ to continue
with the installation.

Quick
Administrator Installation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Connect the 3G Dongle to the USB Port on the Router

Service & support

toll free - 1800 209 34444 DG-BR4015N
helpdesk@digisol.com

4. Power ON the router. It will take approximat8ly seconds for router to boot
up completely. Ensure that all the LED’s on theter are ON. If not, try the
above steps again else click ‘next’ to continiih the installation.

Quick g
Administrator Instailation User Manual Reboot
Guide digisol.com

Welcome to DG-BR4015N Quick Setup Wizard

Connect Power Adapter to router and Power ON the router

O

l

(USE iy —m

Service & support

toll free - 1800 200 34444 DG-BR4015N
neipdesk@digisol com
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5. Connect your desktop/notebook to one of the Ipdis (1~4) of the router.
Click ‘next’ to continue with the installation.

Quick a:
Administrator Instaliation User Manual Reboot
Guide digisol.com

Welcome to DG-BR4015N Quick Setup Wizard

Connect your PC with the LAN Port on the router and assign a
static IP to PC with IP as 192.168.2.10, subnet mask as
255.255.255.0 and gateway as 192.168.2.1

M

Service & support
toll free - 1800 200 34444 DG-BR4015N
helpdesk@digisol.com

6. Enter the IP address of the router (defaultdP.168.2.1 will automatically
appear). Click ‘Login’ to continue with the taflation.

Quick
Administrator Installation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Login the Router

IF Address: 192.168.2.1

Service & support

toll free - 1800 209 34444 DG-BR4015N
helpdesk@digisol.com
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7. Default Username is admin and Password is adntick ‘OK’ to continue
with the installation.

Quick !J
Administrator Installation User Manual Reboot
Guide digisol.com

Connect to 192.168.2.1 @@
f— i
2\

R

p Wizard

The server 192.168.2.1 at DG-BR4015N requires a username
and password.

N Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: €3 admin v:
Password: ;'.fff? 1

[ Iremember my password

=) (o)
e

Service & support

toll free - 1800 209 34444 DG-BR4015N
helpdesk@digisol.com

8. Below screen will display the Router Setup Wizsteps. Click ‘next’ to
continue with the installation.

Quick
Administrator Installation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard
Welcome to Router Setup Wizard

Step 1. Wan Interface Setup
Step 2: Lan Interface Setup

step 3: Wireless Setup

Service & support

toll free - 1800 200 34444 DG-BR4015N
helpdesk@digisol.com
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9. Select the type of Internet connection you wiesket. Click ‘next’ to continue
with the installation.

Quick =
Administrator Instaliation User Manual Reboot
Guide digisol.com

Welcome to DG-BR4015N Quick Setup Wizard

Welcome to Router Setup Wizard
Step 1: Wan interface Setup

Service & support

l G l S D L i ee 10w 2 DG-BR4015N

i) If “Wan Interface Setug is set toDHCP then the following screen will appear.
Enter any Hostname, this field is optionalckCinext’ to continue with the
installation.

Quick g
Administrator Installation User Manual Reboot
Guide digisol.com

Welcome to DG-BR4015N Quick Setup Wizard

Welcome to Router Setup Wizard
Step 1: Wan Interface Setup->Dhep Setup

Host Nare |

Service & support
toll free - 1800 200 34444 DG-BR4015N
halodeck@dinienl ~om
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i) If “Wan Interface Setup' type is set tdStatic IP then following screen will appear.
Enter the IP address, Subnet Mask, Defauktay and DNS address provided by
ISP in the screen shown below and cliséxt’ to continue with the installation.

Quick
Administrator Installation User Manual
Guide diglsol.com

Welcome to DG-BR4015N Quick Setup Wizard

Welcome to Router Setup Wizard
Step 1: Wan interface Setup->Static IP Setup
192.168.8.1

2595.255.235.0

192.160.6.254

Service & support
toll free - 1800 200 34444 DG-BR4015N
helpdesk@digisol.com

i) If “ Wan Interface Setup type is set td?PPoEthen following page will appear.
Enter the PPPoE Username and Password asi@ddwy ISP and clickiext’ to
continue with the installation.

Quick
Administrator Installation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Welcome to Router Setup Wizard
Step 1: Wan interface Setup->PPPoE Setup

User Name pppoe_user
i ooy

Service & support

-’—-3 I G l S D I_ toll free - 1800 209 34444 DG-BR4015N

helpdesk@digisol.com
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10. Configure the 3G connection parameters as showre following screen.
Click ‘next’ to continue with the installatio

Quick
Home Administrator Instaliation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Welcome to Router Setup Wizard
Step 1: Wan interface Setup->3G Mode Setup
Country Select

ISP

reamnet

Service & support

toll free - 1600 200 34444 DG-BR4015N
helpdesk@digisol.com

Parameter Description

Country Select the Country from drop-down listdft listed select Manual.
ISP Select ISP from drop-down list.

APN Enter the APN (Access Point Name) provided ®y |

Dial Number Enter the dial number provided by yt&fP

Username Enter Username if provided by your ISK fiéld is optional
Password Enter Password if provided by your ISK fiéld is optional

PIN Enter PIN if provided by your ISP. This fiekl optional

16
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11. On the following screen the Default IP addi(@82.168.2.1) of router is
displayed. If you wish to modify the LAN IP@mess of the router then enter a
new valid IP here. Click ‘next’ to continuettvithe installation.

Note: If your notebook/desktop computer is set WP then please change it to
static IP address in the same subneta®thouter IP.

Quick
Home Administrator Instaliation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Welcome to Router Setup Wizard

Step 2: Lan Interface Setup

IP Addre 192.168.2.1
Subinet 2552562850

Service & support

toll free - 1800 209 34444 DG-BR4015N
helpdesk@digisol.com
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12. In the following screen, assign a SSID to ywireless network. Default
SSID is DG-BR4015N. Secure your wireless oekwy selecting an
encryption as WPA/WPA2. Enter 8~63 charadsrencryption key. Click
‘finish’ to complete the installation.

Quick
Administrator Instaliation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Welcome to Router Setup Wizard
Step 3: Wireless Setup

DG-BRA4015M

Service & support

toll free - 1800 209 34444 DG-BR4015N
helpdesk@digisol.com

13. In this screen you can see log information.tBowill update the settings.
This indicates that the settings are saveddaouter.

Quick 2
Administrator Instailation User Manual '
Guide digisol.cem

Welcome to DG-BR4015N Quick Setup Wizard

Message Box
System Setting Up Log Information
Setting [nvram_set wanConnectionMode 3G]

successtullyl10:20:43]
Setting [nvram_set vwan_3g_apn UNINET]...
= if

Setting [nvram;set Wanfégu:in et 23
syccesstully[10:28:47]

Setting [mvram_set _\p.addr 1921682 1]...

Service & support

3 'GlsDL toll free - 1800 200 34444 DG-BR4015N

helpdesk@digisol.com
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14. Click “Reboot” button to reboot the router.

Quick
Administrator Instaliation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Restart Router System

AFe you sure restart the s

Service & support
toll free - 1800 209 34444 DG-BR4015N
nelpdesk@digisol.com

Please wait for 60 seconds till the rougdoots.

Quick
Administrator Instaliation User Manual Reboot
Guide

Welcome to DG-BR4015N Quick Setup Wizard

Are you sure :
. The systern is restarting now.

Please waiting for 60 seconds

Service & support
toll free - 1800 209 34444 DG-BR4015N
helpdesk@digisal.com

Congratulations! Your router configuration is now finished.
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2-2 Connecting to 3G router by web browser

After the network connection is setup, next stefo isetup the router with proper network
parameters, so it can work properly in your netwamiironment.

Please use the web browser to configure the roait@mputer with wired Ethernet
connection to the router is required for this firgte configuration.

Before you start to configure the router (defaBItLBP2.168.2.1), please configure the IP
address of the computer in the same network Cka#isa of the router.

2-2-1 Windows 95/98 IP address setup

1.

Click *Start’ button (it should be located at lowleft corner of your computer), then
click control panel. Double-click ‘Network’ iconnd Network window will appear.
Select ‘TCP/IP’, then click ‘Properties’.

Hetwork EHE |

Configuration | Identificatiu:unl ACoess I:::untrcull

The following network, components are installed:

Client far Microzoft Metwork.s
Client far Metwfare Metworks
SMC EtherPower Adapter [SkCE432)
|Piy'S Fed-compatible Protocaol

LI T

mEENN
et ",

° . 5
Z Froperties. .. R |

Add... Femove

Primary Metwark, Logon:
I Client for Microzoft Metwork.s j

File and Print Sharing... |

Dezcription

TCPAIP iz the protocol you use to connect ta the Internet and
wide-area network.s,

k. | Cancel

DG-BR4015N User Manual
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2. Select ‘Specify an IP address’, then input til®#ing settings
in respective field:

IP address: 192.168.2.2
Subnet Mask: 255.255.255.0
Gateway: 192.168.2.1

Click ‘OK’ when finish.

TCP/IP Properties |

Bindingz I Advanced I DMS Canfiguration |
G atewway | WwikS Configuration IF Address

A P addrezz can be automatically azzigned bo thiz computer
by a DHCP zerver. If pour network. does nat have a DHCF
zerver, ask pour network. adminiztrator for an addrezz, and then
type it in the zpace below.

" Obtain an IP address from a DHCP server
" Specify an IP address:

|P &ddress:

192 1658 . 2 . 2

SubnetMask: | 255 255 255 . 0 |

coee_|
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2-2-2 Windows 2000 IP address setup

1. Click *Start’ button (it should be located awer-left corner of your
computer), then click control panel. DoubleskliNetwork and Dial-up
Connections’ icon, Right click on ‘Local Area@hection’ and select
‘Properties’, Local Area Connection Propertisdow will appear.
Select ‘Internet Protocol (TCP/IP)’, then cli€koperties’

Local Area Connection Properties e

[3eneral |

Connect uzing:

I Fealelk BTLE023(45] PCI Ethernet Adapter

Components checked are used by thiz connechion:

Client for Microsaft Metwarks
[V File SHEPTRAEN Strewima b ficrosoft Networks
‘.

:. E|Intermet Protocal [TCR/AF) 3G
o
.......lllllIIIIII-----“‘\
. “‘---...-....0
Install... Urinztall | 4 Properties s
LI
— Deszcription

Tranzmizzion Control Protocol/lnternet Protocol. The default
wide area network protocol that provides communication
acrogs diverse interconnected netwarks.

W Show izon in taskbar when connected

Ok Cancel
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2. Select ‘Use the following IP address’, then inghe following
settings in respective field:

IP address: 192.168.2.2
Subnet Mask: 255.255.255.0
Default gateway: 192.168.2.1

Click ‘OK’ when finish.

Internet Protocol [TCPAIP) Properties |
General I

“f'ou can get P settings assigned automatically if your network supports
this capability. Othensise, you need to ask vour network. administratar for
the appropriate IP settings.

" Obtain an |P addiess automatically
% |Uze the following IP address:

1P addiess: {192 1B 2 2
Subnel mask: | 285 285 285 00
Default gateway: [192 188 2 . 1

£ A Etam N G e S aiess S ame iy
& Usze the following DNS server addiesses:
Preferred DNS server: |

Altemate DNS server. |
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2-2-3 Windows XP IP address setup

1. Click *Start’ button (it should be located awer-left corner of your
computer), then click control panel. Click ‘M&rk Connections’, Right click on
‘Local Area Connection’ and select Propertiescdl Area Connection
Properties window will appear. Select ‘InterRedtocol (TCP/IP)’,
and then click ‘Properties’.

-i- Local Area Connection Properties

General | Advanced

Connect using:
EZ Marvel vukon BBER007./8003/8070 | Configure... |

Thiz connection uzes the following iterns:

% Link-Layer Topology Dizcovery Rezponder ~
e | I () (TR 2l =] +3.7.5.0

Earr'lEat Frotocal [TCPAR] I
w
< B
> N
[ Inztall... ] |S Froperties 2
Drezcription

Tranzmizzion Cantral Protocal/lnternet Protocal. The default
wide area network, protocaol that provides communication
acrass diverse interconnected netwarks.

Show icon in notification area when connected
Muatify me when thiz connection haz limited or no connectivity

0F. l [ Cancel
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2. Select ‘Use the following IP address’, then inghe following
settings in respective field:

IP address: 192.168.2.2
Subnet Mask: 255.255.255.0
Default gateway: 192.168.2.1

Click ‘OK’ when finish.

Internet Protocol (TCP/IP) Properties

| General

You can get 1P sethngs assigned automahcally if your network, suppoarts
thiz capability, Othensize, you need to ask your network administrator for
the appropnate [P settings.

) Obtain an IP address automatically
{¥) Uge the following |P address:

X

|F addness: 192.168. 2 . 2 | E |
2 Subnet mask: 25 .265.25% 0 | =
| & .
* Default gateway: 192 .168 . 2 1 .

{#) Use the following DNS server addiesses:
Prefened DNS server i |

Altermate DNS server . . [

LRl
. -...
A2 *

E ]9 }[ Cancel J
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2-2-4 Windows Vista IP address setup

1. Click *Start’ button (it should be located awer-left corner of your
computer), then click control panel. Click afiew Network Status and
Tasks’ and then click on ‘Manage Network Corimgrs’. Right-click
‘Local Area Connection’, then select ‘Propestid.ocal Area
Connection Properties window will appear, seleternet Protocol
Version 4 (TCP / IPv4), and then click ‘Propest

T.;. Local Area Connection Properties x
Metworking ]

Connect using:
'IEP' Intel(R} PRO/1000 MT Metwork Connection

This connection uses the following tems:

v "8 Clignt for Microsoft Metwarks

| 8005 Packet Scheduler

v J%F“E and Printer Sharing for Microsoft Networks

?J_ﬁ--lntenﬂet'rmm'rﬁﬁ@ﬁlyﬁ}

NAWEN et Protocol Version 4 (TCP/IPvd)
rﬂ'-ﬂf-ﬂjm&t:wﬁﬂpmr-ﬂiuwmﬂﬂﬁﬁérl N Driver

[ -2 Link-Layer Topology Discovery Responder

. LS

Y3
(3
b

puEEEEEEy
. "o,

“
Install... Urimztall i Properties ]“
L2

L4

LT T T T T L
1~ Description - 1
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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2. Select ‘Use the following IP address’, then inghe following
settings in respective field:

IP address: 192.168.2.2
Subnet Mask: 255.255.255.0
Default gateway: 192.168.2.1

Click ‘OK’ when finish.

Fr -
Internet Protocol Version 4 (TCP/IPv4) Properties @lﬁ

e
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Oibtain an IP address automatically

" @ Use the following IP address:

LR R L L L L L TR NN NN RN RN RN NN
/ IP address: " 192.168. 2 . 2 .
- L}

Subriet mask: % 255.,255.255. 0 5

n L]

: .

Default gateway: . 192 .168. 2 . 1 .

. .

n n

byt T srver address ail 3

AEEEEEEE EEEEEEEEEEN

@ Use the following DS server addresses:
Preferred DNS server:

Alternate DNS server:

mEEENy
i N,

L4

‘: Cancel ]

.0
;] |

- *
- “trrannant® <
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2-3 Accessing router’s web GUI

After you assign an IP address to the computem tipeweb browser (Internet Explorer
5.x or above, Firefox, or Netscape) and type thad@ess of router in the address bar as
‘http://192.168.2.1" and hit ‘Enter’ to establisbrmection.

You should see the following authentication window:

Connect to 192.168.2.1

=

W A\

The server 192.168.2.1 at Diz-BR4015M requires a username
and passwaord,

\Warning: This server is requesting that wour username and
passwiord be sent in an insecure manner (basic aukhentication
without a secure connection),

Lser narne: | L % w |

Passwiord; | |

[ ]remember my passwaord

[ Ok, l [ Cancel

Please input user name and password in the fisfzbotively, default user name is
‘admin’, and default password is ‘admin’, then r&3K’ button to enter into web
management interface of this router:
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Following is the Web GUI interface of the router.

@:/ - |g, http:J/152.168.2.1jhome . asp V‘ || % ‘ | L

w e I@DG-BMMSN 150Mbps 'Wirsless Eraadhand 36 Rooter l l & - B = o bPage - ) Tooks -

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Fri2011-11-2511:37:04

Internet Mode(3G) Router Status

Lets take alook at the status of DG-BR4015N Platform.

System Info

Firmware Version 305007 1N}-32M4M-1T1R-V1.2-DIGISOL(20111117) (Nov 17 2011)
Systemn Up Time 49 mins, 38 secs
System Description 150Mbps Wireless Broadband 3G Router

¥ Network

Operation Mode Gateway Mode
Ev—
Connected Type 3G SigM/A Please Insert USB Dongle
WAN IP Address
Subnet Mask

Default Gateway

Frimary Domain Name Server
Secendary Domain Name Server
WAC Address 00:0C:43:30:50:66
Local IP Address 192.168.21
Laocal Metmask 255.255.255.0
Dare [# € nternct H 100% v

TIP: This page shows the eight major setting categes: Wizard,
Internet Mode (3G), Network, Wireless, Firewall, Adrance,
Management, Status. You can jump to another categgrdirectly
by clicking the link.

NOTE: If you can’t see the web management interfageand you're
being prompted to input user name and password agaj it means
you didn’t input username and password correctly. Rease retype
user name and password again. If you're certain ahd the user
name and password you typed please go to Troublesiting
section to perform a factory reset to set the pas@nd back to
default value
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2-4 Using Router Setup Wizard

This router provides a ‘Quick Setup Wizard’ proceguwhich will help you to complete
all required settings you need to access the laetemuickly. Please follow the instructions
mentioned below to complete the ‘Quick Setup’

&) - 2] http://192.168.2.1 home .asp | [#][ x P
-y

W I@D&BMmsN1sthusWwelessBmadhandaeﬂnuter ] I & - B - Page + ) Todks -

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.1682.1  Fri 2011-11-2513:41:50

Internet Mode(3G) Router Status
Let's take a look at the status of DG-BR4015N Platform.

System Info

Firmware Version 3050(X7 1N)-32M4M-1T1R-V1.2-DIGISOL(20111117) (Nov 17 2011)
System Up Time 2 hours, 54 mins, 24 secs

System Description 150Mbps Wireless Broadband 3G Router

Operation Mode Gateway Mode

¥ Management Internet Configurations
Connected Type 3G SigN/A Please Insert USE Dongle.
WAN IP Address

Subnet Wask
Default Gateway

Primary Domain Name Server

Secondary Domain Name Server

WAC Address 00:0C:4330:50:66

Local Network

Local IP Address 192.168.2.1

Local Netmask 0
Done (¥ € Intermet H100% +

Please go to Quick Setup menu by clickMfzard’ button. And the following window
will be displayed:

(. DG-BRA015N 150Mbps Wireless Broadband 3G Router - Windows Internet Explorer - [=]}
@ 2] betpejyas2.168.2. jhome.as o &[4[ x] [ve search |[2

W o |Emammw15uMbpswmesssmaabanaawautev [ |

DG-BR4015N

150Mbps Wireless Broadband 3G Router

Lan:192.1682.1  Fri2011-11-25 13:38:00

Tnternet Mode(3G) Router Setup Wizard

Welcome to Rauter Setup Wizard
You can use this Setup Wizard to quickly configure your new Wireless N 3G router

¥ Wireless

Step 1: Configure Internet connection

Step 2: Configure Wireless Settings

Dore L € Internet Hioo% -
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Here, you can configure the router using wizard ir2 simple steps.

Step 1 : Configure Internet Connection
Step 2 : Configure Wireless Settings

Click ‘Next’ to continue with the Router Setup Widaand the following window will
appear to configure Internet connection.

= DG-BR4015N 150Mbps Wireless Broadband 3G Router - Windows Internet Explorer,

@;‘/ ~ | &] httpariise. 166.2.1 home.asp vl 42 [x] [ |[2

w & I@DG—BRmlesuMbps ireless Broadband 3G Router I I & v B dh - [rPage v (0 Tods v

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

‘Wizard Lan:192.168.2.1  Fri2011-11-25 13:47:22

Internet Mode(3G) Router Setup Wizard

Welcome to Router Setup Wizard.
You can use this Setup Wizard to quickly configure your new Wireless N 3G router

Step 1: Configure Internet connection

& DHCP
¥ Management Choose this, ISP automatically configure this device.
O Static Mode
Choose this, user need to configure this device manually.
© PPPoE(xDsl)
Choose this, user mustinput a username and password for ISP authenticator.
O 3G Mode
3G Modem with USB interface to connect to wireless broadband

[ Back ][ MNext ][ Cancel

Done [3 € Intemnet E 00% -

Stepl:Please choose theternet connection typeyou’re using in this page. There are 4
types of Internet connection, they are:

A. DHCP

B. Static Mode

C. PPPoE (xDSL)

D. 3G

If you're not sure, please contact your Internevise provider. A wrong Internet
connection type will cause connection problem, ymawill not be able to connect to
internet.

If you want to go back to previous step, pleasspiBack’ button at the bottom of this
page. Press ‘Cancel’ to restart the Wizard.
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A. Setup procedure for DHCP

Click on ‘DHCP’ in Internet connection as showrilwe below screen.

Step 1: Configure Internet connection

© DHCP
Choose this, ISP automatically configure this device.
) Static Mode
Choose this, user need to configure this device manually.
© PPPoE(xDsl)
Choose this, user must input a username and password for ISP authenticator.
O 3G Mode

3G Modem with USB interface to connect to wireless broadband

[ Back ” Mesxt ” Cancel ]

Click ‘Next’ to continue with the router setup wida

B. Setup procedure for Static mode

Click on ‘Static Mode’ in Internet connection aneldv screen will appear.

Step 1: Configure Internet connection

Static Mode

IP Address

Subnet Mask

Frimary DMNS Server

| |
| |
Default Gateway | |
| |
| |

Secondary DME Server

Back ” Mext ” Cancel l
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Here are descriptions of every setup item:

Parameter Description

IP address Please input IP address assigned bysgouce provider.

Subnet Mask Please input subnet mask assignedurysgovice provider
Default Gateway Please input the default gatewaigased by your service provide

Please input the IP address of primary DNS sema@rigied by

Primary DNS Servef yqr service provider.

Secondary DNS Please input the IP address of secondary DNS spreeided by
Server your service provider.

NOTE: You must use the addresses provided by your Internet service
provider, wrong setting value will cause connection problem.

NOTE: You can choose this Internet connection method if your
service provider assigns a fixed IP address (also know as static
address) to you, and not using DHCP or PPPoE protocol. Please
contact your service provider for further information.

When you finish with all settings, pressext’; if you want to go back to previous menu,
click ‘Back.

C. Setup procedure for PPPoE mode

Click on ‘PPPoE xDSL' in Internet connection anddvegiven screen will be displayed.

Step 1: Configure Internet connection
User Mame
Password
Werify Password
Keep Alive v

Operation Mode Keep Alive Mode: Redial Period |60 senconds

On demand Mode: [dle Time minutes

Back ] I Mext ] l Cancel
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Here are descriptions of every setup item:

Parameter Description

Username Enter the username provided by ISP
Password Enter the password provided by ISP
Verify Password Re-enter password to verify

There are 3 types of Operation Modes:

» Keep Alive - Internet connection is always alive.

* On Demand - Only connects to Internet when thex&€snnect attempt.

* Manual - Only connects to Internet when ‘Conneatttn is pressed, and
disconnects when ‘Disconnbatton is pressed.

Idle Time Out: Specify the time to shutdown intéroennection after no internet
activity is detected by sjffied minutes. This option is only
available when connectigpetis ‘Connect on Demand’.

D. Setup Procedure for 3G

Please select your STATE, local ISP, and then itipaitocal ISP's APN, PIN, Dial
Number; username, password; click ‘Next’ to conéinu

Wide Area Network (WAN) Settings

You may choose different connechion type suitable for your emironment. Besides, you may also configure parameters
according to the selected connection type.

WAN Connection Type: 3G L
STATE: Manual o
ISP:
AP UMINET
PIN
Dial Mumber 90
Usemame
Password
USHE 3G modem AutoDetect w
Enabled Disable '~
l Back ] [ Mext ] [ Cancel ]
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Step2: Configure Wireless Settings.

JIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 13:11:00

Internet Mode(3G) Router Setu p Wizard

¥ Network Welcome to Router Setup Wizard.

You can use this Setup Wizard to quickly configure your new Wireless M 3G router

Step 2: Configure Wireless Settings

TCPIP Filte
Utl Filter MNetwark Name (SSID) DG-BR4015M

Security | Disable |

Syrstem Security

[

¥ Management

Here is the description of every setup item.

Parameter Description

Network Allows you to change the SSID. Default SSID is D&48)15N.

Name (SSID)

Security Please secure the wireless network usie® W WPA/WPA2
security. Default is Disable.

When you finish with all settings, presspply’; if you want to go back to previous
menu, click Back'.

You will get messageSettings successfulafter applying the settings.
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2-5 Internet Mode Setup (3G)

Configure Internet mode setup manually.

2-5-1 3G mode
If your ISP Internet mode is 3G, then configurefililowing parameters.

Wide Area Network (WAN) Settings

You may choose different connection fype suitable for your environment Besides, you may also configure parameters
according to the selecied conneclion type.

WAHN Connection Type: 3G .

STATE: Manual b

-ISF': l

APN l UMIMET

Fird

Dial Mumber |*B9E

Username

Passwaord

USB 3G modem AutoDstect |

|Enabled | Disable + |

[ Apply ] I Cancel ‘

Parameter Description
State Enter state from pull-down menu. If not lisselect Manual.
APN Enter the APN (Access Point Name) provided ®#. |

Dial Number Enter the dial number provided by yt&#.
Username Enter Username if provided by your IS fiéld is optional.
Password Enter Password if provided by your IS fiéld is optional.
PIN Enter PIN if provided by your ISP. This fiekloptional.

Click Apply to continue with the installation.
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2-5-2 Static (Fixed IP) mode

If your connection mode is static IP, then confegthre following parameters.

Wide Area Network (WAN) Settings

¥ou may choose different connection type suitable for your environment. Besides, you may also cenfigure parameters
according tothe selected conneciion type.

VAN Connection Type:

STATIC (fixed IP)

Static Mode

IF Address

Subnet ask
Default Gateway
-i:'rimaryDNS Senver

ISecondary DNS Server

Enabled Disable
[ Apply l I Cancel |
Parameter Description
IP address Please input IP address assigned bysgouce provider.

Subnet Mask

Please input subnet mask assignedurysgovice provider

Default Gateway

Please input the default gatewaigased by your service provide

Primary DNS Serve

Please input the IP address of primary DNS sema@rigied by
[ your service provider.

Secondary DNS
Server

MAC Address

Please input the IP address of secondary DNS spreeided by
your service provider.

Some ISPs require end-user's MAC addreaccess their
network. Click “Fill my MAC”, register your PC's M8 address.

You can also manually input the MAC address.

Click Apply to continue with the installation.
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2-5-3 DHCP Mode

This router to automatically obtain IP address fygouar ISP, in DHCP mode. If your ISP
does not provide any IP network parameters, séieatonnection and Input Hostname.

Wide Area Network (WAN) Settings

You may choose different connection type suitable foryour environment. Besides, you may also configure parameters
according to the selected connection type.

WAN Connection Type: DHCP (Auto config) v
Hostname
[foptional)
Enabled Disable |
I Apply ] ’ Cancel ]

Click Apply to continue with the installation.

2-5-4 PPPoE Mode

If your ISP provides PPPOE connection, select fABdE option. And enter
the following parameters.

Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also configure parameters
according to the selected connection fype.

WAN Connection Type: i F'P.P_DE (ADSL} V
PPPoE Mode

User Name §§pppoeiuser

(Password T T T TTY ]

Verify Password essesessenen

{Made: | P.(-eep Ali.\.fe v

{Failover: | Disable »
{Operation Mode -

Keep Alive: Redial 60 |seconds
(On demand: ldle Time minutes
MAC Clone
Enabled Disable »
[ Apply J [ Cancel ]
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Parameter Description

Username Enter the username provided by ISP

Password Enter the password provided by ISP

Verify Password Re-enter password to verify

Operation Mode = Connect Keep Alive: Connect automatically to thieinet

after rebooting the system or connection failure.

= Connect on Demand: In this mode, the Internet cotmme
can be terminated.

= Connect Manual: Connect to the Internet by users
manually.

Click “Apply” to continue with the installation.
2-6 Operation Mode

Please click ‘Network menu on the left of web masragnt interface, and the following
screen will be displayed on your web browser.

Here you can configure the operation mode whicuitable for your environment. The
default setting is Gateway. Router supports 2 djggranodes.

B Bridge: All Ethernet and wireless interfaces are bridoed a single bridge
interface. When Bridge mode is applied, NAT getadled.

PIGISOL DG-BRAOLSN

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Mon 2011-11-28 13:09:53

Internet Mode(3G) Operation Mode Configuration

You may configure the operation mode suitable for your environment.

(3 Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface
O Gateway:
Thefirst ethernet port is treated as WAN port. The other ethernet poris and the wireless interface are bridged together

and are treated as LAM ports
¥ Management

I Apply ] [ Cancel
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B Gateway. The first Ethernet port is treated as WAN port. Ditteer Ethernet
ports and the wireless interface are bridged tagethd are treated as LAN ports.

7 DG-BRA015N 15 = [=]]
@.\L.J_. « | &) ntpers192.168.2.1fhome.asp ¥ (42| 5| [Live search [[2

o ddr |f_’éDG-BR4015N 150Mbps Wireless Broadband 3G Router | | S ov Bl = ov b Page v 0 Took -

3 Jlc]i={=] N DG-BR4015N

150Mbps Wireless Broadband 3G Router

Lan:192.168.2.1 Mon 2011-11-28 13:11:11

Internet Mode(3C) Operation Mode Configuration

You may configure the operation mode suitable for your environment.

¥ Wireless

O Bridge;
All ethernet and wireless interfaces are bridged into a single bridge interface.

@Gateway:
The first ethernet portis treated as WAN port The other ethernet ports and the wireless interface are bridged together
and are freated as LAM poris.

¥ Firewall

¥ Management

NAT Enabled |:Enable VI

TCP Timeout: |12

UDP Timeout |10

Apply I [ Cancel ]

Parameter Description
NAT NAT can be enabled or disabled as suitableif@r environment.
TCP Timeout The TCP timeout controls how long trattted data may remain

unacknowledged before a connection is forcefullyoset.
Increasing the user timeouts allows established d@ections t¢
survive extended periods of disconnection.
UDP Timeout The UDP timeout controls how long UDRtad may remain
unacknowledged before a connection is forcefullyoset.
Increasing the user timeouts allows established @bihectiong
to survive extended periods of disconnection.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures.
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2-6-1 IP Address (UPnP)

In this section you can configure LAN parameters.

Please clickIP Address (UPnP) menu on the left of web management interface gund
the ‘Network’ tab and the following screen will be displayedymur web browser.

&l 15N 150Mbps ndows Internet Explorer. - [=]]
@.‘ 2 |2 httpesf192.168.2. 1 home, asp o [#2] [ %] [uve search [P
e dr |f_‘,éDG-BR4U15N 150Mbps Wireless Broadband 3G Router [ | fep = BEI @8 v [k Page = () Tools v

DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Mon 2011-11-28 13:40:25

Internet Mode(3G) Local Area Network (LAN) Settings

You may enable/disable networking functions and configure their parameters as yourwish:

1P Address 192.166.2.1 |

fslmnet Wask [255.255 255.0 ]
¥ Firewall D efault Gateway I .

:Primar_v'DNS Server |B 388 |
¥ Management :Secondar_v'DNS Server . iz_i_4__i-i7|

[MAC Address [o0:0c43:30:50:20

{DHCP Type W»

Istart 1P Address [192.168.2 100

Ena Ip Address i|.192.168.2.200 -|

Subnet lask 255 255 255.0 |

Here are descriptions of every setup item:

Parameter Description
IP address Please input the IP address of thismout
Subnet Mask Please input subnet mask for this m&two

Default Gateway | Please input default gateway for this network.
Primary DNS Please input the primary DNS address for this ng¢wo
Secondary DNS | Please input the secondary DNS address for thigonlket

MAC Address Shows the Router LAN MAC address.
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DHCP Type

Assign IP address dynamically to the DHCP clieDefault is
Enabled.

Start IP Address

Please input the Start IP address for this network.

End IP Address

Please input the End IP address for this network.

Subnet Mask

Please input subnet mask for this network.

Primary DNS

Please input the primary DNS address for this ntwo

Secondary DNS

Please input the secondary DNS address for thvgomlet

Default Gateway

Please input default gateway for this network.

Lease Time

Enter the lease time for DHCP clients.

Spanning Tree

Enable 802.1d to start spanningurezion. Default is Disabled.

LLTD is used by to display a graphical represeatatf the local area

LLTD network (LAN) or wireless LAN (WLAN), to which theomputer is
connected. Default is Disabled.

UPNP UPNP enabled clients are discovered dynamidadifault is Disabled
Enable the DNS Proxy that will relay users’/clie@&S requests to g

DNS Proxy real DNS server IP address. Users no need to gpeaif DNS server

52

IP address. Default is Enabled.

Recommended Value if you don’'t know what to fill:

IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0
802.1d Spanning Tree: Disabled
DHCP Server: Enable

When you finish with all settings, please cliéipply’ button to continue with other

setup procedures.
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2-6-2 Statistics

Here you can view the statistics of 3G router sagimemory statistics, WAN/LAN Tx
and Rx and all interface statistics.

Please clickStatistic menu on the left of web management interface eurlde
‘Network’ tab and the following screen will be displayedymur web browser.

/_DG-BR4015N 150Mbps Wireless Broadband 36 Router - Windaws Inernet Explorer
@CJ o ‘E‘ http:fi192.168.2. 1/home, asp v|'¢,: ) !::.. B
| & -~ B Q:ﬁ * |tz Page - E} Tools -

{;\f & | @DG-BPADISN 150Mbps Wireless Broadband 3G Router [

JIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

]

Wizard Lan:192.1682.1 Mon 2011-11-28 14:43:19

Internet Made{3G) Statistic

¥ Network Take a Look at The DG-BR4015N Statistics

EL

Shatictie [Memory total: 29044 kB

?iﬂemu.ry.leﬂ. 10984 kB
REE S b
¥ Wireless |WAN Rx packets: 019

Ry bytes: {02614

|,
|W

¥ Firewall

[WAN Tx packets: 38359

¥ Advance [WAN T brtes: \2202405
|LAN Ry packets: l1019

Mt [LAN R bites: 92614

¥ Status ;rLAN Tx ﬁaﬁkets‘ Eégsg
[LAN Tx bytes: \2292405
[Mame ima1
RePaciet B
[RxByte .h

[Tx Packet o
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2-6-3 DHCP Client List

Here you can view the DHCP clients connected tadhéer.

Please clickDHCP Clients' menu on the left of web management interface euride
‘Network’ tab and the following screen will be displayedymur web browser.

JIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Mon 2011-11-28 14:51:49

Internet Mode(3G) DHCP Client List

¥ Network You could monitor DHCP clients here.

DHCP Clients

Hostname MAC Address IP Address Expires in
smartlin-ae0d3c2 00:1F:1F:52:BA:BO 1921682101 23:59:54

2-7 WIRELESS

The wireless settings can be quickly configured asreless access point for roaming
client by setting the access identifier (Networknea and channel number. It also
supports data encryption and client filtering. Wigeless Settings contains the following
sections:

Basic

Advanced

Wireless Security

WPS

WDS

AP Clients List

Statistics
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2-7-1 Basic Wireless Setting

This function allows you to define SSID, and Chdrioethe wireless connection. These
parameters are used for the wireless stationsrioem to the Access Point. ClidRasic’
under Wireless, below screen will prompt for BaSetting.

PJIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Wed 2011-11-30 09:30:48

Internet Mode(3G) . . .
Basic Wireless Settings

¥ Network

You could configure the minimum number of Wireless settings for communication, such as Metwork Name (SSI1D) and
¥ Wireless Channel. The Access Point can be set simply with only the minimum setting items.

Basic

Advance

Wireless Security Radio On/Off RADIO OFF

WPS WiFi On/off

WDS Network Mode

AP Clients List Network Name(SSID) Hidden [ Isolated []

Statisties Multiple SSID1 L idden O 1solated O
¥ Firewall Multiple SSID2 |:| Hidden [ Isolated []
¥ Advance Multiple SSID3 |:| Hidden [ Isolated []

Here are the descriptions of every setup item:

Parameter Description

RADIO ON / OFF RADIO indicates the wireless opergtstatus. The wireless
can be turned ON or OFF. When the radio is ON, the
following parameters are in effect.

WIFI ON / OFF Similar to RADIO ON / OFF. Wirelesart be turned ON or
OFF.
Network Mode If all of the wireless devices younw#o connect with this

router can connect in the same transmission maaecgn
improve performance slightly by choosing the appeip
wireless mode. If you have some devices that uifexent
transmission mode, choose the appropriate wireheske.
There are many different configuration options ke to
choose from. Use the drop down list to select thelass
mode.
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Network Name (SSID)

When you are browsing for ala# wireless networks, this
Is the name that will appear in the list (unlessiMlity Status
is set to Hidden, see below). This name is alserred to as
the SSID.

Multiple SSID (1~7)

To add additional wireless Network Names simply
name to the Multiple SSID field and click on applythe
bottom of the page.

Broadcast Network
Name (SSID)

SSID broadcast can be disabled.

AP Isolation

If enabled, will isolate communicatibatween the clients
connected to router wirelessly.

MBSSID Isolation

If enabled, will isolate communiicdm between the clients
from different SSID.

BSSID

MAC Address of AP

Frequency (Channel)

Radio Channel that wireles®RABRter uses to communicat
with wireless clients.

HT Physical Mode description

Operating Mode

Mixed mode: Provides backward compatibility with
IEEE 802.11n/g/b devices.

Green Field: Used for pure network of 802.11n a&
point and clients, taking full advantage of hig
throughput capabilities of MIMO architecture.

Channel Bandwidth

20 MHz: Allows only single chahogeration (20MHz).
20/40 MHz: Allows both single channel operations.

Guard Interval

The guard interval is the perioth@moseconds that the
Gateway listens between packets.

MCS(Modulation
Coding Scheme):

The Modulation and Coding Scheme(MCS) is a valaé th
determines the modulation, coding and number diapa
channels. ( Options: value [range] = 0~7 (1 Tx Stea8~15
(2 Tx Stream), 32 and auto (33). Default is auto.

Reverse Direction Grari

t

When enabled Reverse DoreGrant, the wireless
AP/Router can reduce the transmitted data packitioa by
using the reverse direction protocol. The RDG impg
transmission performance and scalability in a \essl

Aggregation MSDU

This option enables MAC Servicgddnit (MSDU)
aggregation. Default is disable.

Auto Block ACK

Select to block ACK (Acknowledge Nuo@r) or not during
data transferring.

Decline BA Request

D

Ces
Jh-

Select to reject peer BA-Reqoesbt
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Other

HT TxStream HT means High Throughput. The numbéf DT xStream
means how many antennas will transmit data
simultaneously.

HT RxStream The number of HT RxStream means howyraatennas
will receive data simultaneously.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures.

2-7-2 Advance

You can configure wireless using advance featufen&tune the wireless network.

Please clickAdvance menu on the left of web management interface euatide
‘Wireless tab and the following screen will be displayedymur web browser.

2 [[c][=]=]H DG-BRAOLSN

150Mbps Wireless Broadband 3G Router

‘Wizard Lan:192.1682.1 Wed 2011-11-30 09:36:55

Internet Made(3G) Advanced Wireless Settings [

¥ Network Use the Advanced Setup page to make detailed settings for the Wireless. Advanced Setup includes items that are not
available from the Basic Setup page, such as Beacon Interval, Control Tx Rates and Basic Data Rates.

¥ Wireless

Basic

Advanced Wireless
Advance
BG Protection Mode
Wireless Security
Beacon Interval ms (range 20 - 999, default 100)
WPS
Data Beacon Rate (DTIM) ms (range 1 - 255, default 1)
WDSs
Fragment Threshold 2346 (range 256 - 2346, default 2346)
AP Clients List
RTS Threshold 2347 (range 1 - 2347, default 2347)
Statistics
T Power 100 (range 1 - 100, default 100)
¥ Firewall
Short Preamble (O Enable & Disable
¥ Advance
Short Slot ®Enable O Disable
¥ Management Tx Burst ®Enable O Disable
¥ Status Pkt Anoareoate ()Fnahla (I Nieahla

Here are the descriptions of every setup item.
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Parameter

Description

BG Protection
Mode

This mode is a protection mechanism that prevesitisions among 802.11b/g
modes. Below are the choices.

Auto

BG protection mode goes ON or OFF automagcadl needed.
= ON: BG protection mode is always ON.
» OFF: BG protection mode is always OFF.

Beacons

Beacons are packets sent by a wireless routentthegnize wireless devices.
Specify a Beacon Period value between 20 and I0@default value is set to
100 milliseconds

DTIM

A DTIM is a countdown informing clients of theext window for listening to
broadcast and multicast messages. When the wirgless has buffered
broadcast or multicast messages for associatattglie sends the next DTIM
with a DTIM Interval value. Wireless clients detéfo¢ beacons and awaken tg
receive the broadcast and multicast messages.é&fhaltivalue is 1. Valid
settings are between 1 and 255.

Fragment
Threshold

Wireless frames can be divided into smaller urfiiesgfnents) to improve
performance in the presence of RF interferenceaaitite limits of RF coverage|.
Fragmentation will occur when frame size in bygegreater than the
Fragmentation Threshold. This setting should reragits default value of 2346
bytes. Setting the Fragmentation value too low masylt in poor performance.

RTS Threshold

When an excessive number of wirglasket collisions are occurring, wireless
performance can be improved by using the RTS/CTEs|(Rst to Send/Clear ta
Send) handshake protocol. The wireless transmiftebegin to send RTS
frames (and wait for CTS) when data frame sizeybedis greater than the RT
Threshold. This setting should remain at its defeallue of 2346 bytes.

[92)

Tx Power

Adjusts the power of radio signals transmitted fribvea AP. The higher the
transmission power, the farther the transmissiogeaYou also have to ensure
that high-power signals do not interfere with tipem@tion of other radio device
in the service area.

n

Short Preamble

Enables the length of the signal preamble thaseslat the start of a
transmission.

Short Slot Sets the basic unit of time the wirel&BgRouter uses for calculating waiting
times before data is transmitted. Enabling a dimoe slot can increase data
throughput on the wireless AP/Router, but requines all clients can support &
short time slot.

Tx Burst Allows the wireless Router to deliver eetthroughput in the same period and

environment in order to increase speed.

Pkt Aggregate

Increase efficiency by aggregating multiple packétapplication data into a
single transmission frame. In this way, 802.11nwoeks can send multiple dat
packets with the fixed overhead cost of just alsifigame.

-

WMM

Here you can configure WMM parameters.

When you finish with all settings, please cliéipply’ button to continue with other

setup procedures.
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2-7-3 Wireless Security

It's very important to set wireless security sejimproperly If you don’t, hackers and
malicious users can reach your network and valudéta without your consent and this
will cause serious security problem.

To set wireless security settings, Please cligkreless Security menu on the left of
web management interface, under théireless tab and then follow the instructions
mentioned below to set wireless security settings:

Wireless Security if selected Disable

When you select this mode, data encryption is teshland every wireless device in
proximity will be able to connect to your wirelesaiter if no other security measure is
enabled (like Access Control or disable SSID braatc

Only use this option when you really want to all@veryone to use your wireless
router, and you don't care if there’s someone readithe data you transfer over
network without your consent.

A. WEP

When you select this mode, the wireless routerwgd WEP encryption, and the
following setup menu will be shown on your web bsew

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

‘Wizard Lan:192.168.2.1 Tue 2011-11-29 15:40:14

Internet Mode(3G)

¥ Network

¥ Wireless 881D choice DG-BRADIEN +

“DG-BR4015N"

WEP hé

Security Mode

Wire Equivalence Protection (WEP)
Default Key

WEP Key 1:

WEP Keys

WEP Key 3

| |

WEP Key 2: [ \ [Hex |v]
| |
| \

WEP Key 4
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Here are descriptions of every setup item:

Parameter Description

Default Tx Key When ‘WEP’ Encryption is enabled nh&ey 1’ will appear in
this field.

Key Format There are two types of key format: AS&it Hex. When you
select a key format, the number of characters pikié be
displayed.

Encryption Key 1| Input WEP key characters herentlvaber of characters mugt
be the same as the number displayed at ‘Key Forfineédt.

You can use any alphanumerical characters (0-Qpae&zA-Z)
if you select ‘ASCII' key format, and if you sel€étex’ as key
format, you can use characters 0-9, a-f, and Adu Must
enter at least one encryption key here, and ifhate entered
multiple WEP keys, they should not be the same.

Policy If Enabled, as per the policy defined clgewill be either
allowed or rejected to connect wireless network.
MAC Enter the MAC address of client.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures.
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B. WPA-PSK/WPA2-PSK

The WPA or WPA2 mode uses a common password phvalked a Pre-Shared Key,
that must be manually distributed to all clientattivant to connect to the network.
Specify a key as an easy-to-remember form of E#iad numbers. The WPA/WPA2
Preshared Key can be input as ASCII string (8-G8atters).

Following screen appears if you select WPA-WPA2-PSK

T [=]=19 DG-BRA015N

150Mbps Wireless Broadband 3G Router

‘Wizard Lan:192.168.2.1 Wed 2011-11-3 21
Internet Mode(3G) . . . . ]
Wireless Secu rltyIEncry ption Setti ngs
¥ Network
Setup the wireless security and encryption to prevent from unauthorized access and manitaring
¥ Wireless
Basic
Select SSID
Advance
SSID choice DG-BR4015N +
Wireless Security
WPS "DG-BR4015N"
Security Mode WPAWPAZ-PSK v
WDs
AP Clieas List we._________________________________________|
WPA Algarith
Statistics I IE OTKP OaEs OTKIPAES
Pass Phrase [ 12345678 |
¥ Firewall
Key Renewal Interval 3600 -
¥ Advance _ seconds (0 ~4194303)
Access Policy (ACL)
¥ Management
Foliey

¥ Statns
Add a station Mac:

|
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Here are the descriptions of every setup item.

Parameter Description

TKIP will change the encryption key frequently tthance the
TKIP wireless LAN security.

AES uses CCMP protocol to change encryption keyueatly.

AES can provide high level encryption to enhaneeviireless
AES LAN security.

TKIP or AES based on the other communication peer
TKIP/AES automatically.

Pass Phrase

The Pass phrase key is used to authenticate angbédata
transmitted over the wireless network. Enter attl@character
pass phrase as the pre-shared keys.

Key renewal Interval

Router generates key that is actually used foetteeyption
between the host and router at interval defined.

Policy

You can also secure wireless by defininggyol

Add a station MAC

Enter the station MAC Address that will be eithbowed or
rejected as per the policy defined.

When you finish with all settings, please cliéipply’ button to continue with other

setup procedures.
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C. WPA-RADIUS

Wi-Fi Protected Access (WPA) is an advanced secsaténdard. You can use

an external RADIUS server to authenticate wiretgaions and provide the

session key to encrypt data during communicatitoumsés TKIP or AES to change the
encryption key frequently, and this will improvecaaty.

Following screen appears if you seletPA-RADIUS .

DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 'Wed 2011-11-30 10:49:10

| DG-BRA01EN |

iSecurirf WMade

Internet Mode(3G) |SSID choice

\H.WPA—RADIUS v|

WPA Algorithms

| OTP OsEs  TRIPAES

Key Renewal Interval “—3800 seconds (0~ 4194303)

Radius Server

[IP Address | |

AP Clients List Port 1812

|Shared Secret | |

Session Timeout |50
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Here are the descriptions of every setup items.

Parameter Description

TKIP will change the encryption key frequently tthance the
TKIP wireless LAN security.

AES uses CCMP protocol to change encryption keyueatly.

AES can provide high level encryption to enhaneeviireless
AES LAN security.

TKIP or AES based on the other communication peer
TKIP/AES automatically.

Key renewal Interval

Router generates key that is actually used foettoeyption
between the host and router at interval defined.

IP Address

The IP address of external RADIUS server.

Port

The service port of the external RADIUS server.

Shared Secret

The password used by external RADIUS server.

Session Timeout

RADIUS server sets timeout session for the cliastpe the credit
available.

Idle Timeout

Clients will be timeout if it remains idle for timgpecified.

Policy

You can also secure wireless by defining policy.

Add a station MAC

Enter the station MAC Address that will be eithkowed or
rejected as per the policy defined.

When you finish with all settings, please cliéipply’ button to continue with other

setup procedures.
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D. WPA2-RADIUS

WPAZ2 is advanced and upgraded form of WPA. WPAZipkes better and secure
wireless network as compared to WPA.

Following screen appears if you seléstPA2-RADIUS’

3 |[c]f=]=]N DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Wed 2011-11-30 11:48:43

" []
Internet Mode(3G) SSID choice DG-BR401EN

¥ Network
Security Mode WPAZ-RADIUS  »

¥ Wireless

Basic

Advance

WPA Algorithms OTKIP CaEs O TKIPAES
] Key Renewal Interval seconds (0 ~4194303)
WES PMK Cache Period iRt
B Pre-Authentication (3 Disable () Enable

S c
Statistics lfddises [ ]

¥ Firewall Part 1512
¥ Advance Shared Secret I:I
¥ Management Session Timeout D

—
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Here are the descriptions of every setup items:

Parameter Description

TKIP TKIP will change the encryption key frequently tthance the
wireless LAN security.

AES AES uses CCMP protocol to change encryption keyueatly.
AES can provide high level encryption to enhaneeviireless
LAN security.

TKIP/AES TKIP or AES based on the other communication peer

automatically.

Key renewal Interval

Router generates key that is actually used foettoeyption
between the host and router at interval defined.

PMK Cache Period

WPAZ2 wireless clients and wireless AP cache theltesf 802.1X
authentications. Therefore, access is much fadtenwa wireless
client roams back to a wireless access point tehvthie client
already authenticated.

Preauthentication WPAZ2 wireless client can perform an 802.1X authetion with
other wireless access points in its range whenstill connected to
its current wireless access point.

IP Address The IP address of external RADIUS server.

Port The service port of the external RADIUS server.

Shared Secret

The password used by external RADIUS server.

Session Timeout

RADIUS server sets timeout session for the cliastpe the credit
available.

Idle Timeout

Clients will be timeout if it remains idle for timgpecified.

Policy

You can also secure wireless by defining policy.

Add a station MAC

Enter the station MAC Address that will be eithbowed or
rejected as per the policy defined.

When you finish with all settings, please cliéipply’ button to continue with other

setup procedures.
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2-7-4 WPS (Wi-Fi Protected Setup)

Wi-Fi Protected Setup (WPS) is the simplest walguibd connection between wireless
network clients and this wireless router. You ddvate to select encryption mode and
input a long encryption passphrase every time wlenneed to setup a wireless client,
you only have to press a button on wireless ckert this wireless router, and the WPS
will do the rest for you.

This wireless router supports two types of WPShHBistton Configuration (PBC), and
PIN code. If you want to use PBC, you have to pushecific button on the wireless
client to start WPS mode, and switch this wirelegger to WPS mode too. You can push
Reset/WPS button of this wireless router, or cli&gtart PBC’ button in the web
configuration interface to do this; if you wantuse PIN code, you have to know the PIN
code of wireless client and switch it to WPS mdtlen provide the PIN code of the
wireless client you wish to connect to this wirelesuter.

Please clickWPS menu on the left of web management interface gunide Wireless
tab, and the following screen will be displayedyonr web browser.

DG-BR4015N

150Mbps Wireless Broadband 3G Router

Lan:192.168.2.1 Tue 2011-11-29 17:17:14

Wi-Fi Protected Setup

You could setup security easily by choosing PIN or PEC method to do Wi-Fi Protected Setup.

WPS Config

|WPS IrEnahIe V|

WPS Summary

[WPS current Status: Idle
i.".“.’PS Configured: .Yes
[wPs ssiD: |DG-BRADIEN
[WPs Auth Mode: Open
|WPS Enciyp Type: Maone
. i.".“.’PS Default Key Index .1
kil |WPS Key(ASCll)
|AP PIN: 31662408
¥ Management | Reset OOB
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Here are the descriptions of every setup item.

Parameter Description

WPS mode Select Enable from drop down list to S$é#?S function.

PBC Select PBC if you wish to connect using pusgtton. Also, enable
PBC on clients so they can connect with WPS sacurit

PIN Enter the PIN obtained from client into theiter so as to connect
using WPS security.

You can view the WPS current status under summary.

2-6-5 WDS (Wireless Distribution System)

WDS mode is used to extend the wireless networkm@age. The AP/Router can be
linked to other AP using WDS. To set up links bedaw@ccess point units, you must
configure the Wireless Distribution System (WDS)arding table by specifying the
wireless MAC address of all units to which you wemtorward traffic.

This uses the MAC addresses of the station andfithe AP connected to it on the
transmitting LAN, and the MAC addresses of the ARctioning as a wireless
repeater/bridge and that of the station connedéon a neighboring LAN in the 802.11
frame header.

Note: The wireless AP/Router does not support thgpanning tree algorithm. WDS
links should be configured appropriately to avoid ausing loops on the network.

To setWDS settings, Please clickVDS' menu on the left of web management interface,
under the Wireless tab.

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.168.21 Tue 2011-11-29 16:15:35

Internet Mode(3G) . = = =
Wireless Distribution System(WDS)

Use WDS to Extend your wireless network Coverage!
¥ Wireless

Wireless Distribution System{WDS)

Disable

Lazy Mode
Bridge Mode
Repeater Mode

Apply cel

Here are the descriptions of every setup item.
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Parameter Description

WDS Mode WDS mode is disabled by default. You can set WDS dlifferent
modes.

Lazy Mode Operates in an automatic mode that detects anasl&abDS peer

addresses without the need to configure a WD &gty This feature
allows the wireless AP/Router to associate witrephP/Router in the
network and use their WDS MAC list.

Bridge Mode Operates as a standard bridge that forwards tiadétiween WDS links
(links that connect to other AP/wireless bridgére you need to
configure WDS MAC list.

Repeater Mode | Operates as a wireless repeater, extending the fangemote
wireless clients and connecting them to an AP ustpgater mode.

If you are finish with the settings, please cligipply’ button to continue with setup
procedure.

2-7-6 AP Clients List

Displays the Clients lists that are associatedRéRbduter.

3 l[c][=]=]W DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 16:27:45

Internet Mode(3G) . .
AP Clients List
¥ Network
You could monitor clients that are associated to this AP here.

Wireless Network

MAC Address Aid  |PSM MimoP3 MCS BW SGlI |STBC
00:19:5B:10:8F1E 1 0 3 7 20M 1 0
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2-7-7 Statistics

Displays the Wireless Tx/Rx statistics.

DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Tue 2011-11-29 16:33:16

Internet Mode(3G) . . L.
Transmit/Receive Statistics
¥ Netwark
The Status page shows the Wireless TransmitReceive Statistics

Transmit Statistics

TxSuccess 13692
Tx Retry Count 125
Wireless Security Tx Fail after retry 3
RTS Sucessfully Receive CTS V]
RTS Fail To Receive CTS 0

AP Clients List Frames Received Successfully 363308

Frames Received With CRC Errar 177654

SNR 25, n/a, nfa

Reset Counters
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2-8 Firewall

A firewall is designed to permit or deny network transmissimased upon a set of rules
and is frequently used to protect networks fromutinarized access while permitting
legitimate communications to pass. The firewall aso block users from accessing the
specific URL.

Please clickFirewall’ menu on the left of web management interface,taedollowing
screen will be displayed on your web browser.

3 l[c][=]=]MW DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 12:50:40

Internet Mode(3G) Remote management

Remote management (via WAN)
¥ Network

¥ Wireless Ping form WAN Filter

Ping form WAN Filter

Block Port Scan

Block port scan

TCP/IP Filter
Utl Filter

System Security Block SYN Flood

Block SYN Fload

¥ Management

Stateful Packet Inspection (SPI)

SPI Firewall

61

@ 1800-209-3444 (Toll Free)
& helpdesk@digisol.com g sales@digisol.com ( www.digisol.com



3 I GI s D L DG-BR4015N User Manual

2-8-1 QoS (Quality of Service)

You may setup rules to provide Quality of Servicamgntees for specific applications.

To set QoS settings, Please cliQoS BwLimit' menu on the left of web management
interface, under thd=irewall’ tab and following screen will be displayed.

DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-2912:14:42

Internet Mode({3G)

Quality of Service Settings

¥ Netwark You may setup rules to provide Quality of Service guarantees for specific applications.

¥ Wireless

¥ Firewall
QoS Setup

:Ouality' of Senvice ‘ Dizahle V|

TCPIP Filter |Upload Bandwidin: [l Usar defined ~ | Bitsrmes

U Filter :.Download Bandwidth; |[ User definz Bits/sec

208 Modet Il orr
1 H

I f 5
Reseived bandwidih: Il € (10% is recommanded)

If you are finish with the settings, please cli@ubmit’ button to continue with setup
procedure.

2-8-2 TCP/IP Filter

In this section you can setup firewall rules udib§C/IP/Port Filtering to restrict certain
types of data packets from your local network terdnet through the router.
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Please click TCP/IP Filter menu on the left of web management interface, uttee
‘Firewall’ tab and the following screen will be displayedymur web browser.

3 |[c][=]=]N DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Wed 2011-11-30 09:49:35

Internet Made(3G)

MAC/IP/Port Filtering Settings

¥ Network You may setup firewall rules using MAC/AP/Port Filtering to restrict certain types of data packets from your local network to

Internet through the router

Basic Settings
TCP/IP Filter WMACHPIPort Filtering
Default Policy — The packet that don't match with any rules would be: || Dropped. %

¥ Management

MAC/P/Port Filter Settings
Source MAC address l:l

Firet 1D Addrnee

By default, the MAC/IP/Port Filtering feature isdbled.

Note : When Access Control is disabled, every deon the LAN has unrestricted
access to the Internet. However, if you enable Fdting, Internet access is restricted /
allowed for those devices that have an Access CoakiPolicy configured for them.

All other devices will match with default policy ard will be dropped or allowed as
per the default policy configured.

Here are the descriptions of every setup item.

Parameter Description

Source MAC Address  Enter the Source MAC Addres.

Dest IP Address Enter the Dest IP Address.

Source IP Address Enter the Soure IP Address.

Protocol Enter the Protocol TCP/UDP/ICMP.

Dest Port Range Enter Destination port range.

Source Port Range Enter Source port range.

Action Enter the Action either Accept or Reject.
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When you finish with all settings, please cliéipply’ button to continue with other
setup procedures. If you want to reset the setliicg on ‘Reset.

2-8-3 URL Filter

URL Filter is a web solution that blocks web-sigesess according the URL Filter
String.

Please clickURL Filter ' menu on the left of web management interface eutide
‘Firewall’ tab and the following screen will be displayedymur web browser.

3 |[c][=]{=]™ DG-BR4015N

150Mbps Wireless Broadband 3G Router
‘Wizard Lan:192.168.2.1 Tue 2011-11-29 12:25:49
Internet Mode(3G) You can setup Content Filter to restrict the improper content access.

Webs Content Filter

Filters: O Proxy [ Java [ Activex

TCP/IP Filter

Webs URL Filter Settings

M URL

o

Y Nanagement

Utl Filter

System Security
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Here is the description of every setup items:

Parameter Description

There are 3 options. When this options are chegked
Web Content Filter | it will filter objects supporting proxy, java and

active X.

Web URL Filter URL Filter blocks web-sites access according to
the URL Filter String.

Web Host Filter URL Filter blocks web-sites access according to

the Keyword String.

Click on ‘Add’ to add the URL strings for filtering. If you watd delete any of the URL
string click ‘Deleté button.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures. If you want to reset the setficg on ‘Reset.
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2-8-4 System Security

You can configure system firewall to protect AP/Raydrom attacks.

Please clickSystem Security menu on the left of web management interface euride
‘Firewall’ tab and the following screen will be displayedymur web browser.

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 12:50:40

Internet Mode(3G) Remote management

Remote management (via WAN)

¥ Network

¥ Wireless Ping form WAN Filter

Ping form WAN Filter

Block Port Scan

Block port scan

TCP/P Filter
Ut Filter

System Security Block SYN Flood

Block SYN Flood

¥ Management
Stateful Packet Inspection {SPI)

SPIFirewall
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Here are the descriptions of every setup item.

Parameter Description

Remote Management | Allows you to access router remotely.

Ping from WAN Filter | If Enabled, will block all ICMP packets on the WAN

port.
Block Port Scan To block the suspected port scan flood.
Block SYN Flood To block the suspected SYN flood.
SPI Stateful Packet Inspection keeps track of the sthte

network connections (such as TCP streams, UDP
communication) traveling across it.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures. If you want to reset the sedliicg on ‘Reset.

2-9 Advance

In this section you can configure advance setikgyDDNS, Routing, DMZ, Port
Forwarding and run System command as a root.

2-9-1 DDNS Domain

Use DDNS only if you have purchased your own donnaime and registered with a
dynamic DNS service provider. The following screedisplayed when you click on
‘DDNS menu on the left of web management interface eutige Advance tab.

PJIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.16821 Tue 2011-11-29 10:22:42

Internet Mode(3G)

Dynamic DNE Setting

¥ Netwark

You may setup Dynamic DMS setting here.

DDNS Settings

Dynamic DNS Provider MNone b

DDNS | |
Apply ] [ Cancel ]
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Here are the descriptions of every setup item.

Parameter Description

Dynamic DNS Select a dynamic DNS service provider from the etop/n
Provider list.

Account Enter the account provided by your service provider
Password Enter the password provided by your service pravide
DDNS Enter your host name, for example: myhost.mydomain.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures.

2-9-2 Routing

With static routing, the router can forward packatsording to your routing rules.
In this section you can manually create and rensbatc route.

The following screen is displayed when you click' Biouting’ menu on the left of web
management interface, under tielvance tab.

3 [[c]=]=] N DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 11:26:30

fntemetedeGO) Static Route Setting

¥ Netwark . . . .
You may add or remove custom routing rules using Static Router Settings.

Destination I:l
Range

Interface | LAN v ||

¥ Management
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Here is the description of every setup items.

Parameter | Description
Destination | Destination IP address of packets that will take tbute
Range Select either range of IP address or Single host

Specifies the next hop to be taken if this routesisd. A
Gateway gateway of 0.0.0.0 implies there is no next hop, the IP
address matched is directly connected to the rautéhe
interface specified LAN or WAN.

Specifies the interface : LAN or WAN that the IRckat
Interface must use to transit out of the router, when thigeas
used.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures. If you want to reset the sedliicg on ‘Reset.

2-9-3 DMZ

DMZ means "Demilitarized Zone." If an applicatioashtrouble working from behind the
router, you can expose one computer to the Intenmettrun the application on that
computer.

The following screen is displayed when you click'BiMZ* menu on the left of web
management interface, under tAelvance tab.

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-20 11:34:15

Internet Mode(3G)

DMZ Settings

¥ Network A .
You may setup a De-militarized Zone(DWZ) to separate internal network and Internet.

¥ Wireless

DMZ Settings
DMZ Setlings

DMZ IP Address | |

Except TCP port 80
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Here is the description of every setup items:

Parameter Description

. Putting a computer in the DMZ may expose that
DMZ Settings | computer to a variety of security risks. Use o thption
is only recommended as a last resort.

DMZ IP Specify the LAN IP address of the LAN computer tha
Address you want to have unrestricted Internet communicatio
Except TCP

port 80 If you wish to block port 80 enable this option.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures. If you want to reset the setficg on ‘Reset.
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2-9-4 Port Forwarding

This function allows you to redirect a single portconsecutive ports of Internet IP
address to the same port of the IP address orabrietwvork. The port number(s) of
Internet IP address and private IP address (tlaeltiPess on local network) must be the
same. If the port number of Internet IP addresspaivéite IP address is different, please
use ‘Virtual Server’ function, described in nextten.

Please clickPort Forwarding’ menu on the left of web management interface gand
the ‘Advanceé tab and the following screen will be displayedymur web browser.

PJIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.]1 Tue 2011-11-29 11:46:09

Internet Mode(3G)

Port Forwarding
Port Forwarding

Protocol

(The maximum rule countis 32.)

¥ Management
Current Port Forwarding in system:

Mo IP Address Port Range Protocol Comment

Here is the description of every setup items:

Parameter Description

Port Forwarding Specifies whether the entry will be active or inazt

IP Address The IP address of the system on your internal nédwat
will provide the virtual service, for example 192812.20

Port Range Enter the range of TCP or UDP ports to be opened.

| Select the protocol used by the service. The conthoites
Protoco UDP, TCP, and both UDP and TCP can be selectedtiiem
drop-down menu.
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When you finish with all settings, please cliéipply’ button to continue with other
setup procedures. If you want to reset the setficg on ‘Reset.

Virtual Server

This function allows you to redirect a port on hmiet IP address (on WAN port) to a
specified port of an IP address on local netwooky@u can setup an Internet service on
the computer on local network, without exposingritinternet directly. You can also
build many sets of port redirection, to provide mdifferent Internet services on
different local computers via a single InterneatRiress.

Please clickVirtual Server’ menu on the left of web management interface euride
‘Advance tab and the following screen will be displayedymur web browser.

PIGISOL EEGHE
150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 11:54:30

Internet Mode(3G)

Virtual Server
R Virtual Server

Public Port [ ]

Private Port

Protocol

(The maximum rule countis 32.)

Here is the description of every setup items:

Parameter Description

Virtual Server Specifies whether the entry will be active or inagt

IP Address The IP address of the system on your internal netwat
will provide the virtual service, for example 192812.20

Public Port The port that will be accessed from the Internet.

Private Port The port that will be used on your internal network

| Select the protocol used by the service. The comrhoices

Protoco UDP, TCP, and both UDP and TCP can be selected thiem

drop-down menu.
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When you finish with all settings, please cliéipply’ button to continue with other
setup procedures. If you want to reset the sedliicg on ‘Reset.

2-9-5 System Command

In this section, you can run a system commanda@is ro

DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue2011-11-2912:00:56

Internet Made(3G)
i System Command

Run a system command as root

System command

¥ Firewall

iCUmmand. ||

¥ Management

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures.
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2-10 Management

In this section you can configure the admin pasdwdiT P setting, Factory setting and
Upload firmware.

2-10-1 System Management

Please clickManagement tab and the following screen will be displayed ooryweb
browser.

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Tue 2011-11-29 09:36:03

Language Settings
¥ Network SelectLanguage English M

[ Apply ] [ Cancel ]

Adminstrator Settings

Account admin

Internet Mode(3G)

¥ Management
Password

[ Apply ] [ Cancel ]

Settings File(Factory)
NTP Settings

Current Time [Sat Jan 100:36:39 UTC 2000|[_ Sync with host |

Upload Firmware

Time Zong: [ (GMT+05 30} India v|

NTP Server

Ex: time.nist.gov

MNTP synchronization(hours)

150Mbps Wir Apply ] [ Cancel ]

Copyright ¢
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Here is description of every setup items.

Parameter Description

Language Select English or Simple Chinese as per the usst.ne
Settings Recommended is English.

Administrator | Enter a password for the user "admin", who willéav
Setting full access to the Web-based management interface

NTP Settings

. Displays the time currently maintained by the roulfe
Current Time | this is not correct, use the following options tmfigure
the time correctly.

Time Zone Select your local time zone from drop down menu

Select a Network Time Server for synchronizatioauY
NTP Server can type in the address of a time server. If yateha
trouble using one server, enter another.

Sync with Host | select this option if you want to sync router timigh
your desktop.

When you finish with all settings, please cliéipply’ button to continue with other
setup procedures.

75

@ 1800-209-3444 (Toll Free)
& helpdesk@digisol.com g sales@digisol.com ( www.digisol.com



3 I GI s D L DG-BR4015N User Manual

2-10-2 Settings File (Factory)

In this section you can save system settings, pprixg the configuration file, restoring
by importing the file or reset router to factoryfaldt setting.

Please clickSettings File (Factory) menu on the left of web management interface,
under the Management tab and the following screen will be displayedymur web
browser.

PIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 09:55:09

i Mode(3G) =
fermet MedeSe) Settings Management

¥ Network You might save system settings by exporting them to a configuration file, restore them by impoering the file, or reset them to

factory default.
¥ Wireless

Export Settings

. . Import Settings
Settings File(Factory)

Settings file location [ [(Browse..

[ Import ] [ Cancel ]

Load Factory Defaults
Load Default Button Load Default

Here is the description of every setup items.

_ This option allows you to export and then saverthger's
Export Settings. | configuration to a file on your computer. Be sweave
the configuration before performing a firmware g

Use this option to restore previously saved router
configuration settings.

This option restores all configuration settingskticthe
settings that were in effect at the time the routas
Load Factory shipped from the factory. Any settings that havebezn
Default saved will be lost. If you want to save your router
configuration settings, use the Export Settingsoopt
above.

Import Settings
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2-10-3 Upload Firmware

Once you have a firmware update on your compuger this option to browse for the file
and then upload the information into the router.

Please clickUpload Firmware’ menu on the left of web management interface eund
the ‘Management tab and the following screen will be displayedymur web browser.

JIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router
Wizard Lan:192.1682.1 Tue 2011-11-29 10:06:30

Internet Mode(3C) i
ternet e(3G) Upg rade Firmware

Upgrade the firmware to obtain new functionality.
Ittakes about 1 minute to upload upgrade flash and be patient please. Caution! & corrupted image will hang up the system.

Update Firmware

Location: | H Browse... |

¥ Management

Settings File(Factory)

Upload Firmware
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2-11 Status

In this section, you can look at the status of 3eMss Router, such as System Info,
Internet Configurations, and Local Network.

DIGISOL DG-BR4015N

150Mbps Wireless Broadband 3G Router

Lan:192.168.2.1 Tue 2011-11-290

Internet Mode(3G) Router Status

Let's take a look at the status of DG-BR4015M Platform.

System Info

Firmware Version 308007 INR3ZMAM-1TIR-V1.2-DIGISOL(20111117) (Nov 17 2011}
System Up Time 33 mins, 36 secs
System Description 150Mbps Wireless Broadband 3G Router
Operation Mode Gateway Mode
—
Connected Type 3G Sig:MN/A Please Insert LISE Conale
WAN IP Address
Subnet Mask
Default Gateway
Primary Domain Mame Server

Secondary Nomain Name Server

2-11-1 Syslog

In this section you can view the log generatedcliCRRefresh to get new log message
and click Clear’ to clear the syslog table.

3 J[c]=]=] M DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.168.2.1 Tue 2011-11-29 09:25:18

Internet Mode(3G) System Log

¥ Network You can see a professional linux system log

" e

System Log

=]

© gy
oo oo a e el
[ERNERNCRNE AR A |

¥ Management

gy

=

: FROC INIT OKE!

: IMQ starting with 2 devices...

: ) driver loaded successfully.
DG-BR4015N user.info kernel: Hooking IMQ before NAT on PRERCUTING.

[

=

=
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2-11-2 Reboot

It is useful for restarting when you are not néar device.

3 l[c][={=] N DG-BR4015N

150Mbps Wireless Broadband 3G Router

Wizard Lan:192.1682.1 Tue 2011-11-29 09:28:19

Internet Mode(3G) Router Status

¥ Network Let's take a look at the statu

Nindows Interne

X s \?‘) Wou Sure Reboot?
Firmware Yersion 1-1T1R-V1.2-DIGISOL(20111117) (Nov 17 2011)
System Up Time

System Description _ Broadband 35 Router

Operation Mode Gateway Mode

Internet Configurations

Connected Type 3G Sig:N/A Please Insert USE Ciongle.
WAN P Address

¥ Management

Subnet Mask

Default Gateway

FPrimary Domain Mame Server

Secondary Domain Name Server

MAC Address 00:0C:43:30:50:66

Local Network

Local IP Address 192.168.21
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