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Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

Product Overview

Package Contents

This product should contain all of the below mentioned items within its packaging:
e One DSL-2890AL Router
e One Power Adapter
e One CD containing the User Manual
e One twisted-pair telephone cable used for DSL connection
e One straight-through Ethernet cable
e One Quick Installation Guide

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with
the router will cause damage to this product and void the warranty for this product.

System Requirements

Network Requirements: e Ethernet Adapter at 10/100/1000Mbps.
e Wireless Adapter with IEEE 802.11ac, 802.11n, 802.11a, or 802.11b/g
Protocols.
Web User Interface Requirements: e Windows®, Macintosh, or Linux-based Operating System.

e Internet Browser like Internet Explorer 7 or higher, Firefox 3.5 or higher,
Safari 4 or higher, or Chrome 8 or higher.

Internet Requirements: e ADSL Internet Connection Service from an ISP.
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Features

o Faster Wireless Networking - The router provides up to 450Mbps* for the 2.4GHz band 802.11n wireless connection and 1.3Gbps for the 5GHz band 802.11ac
wireless connection. This capability allows users to participate in real-time activities online, such as video streaming, online gaming, and real-time audio.

e Compatible with 802.11a, 802.11b and 802.11g Devices - The router is still fully compatible with the IEEE 802.11a, 802.11b, and 802.11g standards, so it can
connect with existing 802.11a, 802.11b and 802.11g PCI, USB and Cardbus adapters.

e DHCP Support - Dynamic Host Configuration Protocol automatically and dynamically assigns all LAN IP settings to each host on your network. This eliminates the
need to reconfigure every host whenever changes in network topology occur.

o Network Address Translation (NAT) - For small office environments, the router allows multiple users on the LAN to access the Internet concurrently through a
single Internet account. This provides Internet access to everyone in the office for the price of a single user. NAT improves network security in effect by hiding the
private network behind one global and visible IP address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.

e Precise ATM Traffic Shaping - Traffic shaping is a method of controlling the flow rate of ATM data cells. This function helps to establish the Quality of Service for
ATM data transfer.

e High Performance ADSL - Very high rates of data transfer are possible with the router. Up to 24Mbps downstream bit rate using the G.dmt standard. (For ADSL2+)

e Easy Installation - The router uses a web-based graphical user interface program for convenient management access and easy set up. Any common web browsing
software can be used to manage this router.

e USB Support- The router provides a USB port to easily share files and printers. The router supports a USB storage option that shares files through a SAMBA file
server and in addition also supports sharing USB printers to network members. Please note that the USB storage device is not included in this package and must be
bought separately.

e Online Firmware Checker - The router provides a method to check if there is any updated firmware of the router on D-Link support website.
e Multiple PVCs - The router provides five PVCs to offer different services.

* Maximum wireless signal rate derived from |IEEE standard 802.11n specifications. Actual data throughput will vary. Network conditions and environmental factors, including volume of network traffic, building
materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.
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Hardware Overview

Front Panel

Number Description

WPS - The light will flash while a WPS connection is being established. The light
will light solid for 5 seconds if a successful WPS connection has been made.
This is also the WPS button used to initiate the push-button WPS connection.

Internet - Steady green light indicates a successful Internet connection. Steady
red light indicates failed Internet connection. Dark if no WAN protocol is
configured.

DSL - Steady green light indicates a valid ADSL connection. This will light after
the ADSL negotiation process has been settled. A blinking green light indicates
activity on the WAN (ADSL) interface.

USB 3.0 - Steady green light indicates a successful USB connection. Dark if no
USB device is connected.

USB 2.0 - Steady green light indicates a successful USB connection. Dark if no
USB device is connected.

HHEHEDO N

2.4GHz WLAN - Steady green light indicates the 2.4GHz WLAN is available.

-~
&

5GHz WLAN - Steady green light indicates the 5GHz WLAN is available.

LAN - A solid light indicates a valid link on startup. This light will blink when there
is activity currently passing through the Ethernet port. A green light will be
illuminated for a 10/100Mbps connection and an amber light will be illuminated
for a 1000Mbps connection.

EE

Power - A steady green light indicates the unit is powered on. When the device
is powered off this remains dark. During the Power-On Self-Test this light will be
red. If this light remains red after the POST, a malfunction has occurred.

Product Overview
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Rear Panel

Number Description

E ADSL Port - Use the DSL cable to connect to your telephone line (RJ-11 port).

m USB (3.0) Port - Use the USB 3.0 port to connect your USB 3.0 device.

USB (2.0) Port - Use the USB 2.0 port to connect your USB 2.0 device.

LAN or Ethernet devices.

|" I Ethernet Ports - Use the Ethernet ports to connect the router to your Ethernet

WIFI

Wireless On/Off Switch Button - Please press and hold on for 3 seconds to
turn on/turn off.

ﬂ Power Button - Push in to power-on the router. Push again to power-off the
router.

Power Receptor - Receptor for the supplied power adapter.
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Bottom Panel

Number Description

Reset Button - Press and hold the button for 10-15 seconds to restore the
device to its original factory default settings.
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Basic Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in an enclosed area such as a closet, cabinet, or
in the attic or garage.

Before You Begin

Please read and make sure you understand all the prerequisites for proper installation of your new router. Have all the necessary information and equipment on hand before
beginning the installation.

Installation Notes

In order to establish a connection to the Internet it will be necessary to provide information to the router that will be stored in its memory. For some users, only their account
information (Username and Password) is required. For others, various parameters that control and define the Internet connection will be required.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering mechanism may be necessary to avoid mutual interference. A
low pass filter device can be installed for each telephone that shares the line with the ADSL line. These filters are easy to install passive devices that connect to the ADSL
device and/or telephone using standard telephone cable. Ask your service provider for more information about the use of low pass filters with your installation.

Operating Systems

The router uses an HTML-based web interface for setup and management. The Web configuration manager may be accessed using any operating system capable of running
web browser software, including Windows®, Macintosh, and Linux-based Operating Systems.

Web Browser

Any common Web browser can be used to configure the router using the Web configuration management software. The program is designed to work best with more recently
released browsers such as Internet Explorer 7 or higher, Firefox 3.5 or higher, Safari 4 or higher, or Chrome 8 or higher.. The Web browser must have JavaScript enabled.
JavaScript is enabled by default on many browsers. Make sure JavaScript has not been disabled by other software (such as virus protection or web user security packages)
that may be running on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the router must be able to connect to it through one of the Ethernet ports on the router. This connection is an Ethernet connection and therefore
requires that your computer be equipped with an Ethernet port as well. Most notebook computers are now sold with an Ethernet port already installed. Likewise, most fully
assembled desktop computers come with an Ethernet adapter as standard equipment. If your computer does not have an Ethernet port, you must install an Ethernet NIC
adapter before you can use the router. If you must install an adapter, follow the installation instructions that come with the Ethernet NIC adapter.
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Additional Software
It may be necessary to install software on your computer that enables the computer to access the Internet. Additional software must be installed if you are using the device a
simple bridge. For a bridged connection, the information needed to make and maintain the Internet connection is stored on another computer or gateway device, not in the

router itself.

If your ADSL service is delivered through a PPPOE connection, the information needed to establish and maintain the Internet connection can be stored in the router. In this
case, it is not necessary to install software on your computer. It may however be necessary to change some settings in the device, including account information used to

identify and verify the connection.

All connections to the Internet require a unique global IP address. For bridged connections, the global IP settings must reside in a TCP/IP enabled device on the LAN side of
the bridge, such as a PC, a server, a gateway device such as a router or similar firewall hardware. The IP address can be assigned in a number of ways. Your network
service provider will give you instructions about any additional connection software or NIC configuration that may be required.
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Information needed from ADSL service provider

Username
This is the Username used to log on to your ADSL service provider's network. Your ADSL service provider uses this to identify your account.

Password
This is the Password used, in conjunction with the Username above, to log on to your ADSL service provider's network. This is used to verify the identity of your account.

WAN Setting / Connection Type

These settings describe the method your ADSL service provider uses to transport data between the Internet and your computer. Most users will use the default settings. You
may need to specify one of the following WAN Setting and Connection Type configurations (Connection Type settings listed in parenthesis):

Static IP Address (1483 Routed IP LLC or 1483 Routed IP VC-Mux)
DHCP (1483 Routed IP LLC or 1483 Routed IP VC-Mux)

PPPoE (PPPOE LLC or PPPOE VC-Mux)

PPPoA (PPPoA LLC or PPPOA VC-Mux)

Bridge Mode (1483 Bridged IP LLC or 1483 Bridged IP VC Mux)

Modulation Type

ADSL uses various standardized modulation techniques to transmit data over the allotted signal frequencies. Some users may need to change the type of modulation used for
their service. The default DSL modulation (Autosense) used for the router automatically detects all types of ADSL, ADSL2, and ADSL2+ modulation.

Security Protocol

This is the method your ADSL service provider will use to verify your Username and Password when you log on to their network. Your router supports the PAP and CHAP
protocols.

VPl

Most users will not be required to change this setting. The Virtual Path Identifier (VPI) is used in conjunction with the Virtual Channel Identifier (VCI) to identify the data path
between your ADSL service provider's network and your computer. If you are setting up the router for multiple virtual connections, you will need to configure the VPI and VCI
as instructed by your ADSL service provider for the additional connections. This setting can be changed in the WAN Settings window of the web management interface.

\el}

Most users will not be required to change this setting. The Virtual Channel Identifier (VCI) used in conjunction with the VPI to identify the data path between your ADSL
service provider’s network and your computer. If you are setting up the router for multiple virtual connections, you will need to configure the VPI and VCI as instructed by your
ADSL service provider for the additional connections. This setting can be changed in the WAN Settings window of the web management interface.
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Information needed about this Router

Username

This is the Username needed access the router’'s web management interface. When you attempt to connect to the device through a web browser you will be prompted to
enter this Username. The default Username for the router is “admin”.

Password
This is the Password you will be prompted to enter when you access the router’'s web management interface. The default Password is “admin”.

LAN IP Addresses for the Router

This is the IP address you will enter into the Address field of your web browser to access the router’s configuration Graphical User Interface (GUI) using a web browser. The
default IP address is 192.168.1.1. This may be changed to suit any IP address scheme the user desires. This address will be the base IP address used for DHCP service on
the LAN when DHCP is enabled.

LAN Subnet Mask for the Router
This is the subnet mask used by the router, and will be used throughout your LAN. The default subnet mask is 255.255.255.0. This can be changed later.

Information needed about your LAN or computer

Ethernet NIC

If your computer has an Ethernet NIC, you can connect the router to this Ethernet port using an Ethernet cable. You can also use the Ethernet ports on the router to connect
to other computer or Ethernet devices.

DHCP Client status

Your ADSL router is configured, by default, to be a DHCP server. This means that it can assign an IP address, subnet mask, and a default gateway address to computers on
your LAN. The default range of IP addresses the router will assign are from 192.168.1.2 to 192.168.1.254. Your computer (or computers) needs to be configured to obtain an
IP address automatically (that is, they need to be configured as DHCP clients.)

Once you have the above information, you are ready to setup and configure your ADSL router.
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Device Installation

The router connects two separate physical interfaces, an ADSL (WAN) and an Ethernet (LAN) interface. Place the router in a location where it can be connected to the
various devices as well as to a power source. The router should not be located where it will be exposed to moisture or excessive heat. Make sure the cables and power cord
are placed safely out of the way so they do not create a tripping hazard. As with any electrical appliance, observe common sense safety procedures.

The router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front if you need to view them for troubleshooting.

Power on Router

The router must be used with the power adapter included with the device.
1. Insertthe AC Power Adapter cord into the power receptacle located on the rear panel of the router and plug the adapter into a suitable nearby power source.
2. Press the Power button into the on position. You should see the Power LED indicator light up and remain lit.

3. If the Ethernet port is connected to a working device, check the Ethernet LED indicators to make sure the connection is valid. The router will attempt to establish the
ADSL connection, if the ADSL line is connected and the router is properly configured this should light up after several seconds. If this is the first time installing the
device, some settings may need to be changed before the router can establish a connection.

Factory Reset Button

The router may be reset to the original factory default settings by using a ballpoint pen or paperclip to gently push down the reset button in the following sequence:
1. Press and hold the reset button while the device is powered on for 10-15 seconds.
2. Release the reset button.

Remember that this will wipe out any settings stored in flash memory including user account information and LAN IP settings. The device settings will be restored to the
factory default IP address 192.168.1.1 and the subnet mask is 255.255.255.0. The default management username is “admin” and the default password is “admin”.
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Network Connections

Connect ADSL Line

Use the ADSL cable included with the router to connect it to a telephone wall socket or receptacle. Plug one end of the cable into the ADSL port (RJ-11 receptacle) on the
rear panel of the router and insert the other end into the RJ-11 wall socket. If you are using a low pass filter device, follow the instructions included with the device or given to
you by your service provider. The ADSL connection represents the WAN interface, the connection to the Internet. It is the physical link to the service provider’'s network
backbone and ultimately to the Internet.

Connect Router to Ethernet

The router may be connected to a single computer or Ethernet device through the Ethernet ports on the rear panel. Any connection to an Ethernet concentrating device such
as a switch or hub must operate at a speed of 10/100/1000Mbps. When connecting the router to any Ethernet device that is capable of operating at speeds higher than
10Mbps, be sure that the device has auto-negotiation (NWay) enabled for the connecting port. Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 ports on the
router are a crossed port (MDI-X). Follow standard Ethernet guidelines when deciding what type of cable to use to make this connection. When connecting the router directly
to a PC or server use a normal straight-through cable. You should use a crossed cable when connecting the router to a normal (MDI-X) port on a switch or hub. Use a normal
straight-through cable when connecting it to an uplink (MDI-II) port on a hub or switch. The rules governing Ethernet cable lengths apply to the LAN to router connection. Be
sure that the cable connecting the LAN to the router does not exceed 100 meters.

Hub or Switch to Router Connection

Connect the router to an uplink port (MDI-II) on an Ethernet hub or switch with a straight-through cable. If you wish to reserve the uplink port on the switch or hub for another
device, connect to any on the other MDI-X ports (1x, 2X, etc.) with a crossed cable.

Computer to Router Connection
You can connect the router directly to an Ethernet adapter card (NIC) installed on a PC using the Ethernet cable provided.
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Getting Started

This section will show you how to set up and configure your new D-Link router using the Web-based configuration utility.

How to connect to the Web User Interface

Connect to the Router

To configure the WAN connection used by the router it is first necessary to communicate with the router through its management interface, which is HTML-based and can be
accessed using a web browser. The easiest way to make sure your computer has the correct IP settings is to configure it to use the DHCP server in the router.

To access the web user interface, open a web-browser such as Internet Explorer and @ 19226811
enter the IP address of the router (192.168.1.1) into the address bar and press the
Enter key on your keyboard.

= Blank Page

The User Name field will display “admin”. Enter “admin” in the Password field and
click the Login button to proceed. If you get a Page Cannot be Displayed error,
please refer to the Troubleshooting section for assistance.

Login to the router :

User Name :

Password :
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First Time Installation

The D-Link Setup Wizard will be initiated when a user logs into the router’'s Web User Interface (Web Ul) for the first time. It is designed to assist users with an easy step-by-
step installation procedure, configuring the basic features found on this router.

Welcome to the D-Link Setup Wizard

On this page, we can read through the steps that will be used for this wizard.

. . This wizard will guide you through a step-by-step process to configure your new D-Link router and
Click the Next button to continue to the next step. connect to the Internet.

Click the Cancel button to discard the changes made and return to the main menu.

Step 1: Configure your Internet Connection
Step 2: Configure your Wi-Fi Security

Step 3: Set your Password

Step 4: Select your Time Zone

Step 5: Confirm WI-FI settings

Step 6: mydlink Registration

Step 1: Configure Your Internet Connection

Connect the one end of the Internet telephone cable (RJ-11) into the Internet port of

the router and make sure the other end is connected to the DSL connection point.

Please connect the gray cable to the DSL port on the back of the router, then connect the other end to
the your wall mounted phone jack. If you live in AU or NZ you will need to connect the microfilter

Click the Connect button to initiate the Internet connection test splitter that we supplied to your wall mounted phone jack first. Then connect the gray cable to the
' ADSL port on the microfilter splitter

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

[ Cancel ] [ Prev ] [ Connect ]
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On this page, the router is testing the Internet connectivity from the DSL provider.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After the DSL synchronization test has passed, we can select an Internet connection
type from the list provided. In this section, we can configure the following:

Country: Select your country from the drop-down menu. After selecting your
country from the drop-down menu, the VPI and VCI parameters will
automatically be selected for your country.

VPI: Enter the Virtual Path Identifier (VPI) value here.
VCI: Enter the Virtual Circuit Identifier (VCI) value here.

Encapsulation: Select the encapsulation method here. Options to choose from are
LLC and VC MUX.

DHCP Connection (Dynamic IP Address): Select this option when your Internet
connection can be made automatically. When selecting this option, this wizard
will automatically continue to step 2.

Username / Password Connection (PPPoE): Select this option when your Internet
connection requires a username and a password. For DSL connections, use
this option.

Username / Password Connection (PPPoA): Select this option when your
Internet connection requires a PPPoA username and password.

Static IP Address Connection: Select this option when your Internet connection
requires an IP address, Default Gateway IP address, and DNS IP addresses.

Bridge Connection: Select this option to use this device as a bridging device

between your LAN and the ISP. When selecting this option, this wizard will
automatically continue to step 2.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Routers is detecting your Internet connection type, please wait...

| cancel | [ Prev | [ mext |

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Configure an ATM PVC identifier

Country : |notlisted
VPI : |3
VCI : |35

Encapsulation : & 1¢c O ve Mux

Please select the Internet connection type below:

O DHCP Connection (Dynamic IP Address)

Choose this if your Internet connection automatically provides you with an IP Address. Mast Cable Modems
use this type of connection.

# Username | Password Connection (PPPoE)

Choaose this aption if your Internet connection requires a username and password to get online. Mast DSL
modems use this type of connection.

O username / Password Connection (PPPoA)

Choose this option if your Internet connection requires a username and password to get online. Mast DSL
madems use this type of connection.

0 Static IP Address Connection

Choose this option if your Internet Setup Provider provided you with IP Address information that has to be
rmanualy configured.

O Bridge Connection

Choose this option if the modem can be configured to act as a bridging device between your LAN and your
ISP.

e

Basic Installation
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After selecting to use the Username/Password Connection (PPPoE), the following
page will be available. In this section, we can configure the following:

User Name: Enter the PPPoOE username here.
Password: Enter the PPPoE password here.

Note: This information is usually supplied by the Internet Service Provider (ISP).

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After selecting to use the Username/Password Connection (PPPoA), the following
page will be available. In this section, we can configure the following:

User Name: Enter the PPPoA username here.
Password: Enter the PPPoA password here.

Note: This information is usually supplied by the Internet Service Provider (ISP).
Click the Next button to continue to the next step.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will need to have a Username and Password from your Internet Service
Provider. If you do not have this information, please contact your ISP.

User Name :

Password :

[ cancel | [ Prev | [ mext |

SET USERNAME AND PASSWORD CONNECTION {PPPOA)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. If you do not have this information, please contact your I1SP.

User Name :

Password :

Next

Basic Installation
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After selecting to use the Static IP Address Connection, the following page will be

available. In this section, we can configure the following:

To set up this connection you will need to have a complete list of IP information provided by your

IP Address: Enter the WAN static IP address here. Internet Service Provider. If you have a Static IP connection and do not have this information, please
Subnet Mask: Enter the WAN subnet mask here. contact your ISP.

Gateway Address: Enter the WAN gateway IP address here. IP Address : 0.0.0.0

Primary DNS Address: Enter the primary DNS IP address here. Subnet Mask : 0.0.0.0

Secondary DNS Address: Enter the secondary DNS IP address here. This field is Gateway Address : 0.0.0.0

optional.

Note: This information is usually supplied by the ISP. Primary DNS Address : 0.0.0.0
Secondary DNS Address : .0.0.0
Click the Next button to continue to the next step.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the main menu.

[ cancel | [ prev | [ mext |
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Step 2: Configure Your Wi-Fi Security

After configuring the Internet connection, we can configure the wireless connectivity
used on this router. In this section, we can configure the following:

Wi-Fi Network Name: Enter the wireless network name (SSID) here. Remember to
use separate SSIDs for the 2.4GHz and 5GHz connections, to prevent
confusion. These SSIDs are used by wireless clients to connect to this router.
When wireless clients scan for available wireless networks, these names will
appear.

Wi-Fi Password: Enter the wireless password here. By default, the wireless
security method used is WPA/WPA2-Personal with both TKIP and AES cipher
types. When wireless clients connect to your wireless network, this password
needs to be entered for a successful connection.

Click the Next button to continue to the next step.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

Step 3: Set Your Password

After configuring the wireless connectivity, we can configure the Web Ul login
password for his router. In this section, we can configure the following:

Password: Enter the new Web Ul login password here.
Verify Password: Enter the new Web Ul login password here again.

Enable Graphical Authentication: Tick this option to enable the graphical
authentication method. This is optional added security.

Note: For security, it is highly recommended to change the default login password for
this router. The username cannot be changed.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

STEP 2: CONFIGURE YOUR WI-FI SECURITY

Give your Wi-Fi network a name and a password. (2.4GHz Band)
Wi-Fi Network Name (SSID) :
D-Link DSL-2890AL (Using up to 32 characters)
Wi-Fi Password :

(Between 8 and 63 characters)

Give your Wi-Fi network a name and a password. (5GHz Band)
Wi-Fi Network Name (SSID) :
D-Link DSL-2890AL_5GHz (Using up to 32 characters)
Wi-Fi Password :

(Between 8 and 63 characters)

[ cancel | [ prev | [ mext |

STEP 3: SET YOUR PASSWORD

To secure your new networking device, please set and verify a password below, and enabling
CAPTCHA Graphical Authentication provides added security protection to prevent unauthorized online
users and hacker software from accessing your network settings.

Password : seses
Verify Password : ssess
Enable Graphical Authentication : [

[ cancel | [ prev | [ mext |
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Step 4: Select Your Time Zone

After configuring the Web Ul login details, we can configure the time zone used by
this router. In this section, we can configure the following:

Time Zone: Select the time zone that should be used by this router. This will be
used by the time and date configuration later on in this manual.

Click the Next button to continue to the next step.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

Step 5: Confirm Wi-Fi Settings

After configuring the time zone, we can view a summary of the Wi-Fi settings for
confirmation.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After clicking the Next button, the settings will be saved and Internet connectivity will
be attempted.

After this, the D-Link Setup Wizard will be completed and the user will be navigated
to the main Web Ul page.

When the Internet connection is ready, the router will proceed to the mydlink™
registration in step 6. When the Internet connection is not ready, a pop-up window will
be displayed to remind the user to restart or quit the Setup Wizard.

STEP 4: SELECT YOUR TIME 7ONE

Select the appropriate time zone for your location. This information is required to configure the
time-based options for the router.

(GMT +10:00) Canberra, Melbourne, Sydney hd

Mext

STEP 5: CONFIRM WI-FI SETTINGS

Below is a detailed summary of your Wi-Fi security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your Wi-Fi devices.

Wi-Fi Network Name (SSID) 2.4GHz : D-Link DSL-2890AL

Wi-Fi Password : wifipassword

Wi-Fi Network Name (SSID) 5GHz : D-Link DSL-2890AL_5GHz

Wi-Fi Password : wifipassword

[ cancel | [ prev | [ mext |

Your settings are being saved.

Please wait...

Checking internet connectivity.
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If no Internet connection was detected, the user can restart the D-Link Setup Wizard
or be navigated to the main Web Ul page.

Message from webpa

Click the OK button to restart the D-Link Setup Wizard.
Click the Cancel button to navigate to the main Web Ul page.

Step 6: mydlink Registration

If the Internet connection was successfully detected, the following page will be

available. Please refer to mydlink™ Settings on page 94 for more information.

This device is mydlink-enabled, which allows you to remotely monitor and manage your network
through the mydlink.com website, or through the mydlink mobile app. You will be able to check
your network speeds, see who is connected, view device browsing history, and receive notifications
about new users or intrusion attempts.

After this, the D-Link Setup Wizard will be completed and the user will be navigated to
the main Web Ul page.

You can register this device with your existing mydlink account. If you do not have one, you can
create one now.

Do you have mydlink account?
) Yes, I have a mydlink account.
@ Mo, 1 want to register and login with 3 new mydlink account.

lext
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Web User Interface Configuration

After successfully logging into the Web User Interface, the following page will be displayed. This page is divided into clickable components that make the configuration of this

device easier and more understandable.

The top menu lists out the Categories available for configuration. The categories
available to configure on this device are Setup, Advanced, Maintenance, Status
and Help.

The left menu lists out the Pages available, for each individual category, for

configuration. In this example, we observe the pages available in the Setup category.

The pages available here are Internet, Wireless Settings, Network Settings,
Storage, Media Server, IPv6, and mydlink™ Settings.

Product Page : DSL-2890AL Site Map  Firmware Version : AU_1.02.04

Build Timestamp : 01212014

DSL-289 DAI.l

SETUP | ADVANCED MAINTENANCE STATUS “

INTERMET

STORAGE

MEDIA SER.

IPVE

MYDLINK SETTINGS

LOGOUT

BROADBAND

If you are configuring the device for the first time, we recommend that you dick on the
Internet Connection Setup Wizard, and follow the instructions on the screen. If you wish to
modify or configure the device settings manualy, click the Manual Internet Connection Setup.

INTERNET CONNECTION SETUP WIZARD

If vou would like to utility our easy to use Web-based Wizard to assist you in connecting your
new D-Link Systems Router to the Internet, click on the button below.

[ Internet Connection Setup VWizard ]

Note: Before launching the wizard, please make sure you have followed all steps outlined in the
Quick Instaliztion Guide included in the package.

If you would like to configure the Internet settings of your new D-Link Router manuzly, then
dlick on the button below.

[ Manual Internet Connection Setup ]

Helpful Hints...

Connection Setup to
input all the settings

MANUAL INTERNET CONNECTION OPTION i

Web User Interface Configuration
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Setup Category

The Setup category is designed to assist the user with essential configurations, concerning the initial setup of this product.

The following pages can be found in the Setup category:

Internet - On this page we can configure services related to the Internet
connectivity of this product.

Wireless Settings - On this page we can configure services related to the
Wireless connectivity of this product.

Network Settings - On this page we can configure services related to the
Local Area Network connectivity of this product.

Storage - On this page we can configure services related to the storage
media and services used by this product.

Media Server - On this page we can configure the DLNA media server and
iTunes server used by this product.

IPv6 - On this page we can configure services related to the IPv6 connectivity
of this product.

mydlink™ Settings - On this page we can configure the mydlink™ settings
used by this product.

Site Map

Firmware Version : AU_1.02.04

Build Timestamp : 01212014

osiasson J

NETWORK SETTI
STORAGE

MEDIA SER

IPVE

MYDLIMK, SETTINGS

LOGOUT

BROADBAND

If you are configuring the device for the first time, we recommend that you click on the
Internet Connection Setup Wizard, and follow the instructions on the screen. If you wish to
modify or configure the device settings manualy, click the Manual Internet Connection Setup.

INTERNET CONNECTION SETUP WIZARD

If yvou would like to utiity our easy to use Web-based Wizard to assist you in connecting your
new D-Link Systems Router to the Internet, click on the button below.

[ Internet Connection Setup Wizard ]

Note: Before zunching the wizard, please make sure you have followed all steps outlined in the
Quick Instaliztion Guide included in the package.

MANUAL INTERNET CONNECTION OPTION

If you would like to configure the Internet settings of your new D-Link Router manualy, then
click on the button below.

[ Manual Internet Connection Setup ]

| ADVANCED MAINTENANCE STATUS “

Helpful Hints...

Connection Setup to
input all the settings

Web User Interface Configuration
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Internet

To access the Internet page, click on the Setup menu link, at the top, and then click on the Internet menu link, on the left.

On this page we can configure services related to the Internet connectivity of this
product.

oscasson J

INTERNET

WIRELESS SETTINGS

NETWORK SETTINGS
STORAGE

MEDIA SERVER

Ve

MYDLINK SETTINGS

If you are configuring the device for the first time, we recommend that you click on the Internet
Connection Setup Wizard, and follow the instructions on the screen. If you wish to modify or
configure the device settings manually, dick the Manual Internet Connection Setup.

If you would like to utility our easy to use Weh-based Wizard to assist you in connecting your new
D-Link Systems Router to the Internet, click on the button below.

[ 1ntemet Connection Setup Wizard |

MNote: Before launching the wizard, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package.

MANUAL INTERNET CONNECTION OFTION

If vou would like to configure the Internet settings of your new D-Link Router manually, then click
on the button below.

[ Manual Internet Connection Setup ]

| ADVANCED MAINTENANCE STATUS “

Helpful Hints...

= If you are new to

on Internet
Connection Setup

INTERNET CONNECTION SETUP WIZARD

Wizard and the router

you through a
E nple steps to get
your network up and
running.

If you consider

elf an advanced

user and have configured
a router before, dick
Manual Internet
Connection Setup to
input all the settings
manually.
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Page 24



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

Internet Connection Setup Wizard

Click the Internet Connection Setup Wizard button to initiate the Internet
connection setup wizard.

After clicking the Internet Connection Setup Wizard button, the following page will
be available.

Welcome to the D-Link Internet Connection Setup Wizard

This wizard will guide user through a step-by-step wizard, divided into 4 steps, to
configure the Internet connectivity used by this router.

Click the Next button to continue to the next page.
Click the Cancel button to discard the changes made and return to the main page.

INTERNET CONNECTION SETUP WIZARD

If you would like to utility our easy to use Web-based Wizard to assist you in connecting your new
D-Link Systems Router to the Internet, dick on the button below.

[ Internet Connection Setup Wizard ]

Note: Before launching the wizard, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package.

'WELCOME TO THE D-LINK INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configure your new D-Link router and
connect to the Internet.

+ Step 1: Set your Password

+ Step 2: Select your Time Zone

+ Step 3: Configure your Internet Connection
» Step 4: Save Settings and Connect

Prev Connect

WELCOME TO THE D-LINK INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configure your new D-Link router and
connect to the Internet.

« Step 1: Set your Password

« Step 2: Select your Time Zone

« Step 3: Configure your Internet Connection
« Step 4: Save Settings and Connect

Prev Connect

Web User Interface Configuration
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Step 1: Set Your Password

On this page we can configure the Web Ul login password for his router. In this
section, we can configure the following:

Password: Enter the new Web Ul login password here.
Verify Password: Enter the new Web Ul login password here again.

Note: For security, it is highly recommended to change the default login password for
this router. The username cannot be changed.

Click the Next button to continue to the next step.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

Step 2: Select Your Time Zone

After configuring the Web Ul login details, we can configure the time zone used by
this router. In this section, we can configure the following:

Time Zone: Select the time zone that should be used by this router. This will be
used by the time and date configuration later on in this manual.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

STEP 1: SET YOUR PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access to
the Web-based configuration pages. To secure your new networking device, please set and verify a
password below:

Password : sssss

Verify Password : ssess

[Pre\t] [Nex‘t] [Cam:el]

STEP 2: SELECT YOUR TIME ZONE

Select the appropriate time zone for your location. This information is required to configure the time-
based options for the router.

Time Zone : |(GMT+10:00) Canberra, Melbourne, Sydney El

[Pre\r] [Next] [Canr.el]
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Step 3: Configure Your Internet Connection

After configuring the time zone, we can select an Internet connection type from the
list provided. In this section, we can configure the following:

Country: Select your country from the drop-down menu. After selecting your
country from the drop-down menu, the VPI and VCI parameters will
automatically be selected for your country.

VPI: Enter the Virtual Path Identifier (VPI) value here.
VCI: Enter the Virtual Circuit Identifier (VCI) value here.

DHCP Connection (Dynamic IP Address): Select this option when your Internet
connection can be made automatically. When selecting this option, this wizard
will automatically continue to step 2.

Username / Password Connection (PPPoE): Select this option when your Internet
connection requires a username and a password. For DSL connections, use
this option.

Username / Password Connection (PPPoA): Select this option when your
Internet connection requires a PPPoA username and password.

Static IP Address Connection: Select this option when your Internet connection
requires an IP address, Default Gateway IP address, and DNS IP addresses.

Bridge Connection: Select this option to use this device as a bridging device
between your LAN and the ISP. When selecting this option, this wizard will
automatically continue to step 2.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

STEP 3: CONFIGURE YOUR INTERNET CONNECTION

Configure an ATM PVC identifier

Country : |potlisted %
VPI : |3
VCI : |35

Encapsulation @ @) ¢c O ve MUx

Please select the Internet connection type below:

) DHCP Connection (Dynamic IP Address)

Choose this if your Internet connection automatically provides you with an IP Address. Most Cable Modems
use this type of connection.

& Username | Password Connection (PPPoE)

Choose this option if your Internet connection reguires a username and password to get online. Mast DSL
modemns use this type of connection.

) Username | Password Connection (PPPoA)

Choose this option if your Internet connection requires a username and password to get online. Mast DSL
modemns use this type of connection.

' Static IP Address Connection

Choose this option if your Internet Setup Provider provided you with IP Address information that has to be
manually configured.

O Bridge Connection

Choose this option if the modem can be configured to act as a bridging device between your LAN and your
ISP.

Web User Interface Configuration
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After selecting to use the DHCP Connection (Dynamic IP Address) connection
method, the following page will be available. In this section, we can configure the
following:

MAC Address: Enter the MAC address used for the Internet connection here.
Alternatively, click the Clone Your PC's MAC Address button to use the PC’s
MAC address that was originally used to connect to the Internet before the
purchase of this router.

Host Name: Enter the host name used for the Internet connection here.
Primary DNS Address: Enter the primary DNS IP address here.

Secondary DNS Address: Enter the secondary DNS IP address here. This field is
optional.

Note: This information is usually supplied by the ISP.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After selecting to use the Username/Password Connection (PPPOE) connection
method, the following page will be available. In this section, we can configure the
following:

User Name: Enter the PPPoOE username here.
Password: Enter the PPPoE password here.

Note: This information is usually supplied by the Internet Service Provider (ISP).
Click the Next button to continue to the next step.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

DHCP CONNECTION (DYNAMIC IP ADDRESS)

To set up this connection, please make sure that you are connected to the D-Link Router with the PC
that was originally connected to your broadband connection. If you are, then dick the Clone MAC
button to copy your computer's MAC Address to the D-Link Router.

MAC Address : (optional)

[ Clone Your PC's MAC Address ]

Host Name : dlinkrouter

MNote: You may also need to provide a Host Name.If vou do not have or know this information, please contact your
ISP,

DNS SETTINGS

Primary DNS Address : 0.0.0.0

Secondary DNS Address : g.0.0.0 {optional)

[Pre\r] [Next] [Canr.el]

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will need to have a Username and Password from your Internet Service
Provider. If you do not have this information, please contact your ISP.

User Name :

Password :

’Pre\t] [Nex‘t] [Cam:el]
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After selecting to use the Username/Password Connection (PPP0A) connection
method, the following page will be available. In this section, we can configure the
following:

User Name: Enter the PPPoA username here.
Password: Enter the PPPoA password here.

Note: This information is usually supplied by the Internet Service Provider (ISP).

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After selecting to use the Static IP Address Connection method, the following page
will be available. In this section, we can configure the following:

IP Address: Enter the WAN static IP address here.

Subnet Mask: Enter the WAN subnet mask here.

Gateway Address: Enter the WAN gateway IP address here.
Primary DNS Address: Enter the primary DNS IP address here.

Secondary DNS Address: Enter the secondary DNS IP address here. This field is
optional.

Note: This information is usually supplied by the ISP.
Click the Next button to continue to the next step.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

SET USERNAME AND PASSWORD CONNECTION {PPPOA)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. If you do not have this information, please contact your ISP.

User Name :

Password :

ex

SET STATIC IP ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IP information provided by your
Internet Service Provider. If you have a Static IP connection and do not have this information, please
contact your ISP.

IP Address : (.0.0.0
Subnet Mask : g.0.0.0
Default Gateway : (.0.0.0

DNS SETTINGS

Primary DNS Address @ .0.0.0

Secondary DNS Address : g.0.0.0 {optional)

[Pre\t] [Nex‘t] [Cam:el]
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Setup Complete

After clicking the Next button, the following page will be available. On this page we
can view a confirmation message, confirming that the D-Link Internet Connection
Setup Wizard is completed.

Click the Connect button to initiate an attempt to connect to the Internet using the
settings configured throughout this wizard.

Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the main menu.

Manual Internet Connection Option

Click the Manual Internet Connection Setup button to navigate to the Internet
Connection Setup page to manually configure the Internet Connection.

The Internet Connection Setup Wizard has completed. Click the Connect button to save your settings.

s

MANUAI INTERNET CONNECTION OPTION

If you would like to configure the Internet settings of your new D-Link Router manually, then click
on the button below.

[ Manual Internet Connection Setup ]
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After clicking the Manual Internet Connection Setup button, the following page will
be available.

s 0 [ o | e | ]

INTERMET Helpful Hints..

Use this section to configure your DSL ATM interface and Internet Connection type.There are
several connection types to choose from: Static IP, DHCP, PPPoE, PPPoA and Bridge. If you are

NETW unsure of your connection method, please contact your Internet Service Provider.

STORAGE Note : If using the PPPoE option, you will need to remove or disable any PPPoE dient software
T EE— | 01 YOUT COMpUters.

[ Save Settings ] [ Don't Save Settings ]

“wyoLmksermes | WAN CONNECTION TYPE

LoGouT DSL-2890AL could be a ADSL Router that use ADSL as uplink interface or Residential
Gateway that use one Ethernet port as upline interface. * Support:
If you are having trouble

@ aDsL Router O Residential Gateway (NBH/UFB Made) T

DSL SETTING

Modulation : | autg v
Bitswap :
SRA : ]

Interface :
Country :
C—
tatency  [rave 9]
Encapsulation : @ c O vcmux

In thjs sec.tion we can configure the WAN connection type. Parameters available for WAN CONNECTION TYPE
configuration are the following:
ADSL Router: Select this option to use this router as an ADSL router, directly DSL-2890AL could be a ADSL Router that use ADSL as uplink interface or Residential
connecting the ADSL telephone line, using the Internet port. Gateway that use one Ethernet port as upline interface.
Residential Gateway (NBN/UFB Mode): Select this option to allow this router to © ADSL Router ) Residential Gateway (NBN/UFE Mode)

connect to the Internet using one of the LAN ports to function as a WAN port
and connect to another Internet connection device like a Cable Modem.
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After selecting to use the Residential Gateway (NBN/UFB Mode) WAN connection
type, the following parameters will be available for configuration:
WAN Port: Select the LAN port that will be used as the WAN port. Connect the
external Internet connection device, like a Cable Modem, to this port by means
of an Ethernet cable.

Note: After selecting this option, the only Internet connection method that can be
used is the Dynamic IP Address connection method. This router will obtain WAN IP
credentials automatically from the external Internet connection device. To enable
DHCP on the external Internet connection device, contact the manufacturer of this
device for assistance.

In this section, we can configure the DSL settings. Parameters available for
configuration are the following:

Modulation: Select the DSL modulation type used here. Options to choose from
are Auto, G.Dmt, G.lite, T1.413, ADSL2, AnnexL, ADSL2+, and AnnexM. By
default this parameters is set as Auto. This is the recommended option.

Bitswap: Tick this option to enable the bit swap feature.
SRA: Tick this option to enable the Seamless Rate Adaptation (SRA) feature.

In this section, we can configure the ATM settings. Parameters available for
configuration are the following:

Interface: Select one of the pre-defined interfaces here.

Country: Select your country option from the drop-down menu. This will
automatically change the VPI and VCI fields to match the country’s settings.

VPI: Enter the Virtual Path Identifier (VPI) value here.

VCI: Enter the Virtual Circuit Identifier (VCI) value here.

Latency: Select the latency option here. Options to choose from are Path0, Path1,
and PathO & Path1.

Encapsulation: Select the encapsulation method used here. Options to choose
from are LLC and VC MUX.

WAN CONNECTION TYPE

DSL-2890AL could be a ADSL Router that use ADSL as uplink interface or Residential
Gateway that use one Ethernet port as upline interface.

7 ADSL Router @ Residential Gateway (NBN/UFE Mods)
Wan Port : | PORT4 [ =]

Modulation : [auts  [=]
Bitswap :
SRA : [

Interface : |pyc1 (/35 At
Country @ |hotlisted
VPI: [3
VCI : [35
Latency : |pathi b

Encapsulation :

ATM Qo5 :

@ LLC O Ve MUX
UBR Without PCR. | %

ATM QoS: Select the ATM Quality of Service (QoS) option here. Options to choose from are UBR Without PCR, UBR With PCR, CBR, Non Realtime VBR, and Realtime

VBR.
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After selecting UBR With PCR as the ATM QoS method, the following parameter will
be available for configuration:

Peak Cell Rate: Enter the peak cell rate value here.

After selecting CBR as the ATM QoS method, the following parameter will be
available for configuration:

Peak Cell Rate: Enter the peak cell rate value here.

Interface

VPI

Latency

Encapsulation

ATM QoS

Country :

VCI :

Peak Cell Rate :

i [Pvct (8/35)

vl

Mot Listed w

:|3

|35

:

D@ Ove Mux

i | UBR with PCR

vl

i

Interface
Country
VPI

Latency
Encapsulation

ATM QoS

VCI :

Peak Cell Rate :

b pyct (a/35)

vl

* | Mot Listed A

:|3

|35

=

D@ Ove Mux

' |cer

¥l
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After selecting Non Realtime VBR as the ATM QoS method, the following
parameters will be available for configuration:

Peak Cell Rate: Enter the peak cell rate value here.
Sustainable Cell Rate: Enter the sustainable cell rate value here.
Maximum Burst Size: Enter the maximum burst size value here.

After selecting Realtime VBR as the ATM QoS method, the following parameter will
be available for configuration:

Peak Cell Rate: Enter the peak cell rate value here.
Sustainable Cell Rate: Enter the sustainable cell rate value here.
Maximum Burst Size: Enter the maximum burst size value here.

Interface :

Country :

VPI :

VCI :

Latency :
Encapsulation :

ATM QoS :

Peak Cell Rate :
Sustainable Cell Rate :

Maximum Burst Size :

PYC1 (8/35) w
MotLlisted  |w

3

35

Pathd A4

@1 O ve Mux

Mon Realtime VER | »

Interface :

Country :

VPI :

VCI :

Latency :
Encapsulation :

ATM QoS :

Peak Cell Rate :
Sustainable Cell Rate :

Maximum Burst Size :

PVC1 (3/35) v
MotLlisted  |w

3

35

PathD bt

@LLC OV MUK
Realtime VBR -
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Internet Connection Type — Static IP

In this section we can configure the Internet connection type. Parameters available INTERNET CONNECTION TYPE
for configuration are the following:

My Internet Connection is: Select the Internet connection type here. Options to Choose the mode to be used by the router to connect to the Internet.
choose from are Static IP, Dynamic IP (DHCP), PPPoE
(Username/Password), PPPoA (Username/Password), and Bridge. This
section will explain the parameters that are available after selecting the Static

IP option. STATIC IP ADDRESS INTERNET CONNECTION TYPE :

IP Address: Enter the WAN static IP address here.
Subnet Mask: Enter the WAN subnet mask here.

My Internet Connection is : |Static 1P [=]

Enter the static address information provided by your Internet Service Provider (ISP).

Default Gateway: Enter the WAN default gateway IP address here. 1P Address :
Primary DNS Address: Enter the primary DNS IP address here. Subnet Mask : 0.0.0.0
Secondary DNS Address: Enter the secondary DNS IP address here. This field is Default Gateway :
optional. Primary DNS Server :
MTU: Enter the Maximum Transmission Unit (MTU) value here. Secondary DNS Server : (optional)
MAC Address: Enter the MAC address used for the Internet connection here. MTU : 1500
Alternatively, click the Clone Your PC's MAC Address button to use the PC’s ]
MAC address that was originally used to connect to the Internet before the MAC Address :
purchase of this router. | Clone Your PC's MAC Address |
Note: This information is usually supplied by the ISP. Save Settings | | Don't Save Settings |

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.
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Internet Connection Type — Dynamic IP (DHCP)

In this section we can configure the Internet connection type. Parameters available
for configuration are the following:

My Internet Connection is: Select the Internet connection type here. Options to
choose from are Static IP, Dynamic IP (DHCP), PPPoE
(Username/Password), PPPoA (Username/Password), and Bridge. This
section will explain the parameters that are available after selecting the
Dynamic IP (DHCP) option.

Host Name: Enter the host name used for the Internet connection here.

Use Unicasting: Tick this option to use the unicasting method to connect to the
DHCP server.

Primary DNS Address: Enter the primary DNS IP address here.

Secondary DNS Address: Enter the secondary DNS IP address here. This field is
optional.

MTU: Enter the Maximum Transmission Unit (MTU) value here.

MAC Address: Enter the MAC address used for the Internet connection here.
Alternatively, click the Clone Your PC’s MAC Address button to use the PC’s
MAC address that was originally used to connect to the Internet before the
purchase of this router.

Note: This information is usually supplied by the ISP.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : | Dynamic IP (DHCP) (=]

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE :

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide
you with IP Address information and/or a username and password.

Host Name : dlinkrouter
Use Unicasting : [ (compatibility for some DHCP Servers)
Primary DNS Server :
Secondary DNS Server :
MTU : 1500
MAC Address :

(optional)

[ Clone Your PC's MAC Address

Save Settings ] ’ Don't 5ave Settings ]
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Internet Connection Type — PPPoE (Username/Password)

In this section we can configure the Internet connection type. Parameters available
for configuration are the following:
My Internet Connection is: Select the Internet connection type here. Options to
choose from are Static IP, Dynamic IP (DHCP), PPPoE
(Username/Password), PPPoA (Username/Password), and Bridge. This

section will explain the parameters that are available after selecting the PPPoE

(Username/Password) option.

Address Mode: Select the address mode here. Options to choose from are
Dynamic IP and Static IP.

IP Address: After selecting the Static IP option as the Address Mode, enter the
WAN IP address here.

Username: Enter the PPPOE username here.

Password: Enter the PPPoE password here.

Verify Password: Re-enter the PPPoOE password here.

Service Name: Enter the service name here. This field is optional.

Reconnect mode: Select the re-connect mode here. Options to choose from are
Always On, On Demand, and Manual. When selecting to use the Always On
option, a schedule can be applied to the re-connect mode. To add a new
schedule, click the New Schedule button.

Maximum Idle Time: After selecting On Demand as the Reconnect Mode, enter
the maximum idle time value here. Entering the value 0 means infinite.

DNS Mode: Select the method that will be used to obtain DNS IP addresses here.

Options to choose from are Receive DNS from ISP and Enter DNS Manually.

Primary DNS Address: After selecting the Enter DNS Manually option for the
DNS Mode, enter the primary DNS IP address here.

Secondary DNS Address: After selecting the Enter DNS Manually option for the
DNS Mode, enter the secondary DNS IP address here. This field is optional.

MTU: Enter the Maximum Transmission Unit (MTU) value here.
MAC Address: Enter the MAC address used for the Internet connection here.

Alternatively, click the Clone Your PC's MAC Address button to use the PC’s

MAC address that was originally used to connect to the Internet before the
purchase of this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : |PPPoE (Username [ Password) [+ |

PPPOE INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

Address Mode :
IP Address :

@ Dynamic IP ' Static IP

Username :
Password :
Verify Password :

Service Name : {optional)

® | Always on v

_'On demand 0 Manual

Reconnect Mode :

Maximum Idle Time : (minutes, O=infinite)

DNS Mode : @ Recejve DNS from ISP ) Enter DNS Manually
Primary DNS Server :
Secondary DNS Server : (optional)
MTU : j497
MAC Address :

l Clone Your PC's MAC Address

Save Settings ] [ Don't 5ave Settings ]
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Internet Connection Type — PPPoA (Username/Password)

In this section we can configure the Internet connection type. Parameters available
for configuration are the following:

My Internet Connection is: Select the Internet connection type here. Options to
choose from are Static IP, Dynamic IP (DHCP), PPPoE
(Username/Password), PPPoA (Username/Password), and Bridge. This
section will explain the parameters that are available after selecting the PPPoA
(Username/Password) option.

Username: Enter the PPPOA username here.

Password: Enter the PPPoA password here.

Verify Password: Re-enter the PPPoA password here.

Service Name: Enter the service name here. This field is optional.

Reconnect mode: Select the re-connect mode here. Options to choose from are
Always On, On Demand, and Manual. When selecting to use the Always On
option, a schedule can be applied to the re-connect mode. To add a new
schedule, click the New Schedule button.

Maximum Idle Time: After selecting On Demand as the Reconnect Mode, enter
the maximum idle time value here. Entering the value 0 means infinite.

DNS Mode: Select the method that will be used to obtain DNS IP addresses here.
Options to choose from are Receive DNS from ISP and Enter DNS Manually.

Primary DNS Address: After selecting the Enter DNS Manually option for the
DNS Mode, enter the primary DNS IP address here.

Secondary DNS Address: After selecting the Enter DNS Manually option for the
DNS Mode, enter the secondary DNS IP address here. This field is optional.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is | | pproaA (Username [ Password) [

PPPOA INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

Username :
Password :
Verify Password :
Reconnect Mode : &) ajyays on

O on demand O Manual
Maximum Idle Time : (minutes, O=infinite)

DNS Mode : (&) Receive DNS from ISP () Enter DNS Manualy
Primary DNS Server :

Secondary DNS Server : (optional)

[ Save Settings ][ Don't Save Settings
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Internet Connection Type — Bridge

In this section we can configure the Internet connection type. Parameters available
for configuration are the following:

My Internet Connection is: Select the Internet connection type here. Options to
choose from are Static IP, Dynamic IP (DHCP), PPPoE
(Username/Password), PPPoA (Username/Password), and Bridge. This
section will explain the parameters that are available after selecting the Bridge
option.

Note: Enabling this Internet connection method will display the routing function of this
device.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is :

Bridge

[=]

[ Save Settings ] [ Don't Save Settings
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Wireless Settings

To access the Wireless Settings page, click on the Setup menu link, at the top, and then click on the Wireless Settings menu link, on the left.

On this page we can configure services related to the Wireless connectivity of this
product.

The following Web-based wizards are designed to assist you in your wireless network setup and = If you already have a

wireless device connection. wireless network setup
NETWORK SETTINGS A ) o i with Wi-Fi Protected
STCIFJ\GE Before launching these wizards, please make sure you have followed all steps outlined in the Quick Setup, dick on Add
Installation Guide included in the package. Wireless Device with

MEDIA SERVER 'WPS to add new device

wvﬁi WIRELESS NETWORK SETUP WIZARD to your wireless network.

= If you are new to

wireless networki d
This wizard is designed to assist you in your wireless network setup. It will guide you through step- L‘;;Zgne\.r: (‘,'](,,ﬁmg,;dnﬂ

by-step instructions on how to set up your wireless network and how to make it secure. wireless router before,
an Wireless
Wireless Connection Setup Wizard Connection Setup
Wizard and the router
Note: Some changes made using this Setup Wizard may require you to change some settings on wiill guide you through a
your wireless dient adapters so they can still connect to the D-Link Router. few simple to get
your wireless network up

and running.
ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

» If you consider
yourself an advanced
This wizard is designed to assist you in connecting your wireless device to your wireless router, It user and have configured
will guide you through step-by-step instructions on how to get your wireless device connected. Click | ERGGEESITERTEITES
the button below to begin. Manual Wireless
onnection Setup to

Add Wireless Device with WPS input all the settings

manually.

MYDI

=« Mo

MAI WIRELESS NETWORK SETUP

If your wireless network is already set up with Wi-Fi Protected Setup, manual configuration of the
wireless network will destroy the existing wireless network. If you would like to configure the
wireless settings of your new D-Link Systems Router manually, then dick on the Manual Wireless
Network Setup button below.

[ Manual Wireless Connection Setup ]
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Wireless Network Setup Wizard

Click the Wireless Connection Setup Wizard button to initiate the Wireless
connection setup wizard.

This wizard is designed to assist you in your wireless network setup. It will guide you through step-
by-step instructions on how to set up your wireless network and how to make it secure.

Wireless Connection Setup Wizard

Note: Some changes made using this Setup Wizard may require vou to change some settings on
your wireless dient adapters so they can still connect to the D-Link Router.

After clicking the Wireless Connection Setup Wizard button, the following page will
be available.

This wizard will guide user through a step-by-step wizard, divided into 2 steps, to
configure the Wireless connectivity used by this router.

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.

Network Name (SSID) 2.4GHZ : D-Link DSL-2890AL

Network Name (SSID) 5GHz : D-Link DSL-2B90AL_5GF

@ Automatically assign a network key (Recommended)

To prevent outsiders from accessing your network, the router will automatically assign a security (also called
WEP or WPA key) to your network,

) Manually assign a network key
Use this options if you prefer to create our own key.

Note: All D-Link wireless adapters currently support WPA.
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Step 1: Welcome to the D-Link Wireless Security Setup Wizard

In this section, we can configure the following:

Network Name (SSID) 2.4GHz: Enter the wireless network name (SSID), for the
2.4GHz frequency band, here.

Network Name (SSID) 5GHz: Enter the wireless network name (SSID), for the
5GHz frequency band, here.

Automatically assign a network key: Select this option to automatically assign a
wireless network key for each wireless band. The router will automatically
generate a strong wireless key.

Manually assign a network key: Select this option to manually enter a custom
wireless security key.

Click the Next button to continue to the next step.
Click the Cancel button to discard the changes made and return to the main menu.

Step 2: Set Your Wireless Security Password

After selecting to manually assign a network key, the following page will be available.
In this section, we can configure the following:

Use the same...: Tick this option to use the same wireless security password on
both 2.4GHz and 5GHz bands.

2.4GHz Wireless Security Password: Enter the wireless security password for the
2.4GHz band here.

5GHz Wireless Security Password: Enter the wireless security password for the
5GHz band here.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.

Network Name (SSID) 2.4GHz :
Network Name (SSID) 5GHz :

D-Link DSL-2890AL

D-Link DSL-2890AL_5GF

@ Automatically assign a network key (Recommended)

To prevent outsiders from accessing your network, the router will automatically assign a security (also called
WEP or WPA key) to your network.

) Manually assign a network key
Use this options if you prefer to create our own key.

Mote: All D-Link wireless adapters currently support WPA.

STEP 2: SET YOUR WIRELESS SECURITY PASSWORD

You have selected your security level - you will need to set a wireless security password.
The WPA (Wi-Fi Protected Access) key must meet one of following guidelines:
- Between 8 and 63 characters (A longer WPA key is more secure than a short one )

- Exactly 64 characters using 0-9 and A-F

[] use the same Wireless Security Password on both 2.4GHz and 5GHz band

2.4Ghz Wireless Security Password :
5Ghz Wireless Security Password

Mote: You will need to enter the same password as keys in this step into your wireless dients in order
to enable proper wireless communication.

[Prev] [Next] [Canl:el]
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Setup Complete

On this page we can view a summary of the Wireless settings for confirmation.

. . ) . . . Below is a detailed summary of your wireless security settings. Please print this page out, or write the
Note: Pay special attention to the Pre-Shared Key fields. Wireless clients will need information on a piece of paper, so you can configure the correct settings on your wireless client

to enter this password to connect to your wireless network. adapters.

Wireless Band : 2.4GHz Band
Click the Save button to save the settings and complete the wizard.

Click the Prev button to return to the previous step. Wireless Network Name (SSID) : D-Link DSL-2890AL
Click the Cancel button to discard the changes made and return to the main menu. Security Mode : Auto (WPA or WPA2) - Personal

Cipher Type : TKIP and AES

Pre-Shared Key : 7d49df6566
Wireless Band : 5GHz Band

Wireless Network Name (SSID) : D-Link DSL-2890AL_5GHz
Security Mode : Auto (WPA or WPAZ) - Personal
Cipher Type : TKIP and AES

Pre-Shared Key : 7d49df6566

Add Wireless Device With WPS Wizard

Click the Add Wireless Device with WPS button to initiate the Wi-Fi Protected Setup

(WPS) setup wizard.

This wizard is designed to assist you in connecting your wireless device to your wireless router., It
will guide you through step-by-step instructions on how to get your wireless device connected. Click
the button below to begin.

| Add Wireless Device with Wps |
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After clicking the Add Wireless Device with WPS button, the following page will be
available.

Step 1: Select Configuration Method for Your Wireless Network

In this section, we can configure the following:

Auto: Select this option to automatically allow the router and the wireless client to
connect to each other by means of WPS.

Manual: Select this option to display the configured wireless settings. This
information can then be configured of the wireless clients manually to initiate a
wireless connection.

Click the Next button to continue to the next step.
Click the Cancel button to discard the changes made and return to the main menu.

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and click next to continue.

Auto @ Select this option if your wireless device supports WPS (Wi-Fi Protected Setup)

Manual O Select this option will display the current wireless settings for you to configure the wireless device
manually

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and click next to continue.

Auto @ Select this option if your wireless device supports WPS (Wi-Fi Protected Setup)

Manual O Select this option will display the current wireless settings for you to configure the wireless device
manually
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Step 2: Connect Your Wireless Device

After selecting the Auto option, in Step 1, the following page will be available. In this

section, we can configure the following:
PIN: Select this option to use the Personal Identification Number (PIN) method to T e e ats evice to your wireless netuork
connect the two devices. Enter the PIN number here. Enter the same PIN -PBC (Push Button Configuration)
number at the wireless client software.
PBC: Select this option to use the Push Button Configuration (PBC) method to
connect the two devices.

@ pIN *

please enter the PIN from your wireless device and click the below "Connect” Button within 120 seconds

7 PBC
Click the Connect button to initiate the WPS connection. please press the push button on your wireless device and dick the below "Connect” Button within 120 seconds
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After selecting the PIN option, in Step 2, the following page will be available.

. . o Please start WPS on the wireless device you are adding to your wireless network.
The router will allow 120 seconds for the WPS connection to initiate. Remain time in second: 118

Adding wireless device: Started.

After selecting the PBC option, in Step 2, the following page will be available. Press

the WPS button on the wireless client to initiate the connection.

Please press down the Push Button (physical or virtual) on the wireless device you are adding to your wireless
network.

The router will allow 120 seconds for the WPS connection to initiate. Remain time in second: 118

Adding wireless device: Started.
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After successfully connecting the router and the wireless client, by means of WPS,
the following page will be available.

Click the Cancel button to finish the setup and return to the main menu.

Click the Wireless Status button to view information about wireless clients connected
to the router.

After selecting the Manual option, in Step 1, the following page will be available.

This information can then be configured of the wireless clients manually to initiate a
wireless connection.

Click the Prev button to return to the previous step.
Click the Cancel button to finish the setup and return to the main menu.

Click the Wireless Status button to view information about wireless clients connected
to the router.

STEP 2: CONNECT YOUR WIRELESS DEVICE

Adding wireless device: Succeeded. To add another device dick on the Cancel button below or dlick on the Wireless

Status button to check wireless status.

[ Cancel ] [ Wireless Status

STEP 2: CONNECT YOUR WIRELESS DEVICE

adapters.
2.4 Ghz Frequency

S5ID: D-Link DSL-2890AL
Security Mode: Auto (WPA or WPAZ) - Personal
Cipher Type: TKIP and AES

Pre-shared Key:
7d49dfese6

5 Ghz Frequency

SSID: D-Link DSL-28904L_5GHz

Security Mode: Auto (WPA or WPAZ) - Personal
Cipher Type: TKIP and AES

Pre-shared Key:
7d49dfese6

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client

[ Cancel ] [ Wireless Status
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Manual Wireless Network Setup

Click the Manual Wireless Network Setup button to access the manual wireless
network configuration page.

If your wireless network is already set up with Wi-Fi Protected Setup, manual configuration of the
wireless network will destroy the existing wireless network. If you would like to configure the
wireless settings of your new D-Link Systems Router manually, then dick on the Manual Wireless
Network Setup button below.

[ Manual Wireless Connection Setup ]

After clicking the Manual Wireless Connection Setup button, the following page will

be available. LI

DSL-2890§I.AI.| SETUP ADVANCED MAINTENANCE STATUS HELP

INTERNET Helpful Hints...
WIRELESS SETTINGS Use this section to configure the wireless settings for your D-Link router. Please note that changes Changing your
METWORK SETTINGS made in this section may also need to be duplicated on your wireless dient.

— To protect your privacy you can configure wireless security features. This device supports three
IEEE wireless security modes including: WEP, WPA and WPA2.

‘When making changes to the WLAN interface, it will be restarted and the WLAN
interface might temporarily disconnect.

MEDIA SERVER

not contain any persol
| save Settings | [ Don't Save Settings | information.

= Enable Auto Channel

Selection let the router
WIRELESS NETWORK SETTINGS can select the best
passible channel for your

Wireless Band : 2.4GHz Band wireless network to
operate on.

Enable Wireless : Always [+ ] « Enabling Hidden Mode

Wireless Network Name : Dp-Link DSL-2830AL  (Also called the SSID)
802.11 Mode : |Mixed 802.11n, 802.11g and 802.11b[~ |
Enable Auto Channel Scan :

network when they
Wireless Channel : |2.412 cHz 011 perform a scan to see
what's available. In order

Transmission Rate : |Best (automatic) [+ | (Mbit/s) 55 devices

- conne your
Channel Width : |20/40 MHz(auta) [+ | router, you will need to

e . manually enter the
Visibility Status : @ vigible © Invisible Network Name

'WIRELESS SECURITY MODE = If you have enabled
Wireless Securi

rity, make
- . sure you write down the
Security Mode : | wpa-Personal El y or Passphrase
vou have
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In this section we can configure the following parameters.

Enable Wireless: Tick this option to enable the wireless feature for the 2.4GHz

band on this router. Use the drop-down menu to apply a time schedule to this
wireless network.

Wireless Network Name: Enter the wireless network name (SSID) here. This
name will be available when wireless clients scan for available wireless
networks. However, when the Visibility Status option is set to Invisible, this
name will not be visible to wireless clients.

802.11 Mode: Here we can select which 802.11 wireless modes to use. Options to
choose from are 802.11b only, 802.11g only, 802.11n only, Mixed 802.11g
and 802.11b, Mixed 802.11n and 802.11g, and Mixed 802.11n, 802.11g and
802.11b. If you are not sure, select the Mixed 802.11n, 802.11g and 802.11b
option.

Enable Auto Channel Scan: Tick this option to allow the router to find and use the
wireless channel with the least interference in your environment.

Wireless Channel: Here we can manually select a wireless channel.

WIRELESS NETWORK SETTINGS

Enable Wireless

Enable Auto Channel Scan

Wireless Band :

Transmission Rate :
Channel Width :
Visibility Status :

2.4GHz Band

Mixed 802.11n,

:
Wireless Channel :

: Always [=]| Mew Schedule

Wireless Network Name : p-Link DSL-239041 {Also called the SSID)

802.11 Mode :

802.11g and 802.11b[~|

Best (automatic) [+ | (Mbit/s)
20/40 MHz(Auto) [+ |

@ Visible ©

Invisible

Transmission Rate: Here we can select the wireless transmission rate. It is advisable to keep this option on Best.
Channel Width: Here we can select the wireless channel width used. Options to choose from are 20MHz and 20/40MHz (Auto).

Visibility Status: Here we can choose to hide the Wireless SSID by selecting Invisible to hide it and Visible to reveal it.

Wireless Security Mode - None

This router supports four wireless security mode options available in the Security
Mode drop-down menu for the 2.4GHz band.

The first security mode is called None. By selecting this mode, there will be no

wireless security applied to your wireless network. This means that anyone with a
wireless adapter can connect to your network.

WIRELESS SECURITY MODE

Security Mode © | None

[=]
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Wireless Security Mode - WEP
Wired Equivalent Privacy (WEP) is any entry level wireless security method that we
can use to prevent unauthorized wireless access to this router. WEP is not a very

secure option, but it is better than no wireless security. Security Mode : [wep (=]

After selecting to use WEP as your wireless security mode, the following parameters _

will be available to configure:

. . WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router
WEP Key Length: ,SeleCt the WEP Key Length value used, h,ere' Options to choose and the wireless stations. For 64-bit keys you must enter 10 hex digits into each key box. For 128-
from are 128 bit (26 hex digits) and 64 bit (10 hex digits). bit keys vou must enter 26 hex digits into each key box. A hex digit is either 2 number from 0 to 9

Authentication: Select the WEP authentication option here. Options to choose or a letter from A to F. For the most secure use of WEP set the authentication type to "Shared Key"
from are Both and Shared Key. when WEP is enabled.

WEP Key 1: Enter a wireless security key here. This key must be configured on all You may also enter any text string into a WEP key box, in which case it will be converted into a
the wireless clients for them to be able to connect to your wireless network. hexadedmal key using the ASCII values of the characters. A maximum of 5 text characters can be

entered for 64-bit keys, and a maximum of 13 characters for 128-bit keys.

If you choose the WEP security option this device will ONLY operate in Legacy Wireless mode
(802.11B/G). This means you will NOT get 11N performance due to the fact that WEP is not
supported by the Draft 11N specification.

WEP Key Length : |64 bit {10 hex digits) E| (length applies to all keys)
Authentication : |Eoth E3
WEP Key 1 :
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Wireless Security Mode — WPA-Personal

Wi-Fi Protected Access (WPA) is a more advanced wireless security method that WIRELESS SECURITY MODE
we can use to prevent unautherized wireless access to this router. Wi-Fi Protected
Access (WPA?2) is the most advanced wireless security method that we can use to Security Mode : |wPa-Personal |7
prevent unautherized wireless access to this router.

WPA Personal does not require an authentication server.
Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPA2 capable.

After selecting to use WPA-Personal as your wireless security mode, the following Also the strongest cipher that the dient supports will be used. For best security, use WPA2 Only
parameters will be available to configure: mode. This mode uses AES{CCMP) dpher and legacy stations are not allowed access with WPA

] . security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
WPA Mode: Here we can select which WPA mode to use. Options to choose from and legacy devices work only in this mode.

are Auto (WPA or WPA2), WPA2 Only, and WPA Only. ) . _ )
Cipher Type: Select the wireless cipher type here. Options to choose from are Iigﬁgﬂ'fve better wireless performance use WPA2 Only security mode (or in other words AES

TKIP and AES, TKIP, and AES.
Group Key Update Interval: Enter the group key update interval value here.

Pre-Shared Key: Enter the WPA-Personal wireless Pre-Shared Key here. This key Cipher Type : | TKIP and AES [~ |
must be configured on all the wireless clients for them to be able to connect to Group Key Update Interval : 3500 (seconds)
your wireless network.

WPA Mode : | Auta(WPA or WPAZ) [ ]

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of
ample length and should not be a commonly known phrase.

Pre-Shared Key @ 7d4odfss66
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Wireless Security Mode — WPA-Enterprise

Wi-Fi Protected Access (WPA) is a more advanced wireless security method that
we can use to prevent unautherized wireless access to this router. Wi-Fi Protected
Access (WPA?2) is the most advanced wireless security method that we can use to
prevent unautherized wireless access to this router.

WPA-Enterprise requires the use of an external RADIUS server.

After selecting to use WPA-Enterprise as your wireless security mode, the following
parameters will be available to configure:

WPA Mode: Here we can select which WPA mode to use. Options to choose from
are Auto (WPA or WPA2), WPA2 Only, and WPA Only.

Cipher Type: Select the wireless cipher type here. Options to choose from are
TKIP and AES, TKIP, and AES.

Group Key Update Interval: Enter the group key update interval value here.

RADIUS server IP Address: Enter the IP address of the external RADIUS server
used here.

RADIUS server Port: Enter the external RADIUS server port number used here.

RADIUS server Shared Secret: Enter the RADIUS server Shared Secret here.

This key must be configured on all the wireless clients for them to be able to
connect to your wireless network.

Click the Advanced button to configure settings for an optional secondary RADIUS
server.

WIRELESS SECURITY MODE

Security Mode : | wpA-Enterprise [ |

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPA2 capable.
Also the strongest cipher that the dient supports will be used. For best security, use WPA2 Only
mode. This mode uses AES{CCMP) dpher and legacy stations are not allowed access with WPA
security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
and legacy devices work only in this mode,

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : | Auta[WPA or WPAZ) [+ ]
Cipher Type : [TKIP and AES [~ |

Group Key Update Interval : zs00 (seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate dlients
via a remote RADIUS server.

RADIUS server IP Address :
RADIUS server Port : 1317
RADIUS server Shared Secret :

Web User Interface Configuration

Page 51



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

After clicking the Advanced button, the following parameters are available for
configuration:

Second RADIUS server |IP Address: Enter the IP address of the external RADIUS
server used here.

Second RADIUS server Port: Enter the external RADIUS server port number used
here.

Second RADIUS server Shared Secret: Enter the RADIUS server Shared Secret
here. This key must be configured on all the wireless clients for them to be able
to connect to your wireless network.

In this section we can configure the following parameters.

Enable Wireless: Tick this option to enable the wireless feature for the 5GHz band
on this router. Use the drop-down menu to apply a time schedule to this
wireless network.

Wireless Network Name: Enter the wireless network name (SSID) here. This
name will be available when wireless clients scan for available wireless
networks. However, when the Visibility Status option is set to Invisible, this
name will not be visible to wireless clients.

802.11 Mode: Here we can select which 802.11 wireless modes to use. Options to
choose from are 802.11a only, 802.11n only, Mixed 802.11a and 802.11n,
and Mixed 802.11ac. If you are not sure, select the Mixed 802.11ac option.

Enable Auto Channel Scan: Tick this option to allow the router to find and use the
wireless channel with the least interference in your environment.

Wireless Channel: Here we can manually select a wireless channel.

Optional backup RADIUS server

Second RADIUS server IP :
Address
Second RADIUS server Port :

Second RADIUS server Shared :
Secret

1812

WIRELESS NETWORK SETTINGS

Wireless Band :

Enable Wireless

Wireless Network Name
802.11 Mode :

Enable Auto Channel Scan
Wireless Channel :
Transmission Rate :
Channel Width :

Visibility Status :

5GHz Band

: Always [=|| Mew Schedule

! D-Link D5L-28%90AL_5GF (Also called the SSID)

Mixed §02.11ac [=]

:

Best {automatic) El (Mbit/'s)
20/40/80 MHz{Auta) [~ |

@ \isible 0 Invisible

Transmission Rate: Here we can select the wireless transmission rate. It is advisable to keep this option on Best.

Channel Width: Here we can select the wireless channel width used. Options to choose from are 20MHz, 20/40MHz (Auto), and 20/40/80MHz (Auto).

Visibility Status: Here we can choose to hide the Wireless SSID by selecting Invisible to hide it and Visible to reveal it.

Wireless Security Mode - None

This router supports three wireless security mode options available in the Security
Mode drop-down menu for the 5GHz band.
The first security mode is called None. By selecting this mode, there will be no

wireless security applied to your wireless network. This means that anyone with a
wireless adapter can connect to your network.

WIRELESS SECURITY MODE

Security Mode : | None

[=]

Save Settings ] ’ Don't 5ave Settings

)
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Wireless Security Mode — WPA-Personal

Wi-Fi Protected Access (WPA) is a more advanced wireless security method that WIRELESS SECURITY MODE
we can use to prevent unautherized wireless access to this router. Wi-Fi Protected
Access (WPAZ2) is the most advanced wireless security method that we can use to Security Mode : |wea-Personal |+ |
prevent unautherized wireless access to this router.

WPA Personal does not require an authentication server.
Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPA2 capable.
After selecting to use WPA-Personal as your wireless security mode, the following Also the strongest dpher that the dient supports will be used. For best security, use WPA2 Only
parameters will be available to configure: mode_. This mode_uses AES{CCMI_J:} dpher and legacy stat_mns are not allnwed_ access with WPﬂ_«
security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming

WPA Mode: Here we can select which WPA mode to use. Options to choose from and legacy devices work only in this mode.
are Auto (WPA or WPA2), WPA2 Only, and WPA Only. _ . _ _

Cipher Type: Select the wireless cipher type here. The only option available is Iigﬁgﬂ'_we better wireless performance use WPA2 Only security mode (or in other words AES
AES.

Group Key Update Interval: Enter the group key update interval value here. WPA Mode : | Auto(WPA or WPA2) [ |

Pre-Shared Key: Enter the WPA-Personal wireless Pre-Shared Key here. This key Cipher Type : |aEs[~ |
must be configured on all the wireless clients for them to be able to connect to Group Key Update Interval : 3500 (seconds)

your wireless network.

PRE-SHARED KEY
Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of

ample length and should not be a commonly known phrase.

Pre-Shared Key : 7d40dfes66

Save Settings ] [ Don't 5ave Settings ]
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Wireless Security Mode — WPA-Enterprise

Wi-Fi Protected Access (WPA) is a more advanced wireless security method that WIRELESS SECURITY MODE
we can use to prevent unautherized wireless access to this router. Wi-Fi Protected
Access (WPAZ2) is the most advanced wireless security method that we can use to Security Mode : | Wpa-Enterprise [+ |
prevent unautherized wireless access to this router.

WPA-Enterprise requires the use of an external RADIUS server.
Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPA2 capable.

After selecting to use WPA-Enterprise as your wireless security mode, the following Also the strongest cipher that the dlient supports will be used. For best security, use WPA2 Only
parameters will be available to configure: mode. This mode uses AES(CCMP) cipher and legacy stations are not allowed access with WPA
. . security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
WPA Mode: Here we can select which WPA mode to use. Options to choose from and legacy devices work only in this mode.

are Auto (WPA or WPA2), WPA2 Only, and WPA Only.

Cipher Type: Select the wireless cipher type here. The only option available is To achieve better wireless performance use WPA2 Only security mode (or in other words AES

cipher).
AES. pher)
Group Key Update Interval: Enter the group key update interval value here. WPA Mode : | Auto(WPA or WPA2) [ |
RADIUS server IP Address: Enter the IP address of the external RADIUS server Cipher Type : |ags|~|
used here. Group Key Update Interval : =500 {seconds)
RADIUS server Port: Enter the external RADIUS server port number used here.
RADIUS server Shared Secret: Enter the RADIUS server Shared Secret here.
This key must be configured on all the wireless clients for them to be able to
connect to your wireless network. When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients
via a remote RADIUS server.
Click the Advanced button to configure settings for an optional secondary RADIUS RADIUS server IP Address :
server. RADIUS server Port : 1512
RADIUS server Shared Secret :
Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made.

[ Save Settings ] [ Don't Save Settings
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After clicking the Advanced button, the following parameters are available for
configuration:
Second RADIUS server IP Address: Enter the IP address of the external RADIUS
server used here.
Second RADIUS server Port: Enter the external RADIUS server port number used
here.
Second RADIUS server Shared Secret: Enter the RADIUS server Shared Secret

here. This key must be configured on all the wireless clients for them to be able to
connect to your wireless network.

<< Advanced

Optional backup RADIUS server

Second RADIUS server IP :

Address

Second RADIUS server Port :
Second RADIUS server Shared :

Secret

1812
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Network Settings

To access the Network Settings page, click on the Setup menu link, at the top, and then click on the Network Settings menu link, on the left.

On this page we can configure services related to the Local Area Network
connectivity of this product.

DL an

DSL-2890§I.AI.| SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

INTERNET
WIRELESS SETTINGS
STORAGE

MEDIA SERVER

IPVE

MYDLINK SETTINGS

Use this section to configure the internal network settings of your router and also to configure the
built-in DHCP server to assign IP addresses to computers on your network. The IP address that is
configured here is the IP address that you use to access the Web-based management interface, If
you change the IP address in this section, you may need to adjust your PC's network settings to
access the network again.

Please note that this section is optional and you do not need to change any of the
settings here to get your network up and running.

[ Save Settings ][ Don't Save Settings ]

Use this section to configure the internal network settings of your router, The IP address that is
configured here is the IP address that you use to access the Web-based management interface, If
you change the IP address here, you may need to adjust your PC's network settings to access the
network again.

Router IP Address : 192.168.1.1
Default Subnet Mask : 255.255.255.0
Host Name : dlinkrouter

Local Domain Name : {optional)

Enable DNS Relay :

ROUTER SETTINGS

DHCP SERVER SETTINGS

Use this section to configure the built-in DHCP server to assign IP address to the computers on your
network.

Enable DHCP Server :

= If you already have a
) SETVEr on Your

network, uncheck
Enable DHCP Server to
disable this feature.

= If you have devices

always have

IP address

s, add a

DHCP Reservation for
each such device.

- P
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In this section, the following parameters are available to configure:

Router IP Address: Enter the local IP address for this router here. This IP address

is also used to connect to this device's Web User Interface. Please note that
after changing this IP address you'll be forced to log into the Web User
Interface again, using the new IP address.

Default Subnet Mask: Enter the subnet mask used here.

Host Name: Enter the host name here.

Local Domain Name: Enter the local domain name here. This field is optional.
Enable DNS Relay: Tick this option to enable the DNS relay option.

In this section, the following parameters can be configured:
Enable DHCP Server: Select this option to enable the DHCP Server option.

DHCP IP Address Range: Enter the starting and ending IP address host number
value for the DHCP Server pool here.

DHCP Lease Time: Enter the DHCP lease time value used here.
Always broadcast: Tick this option to enable the always broadcast feature.

ROUTER SETTINGS

Use this section to configure the internal network settings of your router, The IP address that is
configured here is the IP address that you use to access the Web-based management interface. If
you change the IP address here, you may need to adjust your PC's network settings to access the
network again.

Router IP Address : 192,168.1.1
Default Subnet Mask : 2552552550
Host Name : dlinkrouter
Local Domain Name : (optional)

Enable DNS Relay :

DHCP SERVER SETTINGS

Use this section to configure the built-in DHCP server to assign IP address to the computers on your
network.

Enable DHCP Server :
DHCP IP Address Range : 2 to 254  (addresses within the LAN subnet)
DHCP Lease Time : j144p (minutes)

Always broadcast : {compatibility for some DHCP Clients)
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In this section, the following parameters can be configured: ADD DHCP RESERVATION

Enable: Tick this option to enable the DHCP IP address reservation feature.
Computer Name: Enter the computer’s name here. Alternatively select the Enable : ]
computer name from the Computer Name drop-down menu and click the << Computer Name : Computer Name |+
button to place it into the textbox. 1P Address -
IP Address: Enter the IP address that will be reserved for the node here.
] ) MAC Address :
MAC Address: Enter the MAC address of the node being reserved here. Click the
Clone Your PC’s MAC Address button to copy and paste your PC's MAC | Clone Your PC's MAC Address |
address in the textbox. | Add/ Update || Clear |
Click the Add/Update button to add or update a DHCP reservation entry, based on the information entered.
Click the Clear button to clear out the information entered in the fields mentioned above.
In this section, a list of DHCP reservations will be display. DHCP RESERVATIONS LIST
= Enable Host Name IP Address MAC Address
Click the E’ icon to modify a specific entry. .
_ Computer 192.168.1.2 10:bf:48:d6:e2:e2 = ?
Click the ("‘. icon to delete a specific entry.
In this section, a list of dynamic DHCP clients will be displayed. NUMBER OF DYNAMIC DHCP CLIENTS
Click the Save Settings button to accept the changes made. Lreil e IP Address MACAddress  Expired Time
Click the Don’t Save Settings button to discard the changes made. Nick-PC2 102.168.1.2 10:bf-48:d6:02: 02 ﬁnﬁ;ﬂ 59

[ Save Seftings ] [ Don't Save Settings
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Storage

To access the Storage page, click on the Setup menu link, at the top, and then click on the Storage menu link, on the left.

On this page we can configure services related to the storage media and services
used by this product.

T 1D-LINKE

o) BTN oo | e | owe | w |

INTERNET

STORAGE

MEDIA d

LOGOUT

Storage File Access allows you to use a web browser or fip client to remotely access files stored
on an SD card or USB storage drive plugged into the router. After plugging in an SD card or USB
storage drive, the new device will appear in the list with a link to it. You can then use this link to
connect to the drive and log in with a user account.

SHAREPORT WEB ACCESS

If vou would lke to configure the Web Access Service seftings or create user accounts, then
dlick on the butten below.

[ Web Access Service Setup ]

You can then use this link to connect to the drive and log in with & user account.

FTP SERVER ACCESS

If vou would lke to configure the FTP Access Service setfings or create user accounts, then
dlick on the button below.

[ FTP Access Service Setup ]

You can then use this link to connect to the drive and log in with 3 user account.

Helpful Hints_.
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In the SharePort Web Access section, we can configure the SharePort web access
settings. Click the Web Access Service Setup button to access the SharePort Web
Access Configuration page.

Also in this section, users can click on the hyperlinks to access the SharePort Utility
to access music, photos, movies and documents found on the storage medium
attached. HTTP and HTTPS access is provided.

After clicking the Web Access Service Setup button, the following page will be
displayed.

SHAREPORT WEEB ACCESS

If you would like to configure the Web Access Service settings or create user accounts, then click on
the button below.,

| Web Access Service Setup |

¥ou can then use this link to connect to the drive and log in with a user account.

http://192.168.1.1:8181

https://192.1588.1.1:4433

- 1-Lan

DSL-289 OAI.‘I.

INTERNET
WIRELESS SETTINGS
NETWORK SETTINGS
MEDIA SERVER

Ve

MYDLINK SETTINGS
LOGOUT

Web File Access allows you to use a web browser to remotely access files stored on an SD card or
USB storage drive plugged into the router, To use this feature, check the Enable Web File Access

checkbox, then use the Admin account or create user accounts to manage access to your storage
devices.

| Save Settings H Don't Save Settings |

SHAREPORT WEB ACCESS

Enable SharePort Web Access : [v]

HTTP Acces Pt
HTTPS Acces port

Allow Remote Access : [ |

WEB ACCESS: 10 — USER CREATION

User Name : | | << [User name v]

pasword s |

Verify Password : | H Add/Edit ‘

WEB ACCESS: USER LIST

Access Path
1 admin /

No. User Name Permission Edit Delete

Read/Write

Save Settings || Don't Save Settings

Helpful Hints...

= The Storage page
contains information
about the USB storage
drivers or 5D cards
currently plugged into
the device.

s More...
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In this section, the following parameters can be configured: SHAREPORT WEB ACCESS

Enable SharePort Web Access: Tick this option to enable the SharePort feature.
HTTP Access Port: Enter the HTTP access port number here. Enable SharePort Web Access : []
HTTPS Access Port: Enter the HTTPS access port number here. HTTP Access Port : 5151 |
Allow Remote Access: Tick this option to allow remote access to the SharePort HTTPS Access Port : 4433 |
feature. Allow Remote Access : [ ]
In this section, the following parameters can be configured: WERB ACCESS: 10 -- USER CREATION
User Name: Enter the username for the SharePort client account here.
Alternatively, select a user from the User Name drop-down menu to User Name : | | << [user Name v]
automatically add a username into the textbox. Password : | |
Pas.sword: Enter the password for the SharePort client accouht here. Verify Password : | || AddEdit |
Verify Password: Re-enter the password for the SharePort client account here.
Click the Add/Edit button to add or modify the SharePort client account.
In this section, a list of preconfigured SharePort user accounts will be displayed. WEB ACCESS: USER LIST
) E, _ - No. User Name Access Path Permission Edit Delete
Click the El icon to modfy the specific account. 1 admin / Read/Write
Click the ? icon to delete the specific account. 2  guest Mone Read Only §E ¥
Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made. Save Seftings || Don't Save Settings
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After clicking the E icon, the following parameters can be configured:

Folder: Click the Browse button to navigate to a folder on the storage medium that
will be allowed access to for this user account. Select the root option allow this
user account to access the root folder on the storage medium.

Permission: Select the access permission for this account here. Options to choose
from are Read Only and Read/Write.

Click the Append button to append these settings to a new account.
Click the OK button to modify this account.
Click the Cancel button to discard the changes made.

After click either the HTTP or HTTPS hyperlink, users will be required to enter the
SharePort user account details in the spaces provided.

After successful authentication, access to the SharePort utility will be given. Here
users can access music, photos, movies, and document from the storage medium
attached the USB port of this router.

APPEND NEW FOLDER

User Name @ gyest

Folder : [jy;n=

Permission : |Read Only

| Append |

roa

Log in to the web file access server :

vserhame s [ |
password : ||

SharePort™ Web Access

n Music ©
m Photo ©
<=

B Movie ©
5 Document ©
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On the main Storage page, in the FTP Server Access section, we can configure
FTP access to the storage medium attached. Click the FTP Access Service Setup
button to access the FTP Server Access Configuration page.

Also in this section, users can click on the hyperlinks to access the FTP server,
hosted by this router, to provide FTP access to the files on the storage medium
attached.

After clicking the FTP Access Service Setup button, the following page will be
displayed.

FTP SERVER ACCESS

If you would like to configure the FTP Access Service settings or create user accounts, then dick on
the button below.

| FTP Access Service Setup |

¥ou can then use this link to connect to the drive and log in with a user account.

fip://192.168.1.1

1L AN

DSL-289 UAI.‘I.

INTERNET
WIRELESS SETTINGS
NETWORK SETTINGS

STORAGE

MEDIA SERVER

FTP Access allows you to use a ftp dlient to remotely access files stored on an SD card or USB
storage drive plugged into the router. To use this feature, check the Allow Access checkbox, then
use the Admin account or create user accounts to manage access to your storage devices.

| Save Settings H Don't Save Settings |

Helpful Hints....

= The Storage page
contains information
about the USB storage
drivers or SD cards
currently plugged into
the device.

1PVe FTP SERVER ACCESS « More...

MYDLINK SETTINGS
z Allow Local Access : []

LOGOUT
Allow Remote Access @ [ |
Remote Access Port : 2121
Max Users Allowed to Log In

:
User 1die tme - second

FTP ACCESS: 32 — USER CREATION

User Name : | | << [User Name ]

psword s |

Verify Password : | H Add/Edit ‘

FTP ACCESS: USER LIST

No. User Name Access Path Permission Edit Delete

1 admin / A

Save Settings | | Don't Save Settings
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In this section, the following parameters can be configured:

Allow Local Access: Select this option to allow the LAN to access to the FTP
server.

Allow Remote Access: Select this option to allow WAN access to the FTP server.

Remote Access Port: After select the Allow Remote Access option, enter the
remote access port number here.

Max Users Allowed to Log In: Enter the number of concurrent users that will be
allowed to connect to this FTP server here.

User Idle Time: Enter the user account connection idle time value, in seconds here.

After this time has expired, the user will be disconnected from the FTP server.

In this section, the following parameters can be configured:

User Name: Enter the username for the FTP user account here. Alternatively,
select a user from the User Name drop-down menu to automatically add a
username into the textbox.

Password: Enter the password for the FTP user account here.
Verify Password: Re-enter the password for the FTP user account here.

Click the Add/Edit button to add or modify the SharePort client account.
In this section, a list of preconfigured FTP access user accounts will be displayed.

Click the E icon to modfy the specific account.

Click the ? icon to delete the specific account.
Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

FTP SERVER ACCESS

Allow Local Access @ [ ]
Allow Remote Access @ [
Remote Access Port @ 2121

Max Users Allowed to Log In : |3z |

User Idle time : [300 | second

FTP ACCESS: 32 — USER CREATION

User Name : | | << |User Nama |

Password : | |

Verify Password : | || Add/Edit |

FTP ACCESS: USER LIST

No. User Name Access Path Permission Edit Delete
1 admin / A
2 guest Mone None H W

Save Settings || Don't Save Settings
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After clicking the Ef icon, the following parameters can be configured: USER PERMISSION

Folder: Click the Browse button to navigate to a folder on the storage medium that
will be allowed access to for this FTP user account. Select the root option
allow this FTP user account to access the root folder on the storage medium. Folder

Permission: Select the access permission for this FTP user account here. Options " |None [root
to choose from are A (Allow Everything), D (Download), U (Upload + Permission : . . .
Making Directories), O (Overwrite Existing Files), M (Allow Multiple * [JA (allows EVERYTHING)
Logins), and E (Allow Erase Operations).

User Name @ gyest

[ D (download)

Click the OK button to modify this account. []U (upload + making directories)
Click the Cancel button to discard the changes made.
[ 0 (overwrite existing files)

LI (allows multiple logins)

[ E (allows erase operations)

Lastly, in the main Storage page, a list of connected storage devices will be NUMBER DEVICES:1
displayed.

Device Total Space Free Space Action
Click the Unmount button to safely unmount the storage medium before removing it JetFlash_Transcend 09851 30.8 GB 7.6 GB

from the router’'s USB port.
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Media Server

To access the Media Server page, click on the Setup menu link, at the top, and then click on the Media Server menu link, on the left.

On this page we can configure the DLNA media server and iTunes server used by
this product.

EET] TR oo | o | o | e

INTERNET

WIRELESS SETTINGS
NETWORK SETTINGS
STORAGE

IPVE

MYDLINK SETTINGS

DLMA (Digital Living Metwork Alliance) is the standard for the interoperability of Network Media
Devices (NMDs). The user can enjoy multi-media applications (music, pictures and videos) on your
network connected PC or media devices. The iTunes server will allow iTunes software to
automatically detect and play music from the router.

NOTE: The shared media may not be secure. Allowing any devices to stream
recommended only on secure networks.

[ Save Settings ][ Don't Save Settings H Refresh I

DLNA SERVER

DLNA Server : @ Enable () Disable
DLNA Server Name @ ps|28904L_DMS
Folder : [[ppot

/

ITUNES SERVER

iTunes Server : ) gnable @ Disable

Folder : | |ppot

Save Settings ] [ Don't Save Settings ]

Helpful Hints...

= After adding new
media content to the
router, click the Enable
or Disable button and
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In this section, the following parameters can be configured:
DLNA Server: Select to enable or disable the DLNA server option here.

DLNA Server Name: Enter the DLNA media server name here. This name will be
used by DLNA clients to identify and connect to the DLNA server.

Folder: This parameter specifies the DLNA shared media folder path. Tick the root
option to allow access to all files and folders on the storage device.
Alternatively, click the Browse button to navigate to a specific folder that can

be shared.

In this section, the following parameters can be configured:
iTunes Server: Select to enable or disable the iTunes server option here.

Folder: This parameter specifies the iTunes server shared media folder path. Tick
the root option to allow access to all files and folders on the storage device.
Alternatively, click the Browse button to navigate to a specific folder that can

be shared.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

DLNA SERVER

DLNA Server : @ gpahle () Disable
DLNA Server Name © ps|2890AL_DMS
Folder : [ gqt
/

Browse

iTunes Server : @ gnable ) Disable
Folder : [ gqt
!

Browse

Save Settings ] [ Don't Save Settings ]
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IPv6

To access the IPv6 page, click on the Setup menu link, at the top, and then click on the IPv6 menu link, on the left.

On this page we can configure services related to the IPv6 connectivity of this
product.

Click the IPv6 Internet Connection Setup Wizard button to initiate the IPv6 Internet
connection setup wizard.

EET] TN e | e | e | e

INTERNET

WIRELESS SETTINGS

NETWORK SETTINGS
STORAGE

MEDIA SERVER

MYDLINK SETTINGS

IPVG I

There are two ways to set up your IPv6 Internet connection. You can use the Web-based IPve
Internet Connection Setup Wizard, or you can manually configure the connection.

IPV6 INTERNET CONNECTION SETUP WLZARD

If you would like to utilize our easy to use Web-based Wizard to assist you in connecting your new
D-Link Systems Router to the IPv6 Internet, click on the button below.

IPv6 Internet Connection Setup Wizard

Note: Before launching the wizards, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package.

MANUAL IPV6 LOCAL CONNECTIVITY SETUP

If vou would like to configure the IPv6 local connectivity settings of your D-Link Router, then dick
on the button below.

[ 1Pv6 Local Connectivity Settings |

MANUAL IPY6 INTERNET CONNECTION SETUP

If vou would like to configure the IPv6 Internet settings of vour new D-Link Router manually, then
click on the button below.

[ Manual IPvé Internet Connection Setup ]

RNET CONNECTI

N SETUP WIZARD

If you would like to utilize our easy to use Web-based Wizard to assist you in connecting your new
D-Link Systems Router to the IPvE Internet, dick on the button below.

IPv6 Internet Connection Setup Wizard

Mote: Before launching the wizards, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package.

Helpful H

= If you are new to
networking and have

simple
steps to get your
network up and running.

= If you consider

user and have confi
a router befor

Connection Setup to
input all the settings
manualk

= M
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After clicking the IPv6 Internet Connection Setup Wizard button, the following page
will be available.

'WELCOME TO THE D-LINK IPV6 INTERNET CONNECTION SETUP WIZARD

This wizard will guide you through a step-by-step process to configure your new D-Link router and
to the IPv6

= Step 1: Configure your IPv6 Internet Connection
+ Step 2: Save Settings and Connect

Prev Connect

Welcome to the D-Link IPv6 Internet Connection Setup Wizard

This wizard will guide user through a step-by-step wizard, divided into 2 steps, to

configure the IPv6 Internet connectivity used by this router.

This wizard will guide you through a step-by-step process to configure your new D-Link router and
connect to the IPv6 Internet.

Click the Next button to continue to the next page. )
. i . « Step 1: Configure your IPvG Internet Connection
Click the Cancel button to discard the changes made and return to the main page. = Step 2: Save Settings and Connect

Prev Connect
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Step 1: Configure Your IPv6 Internet Connection

In this step, we can select an IPv6 Internet connection type from the list provided. In
this section, we can configure the following:

IPv6 over PPPOE: Select this option to configure an IPv6 Internet connection that
requires a PPPoE username and password.

Static IPv6 address and Route: Select this option to configure an IPv6 Internet
connection that requires manually configuring the IPv6 address information.

Tunneling Connection (6rd): Select this option to configure an IPv6 Internet

connection that requires manually configuring the 6rd automatic tunneling
mechanism.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After selecting the IPv6 over PPPOE option, we can configure the following
parameters:

PPPoE Session: Select the PPPoOE session used here. To share this connection
with IPv4, select the Share with IPv4 option. To create a new connection,
select the Create a new session option.

User Name: Enter the IPv6 PPPOE username here.

Password: Enter the IPv6 PPPoE password here.

Verify Password: Enter the IPv6 PPPOE password here again to verify.
Service Name: Enter the service name here. This field is optional.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

STEP 1: CONFIGURE YOUR IPVG INTERNET CONNECTION

Please select your IPv6 Internet Connection type:

@ IPv6 over PPPoE

Choose this option if your IPvE Internet connection requires a username and password to get online. Most DSL
modems use this type of connection.

_) Static IPv6 address and Route

Choose this option if your Internet Setup Provider (ISP) provided you with IPve Address information that has to
be manually configured.

) Tunneling Connection (6rd)

Choose this option if vour Internet Setup Provider (ISP) provided yvou a IPvG Internet Connection by using 6rd
automatic tunneling mechanism.

[Prev] [Next] [Canr.el]

SET USERNAME AND PASSWORD CONNECTION {PPPOE)

To set up this connection you will need to have a Username and Password from your IPv6 Internet
Service Provider. If you do not have this information, please contact your ISP.

PPPOE Session : @ Share with IPv4 ) Create a new session
User Name :
Password :
Verify Password :
Service Name : (optional)

Note: You may also need to provide a Service Name. If vou do not have or know this information, please contact
your ISP.

’Pre\t] [Nex‘t] [Cam:el]
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After selecting the Static IPv6 address and Route option, we can configure the
following parameters:

Use Link-Local Address: Tick this option to use the link-local address.
IPv6 Address: Enter the static IPv6 address here.

Subnet Prefix Length: Enter the IPv6 address prefix length here.

Default Gateway: Enter the default IPv6 gateway address here.

Primary IPv6 DNS Address: Enter the primary IPv6 DNS address here.
Secondary IPv6 DNS Address: Enter the primary IPv6 DNS address here.
LAN IPv6 Address: Enter the LAN IPv6 address here.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the main menu.

After selecting the Tunneling Connection (6rd) option, we can configure the
following parameters:

6rd IPv6 Prefix: Enter the 6rd IPv6 prefix value here:

IPv4 Address: Enter the IPv4 address here.

Mask Length: Enter the IPv4 mask length here.

Assigned IPv6 Prefix: Enter the assigned IPv6 prefix value here.

6rd Border Relay IPv4 Address: Enter the 6rd border relay IPv4 address here.
IPv6 DNS Server: Enter the IPv6 DNS server address here.

Click the Next button to continue to the next step.
Click the Prev button to return to the previous step.

Click the Cancel button to discard the changes made and return to the main menu.

SET STATIC IPV6 ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IPv6 information provided by your
IPv6 Internet Service Provider. If you have a Static IPv6 connection and do not have this information,
please contact your ISP.

Use Link-Local Address :
IPvE Address :
Subnet Prefix Length :
Default Gateway :
Primary IPv6 DNS Address :
Secondary IPv6 DNS Address :
LAN IPv6 Address : 64

[Prev] [I-.Iext] ’Canr.el]

SET UP 6RD TUNNELING CONNECTION

To set up this 6rd tunneling connection you will need to have the following information from your
IPvG Internet Service Provider. If you do not have this information, please contact your ISP.
6rd IPv6 Prefix : i
1Pv4 Address : Mask Length :
Assigned TPv6 Prefix :
6rd Border Relay IPv4 Address :
IPvG DNS Server :
[Pre\r] [Next] [Canr.el]
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After successfully configuring the IPv6 Internet connection, the following page will be
available.

Click the Connect button to save the settings and reboot the router.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

Manual IPv6 Local Connectivity Setup

Click the IPv6 Local Connectivity Settings button to manually configure the IPv6
local connection.

After clicking the IPv6 Local Connectivity Settings button, the following page will be
available.

SETUP COMPLETE!

The IPv6 Internet Connection Setup Wizard has completed. Click the Connect button to save your
settings and reboot the router.

MANUAI TPVG LOCAL CONNECTIVITY SETUP

If you would like to configure the IPvé local connectivity settings of your D-Link Router, then click
on the button below.

| 1Pv6 Local Connectivity Settings |

1 -LIN

oo [ I I I T

INTERNET Helpful Hints...

WIRELESS SETTINGS

Use this section to configure Unique Local IPv6 Unicast Address (ULA) settings for your router. ULA = ULA is useful for Local
NETWORK SETTINGS is intended for local communications and not expected to be routable on the global Internet. 1Pv6 communications, If

STORAGE [ Save Settings ][ Daon't Save Settings ]

default ULA is disabled.

MEDIA SERVER = More...

MYDLINK SETTINGS Enable ULA : [7]
] Use default ULA prefix :

ULA Prefix :

CURRENT IPVG ULA SETTINGS

‘Current ULA Prefix : /64
LAN IPvE ULA : /64

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:
Enable ULA: Tick this option to enable the Unique Local Address (ULA) feature.
Use default ULA prefix: Tick this option to us the default ULA prefix value.

ULA Prefix: Enter the ULA prefix value manually here. Use default ULA prefix :
ULA Prefix : 64

Enable ULA :

In this section, the following parameters can be viewed: CURRENT IPV6 ULA SETTINGS
Current ULA Prefix: Displays the current ULA prefix value used.
LAN IPv6 ULA: Displays the LAN IPv6 ULA.

Current ULA Prefix : /64
LAN IPvO ULA : /64

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

[ Save Settings ][ Don't Save Settings ]

Click the Manual IPv6 Internet Connection Setup button to access the manual IPv6 MANUAL TPV6 INTERNET CONNECTION SETUP
Internet connection setup page.

If you would like to configure the IPvG Internet settings of your new D-Link Router manually, then

dlick on the button below.

[ Manual IPvE Internet Connection Setup ]
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After clicking the Manual IPv6 Internet Connection Setup button, the following page
will be available.

INTERNET

WIRELESS SETTINGS

NETWORK SETTINGS
STORAGE
MEDIA SERVER

MYDLINK SETTINGS

IPv6 Connection Type — Auto Detection

In this section, the following parameters can be configured:

My IPv6 Connection is: Select the IPv6 Internet connection type that will be used
by this router. Options to choose from are Auto Detection, Static IPv6, Auto-
configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and
Local Connectivity Only. In this section we’'ll discuss the Auto Detection

My IPvb6 Connection is :

Use this section to configure your IPv6 Connection Type. If you are unsure of your connection
method, please contact your Internet Service Provider.

[ Save Settings ][ Don't Save Settings ]

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPv6 Internet.

=]

LAN IPVG ADDRESS SETTINGS

Use this section to configure the internal network settings of your router.

My IPv6 Connection is :  Local Connectivity Only

LAN IPv6 Link-Local Address : fe80::9294:e4ff:fe3e:951e /64

Save Settings ] [ Don't Save Settings l

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPve Internet.

[=]

Auto Detection

Helpful Hints...

= When configuring the
router to access the IPve
internet, be sure to
choose the corredt IPv6
Connection Type from
the drop down menu. If
you are unsure of which
option to choose, contact
your internet Service
Provider(ISP).

= If you are having
trouble accessing the
IPv6 internet through the
router, double check any
settings you have
entered on this page and
werify them with your ISP
if needed.

= More...

option.

In this section, the following parameters can be configured:

Obtain IPv6 DNS Servers automatically: Select this option to allow the router to
automatically obtain IPv6 DNS server IP addresses.

Use the following IPv6 DNS Server: Select this option to manually enter the IPv6
DNS server |IP addresses.

Primary DNS Server: Enter the primary IPv6 DNS server address here.
Secondary DNS Server: Enter the secondary IPv6 DNS server address here.

i@ Obtain IPv6 DNS Servers automatically
7y Use the following IPv6 DNS Servers

Primary DNS Server :
Secondary DNS Server :

IPV6 DNS SETTINGS

Obtain DNS server address automatically or enter a specific DNS server address.
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In this section, the following parameters can be configured:
Enable DHCP-PD: Tick this option to enable the DHCP Prefix Delegation feature.
LAN IPv6 Address: Enter the LAN IPv6 address here.

LAN IPv6 Link-Local Address: This field will display the LAN IPv6 link-local
address.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Enable Automatic DHCP-PD in LAN: Tick this option to enable automatic DHCP-
PD in LAN.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+RDNSS as the auto-
configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

LAN IPV6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you change the LAN
IPv6 Address here, you may need to adjust your PC network settings to access the network again.

Enable DHCP-PD :

LAN IPv6 Address : /64
LAN IPv6 Link-Local Address : feB80::9294:e4ff:fe3e:951e /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network. You can also enable DHCP-PD to delegate prefixes for routers in your LAM.

Enable Automatic IPv6 address :

assignment
Enable Automatic DHCP-PD in :
LAN
Autoconfiguration Type : |SLAAC+RDNSS [+]
Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Enable Automatic DHCP-PD in LAN: Tick this option to enable automatic DHCP-
PD in LAN.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+Stateless DHCP as the
auto-configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Enable Automatic DHCP-PD in LAN: Tick this option to enable automatic DHCP-
PD in LAN.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

IPv6 Address Range (Start): After selecting Stateful DHCPvV6 as the auto-

configuration type, enter the starting IPv6 address and prefix for the range
here.

IPv6 Address Range (End): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the ending IPv6 address and prefix for the range here.

IPv6 Address Lifetime: After selecting Stateful DHCPv6 as the auto-configuration
type, enter the IPv6 address lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network. You can also enable DHCP-PD to delegate prefixes for routers in your LAM.

Enable Automatic IPv6 address :

assignment
Enable Automatic DHCP-PD in :
LAN
Autoconfiguration Type : | SLAAC+Stateless DHCP [ |

Router Advertisement Lifetime : (minutes)

Save Settings ] ’ Don't Save Settings ]

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network. You can also enable DHCP-PD to delegate prefixes for routers in your LAM.
Enable Automatic IPv6 address :
assignment
Enable Automatic DHCP-PD in :
LAN
Autoconfiguration Type : |Stateful DHCPv6 (=]
IPv6 Address Range (Start) : 00 3
IPv6 Address Range (End) : 200 16
IPv6 Address Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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IPv6 Connection Type — Static IPv6

In this section, the following parameters can be configured: IPV6 CONNECTION TYPE
My IPv6 Connection is: Select the IPv6 Internet connection type that will be used
by this router. Options to choose from are Auto Detection, Static IPv6, Auto- Choose the mode to be used by the router to connect to the IPv6 Internet.

configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and
Local Connectivity Only. In this section we’'ll discuss the Static IPv6 option.

In this section, the following parameters can be configured: WAN IPV6 ADDRESS SETTINGS

Use Link-Local Address: Tick this option to use the link-local address.
IPv6 Address: After choosing not to use the link-local address, enter the IPv6

address here. Use Link-Local Address :
Subnet Prefix Length: After choosing not to use the link-local address, enter the IPv6 Address -
subnet prefix length value here. ’

Default Gateway: Enter the default gateway IPv6 address here.
Primary DNS Server: Enter the primary IPv6 DNS server address here.
Secondary DNS Server: Enter the secondary IPv6 DNS server address here.

My IPvG Connection is : |Static IPvé [=]

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

Subnet Prefix Length :
Default Gateway :
Primary DNS Server :
Secondary DNS Server :

In this section, the following parameters can be configured: LAN TPV6 ADDRESS SETTINGS

LAN IPv6 Address: Enter the LAN IPv6 address here.

LAN IPv6 Link-Local Address: This field will display the LAN IPv6 link-local Use this section to configure the internal network settings of your router. If you change the LAN
address here play IPvi Address here, you may need to adjust vour PC network settings to access the network again.

LAN IPv6 Address : /64
LAN IPvG Link-Local Address : fe80::9294:e4ff:fe3e:951e /64
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+RDNSS as the auto-
configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPV6.

Router Advertisement Lifetime: After selecting SLAAC+Stateless DHCP as the
auto-configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :

assignment
Autoconfiguration Type : |SLAAC+RDNSS (=]
Router Advertisement Lifetime : (minutes)

[ Save Settings ] [ Don't 5ave Settings ]

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :
assignment

Autoconfiguration Type : |SLAAC+Stateless DHCP | |

Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

IPv6 Address Range (Start): After selecting Stateful DHCPv6 as the auto-

configuration type, enter the starting IPv6 address and prefix for the range
here.

IPv6 Address Range (End): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the ending IPv6 address and prefix for the range here.

IPv6 Address Lifetime: After selecting Stateful DHCPv6 as the auto-configuration
type, enter the IPv6 address lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

IPv6 Connection Type — Auto-configuration (SLAAC/DHCPVG6)

In this section, the following parameters can be configured:

My IPv6 Connection is: Select the IPv6 Internet connection type that will be used
by this router. Options to choose from are Auto Detection, Static IPv6, Auto-
configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and
Local Connectivity Only. In this section we’'ll discuss the Auto-configuration
(SLAAC/DHCPV6) option.

In this section, the following parameters can be configured:

Obtain IPv6 DNS Servers automatically: Select this option to allow the router to
automatically obtain IPv6 DNS server IP addresses.

Use the following IPv6 DNS Server: Select this option to manually enter the IPv6
DNS server IP addresses.

Primary DNS Server: Enter the primary IPv6 DNS server address here.
Secondary DNS Server: Enter the secondary IPv6 DNS server address here.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :

assignment
Autoconfiguration Type : |Stateful DHCPvE [=]
IPv6 Address Range (Start) : :00 3
IPv6 Address Range (End) : 00 15
IPv6 Address Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPv6 Internet.

My IPv6 Connection is : |Autoconfiguration(SLAAC/DHCPVE) [ |

IPV6 DNS SETTINGS

Obtain DNS server address automatically or enter a specific DNS server address.

i@ Obtain IPv6 DNS Servers automatically
7y Use the following IPv6 DNS Servers
Primary DNS Server :
Secondary DNS Server :
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In this section, the following parameters can be configured:
Enable DHCP-PD: Tick this option to enable the DHCP Prefix Delegation feature.
LAN IPv6 Address: Enter the LAN IPv6 address here.

LAN IPv6 Link-Local Address: This field will display the LAN IPv6 link-local
address.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Enable Automatic DHCP-PD in LAN: Tick this option to enable automatic DHCP-
PD in LAN.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+RDNSS as the auto-
configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

LAN IPV6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you change the LAN
IPvi Address here, you may need to adjust your PC network settings to access the network again.

Enable DHCP-PD :
LAN IPv6 Address : /64
LAN IPv6 Link-Local Address : feB0::9204:edff:fe3e:051e /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup TPve Autoconfiguration to assign IP addresses to the computers on your
network. You can also enable DHCP-PD to delegate prefixes for routers in your LAM.

Enable Automatic IPv6 address :

assignment
Enable Automatic DHCP-PD in :
LAN
Autoconfiguration Type : |SLAAC+RDNSS [=]
Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Enable Automatic DHCP-PD in LAN: Tick this option to enable automatic DHCP-
PD in LAN.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+Stateless DHCP as the
auto-configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Enable Automatic DHCP-PD in LAN: Tick this option to enable automatic DHCP-
PD in LAN.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

IPv6 Address Range (Start): After selecting Stateful DHCPvV6 as the auto-

configuration type, enter the starting IPv6 address and prefix for the range
here.

IPv6 Address Range (End): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the ending IPv6 address and prefix for the range here.

IPv6 Address Lifetime: After selecting Stateful DHCPv6 as the auto-configuration
type, enter the IPv6 address lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network. You can also enable DHCP-PD to delegate prefixes for routers in your LAM.

Enable Automatic IPv6 address :

assignment
Enable Automatic DHCP-PD in :
LAN
Autoconfiguration Type : | SLAAC+Stateless DHCP [ |

Router Advertisement Lifetime : (minutes)

Save Settings ] ’ Don't Save Settings ]

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network. You can also enable DHCP-PD to delegate prefixes for routers in your LAM.
Enable Automatic IPv6 address :
assignment
Enable Automatic DHCP-PD in :
LAN
Autoconfiguration Type : |Stateful DHCPv6 (=]
IPv6 Address Range (Start) : 00 3
IPv6 Address Range (End) : 200 16
IPv6 Address Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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IPv6 Connection Type — PPPoE

In this section, the following parameters can be configured:

My IPv6 Connection is: Select the IPv6 Internet connection type that will be used
by this router. Options to choose from are Auto Detection, Static IPv6, Auto-
configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and
Local Connectivity Only. In this section we’'ll discuss the PPPoE option.

In this section, the following parameters can be configured:

PPPoE Session: Select the PPPoE session used here. To share this connection
with IPv4, select the Share with IPv4 option. To create a new connection,
select the Create a new session option.

Address Mode: Select the PPPoE address mode here. Options to choose from are
Dynamic IP and Static IP.

IP Address: After selecting the Static IP option as the address mode, enter the
static IPv6 address here.

User Name: Enter the IPv6 PPPOE username here.

Password: Enter the IPv6 PPPoE password here.

Verify Password: Enter the IPv6 PPPOE password here again to verify.
Service Name: Enter the service name here. This field is optional.

Reconnect Mode: Select this reconnect mode here. Options to choose from are
Always on, On demand, and Manual.

Maximum Idle Time: Enter the maximum idle time value here.
MTU: Enter the Maximum Transmission Unit (MTU) value here.

In this section, the following parameters can be configured:

Obtain IPv6 DNS Servers automatically: Select this option to allow the router to
automatically obtain IPv6 DNS server IP addresses.

Use the following IPv6 DNS Server: Select this option to manually enter the IPv6
DNS server IP addresses.

Primary DNS Server: Enter the primary IPv6 DNS server address here.
Secondary DNS Server: Enter the secondary IPv6 DNS server address here.

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPve Internet.

My IPvG Connection is : |pppoE [=]

PPPOE INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

PPPOE Session : @) Share with IPv4 () Create a new session

Address Mode : @ pynamic IP () Static IP
IP Address :

Username :

Password :

Verify Password :
Service Name : {optional)

Reconnect Mode : (@ Always on On demand Manual

Maximum Idle Time : (minutes, O=infinite)

MTU : 1497 (bytes) MTU default = 1492

IPV6 DNS SETTINGS

Obtain DNS server address automatically or enter a specific DNS server address.

i@ Obtain IPv6 DNS Servers automatically
i) Use the following IPv6 DNS Servers
Primary DNS Server :
Secondary DNS Server :
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In this section, the following parameters can be configured:
Enable DHCP-PD: Tick this option to enable the DHCP Prefix Delegation feature.
LAN IPv6 Address: Enter the LAN IPv6 address here.

LAN IPv6 Link-Local Address: This field will display the LAN IPv6 link-local
address.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to

choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPvV6.

Router Advertisement Lifetime: After selecting SLAAC+RDNSS as the auto-
configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to

choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPvV6.

Router Advertisement Lifetime: After selecting SLAAC+Stateless DHCP as the
auto-configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

LAN IPV6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you change the LAN
IPvi Address here, you may need to adjust your PC network settings to access the network again.

Enable DHCP-PD : ||
LAN IPv6 Address : /64
LAN IPv6 Link-Local Address : feB0::9204:edff:fe3e:051e /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :

assignment
Autoconfiguration Type : |SLAAC+RDNSS [=]
Router Advertisement Lifetime : (minutes)

Save Settings ] ’ Don't 5ave Settings ]

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup TPve Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :
assignment

Autoconfiguration Type : |SLAAC+Stateless DHCP [~ |

Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

IPv6 Address Range (Start): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the starting IPv6 address and prefix for the range
here.

IPv6 Address Range (End): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the ending IPv6 address and prefix for the range here.

IPv6 Address Lifetime: After selecting Stateful DHCPv6 as the auto-configuration
type, enter the IPv6 address lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

IPv6 Connection Type —IPv6 in IPv4 Tunnel

In this section, the following parameters can be configured:

My IPv6 Connection is: Select the IPv6 Internet connection type that will be used
by this router. Options to choose from are Auto Detection, Static IPv6, Auto-
configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and
Local Connectivity Only. In this section we’ll discuss the IPv6 in IPv4 Tunnel
option.

In this section, the following parameters can be configured:
Remote IPv4 Address: Enter the remote IPv4 address here.
Remote IPv6 Address: Enter the remote IPv6 address here.
Local IPv4 Address: Enter the local IPv4 address here.

Local IPv6 Address: Enter the local IPv6 address here.
Subnet Prefix Length: Enter the subnet prefix length value here.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your

network.

assignment

Enable Automatic IPv6 address :

Autoconfiguration Type :
IPv6 Address Range (Start) :
IPv6 Address Range (End) :
IPv6 Address Lifetime :

Stateful DHCPVE

(minutes)

[=]
00 3
00 16

Save Settings ] [ Don't Save Settings ]

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPv6 Internet.

My IPv6 Connection is :

IPv& in IPv4 Tunnel

[=]

IPV6 IN IPV4 TUNNEL SETTINGS

Enter the IPv6 in IPv4 Tunnel information provided by your Tunnel Broker.

Remote IPv4 Address :
Remote IPv6 Address :
Local IPv4 Address :
Local IPv6 Address :
Subnet Prefix Length :
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In this section, the following parameters can be configured:

Obtain IPv6 DNS Servers automatically: Select this option to allow the router to
automatically obtain IPv6 DNS server IP addresses.

Use the following IPv6 DNS Server: Select this option to manually enter the IPv6
DNS server |IP addresses.

Primary DNS Server: Enter the primary IPvé DNS server address here.
Secondary DNS Server: Enter the secondary IPv6 DNS server address here.

In this section, the following parameters can be configured:
Enable DHCP-PD: Tick this option to enable the DHCP Prefix Delegation feature.
LAN IPv6 Address: Enter the LAN IPv6 address here.

LAN IPv6 Link-Local Address: This field will display the LAN IPv6 link-local
address.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+RDNSS as the auto-
configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

IPV6 DNS SETTINGS

0Obtain DNS server address automatically or enter a specific DNS server address.

i@ Obtain IPv6 DNS Servers automatically
i) Use the following IPv6 DNS Servers
Primary DNS Server :
Secondary DNS Server :

LAN TPV6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If vou change the LAN
IPv Address here, you may need to adjust vour PC network settings to access the network again.

Enable DHCP-PD : [

LAN IPv6 Address : /64
LAN IPv6 Link-Local Address : feB0::9294:ed4ff:fe3e:951e /64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :

assignment
Autoconfiguration Type : |SLAAC+RDNSS [+]
Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPV6.

Router Advertisement Lifetime: After selecting SLAAC+Stateless DHCP as the
auto-configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

IPv6 Address Range (Start): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the starting IPv6 address and prefix for the range
here.

IPv6 Address Range (End): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the ending IPv6 address and prefix for the range here.

IPv6 Address Lifetime: After selecting Stateful DHCPv6 as the auto-configuration
type, enter the IPv6 address lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :

assignment
Autoconfiguration Type : |SLAAC+Stateless DHCP | |
Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :
assignment
Autoconfiguration Type : |Stateful DHCPv6 [+]
IPv6 Address Range (Start) : =00 3
IPv6 Address Range (End) :

IPv6 Address Lifetime :

100 16

(minutes)

Save Settings ] [ Don't Save Settings ]
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IPv6 Connection Type — 6to4

In this section, the following parameters can be configured:
My IPv6 Connection is: Select the IPv6 Internet connection type that will be used

by this router. Options to choose from are Auto Detection, Static IPv6, Auto-
configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and

Local Connectivity Only. In this section we’'ll discuss the 6to4 option.

In this section, the following parameters can be configured:
6to4 Relay: Enter the 6to4 replay address here.
Primary DNS Server: Enter the primary IPv6é DNS server address here.
Secondary DNS Server: Enter the secondary IPv6 DNS server address here.

In this section, the following parameters can be configured:
LAN IPv6 Address: Enter the LAN IPv6 address here.

LAN IPv6 Link-Local Address: This field displays the LAN IPv6 link-local address.

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPve Internet.

My IPv6 Connection is : |gto4 [~]

WAN IPV6 ADDRESS SETTINGS

Enter the IPv6 address information provided by your Internet Service Provider (ISP).
6to4 Address :
6to4 Relay :
Primary DNS Server :
Secondary DNS Server :

LAN IPV6G6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you change the LAN
IPvi Address here, you may need to adjust vour PC network settings to access the network again.

LAN IPv6 Address @ y0000onocod: 1 /64
LAN IPvG Link-Local Address : fe80::9294:e4ff:fe3e:951e /64
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+RDNSS as the auto-
configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPV6.

Router Advertisement Lifetime: After selecting SLAAC+Stateless DHCP as the
auto-configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :

assignment
Autoconfiguration Type : |SLAAC+RDNSS (=]
Router Advertisement Lifetime : (minutes)

[ Save Settings ] [ Don't 5ave Settings ]

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :
assignment

Autoconfiguration Type : |SLAAC+Stateless DHCP | |

Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

IPv6 Address Range (Start): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the starting IPv6 address and prefix for the range
here.

IPv6 Address Range (End): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the ending IPv6 address and prefix for the range here.

IPv6 Address Lifetime: After selecting Stateful DHCPv6 as the auto-configuration
type, enter the IPv6 address lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

IPv6 Connection Type — 6rd

In this section, the following parameters can be configured:

My IPv6 Connection is: Select the IPv6 Internet connection type that will be used
by this router. Options to choose from are Auto Detection, Static IPv6, Auto-
configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and
Local Connectivity Only. In this section we’'ll discuss the 6rd option.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :
assignment

Autoconfiguration Type : |Stateful DHCPv6 (=]
IPv6 Address Range (Start) : ;00 3
IPv6 Address Range (End) :

IPv6 Address Lifetime :

100 16
(minutes)

Save Settings ] [ Don't Save Settings ]

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPv6 Internet.

My IPv6 Connection is : |6rd (=]
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In this section, the following parameters can be configured: WAN IPV6 ADDRESS SETTINGS

Enable Hub and Spoke Mode: Tick this option to enable the hub and spoke mode.

6rd Configuration: Select the 6rd configuration option here. Options to choose Enter the IPv6 address information provided by your Internet Service Provider (ISP).
from are 6rd DHCPv4 option and Manual Configuration. Enable Hub and Spoke Mode : [

6rd IPv6 Prefix: Enter the 6rd IPv6 address and prefix value here.

6rd Configuration : @ grd pHCPY4 option ) Manual Configuration
Mask Length: Enter the IPv4 mask length here.

6rd IPvo Prefix : /
6rd Border Relay IPv4 Address: Enter the 6rd border relay IPv4 address here.
_ ) IPv4 Address : Mask Length :
Primary DNS Server: Enter the primary IPv6 DNS server address here.
Assigned IPv6 Prefix :

Secondary DNS Server: Enter the secondary IPv6 DNS server address here.
Tunnel Link-Local Address :

6rd Border Relay IPv4 Address :
Primary DNS Server :
Secondary DNS Server :

In this section, the LAN IPv6 Address and LAN IPv6 Link-Local Address will be
displayed.

Use this section to configure the internal network settings of your router. If you change the LAN
IPvi Address here, you may need to adjust vour PC network settings to access the network again.

LAN IPv6 Address :
LAN IPvG Link-Local Address : fe80::9294:e4ff:fe3e:951e /64

Web User Interface Configuration Page 90



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+RDNSS as the auto-
configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

Router Advertisement Lifetime: After selecting SLAAC+Stateless DHCP as the
auto-configuration type, enter the router advertisement lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :

assignment
Autoconfiguration Type : |SLAAC+RDNSS [+]
Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the computers on your
network,

Enable Automatic IPv6 address :
assignment

Autoconfiguration Type : |SLAAC+Stateless DHCP [~ |

Router Advertisement Lifetime : (minutes)

Save Settings ] [ Don't Save Settings ]
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In this section, the following parameters can be configured:

Enable Automatic IPv6 address assignment: Tick this option to enable automatic
IPv6 address assignment.

Autoconfiguration Type: Select the IPv6 auto-configuration type here. Options to
choose from are SLAAC+RDNSS, SLAAC+Stateless DHCP, and Stateful
DHCPv6.

IPv6 Address Range (Start): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the starting IPv6 address and prefix for the range
here.

IPv6 Address Range (End): After selecting Stateful DHCPv6 as the auto-
configuration type, enter the ending IPv6 address and prefix for the range here.

IPv6 Address Lifetime: After selecting Stateful DHCPv6 as the auto-configuration
type, enter the IPv6 address lifetime value here.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

IPv6 Connection Type — Local Connectivity Only

In this section, the following parameters can be configured:

My IPv6 Connection is: Select the IPv6 Internet connection type that will be used
by this router. Options to choose from are Auto Detection, Static IPv6, Auto-
configuration (SLAAC/DHCPv6), PPPoE, IPv6 in IP4 Tunnel, 6to4, 6rd, and
Local Connectivity Only. In this section we’ll discuss the Local Connectivity
Only option.

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPve Autoconfiguration to assign IP addresses to the computers on your
network.

Enable Automatic IPv6 address :
assignment

Autoconfiguration Type : |Stateful DHCPv6 (=]
IPv6 Address Range (Start) : ;00 3
IPv6 Address Range (End) :

IPv6 Address Lifetime :

00 16
(minutes)

Save Settings ] [ Don't Save Settings ]

IPV6 CONNECTION TYPE

Choose the mode to be used by the router to connect to the IPv6 Internet.

My IPv6 Connection is : | Local Connectivity Only [=]
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In this section the LAN IPv6 Link-Local Address will be displayed. LAN IPV6 ADDRESS SETTINGS
Click the Save Settings button to accept the changes made. Use this section to configure the internal network settings of your router,
Click the Don’t Save Settings button to discard the changes made. LAN IPv6 Link-Local Address : feB0::9204:e4ff-fe3e:951e /64

Save Settings l [ Don't Save Settings ]
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mydlink™ Settings

To access the mydlink™ Settings page, click on the Setup menu link, at the top, and then click on the mydlink™ Settings menu link, on the left.

On this page we can configure the mydlink™ settings used by this product.

- 1-LIn

DSL-2890§|.AI.| SETUP ADVANCED MAINTENANCE STATUS “

WIRELESS SETTINGS Setting and registering your preduct with mydlink will allow you to use its mydlink doud services

NETWORK SETTINGS features, including online access and management of your device through mydlink portal website.

SIOMCE MYDLINK

MEDIA SERVER

o mydlink Service : Non-Registered

mydlink E-mail :
MYDLINK SETTINGS
REGISTER MYDLINK SERVICE

Register mydlink Service

In this section the current status of the mydlink™ service is displayed.

mydlink Service : Mon-Registered
mydlink E-mail :

Click the Register mydlink Service button to access the mydlink™ service login or REGISTER MYDLINK SERVICE
registration page.

| Register mydiink Service
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After clicking the Register mydlink Service button, the following page will be
available.

The mydlink™ service allows user to use the mydlink™ cloud services. These
services include online access and management of this device through the mydlink™
portal website

In this section, the following parameters can be configured:

Yes, | have a mydlink account: Select this option if you've already registered a
mydlink™ account and simply want to link this product to your account.

No, I want to register and login with a new mydlink account: Select this option
to register a new mydlink™ account and then login afterwards.

Click the Next button to accept the changes made and continue to the next step.
Click the Skip button to discard the changes made and return to the main page.

MYDLINK REGISTRATION

This device is mydlink-enabled, which allows you to r Ty itor and ge your network
through the mydlink.com website, or through the mydlink mobile app. You will be able to check your
network speeds, see who is connected, view device browsing history, and receive notifications about
new users or intrusion attempts.

You can register this device with your existing mydlink account. If you do not have one, you can
create one now.

Do you have mydlink account?
() es, T have a mydlink account.
@ No, I want to register and login with a new mydlink account.

You can register this device with your existing mydlink account. If you do not have one, you can
create one now.

Do you have mydlink account?
) Yes, I have a mydlink account.
@ No, I want to register and login with a new mydlink account.

MYDLINK REGISTRATION

This device is mydlink-enabled, which allows you to remotely monitor and manage your network

through the mydlink.com website, or through the mydlink mobile app. You will be able to check your
network speeds, see who is connected, view device browsing history, and receive notifications about
new users or intrusion attempts.
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After selecting to register a new account, the following page will be available and the
following parameters can be configured:

E-mail Address (Account Name): Enter your e-mail address here.

Password: Enter the password that you want to use for this account here.

Confirm Password: Enter the password that you want to use for this account here
again to verify.

Last Name: Enter your last name here.

First Name: Enter your first name here.

| Accept the mydlink terms and conditions: Tick this option after you've read
through the terms and conditions and agreed to them. An internet connection is
needed to read through the terms and conditions.

Click the Skip button to discard the changes made and return to the main page.

Click the Sign up button to accept the changes made and continue to the next step.
Click the Prev button to return to the previous page.

After successfully registering your new mydlink™ account the following page will be
available. A verification e-mail will be sent to your e-mail account. After verifying your
e-mail account, you can click the Login button.

Click the Skip button to return to the main page.

After clicking to Login button, the following page will be available.

Enter your E-Mail Address (Account Name) and Password in the spaces provided
and click on the Login button.

Click the Skip button to return to the main page.
Click the Prev button to return to the previous page.

MYDLINK REGISTRATION

(]

Please fulfill the options to complete the registration.

E-mail Address (Account Name)
Password :

Confirm Password :

Last name :

First Name :

I Accept the mydlink terms and conditions.

[Skip] [Prev] [Signup]

MYDLINK REGISTRATION

To complete your mydlink registration, please check your Inbox for an email with confirmation instructions. After
confirming your email address, click the Login button.

MYDLINK REGISTRATION

E-mail Address (Account Name)

Password

[Skip] [Prev] [Lngin]
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After successfully registering this router to your mydlink™ service, this page will be ;
displayed. DLink

WIRELESS SETTINGS

Setting and registering your preduct with mydlink will allow you to use its mydlink doud services
NETWORK SETTINGS features, including online access and management of your device through mydlink portal website.

STORAGE MYDLINK

MEDIA SERVER
T mydlink Service : Registered

ke
REGISTER MYDLINK SERVICE

Register mydlink Service
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Advanced Category

The Advanced category is designed to assist the user with more advanced configurations, concerning the other features found on this product.

The following pages can be found in the Advanced category:

Virtual Server - On this page we can configure the virtual server settings of
this router.

Port Forwarding - On this page we can configure the port forwarding
settings of this router.

Port Triggering - On this page we can configure the port triggering settings
of this router.

QoS Engine - On this page we can configure the Quality of Service (Qo0S)
engine used by this router.

Network Filtering - On this page we can configure the network filtering rules
used by this router.

Access Control - On this page we can configure access control rules used
by this router.

Website Filter - On this page we can configure website filtering rules used by
this router.

Inbound Filter - On this page we can configure inbound filtering rules used
by this router.

Firewall Settings - On this page we can configure the firewall settings of this
router.

Routing - On this page we can configure IPv4 routing rules used by this
router.

Advanced Wireless - On this page we can configure more advanced
wireless settings on this router.

VIRTUAL SERVER

PORT FORWARDING
PORT TRIGGERING
Q05 ENGINE
MNETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS

ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST Wi-Fi

IPV6 FIREWALL

IPVE ROUTING

services such as FTP or Web Servers.

[ Save Settings ][ Don't Save Settings ]

The virtual Server option allows vou to define a single public port on your router for redirection to
an internal LAN IP Address and Private LAN port if required. This feature is useful for hosting online

Remaining number of rules that can be created: 24

Name

)
[4]

Application name

1P Address

(2]
4]

Computer Name

Name

A]
(1]

Application name

1P Address

(]
]

Computer Name

Name

[A]
[4]

Application name

1P Address

A
4]

Computer Name

Name

[A]
4]

Application name

1P Address

]
5]

Computer Name

Wi-Fi Protected Setup - On this page we can configure the Wi-Fi Protected Setup (WPS) settings on this router.
Advanced Network - On this page we can configure more advanced network settings on this router.

Guest Wi-Fi - On this page we can configure the guest Wi-Fi settings of this router.
IPv6 Firewall - On this page we can configure the IPv6 firewall rules used by this router.
IPv6 Routing - On this page we can configure the IPv6 routing rules used by the router.

Port
Public Port

Private Port

Public Port

Private Port

Public Port

Private Port

Public Port

Private Port

24 - VIRTUAL SERVERS LIST

Traffic Type
Protocol

Both [~ |

Schedule
Always E|

Inbound Filter

Allow All =]

Schedule
Always E|

Inbound Filter

Allow Al [ ]

Schedule
Always E|

Inbound Filter
Allow All =]

Schedule
Always E|

Inbound Filter

Allow Al [ ]

Helpful Hints...

s Check the
Application Name drop
down menu for a list of
predefined server types.
f you select one of the
predefined server types,
dick the arrow button
next to the drop down
menu to fill out the
corresponding field.

= You can select a
computer from the list of
DHCP dlients in the
Computer Name drop
down menu, or you can
manually enter the IP
address of the computer
at which you would like
to open the specified
port.

= Select a schedule for
when the virtual server
will be enabled. If you do
not see the schedule you
need in the list of
schedules, go to the

Too schedules
screen and create a new
schedule.

= Select a filter that
restricts the Internet
hosts that can access
this virtual server to
hasts that you trust. If
you do not see the filter
you need in the list of
filters, go to the
Advanced -> Inbound
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Virtual Server

To access the Virtual Server page, click on the Advanced menu link, at the top, and then click on the Virtual Server menu link, on the left.

On this page we can configure the virtual server settings of this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

VIRTUAL SERVER

PORT FORWARDING

PORT TRIGGERING
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS

ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST Wi-F

IPVE FIREWALL
IPV6 ROUTING

DL an

The Virtual Server option allows you to define a single public port on your router for redirection to
an internal LAN TP Address and Private LAN port if required. This feature is useful for hosting online
services such as FTP or Web Servers.

[ Save Settings ][ Don't Save Settings ]

Name

1P Address

Name

1P Address

Name

1P Address

Name

Application name

Computer Name

Application name

Computer Name

Application name

Computer Name

Application name

Port
Public Port
=]
Private Port
[=]
Public Port
Private Port
[=]
Public Port
Private Port
[=]
Public Port
[=]

Traffic Type

Protocol

Both [v |

Protocol

Both [~ |

Protocol

Both [~ |

Protocol

Both [~ |

24 - VIRTUAL SERVERS LIST

Remaining number of rules that can be created: 24

Schedule
Always [*]

Inbound Filter
Allow All [ =]

Schedule
Always

Inbound Filter
Allow Al [+]

Schedule
Always
Inbound Filter
Allow All [ =]

Schedule
Always [+]

Helpful Hints...

the
Application Name drop
down menu for a list of
predefined server bypes.
If you select one of the

to the drop down
menu to fill out the
corresponding field.

= You can select a
puter from the list of
DHCP dients in the
Computer Name drop
down menu, or you can
enter the IP

to open the specified
port.

» Select a schedule for
when the virtual server

need in the

= Select a filter that
restricts the Internet
hosts that can access
this virtual server to

hosts that you trust. If
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In this section, the following parameters can be configured:
Checkbox: Tick this option to enable the rule.
Name: Enter or select the application name for the rule here.

24 - VIRTUAL SERVERS LIST

Remaining number of rules that can be created: 24

IP Address: Enter or select the IP address or computer name for the rule here. Port Traffic Type
Public Port: Enter the public port number here. Mame Public Port  Protocol Schedule
Private Port: Enter the private port number here. Application name [ | Both [v] Always [=]
Protocol: Select the protocol type here. Options to choose from are TCP, UDP, 1P Address Private Port Inbound Filter
Both, and Other. Computer Name El Allows Al El
Schedule: Select the time schedule option here. Customized time schedules can Name Public Port  Protocol Schedule
be created and used. Application name [ = | Both [~ ] Always [+ ]
1P Address Private Port Inbound Filter
Computer Name [ =| Allow Al [=]
Inbound Filter: Select the inbound filter option here. Options to choose from are Allow All and Deny All.
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Port Forwarding

To access the Port Forwarding page, click on the Advanced menu link, at the top, and then click on the Port Forwarding menu link, on the left.

On this page we can configure the port forwarding settings of this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

DL an

T | v TN o | e | e

VIRTUAL SERVER
PORT TRIGGERING
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST Wi-F
IPV6 FIREWALL
IPV6 ROUTING

This option is used to open multiple ports or a range of ports in your router and redirect data
through those ports to a single PC on your network. This feature allows you to enter ports in the
format, Port Ranges (100-150), Individual Ports (80, 68, 888), or Mixed (1020-5000, 689). This
option is only applicable to the INTERNET session.

[ Save Settings ][ Don't Save Settings ]

Remaining number of rules that can be created: 24

Ports to Open

Name Schedule
Application Name Always =]

1P Address Inbound Filter
Computer Hame Allow Al [~]

Name Schedule
Application Name Always E|

1P Address Inbound Filter
Computer Name Allows All El

Name Schedule
Application Name Always =]

1P Address Inbound Filter
Computer Hame Allow Al [~]

24 — PORT FORWARDING RULES n

Helpful Hints...

» Check the

Application Name drop

-down menu for a list of
e-defined a

to the drop-down

menu to fill out the

appropriate fields.

= You can select your

computer from the list of
dients in the

or enter the
anually of
you would
like to open the specified
port to.
» Select a schedule for
when the port forwarding
will be enabled. If you do

hedules
screen Teate a new
schedule.

n enter ports in
rmats:Range
) Individual (80,
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In this section, the following parameters can be configured: 24 — PORT EORWARDING RULES

Checkbox: Tick this option to enable the rule.
Name: Enter or select the application name for the rule here.

Remaining number of rules that can be created: 24

IP Address: Enter or select the IP address or computer name for the rule here. Ports to Open
TCP: Enter the TCP port number(s) here. A single port or a range of ports can be Mame TCP Schedule
entered. Separate ports with a comma or a hyphen. Application Name [+ ] Always [+ ]
UDP: Enter the UDP port number(s) here. A single port or a range of ports can be O IP Address UDP Inbound Filter
entered. Separate ports with a comma or a hyphen. Computer Name | =] Allow Al [=]
Schegiule: Selgct tge tln'(lje schedule option here. Customized time schedules can Name TP schedule
e created and used. Application Name [ = | Always [+ ]
Inbound Filter: Select Allow All (most common) or a created inbound filter. :
1P Address upp Inbound Filter
Computer Hame | v | Allow Al [=]
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Port Triggering

To access the Port Triggering page, click on the Advanced menu link, at the top, and then click on the Port Triggering menu link, on the left.

On this page we can configure the port triggering settings of this router.
T 1-LIN
Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. EE// | e EETUCN v | s | we

FERTREIAE LN The Port Triggering option is used to open single or multiple ports in your firewall when the router = Use this feature if you
senses data sent to the Internet on an outgeing "Trigger” port or port range. Spedial Port Triggering | Eoiierii RS G ICEUE
apply to all computers on your internal network. d network

: s and it is not
KL S | o s | _oont seve et :

NETWORK FILTER

ACCESS CONTROL 24 - PORT TRIGGERING

WEBSITE FILTER

Remaining number of rules that can be created: 24
INBOUND FILTER

— | you select one of the pre
FIREWALL SETTINGS Hot TEfifE e —d_aﬁned applications,

Trigger

e———— Port Triggering menu to fill o
ADVANCED WIRELESS Port Triggenng Name [~ | Hrayall appropriate fi

WI-FI PROTECTED » Select a schedule for

SETUP when the service will be
T Trigger enabled. If you do not

ADVANCED NETWORK o see the schedule you
— Port Triggering

GUEST Wi-Fi Port Triggering Name [ ] Firayall
1PV6 FIREWALL

ROUTING

PV ROUTING Trigger

Port Triggering
Port Triggering Hame [ | Firewall
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In this section, the following parameters can be configured:
Checkbox: Tick this option to enable the rule.
Name: Enter or select the application name for the rule here.
Trigger: Enter the trigger value here.
Firewall: Enter the firewall value here.

Traffic Type: Select the traffic type from the drop-down menu. Options to choose
from are All, TCP, and UDP.

Schedule: Select the time schedule option here. Customized time schedules can
be created and used.

24 — PORT TRIGGERING

Remaining number of rules that can be created: 24

B MName Port Triggering

Port Triggering Name E|
H Mame Port Triggering

Port Triggering Name E|

Port
Trigger

Firewall

Trigger

Firewall

Al

Al

All

Al

Traffic Type Schedule

[=]
Blways [ ]

[=]

[=]
Always El

[~]
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QoS Engine

To access the QoS Engine page, click on the Advanced menu link, at the top, and then click on the QoS Engine menu link, on the left.

On this page we can configure the Quality of Service (Qo0S) engine used by this
router. 1IN

Click the Save Settings button to accept the changes made. B/ | v TS wewa | swws | wer |
Click the Don’t Save Settings button to discard the changes made. MU ossermves

FERTREI AL Use this section to configure D-Link's QoS Engine powered by QoS Engine Technology. This QoS = Some
PORT TRIGGERING Engine improves your online gaming experience by ensuring that your game traffic is prioritized expenimentation and
over other network traffic, such as FTP or Web.For best performance, use the Automatic performance

" N . P e measurement may be
QOS ENGINE Classification option to automatically set the priority for your applications. e E

NETWORK FILTER [ save Settings || Don't Save Settings | the optimal value.

ACCESS CONTROL = More...
e s |

INBOUND FILTER

FIREWALL SETTINGS kbps << |

ROUTING : (8192 kbps << =
ADVANCED WIRELESS * ' Strict Priority Queue © Weighted Fair Queue

?;_Lﬂppﬂoﬁm Queue ID Queue Weight

ADVANCED NETWORK
GUEST Wi-F

IPV6 FIREWALL

IPV6 ROUTING
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In this section, the following parameters can be configured:
Enable QoS: Tick this option to enable the Quality of Service (QoS) engine.

Uplink Speed: Enter the uplink speed value here or select a predefined uplink
speed option, from the drop-down menu.

Download Speed: Enter the download speed value here or select a predefined
download speed option, from the drop-down menu.

Queue Type: Select the queue type here. Options to choose from are Strict
Priority Queue and Weighted Fair Queue.

In this section, the following parameters can be configured:
Enable QoS: Tick this option to enable the Quality of Service (Qo0S) engine.

Uplink Speed: Enter the uplink speed value here or select a predefined uplink
speed option, from the drop-down menu.

Download Speed: Enter the download speed value here or select a predefined
download speed option, from the drop-down menu.

Queue Type: Select the queue type here. Options to choose from are Strict
Priority Queue and Weighted Fair Queue.

Queue Weight: Enter the queue weight percentage for each queue ID in the
spaces provided.

Enable QoS :
Uplink Speed : 204g kbps << | select Transmission Rate E|
Downlink Speed : g192 kbps << | Select Transmission Rate [+ |

Queue Type : @ sirict Priority Queue ' Weighted Fair Queue

Queue ID Queue Priority
1 Highest
2 Higher
3 Mormal
4 Best Effort{default)

Enable QoS :
Uplink Speed : 2p43 kbps << |Select Transmission Rate [= |
Downlink Speed : g192 kbps << | Select Transmission Rate [ = |

Queue Type © ) sirict Priority Queue @ Weighted Fair Queue

Queue ID Queue Weight
i 40 %
2 30 %
3 20 %
4 10 %
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In this section, the following parameters can be configured:
Checkbox: Tick this option to enable the rule.
Name: Enter the classification rule’s name here.
Queue ID: Select the queue ID that will be used for this rule here.
Protocol: Enter or select the protocol that will be used for this rule here.

Local IP Range: Enter the local IP address range that will be used for this rule
here. Two addresses must be specified. The first one is the starting IP address
and the second one is the ending IP address in the range.

Remote IP Rage: Enter the remote IP address range that will be used for this rule
here. Two addresses must be specified. The first one is the starting IP address
and the second one is the ending IP address in the range.

Application Port; Enter or select the application port option that will be used for
this rule.

32 — CLASSIFICATION RULES

Remaining number of rules that can be created: 18
Name Queue ID Protocol
Youtube 1-Highest [=] TCP << |AW [=]
Local IP Range
to Application Port
YOUTUBE
Remaote IP Range PR E|
to
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Network Filter

To access the Network Filter page, click on the Advanced menu link, at the top, and then click on the Network Filter menu link, on the left.

On this page we can configure the network filtering rules used by this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

OO/ | v D e | e | w |

VIRTUAL SERVER
PORT FORWARDING
PORT TRIGGERING
QOS5 ENGINE

ACCESS CONTROL
'WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST Wi-F
IPVE FIREWALL

IPV6 ROUTING

The MAC (Media Access Controller) Address filter option is used to control network access based on
the MAC Address of the network adapter. A MAC address is a unigue ID assigned by the
manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
network/Internet access.

[ Save Settings ][ Don't Save Settings ]

24 - MAC FILTERING RULES

Configure MAC Filtering below:
Turn MAC Filtering OFF [=]

Remaining number of rules that can be created: 24

MAC Address DHCP Client List

Computer Name
r Name
er Name
r Name
r Name

er Name

Helpful Hints.

addrs and

whether to allow or deny
them access to your
network

= Computers that have
obtained an IP address
from the router'’s DHOP
server will be in the
DHCP Client List. Select a
device from the drop
down menu and dick the
arrow to add that
device’s MAC to the list.
s Use the check box on
the left to either enable
or disable a particular

the Always drop
enu if you have
defined a
the router. I
not, dick on the New
Schedule button to add

one.

= More...
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In this section, the following parameters can be configured: 24 — MAC ETLTERING RULES

Configure MAC Filtering below: Select the MAC filtering method here. Select the
Turn MAC Filtering OFF option to disable this feature. Select the Turn MAC Configure MAC Filtering below:
Filtering ON and ALLOW computers listed to access the network option to Turn MAC Filtering ON and ALLOW computers listed to access the network [ = |
enable this feature and only allow the computers, by MAC address, to access

the network. Select the Turn MAC Filtering ON and DENY computers listed Remaining number of rules that can be created: 24

to access the network option to enable this feature and only deny the MAC Address DHCP Client List Schedule
computers, by MAC address, access to the network.
o s oo Compute o
Checkbox: Tick this option to enable the rule. O mputer Name [~ | ay: ] |biowSchedale
MAC Address: Enter the MAC address that will be filtered here. [ Computer Name |v|  Aways =]

DHCP Client List: Select the DHCP client, from the drop-down menu, that will be
filtered here.

Schedule: Select the time schedule option here. Customized time schedules can be created and used.
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Access Control

To access the Access Control page, click on the Advanced menu link, at the top, and then click on the Access Control menu link, on the left.

On this page we can configure access control rules used by this router.
DD-Lan
Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. EE// | e EETUCN v | s | we

FERTREIAE LN The Access Control option allows you to control access in and out of your network. Use this feature = Check Enable
PORT TRIGGERING as Access Controls to only grant access to approved sites, limit web access based on time or dates, | = A el L NN

. : 4 =4 want to enforce n
and/or block internet access for applications like P2P utilities or games. that limit Internet access

_ [ Save Settings ][ Don't Save Settings ] from spedific LAN
NETWORK FILTER computers.

ting

WEBSITE FILTER

QOS5 ENGINE

Enable Access Control : [7]
INBOUND FILTER

S — eating a rule it
FIREWALL SETTINGS v added to the

I EEE— Table below.

ROUTING

Save Settings ] [ Don't Save Settings l

ADVANCED WIRELESS

y Wizard.
» Cick the Delete icon
. to permanently remove a
ADVANCED NETWORK rule.

= More...

WI-FI PROTECTED
SETUP

GUEST Wi-A
IPV6 FIREWALL
IPV6 ROUTING

In this section, the following parameters can be configured:
Enable Access Control: Tick this option to enable the access control feature.

ACCESS CONTROL

Enable Access Control :

Click the Add Policy button to initiate the access control rule addition wizard. Add Policy
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After clicking the Add Policy rule, the following page will be available.

Add New Policy - Wizard

In this step, the application flow of this wizard will be displayed.

Click the Next button to accept the changes made and continue to the next step.
Click the Cancel button to discard the changes made and return to the main page.

oo [T~ I R T
VIRTUAL SERVER ADD NEW PO

PORT FORWARDING
W This wizard will guide you through the following steps to add a new policy for Access Control.
QOS5 ENGINE Step 1 - Choose a unique name for your policy
NETWORKFILTER |

ACCESS CONTROL

WEBSITE FILTER

Step 2 - Select a schedule
Step 3 - Select the machine to which this policy applies

e [ Step 4 - Select filtering method
INBOUND FILTER

FIREWALL SETTINGS Step 5 - Select filters

ROUTING Step 6 - Configure Web Access Logaing
ADVANCED WIRELESS

v;g—_g)morfm = 0

ADVANCED NETWORK

]

GUEST Wi-Fi
IPV6 FIREWALL
IPVE ROUTING

This wizard will guide you through the following steps to add a new policy for Access Control.
Step 1 - Choose a unigue name for your policy

Step 2 - Select a schedule

Step 3 - Select the machine to which this policy applies

Step 4 - Select filtering method

Step 5 - Select filters

Step 6 - Configure Web Access Logging

=]

ADD NEW POLL
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Step 1: Choose Policy Name

In this step, we can configure the policy rule name. The following parameters can be
configured:

Policy Name: Enter the access control policy rule name here.
Click the Prev button to return to the previous page.

Click the Next button to accept the changes made and continue to the next step.
Click the Cancel button to discard the changes made and return to the main page.

Step 2: Select Schedule

In this step, we can configure the time schedule that will be applied to this rule. The
following parameters can be configured:

Schedule: Select the time schedule that will be used for this rule from this drop-
down menu.

Details: This field will display the details associated with the time schedule
selected.

Click the Prev button to return to the previous page.
Click the Next button to accept the changes made and continue to the next step.
Click the Cancel button to discard the changes made and return to the main page.

STEP 1: CHOOSE POLICY NAME

Choose a unigque name for your policy.

Policy Name :

Frev

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

Always[~ |
Details :
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Step 3: Select Machine

In this step, we can configure which computers will be involved in this access control
rule. The following parameters can be configured:

Address Type: Select the address type option here. Options to choose from are IP,
MAC, and Other Machines.

IP Address: After selecting IP as the address type, enter the IP address of the local
node here.

Machine Address: After selecting MAC as the address type, enter the MAC
address of the local node here. Alternatively, click the Clone Your PC’s MAC
Address button of insert the MAC address of the computers currently used to
access the Web UI.

Click the E( icon to modify the specific entry.

Click the ? icon to delete the specific entry.

Click the Prev button to return to the previous page.

Click the Next button to accept the changes made and continue to the next step.
Click the Cancel button to discard the changes made and return to the main page.

Step 4: Select Filtering Method

In this step, we can select the filtering method that will be applied to this access rule.
The following parameters can be configured:

Method: Select the filtering method used here. Select Log Web Access Only, to
only allow web access to the nodes specified in the previous step. Select
Block All Access, to block all access to the network. Select Block Some
Access, to block access only to the conditions specified in the next step.

Apply Web Filter: Tick this option to enable web filtering.
Apply Advanced Port Filter: Tick this option to apply advanced port filters.

Click the Prev button to return to the previous page.
Click the Next button to accept the changes made and continue to the next step.
Click the Cancel button to discard the changes made and return to the main page.

Select the machine to which this policy applies.
Specify a machine with its IP ar MAC address, or select 'Other Machines' for machines that do not have a policy.

Address Type : @ 1p © MAC © Other Machines

IP Address : << | Computer Name[ =
Machine Address : <=
Add Cancel
Machine
192.168.1.10 E
Prev Mext Cancel

STEP 3: SELECT MACHINE

o}

Select the method for filtering.

Method : )| gq web Access Only ) Block All Access @ Block Some Access
Apply Web Filter : |7

Apply Advanced Port Filters : [

Prev Next Cancel

STEP 4: SELECT FILTERING METHOD
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Step 5: Port Filter

In this step, we can configure advanced port filters. The following parameters can be

configured:
. . . Add Port Filters Rules.
Enable: Tick this option to enable the rule.
Name: Enter the name for the rule here Specify rules to prohibit access to specific IP addresses and ports.
. . . -. . Enabl N, Dest IP Start Deest IP End Protocol Dest Port Start Dest Port End
Dest IP Start: Enter the starting destination IP address used in the rule here. e e : : i e e —
. . . . [ 0.0.0.0 255.,255.255.255 Any [~]
Dest IP End: Enter the ending destination IP address used in the rule here.
. . [ 0.0.0.0 255.255.255.255 any [+]
Protocol: Select the protocol type that will be used here. Options to choose from
are ICMP. TCP. and UDP. M 0.0.0.0 255.255.255.255 Any E|
Dest Port Start: Enter the starting destination port number here. O 0000 265.085.255.255 || [amy [=]
Dest Port End: Enter the ending destination port number here. O 0000 255255255255 | |amy [=]
[ 0.0.0.0 255.255.255.255 Any =]
Click the Prev button to return to the previous page. O 0.0.0.0 255.255.255.255 || [amy_[=]
Click the Next button to accept the changes made and continue to the next step. O 0.0.0.0 255.295.255.255 Ay [~]
Click the Cancel button to discard the changes made and return to the main page.

Step 6: Configure Web Access Logging

In this step, we can enable or disable the web access logging feature. The following STEP 6: CONFIGURE WEB ACCESS LOGGING
parameters can be configured:

Web Access Logging: Select to enable or disable the web access logging feature.

Web Access Logging : @ pisabled

_ Enabled

Click the Prev button to return to the previous page. Prev
Click the Save button to accept the changes made and finish the wizard.

Click the Cancel button to discard the changes made and return to the main page.
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After the wizard was completed, rules will be displayed in this section. Tick the
Enable option to enable the specified rule.

POLICY TABLE

Enable Policy Machine Filtering Logged Schedule
. = di . - Block 5 ;
Click the E icon to modify the specific entry. BlockHTTP  192.168.1.10 A;em oME Yes Aways FH T

Click the ? icon to delete the specific entry.
Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

[ Save Settings ] [ Don't Save Settings
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Website Filter

To access the Website Filter page, click on the Advanced menu link, at the top, and then click on the Website Filter menu link, on the left.

On this page we can configure website filtering rules used by this router.

Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. EY// | v DTN oo | owve | e

FEAT RIS The Website Filter option allows you to set up a list of Web sites you would like to allow or deny
PORT TRIGGERING through vour network. _To use this feature, you must also select the "Apply Web FAlter” checkbox in
IS | o Access Control section.

QOS5 ENGINE

[ Save Settings ][ Don't Save Settings ]

MNETWORK FILTER

ACCESS CONTROL 40 - WEBSITE FILTERING RULES .;rderrtu block a

WEBSITE FILTER containing the keyword
_ Configure Website Filter below: entered.

INBOUND FILTER
DENY computers access to ONLY these sites EI

Clear the list below...

ADVANCED WIRELESS Website URL/Domain

FIREWALL SETTINGS

ROUTING

WI-FI PROTECTED
SETUP

ADVANCED NETWORK
GUEST Wi-F
IPV6 FIREWALL

IPVE ROUTING

In this section, the fOIIOWing parametel’s can be Configured: 40 — WEBSITE FIL TERING RULES

Configure Website Filter below: Select the website filtering method here. Select
DENY computers access to ONLY these sites, to deny access to the Configure Website Filter below:
websites and domains specified. Select the ALLOW computers access to
ONLY these sites, to only allow access to the websites and domains
specified. [ Clear the list below... ]

Website URL/Domain: Enter the website Uniform Resource Locator (URL) or
domain name that will be blocked or allowed in the spaces provided.

DENY computers access to ONLY these sites E|

Website URL/Domain

Click the Clear the list below... button to remove all the Website URL/Domain
entries.
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Inbound Filter

To access the Inbound Filter page, click on the Advanced menu link, at the top, and then click on the Inbound Filter menu link, on the left.

On this page we can configure inbound filtering rules used by this router.

// “ ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

VIRTUAL SERVER
PORT FORWARDING
PORT TRIGGERING
105 ENGINE
NETWORK FILTER
ACCESS CONTROL
'WEBSITE FILTER
FIREWALL SETTINGS
ROUTING
ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK
GUEST Wi-A

IPV6 FIREWALL

IPV6 ROUTING

The Inbound Filter option is an advanced method of controlling data received from the Internet.
With this feature you can configure inbound data filtering rules that control data based on an 1P
address range.

Inbound Filters can be used for limiting access to a server on your network to a system or group of
systems. Filter rules can be used with Virtual Server, Port Forwarding, or Remote Administration
features.

ADD INBOUND FILTER RULE

Name :
Action : | Allow [ ]
Remote IP Range : Enable Remote IP Start  Remaote IP End
0.0.0.0 255.255,255.255

0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255

0.0.0.0 255.255.255.255

(o]

Name Action Remote IP Range

= Give each rule a

Name
to you.

that is meaningful

= Each rule can either

Allow

or Deny access

from the WAN.
» Up to eight ran

each IP range
used to disable ranges
already defined.

below.
the Edit icon in
ist to change

ck the Delete icon
in the Rules List to
permanently remove a

rule.
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In this section, the following parameters can be configured:
Name: Enter the name of the Inbound filter rule here.

Action: Select the action that will be taken by this rule here. Options to choose from
are Allow and Deny.

Enable: Tick this option to enable this entry.
Remote IP Start: Enter the starting remote IP address here.
Remote IP End: Enter the ending remote IP address here.

Click the Add button to add or modify the rule.
Click the Cancel button to discard the changes made.

In this section, a list of configured inbound filter rules will be displayed.

Click the E/ icon to modify the specific entry.

Click the ? icon to delete the specific entry.

Remote IP Range : Enable Remote IP Start

Mame :

Action : | Allow [+

[l

(5 T R

Add Cancel

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

Remaote IP End
255,255,255, 255

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

255.255.255.255

ADD INBOUND FILTER RULE

INBOUND FILTER RULES LIST

Name
Block

Action

Deny

Remote IP Range

1.1.1.1-197.80.203.150,197.80.203.152-223.255.255.2535

Web User Interface Configuration

Page 118



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

Firewall Settings

To access the Firewall Settings page, click on the Advanced menu link, at the top, and then click on the Firewall Settings menu link, on the left.

On this page we can configure the firewall settings of this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

VIRTUAL SERVER
PORT FORWARDING
PORT TRIGGERING
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
'WEBSITE FILTER
INBOUND FILTER
ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST Wi-F
IPVE FIREWALL
IPV6 ROUTING

DMZ means "Demilitarized Zone™. DMZ allows computers behind the router firewall to be accessible
to Internet traffic. Typically, your DMZ would contain Web servers, FTP servers and others.

[ Save Settings ][ Don't Save Settings ]

FIREWALL SETTINGS

Enable SPI :

NAT ENDPOINT FILTERING
) Endpoint Independent
UDP Endpoint Filtering : ) address Restricted
@ Port And Address Restricted
©) Endpoint Independent
TCP Endpoint Filtering : ©) address Restricted
@ Port And Address Restricted

ANTI-SPOOF CHECKING

Enable anti-spoof checking : [7]

DMZ HOST

The DMZ (Demilitarized Zone) option lets you set a single computer on your network outside of the
router. If you have a computer that cannot run Internet applications successfully from behind the
router, then you can place the computer into the DMZ for unrestricted Internet access.

Helpful Hints...

= DMZ:

Only enable the DMZ

option as a last resort. T

you are having trouble

using an application from

a computer behind the
first try opening

Forwarding section.

= More...

Enable SPI: Tick this option to enable the Stateful Packet Inspection (SPI) feature.
SPI, also known as dynamic packet filtering, helps to prevent cyber-attacks. It
validates that the traffic passing through the session conforms to the protocol.

Enable SPT :
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In this section, the following parameters can be configured: NAT ENDPOINT FILTERING

UDP Endpoint Filtering: Select the UDP end-point filtering method here. The

Endpoint Independent option will forward any UDP incoming traffic, sent to an ©) Endpoint Independent

open port, to the application that opened the port. The port will close if idled for UDP Endpoint Filtering : ) sddress Restricted

5 minutes. The Address Restricted will check whether UDP incoming traffic ]

matches the IP address of the outgoing connection. The Port And Address '@ Port And Address Restricted

Restriction option will check whether UDP incoming traffic matches the IP _ _

address and port of the outgoing connection. ) _ -/ Endpoint Independent
TCP Endpoint Filtering: Select the TCP end-point filtering method here. The TCP Endpoint Filtering = ) ddress Restricted

Endpoint Independent option will forward any TCP incoming traffic, sent to an @ port And Address Restricted

open port, to the application that opened the port. The port will close if idled for
5 minutes. The Address Restricted will check whether TCP incoming traffic
matches the IP address of the outgoing connection. The Port And Address
Restriction option will check whether TCP incoming traffic matches the IP
address and port of the outgoing connection.

In this section, the following parameters can be configured: ANTI-SPOOF CHECKING
Enable anti-spoof checking: Tick this option to enable the anti-spoof checking
feature. Enable anti-spoof checking : [

Enable DMZ: Tick this option to enable the Demilitarized Zone (DMZ) feature.

DMZ IP Address: Enter or select the local DMZ IP address here The DMZ (Demilitarized Zone) option lets you set a single computer on vour network outside of the
’ ’ router. If vou have a computer that cannot run Internet applications successfully from behind the
router, then you can place the computer into the DMZ for unrestricted Internet access.

Note: Putting 2 computer in the DMZ may expose that computer to a variety of security risks. Use
of this option is only recommended as a last resort.

Enable DMZ :
DMZ IP Address :

Computer Name E|
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In this section, the following parameters can be configured: APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION
PPTP: Tick this option to allow PPTP traffic. This feature allows multiple machines
on the LAN to connect to their corporate network using the PPTP protocol. PPTP :
IPSec (VPN): Tick this option to allow IPSec (VPN) traffic. This feature allows 1PSec (VPN) :
multiple VPN clients to connect to their corporate network using IPSec. Some RTSP
VPN clients support traversal of IPSec through NAT. This ALG may interfere
with the operation of such VPN clients. If you are having trouble connecting SIP :
with your corporate network, try turning this ALG off. Please check with the [ save Settings | [ Don't Save Settings |

system administrator of your corporate network whether your VPN client
supports NAT traversal.

RSTP: Tick this option to allow RSTP traffic. This feature allows an application that uses Real Time Streaming Protocol to receive streaming media from the Internet.
QuickTime and Real Player are some of the common applications using this protocol.

SIP: Tick this option to allow SIP traffic. This feature allows devices and applications using VolP (Voice over IP) to communicate across NAT. Some VolIP applications and
devices have the ability to discover NAT devices and work around them. This ALG may interfere with the operation of such devices. If you are having trouble making
VolIP calls, try turning this ALG off.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.
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Routing

To access the Routing page, click on the Advanced menu link, at the top, and then click on the Routing menu link, on the left.

On this page we can configure IPv4 routing rules used by this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:
Checkbox: Tick this option to enable the selected route.
Name: Enter the name of the route here.

Netmask: Enter the Netmask address of the route here.

VIRTUAL SERVER
PORT FORWARDING
PORT TRIGGERING
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST Wi-Fi

IPV6 FIREWALL

IPVE ROUTING

The Routing option allows you to define static routes to spedific destinations.
[ Save Settings ] [ Don't Save Settings ]

Remaining number of rules that can be created: 32

Metric Interface
Destination IP

Gateway

Destination IP

Gateway

Destination IP

Gateway

Destination IP

Gateway

32 — ROUTE LIST -

Helpful Hints...

» Interface:

5 s the interface -
that the IP
packet mu:

= Destination IP:
The IP address of
packets that will take this

= Gateway:

The gateway IP address
is the IP address of the
router, if any, used to
reach the specifies
destination.

= More...

32 — ROUTE LIST

Remaining number of rules that can be created: 32

Metric Interface

Destination IP: Enter the destination IP address of the route here. MName Destination IP
Gateway: Enter the gateway IP address of the route here. . =]
Metric: Enter the metric value for the route here. Metmask Gateway
Interface: Select the Interface that will use this route here.
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Advanced Wireless

To access the Advanced Wireless page, click on the Advanced menu link, at the top, and then click on the Advanced Wireless menu link, on the left.

On this page we can configure more advanced wireless settings on this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

SR | o BTN e | o | w

Helpful Hints...

VIRTUAL SERVER
PORT FORWARDING
PORT TRIGGERING
QOS5 ENGINE
METWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK
GUEST Wi-A

IPV6 FIREWALL

IPV6 ROUTING

These options are for users that wish to change the behavior of their 802.11n wireless radio from
the standard settings. We do not recommend changing these settings from the factory defaults.
Incorrect settings may impact the performance of your wireless radio. The default settings should
provide the best wireless radio performance in most environments.

[ Save Settings ][ Don't Save Settings ]

ADVANCED WIRELESS SETTINGS

Wireless Band : 2.4GHz Band
Transmit Power : |High
WLAN Partition : [7]

WMM Enable :

HT 20/40 Coexistence : & Enable © Disable

ADVANCED WIRELESS SETTINGS

Wireless Band : 5GHz Band
Transmit Power : |High
WLAN Partition : [7]

WMM Enable :

Save Settings ] [ Don't Save Settings ]

= [tis recommended
that you leave th
parameters with

performance of your
wireless network.

= Enabling WMM can
help control latency and
jitter when transmitting
multimedia content over
a wireless connection.

= More...
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In this section, the following parameters can be configured: ADVANCED WIRELESS SETTINGS

Wireless Band: Displays the wireless band that can be configured.

Transmit Power: Select the wireless transmit power for the 2.4GHz band. Options Wireless Band - 2.4GHz Band
to choose from are High, Medium, and Low. Transmit Power : [High [~]
WLAN Partition: Tick this option to enable the WLAN partition feature. This WLAN Partition : [

enables 802.11d operation. 802.11d is a wireless specification developed to

allow the implementation of wireless networks in countries that cannot use the
802.11 standard. This feature should only be enabled if you are in a country HT 20/40 Coexistence : @ Epable O Disable
that requires it.

WMM Enable :

WMM Enable: Display that the Wi-Fi Multimedia (WMM) feature is enabled. WMM is QoS for your wireless network. This will improve the quality of video and voice
applications for your wireless clients.
HT 20/40 Coexistence: Select to enable or disable the HT 20/40 coexistence feature. Enable this option to reduce interference from other wireless networks in your area. If

the channel width is operating at 40MHz and there is another wireless network’s channel over-lapping and causing interference, the router will automatically change to
20MHz.

In this section, the fOIIOWing parameters can be ConﬁgUTEd: ADVANCED WIRELESS SETTINGS

Wireless Band: Displays the wireless band that can be configured.

Transmit Power: Select the wireless transmit power for the 5GHz band. Options to Wireless Band : 5GHz Band
choose from are High, Medium, and Low. Transmit Power : |High [~]
WLAN Partition: Tick this option to enable the WLAN partition feature. This WLAN Partition :

enables 802.11d operation. 802.11d is a wireless specification developed to
allow the implementation of wireless networks in countries that cannot use the
802.11 standard. This feature should only be enabled if you are in a country
that requires it.

WMM Enable :

I Save Settings ] I Don't Save Settings J

WMM Enable: Display that the Wi-Fi Multimedia (WMM) feature is enabled. WMM is QoS for your wireless network. This will improve the quality of video and voice
applications for your wireless clients.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.
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Wi-Fi Protected Setup

To access the Wi-Fi Protected Setup page, click on the Advanced menu link, at the top, and then click on the Wi-Fi Protected Setup menu link, on the left.

On this page we can configure the Wi-Fi Protected Setup (WPS) settings on this
router.

Click the Save Settings button to accept the changes made.

VIRTUAL SERVER Helpful Hints...

Click the Don’t Save Settings button to discard the changes made.

FEATFE RS Wi-Fi Protected Setup is used to easily add devices to a network using a PIN or button press. * Enable if other

PORT TRIGGERING Devices must support Wi-Fi Protected Setup in order to be configured by this method. ﬂ-lruewl::’lsu;d:':;l;z 'Iy::alwlsh
If the PIN changes, the new PIN will be used in following Wi-Fi Protected Setup process. Clicking on | RSt e et R ]

OSJENCINE “Don't Save Settings” button will not reset the PIN. Pratected Setup.

NETWORK FILTER However, if the new PIN is not saved, it will get lost when the device reboots or loses power. * Only "Admin” account
ACCESS CONTROL | save settings | [ Don't save Settings | :Eu;g?ge BT

WEBSITE FILTER « Lock WPS-PIN

WI-FI PROTECTED SETUP Setup Locking the WPS-
INBOUND FILTER PIN Method prevents the

s from being

FIREWALL SETTINGS Enable :
ROUTING WiFi Protected Setup : Enable/Configured
ADVANCED WIRELESS Lock WPS-PIN Setup :

WI-FI PROTECTED
SETUP

ADVANCED NETWORK PIN SETTINGS

GUEST Wi-F

IPV6 FIREWALL [ Reset PIN to Default | [ Generate New PN |

IPV6 ROUTING

ADD WIRELESS STATION

Connect your Wireless Device

Save Settings ] [ Don't Save Settings l

In this section, the following parameters can be configured: WI-FI PROTECTED SETUP
Enable: Tick this option to enable the Wi-Fi Protected Setup (WPS) feature.
WiFi Protected Setup: Displays the status of the WPS feature. Enable :
Lock WPS-PIN Setup: Tick this option to lock the WPS-PIN setup. WiFi Protected Setup : Enable/Configured

Lock WPS-PIN Setup :
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In this section, the WPS PIN will be displayed.

PIN : 47112285

Click the Reset PIN to Default button to clear the PIN number used.
Click the Generate New PIN button to generate a new WPS PIN. Reset PIN to Default | | Generate New PIN |

Click the Connect your Wireless Device button to initiate the Wi-Fi Protected Setup ADD WIRELESS STATION
(WPS) setup wizard.

Connect your Wireless Device ]

After clicking the Connect your Wireless Device button, the following page will be
available.

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and click next to continue.

Auto @ Select this option if your wireless device supports WPS (Wi-Fi Protected Setup)

Manual O Select this option will display the current wireless settings for you to configure the wireless device
manually
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Step 1: Select Configuration Method for Your Wireless Network

In this section, we can configure the following:

Auto: Select this option to automatically allow the router and the wireless client to
connect to each other by means of WPS.

Manual: Select this option to display the configured wireless settings. This
information can then be configured of the wireless clients manually to initiate a
wireless connection.

Click the Next button to continue to the next step.
Click the Cancel button to discard the changes made and return to the main menu.

Step 2: Connect Your Wireless Device

After selecting the Auto option, in Step 1, the following page will be available. In this
section, we can configure the following:

PIN: Select this option to use the Personal Identification Number (PIN) method to
connect the two devices. Enter the PIN number here. Enter the same PIN
number at the wireless client software.

PBC: Select this option to use the Push Button Configuration (PBC) method to
connect the two devices.

Click the Connect button to initiate the WPS connection.

Click the Prev button to return to the previous step.
Click the Cancel button to discard the changes made and return to the main menu.

After selecting the PIN option, in Step 2, the following page will be available.

The router will allow 120 seconds for the WPS connection to initiate.

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and click next to continue.
Auto @ Select this option if your wireless device supports WPS (Wi-Fi Protected Setup)

Manual O Select this option will display the current wireless settings for you to configure the wireless device
manually

STEP 2: CONNECT YOUR WIRELESS DEVICE

There are two ways to add wireless device to your wireless network:
-PIN (Personal Identification Number)
-PBEC (Push Button Configuration)

@ pIN *
please enter the PIN from your wireless device and click the below "Connect” Button within 120 seconds
) PBC

please press the push button on your wireless device and click the below "Connect” Button within 120 seconds

STEP 2: CONNECT YOUR WIRELESS DEVICE

Please start WPS on the wireless device you are adding to your wireless network.
Remain time in second: 118

Adding wireless device: Started.
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After selecting the PBC option, in Step 2, the following page will be available. Press

the WPS button on the wireless client to initiate the connection.

Please press down the Push Button (physical or virtual) on the wireless device you are adding to your wireless
network.

The router will allow 120 seconds for the WPS connection to initiate. Remain time in second: 118

Adding wireless device: Started.

After successfully connecting the router and the wireless client, by means of WPS, STEP 2: CONNECT YOUR WIRELESS DEVICE
the following page will be available.

Adding wireless device: Succeeded. To add another device dick on the Cancel button below or dlick on the Wireless

Status button to check wireless status.
Click the Cancel button to finish the setup and return to the main menu.

Click the Wireless Status button to view information about wireless clients connected
to the router.

[ Cancel ] [ Wireless Status
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After selecting the Manual option, in Step 1, the following page will be available.

This information can then be configured of the wireless clients manually to initiate a

wireless connection.

Click the Prev button to return to the previous step.
Click the Cancel button to finish the setup and return to the main menu.
Click the Wireless Status button to view information about wireless clients connected

to the router.

STEP 2: CONNECT YOUR WIRELESS DEVICE

adapters.
2.4 Ghz Frequency

SSID: D-Link DSL-2890AL
Security Mode: Auto (WPA or WPAZ) - Personal
Cipher Type: TKIP and AES

Pre-shared Key:
7d49dfese6

5 Ghz Frequency

SSID: D-Link DSL-2890AL_5GHz
Security Mode: Auto (WPA or WPAZ) - Personal
Cipher Type: TKIP and AES

Pre-shared Key:
7d49dfese6

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client

[ Cancel ] [ Wireless Status
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Advanced Network

To access the Advanced Network page, click on the Advanced menu link, at the top, and then click on the Advanced Network menu link, on the left.

On this page we can configure more advanced network settings on this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable UPnP IGD: Tick this option to enable the UPnP Internet Gateway Device

(IGD) feature.

VIRTUAL SERVER

PORT FORWARDING

PORT TRIGGERING
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS
ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

GUEST Wi-A
IPVG FIREWALL
IPVE ROUTING

These options are for users that wish to change the LAN settings. We do not recommend changing
these settings from factory default. Changing these settings may affect the behavior of your
network.

[ Save Settings ][ Don't Save Settings ]

Universal Plug and Play{UPnP) supparts peer-to-peer Plug and Play functionality for network
devices.

Enable UPnP IGD :

If you enable this feature, the WAN port of your router will respond to ping requests from the
Internet that are sent to the WAN IP Address.

Enable WAN Ping Response : ]

IPV4 MULTICAST STREAMS

Enable IPv4 Multicast Streams : [

IPV6 MULTICAST STREAMS

Enable IPv6 Multicast Streams : [

[ Save Settings ] [ Don't Save Settings ]

Helpful Hints...

= UPnP h

UPnP LAN

interoperate with the
router. Leave the UPnP
option enabled as

added security, it
ecommended that you
dizable the WAN Ping
Response option. Ping
i ed by

Y
manually.

= If you are having
trouble receiving video
on demand type of
service from the
t, make sure the
ko

Universal Plug and Play(UPnP) supports peer-to-peer Plug and Play functionality for network

devices.

Enable UPnP IGD :
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In this section, the following parameters can be configured:

Enable WAN Ping Response: Tick this option to enable the ping feature to get a
response from the WAN port. If you enable this feature, the WAN port of vour router will respond to ping requests from the
Internet that are sent to the WAN IP Address.

Enable WAN Ping Response : [

In this section, the following parameters can be configured: IPV4 MULTICAST STREAMS
Enable IPv4 Multicast Streams: Tick this option to enable the IPv4 multicast
streams feature. This feature will allow multicast traffic to pass through the Enable IPv4 Multicast Streams : |7

router from the Internet (IPv4).

In this section, the following parameters can be configured: IPV6 MULTICAST STREAMS
Enable IPv6 Multicast Streams: Tick this option to enable the IPv6 multicast
streams feature. This feature will allow multicast traffic to pass through the router Enable IPv6 Multicast Streams : [

from the Internet (IPv6).

[ Save Settings ] [ Don't Save Settings ]
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Guest Wi-Fi

To access the Guest Wi-Fi page, click on the Advanced menu link, at the top, and then click on the Guest Wi-Fi menu link, on the left.

On this page we can configure the guest Wi-Fi settings of this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Enable Routing Between Zones: Tick this option to enable routing between
wireless zones.

VIRTUAL SERVER
PORT FORWARDING
PORT TRIGGERING
QOS5 ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
INBOUND FILTER
FIREWALL SETTINGS

ROUTING

ADVANCED WIRELESS

WI-FI PROTECTED
SETUP

ADVANCED NETWORK

GUEST Wi-Fi

IPV6 FIREWALL
IPV6 ROUTING

Use this section to configure the GUEST Wi-Fi settings of your router. The GUEST Wi-Fi provide a
separate network zone for guest to access Internet.

[ Save Settings ][ Don't Save Settings ]

GUEST WI-FI

Enable Routing Between Zones :

SESSION 2.4GHZ

Enable GUEST Wi-Fi @ [7] [, [ S
Wireless Band : 2.4GHz Band
Wireless Network Name : |00k Ds1-280040 GUe (Also called the SSID)
Security Mode : |rone

SESSION 5GHZ

Enable GUEST Wi-Fi : ] 15
Wireless Band : 5GHz Band
Wireless Network Name : |0-Link D51-265041_561] (Also called the SSID)
Security Mode : | rione

Save Settings ] [ Don't Save Settings

Enable Routing Between Zones : [
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In this section, the following parameters can be configured:

Enable GUEST Wi-Fi: Tick this option the enable the guest Wi-Fi features on the
2.4GHz wireless band. Select a time schedule from the drop-down menu to
apply to this feature.

Wireless Band: Displays the wireless band being configured.
Wireless Network Name: Enter the guest wireless network name here.

Security Mode: Select the wireless security mode that will be used for this guest
wireless service. Options to choose from are None, WEP, WPA-Personal, and
WPA-Enterprise.

After selecting WEP as the wireless security mode, the following page will be
available. The following parameters can be configured:

Authentication: Select the WEP authentication option here. Options to choose
from are Both and Shared Key.

WEP Encryption: Select the WEP Key Length value used here. Options to choose
from are 128 bit (26 hex digits) and 64 bit (10 hex digits).

Default WEP Key: Select the default WEP key here.

WEP Key: Enter a wireless security key here. This key must be configured on all
the wireless clients for them to be able to connect to your wireless network.

SESSION 2.4GHZ

Enable GUEST Wi-Fi : [7] [always [

Wireless Band : 2.4GHz Band
Wireless Network Name

! D-Link D5SL-28904L_GUE (Also called the S5ID)
Security Mode : |None [*]

SESSION 2.4GHZ

Enable GUEST Wi-Fi : [7] [ajways [

Wireless Band : 2.4GHz Band

Wireless Network Name : p-Link DSL-28304aL_GUE (Also called the S5ID)

Security Mode : [wep [=]

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router

and the wireless stations. For 64-bit keys you must enter 10 hex digits into each key box. For 128-
bit keys you must enter 26 hex digits into each key box. & hex digit is either a number from 0 to 9

or a letter from A to F. For the most secure use of WEP set the authentication type to "Shared Key"
when WEP is enabled.

You may also enter any text string into 2 WEP key box, in which case it will be converted into a
hexadedmal key using the ASCII values of the characters. & maximum of 5 text characters can be
entered for 64-bit keys, and a maximum of 13 characters for 128-bit keys.

Authentication : |Both E3
WEP Encryption : |64 bit (10 hex digits) [~ ]
Default WEP Key : [WEP Key 1[=]
WEP Key :
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After selecting WPA-Personal as the wireless security mode, the following page will SESSTON 2.4GHZ
be available. The following parameters can be configured:
WPA Mode: Here we can select which WPA mode to use. Options to choose from Enable GUEST Wi-Fi : Always [
are Auto (WPA or WPA2), WPA2 Only, and WPA Only. Wireless Band - 2.4GHz Band
Cipher Type: Select the wireless cipher type here. Options to choose from are
TKIP and AES, TKIP, and AES.

Group Key Update Interval: Enter the group key update interval value here.

Pre-Shared Key: Enter the WPA-Personal wireless Pre-Shared Key here. This key
must be configured on all the wireless clients for them to be able to connect to
your wireless network.

Wireless Network Name : p-Link DSL-28304aL_GUE (Also called the S51D)
Security Mode : | \WPA-Personal El

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPA2 capable.
Also the strongest cipher that the client supports will be used. For best security, use WPA2 Only
mode. This mode uses AES{CCMP) dpher and legacy stations are not allowed access with WPA
security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES

cipher).
WPA Mode : | Auto(WPA or WPAZ) [=]
Cipher Type : | TKIP and AES [~ |
Group Key Update Interval : zs00 (seconds)

PRE-SHARED KEY

Enter an 8- to 83-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a commonly known phrase.

Pre-Shared Key :
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After selecting WPA-Personal as the wireless security mode, the following page will SESSION 2.4GHZ
be available. The following parameters can be configured:

WPA Mode: Here we can select which WPA mode to use. Options to choose from Enable GUEST Wi-Fi : Always [=]
are Auto (WPA or WPA2), WPA2 Only, and WPA Only. Wireless Band : 2.4GHz Band

Cipher Type: Select the wireless cipher type here. Options to choose from are
TKIP and AES, TKIP, and AES.

Group Key Update Interval: Enter the group key update interval value here.
RADIUS server IP Address: Enter the IP address of the external RADIUS server

Wireless Network Name : p-Link DSL-28304aL_GUE (Also called the S51D)
Security Mode : WPA—EnlerpriseEl

used here.
RADIUS server Port: Enter the external RADIUS server port number used here. Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
RADIUS server Shared Secret: Enter the RADIUS server Shared Secret here. uses WPA for legacy clients while maintaining higher security with stations that are WPAZ2 capable.
. . . . Also the strongest cipher that the dient supports will be used. For best security, use WPA2 Only
This key must be ponflgured on all the wireless clients for them to be able to maode. This mode uses AES{CCMP) cipher and legacy stations are not allowed access with WPA
connect to your wireless network. security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
and legacy devices work only in this mode.
Click the Advanced button to configure settings for an optional secondary RADIUS To achieve better wireless performance use WPA2 Only security mode (or in other waords AES
server. cipher).

WPA Mode : | Auto[WPA or WPAZ) [+ ]
Cipher Type : |TKIP and AES [+ ]
Group Key Update Interval : zg00 (seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients
via a remote RADIUS server.

RADIUS server IP Address :
RADIUS server Port : 1517
RADIUS server Shared Secret :

Advanced =
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After clicking the Advanced button, the following parameters are available for
configuration:

Second RADIUS server |IP Address: Enter the IP address of the external RADIUS
server used here.

Second RADIUS server Port: Enter the external RADIUS server port number used
here.

Second RADIUS server Shared Secret: Enter the RADIUS server Shared Secret

here. This key must be configured on all the wireless clients for them to be able
to connect to your wireless network.

In this section, the following parameters can be configured:

Enable GUEST Wi-Fi: Tick this option the enable the guest Wi-Fi features on the
5GHz wireless band. Select a time schedule from the drop-down menu to apply
to this feature.

Wireless Band: Displays the wireless band being configured.

Wireless Network Name: Enter the guest wireless network name here.

Security Mode: Select the wireless security mode that will be used for this guest

wireless service. Options to choose from are None, WEP, WPA-Personal, and
WPA-Enterprise.

Address

Secret

Second RADIUS server Port :
Second RADIUS server Shared :

<< Advanced

Optional backup RADIUS server
Second RADIUS server IP :

1812

SESSION 5GHZ

Enable GUEST Wi-Fi

Wireless Band

Wireless Network Name

: Always [=]| Mew Schedule

: 5GHz Band

! D-Link D5L-28%90AL_5GF (Also called the SSID)
Security Mode :

Maone

[=]

Web User Interface Configuration

Page 136



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

After selecting WEP as the wireless security mode, the following page will be _

available. The following parameters can be configured:
Authentication: Select the WEP authentication option here. Options to choose Enable GUEST Wi-Fi : Aways [ =]
from are Both and Shared Key.

WEP Encryption: Select the WEP Key Length value used here. Options to choose Wireless Network Name = roi- o called th
from are 128 bit (26 hex digits) and 64 bit (10 hex digits). = D-Link DSL-2890AL_5Gt (Also called the SSID)

Default WEP Key: Select the default WEP key here. Security Mode : |wep [=]
WEP Key: Enter a wireless security key here. This key must be configured on all

the wireless clients for them to be able to connect to your wireless network. _

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router

and the wireless stations. For 64-bit keys you must enter 10 hex digits into each key box. For 128-
bit keys you must enter 26 hex digits into each key box. & hex digit is either 2 number from 0 to 9

or a letter from A to F. For the most secure use of WEP set the authentication type to "Shared Key"
when WEP is enabled.

Wireless Band : 5GHz Band

You may also enter any text string into @ WEP key box, in which case it will be converted into a
hexadedmal key using the ASCII values of the characters. & maximum of 5 text characters can be
entered for 64-bit keys, and a maximum of 13 characters for 128-bit keys.

Authentication : |Both (=]
WEP Encryption : |648it [~ |
Default WEP Key : |WEP Key 1 [~ |

WEP Key :
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After selecting WPA-Personal as the wireless security mode, the following page will SESSTON 5GHZ
be available. The following parameters can be configured:
WPA Mode: Here we can select which WPA mode to use. Options to choose from Enable GUEST Wi-Fi : Always [=]
are Auto (WPA or WPA2), WPA2 Only, and WPA Only. Wireless Band : 5GHz Band
Cipher Type: Select the wireless cipher type here. Options to choose from are
TKIP and AES, TKIP, and AES.

Group Key Update Interval: Enter the group key update interval value here.

Pre-Shared Key: Enter the WPA-Personal wireless Pre-Shared Key here. This key
must be configured on all the wireless clients for them to be able to connect to
your wireless network.

Wireless Network Name : p-Link D5L-2890AL 56t (Also called the SSID)
Security Mode : |wpa-Personal [+ ]

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPA2 capable.
Also the strongest dipher that the dient supports will be used. For best security, use WPA2 Only
mode. This mode uses AES{CCMP) dpher and legacy stations are not allowed access with WPA
security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
and legacy devices work only in this mode,

To achieve better wireless performance use WPA2 Only security mode (or in other words AES

cipher).
WPA Mode : | Auto{WPA or WPAZ) [ =]
Cipher Type : |TKIP and AES [+ |
Group Key Update Interval @ 500 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a commonly known phrase.

Pre-Shared Key :
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After selecting WPA-Personal as the wireless security mode, the following page will
be available. The following parameters can be configured:

WPA Mode: Here we can select which WPA mode to use. Options to choose from
are Auto (WPA or WPA2), WPA2 Only, and WPA Only.

Cipher Type: Select the wireless cipher type here. Options to choose from are
TKIP and AES, TKIP, and AES.

Group Key Update Interval: Enter the group key update interval value here.

RADIUS server IP Address: Enter the IP address of the external RADIUS server
used here.

RADIUS server Port: Enter the external RADIUS server port number used here.

RADIUS server Shared Secret: Enter the RADIUS server Shared Secret here.

This key must be configured on all the wireless clients for them to be able to
connect to your wireless network.

Click the Advanced button to configure settings for an optional secondary RADIUS
server.

SESSION 5GHZ

Enable GUEST Wi-Fi : 7] [ajways [=]

Wireless Band : 5GHz Band
Wireless Network Name : p-Link D5L-2890AL 56t (Also called the SSID)

Security Mode : |wpa-Enterprise =

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode
uses WPA for legacy clients while maintaining higher security with stations that are WPA2 capable.
Also the strongest dipher that the dient supports will be used. For best security, use WPA2 Only
mode. This mode uses AES{CCMP) dpher and legacy stations are not allowed access with WPA
security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming
and legacy devices work only in this mode,

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : | Auto{WPA or WPAZ) [ =]
Cipher Type : | TKIP and AES [+ |

Group Key Update Interval @ 500 (seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients
via a remote RADIUS server.

RADIUS server IP Address :
RADIUS server Port : 15312
RADIUS server Shared Secret :

Advanced >
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After clicking the Advanced button, the following parameters are available for
configuration:
Second RADIUS server IP Address: Enter the IP address of the external RADIUS
server used here.
Second RADIUS server Port: Enter the external RADIUS server port number used
here.
Second RADIUS server Shared Secret: Enter the RADIUS server Shared Secret

here. This key must be configured on all the wireless clients for them to be able
to connect to your wireless network.

<< Advanced

Optional backup RADIUS server

Second RADIUS server IP :
Address

Second RADIUS server Port : 15172

Second RADIUS server Shared :
Secret
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IPv6 Firewall

To access the IPv6 Firewall page, click on the Advanced menu link, at the top, and then click on the IPv6 Firewall menu link, on the left.

On this page we can configure the IPv6 firewall rules used by this router.

Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. Emy// | e TSN v | s | wr

VIRTUAL SERVER Helpful Hints...

FEATRLT I I The firewall settings section is an advance feature used to allow or deny traffic from passing « For each rule you can
PORT TRIGGERING through the device. It works in the same way as IP Filters with additional settings. You can create create a name and

more detailed rules for the device. control the drection of
traffic. You can also

[ Save Settings ] [ Don't Save Settings ] r deny a range of
resses,the

[———— protocol and a port

ACCESS CONTROL IPV6 SIMPLE SECURITY range.

« In order to apply a

Enable IPv6 Simple Security : [ s(‘hedule to astﬁr_;e:t.«a\l
rule,your must firs

QOS5 ENGINE

NETWORK FILTER

WEBSITE FILTER

INBOUND FILTER
FIREWALL SETTINGS 20 -- IPV6 FIREWALL RULES

ROUTING
Remazining number of rules that can be created: 20

ADVANCED WIRELESS

Configure IPVG Filtering below:
WI-FI PROTECTED -
= Turn 1Pv6 Filtering OFF

ADVANCED NETWORK Name Schedule
GUEST Wi-F Aways [ ]

Protocel

IPV6 ROUTING =] B AL =]

1P Address Range

In this section, the following parameters can be configured: IPV6 SIMPLE SECURITY
Enable IPv6 Simple Security: Tick this option to enable the IPv6 simple security
feature. Enable IPv6 Simple Security : [
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In this section, the following parameters can be configured: 20 -- IPV6 FIREWALL RULES

Configure IPv6 Filtering below: select the IPv6 filtering method here. Select the
Turn IPv6 Filtering OFF option, to disable this feature. Select the Turn IPv6 Remaining number of rules that can be created: 20
Filtering ON and ALLOW rules listed option, to enable the IPv6 filtering o .
feature and allow the rules listed. Select the Turn IPv6 Filtering ON and i”"ﬁ%g:: IFF_:E,F”'ESEEQ below: =]
DENY rules listed option, to enable the IPv6 filtering feature and deny the SL =
rules listed. Name Schedule
Checkbox: Tick this option to enable the selected rule. Always ||
Name: Enter the name of the IPv6 filtering rule here. 1P Address Range
Schedule: Select the time schedule that will be applied to this rule here. cource  [mterface Protocol
. . . . - ALl
Source: Select the source interface associated with this rule. [
Dest: Select the destination interface associated with this rule.
. . . . 1P Address Range
IP Ac:]dress Range: Enter the starting and ending IP addresses, used for this rule, Do Interface Port Range
ere. (] I -
Protocol: Select the protocol associated with this rule here. Options to choose from

are TCP, UDP, and ICMP.

Port Range: Enter the starting and ending port numbers, used for this rule here.
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IPv6 Routing

To access the IPv6 Routing page, click on the Advanced menu link, at the top, and then click on the IPv6 Routing menu link, on the left.

On this page we can configure the IPv6 routing rules used by the router.

Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. EEEN// | v BTN oo | owus | wr

FERTRCLEILE This Routing page allows you to specify custom routes that determine how data is moved around
PORT TRIGGERING T BET

C yo
[ Save Settings ] [ Don't Save Settings ] want the route to be
enabled.

NETWORK FILTER » The name field allows
—— | 10— ROUTE LIST you to specify a name for

ACCESS CONTROL identification of this
Destination IPv6 / Prefix Length route, e.g. ‘Network 2'

QOS5 ENGINE

WEBSITE FILTER Name
INBOUND FILTER P

FIREWALL SETTINGS wish to reach.

Interface Gateway
ROUTING NULL = The prefix length field
] . identifies the portion of
ADVANCED WIRELESS Destination TPv6 / Prefix Length the destination IP in use.
WI-FI PROTECTED + The gateway IP
SETUP 54 address is the TP address
of the router, if any,

ADVANCED NETWORK = Gateway used to - ‘:_r;]_ mz
NULL = d aesunauon.

GUEST Wi-Ai
TPV6 FIREWALL Destination IPv6 / Prefix Length

IPVS ROUTING
64

Interface
NULL

In this section, the following parameters can be configured: 10 - ROUTE LIST

Checkbox: Tick this option to enable the specified route.

Name: Enter the name of the route here. Name Destination IPv6 / Prefix Length

Metric: Enter the metric value for this route here. 0 ” /
Interface: Select the interface, associated with this route, here. Metric m—— e

Destination IPv6 / Prefix Length: Enter the destination IPv6 address and prefix NULL [~

length value for the route here.
Gateway: Enter the gateway IPv6 address for the route here.
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Maintenance Category

The Maintenance category is designed to assist the user with maintenance configurations for this product.

The following pages can be found in the Maintenance category:

Admin - On this page we can configure the administrator settings of this
router.

Time - On this page we can configure the time and date settings for this
router.

Email Settings - On this page we can configure the email settings for this
router.

System - On this page we can configure the system settings of this router.

Firmware - On this page we can view and initiate a firmware update for this
router.

Dynamic DNS - On this page we can configure the Dynamic DNS settings for
this router.

Diagnostics - On this page we can initiate and view connection diagnostics
for this router.

Schedules - On this page we can configure time and date schedules used by
this router.

1

EMAIL SETTINGS

FIRMWARE

DYNAMIC DNS

DIAGNOS

SCHEDULES

LOGOUT

The ‘admin’ account can access the management interface. The admin has read/write access
and can change password.

By default there is no password configured. It is highly recommended that you create a
password to keep your router secure.

[ Save Settings ] [ Don't Save Settings ]

ADMIN PASSWORD

Please enter the same password into both boxes, for confirmation.

Password :
Verify Password :

SYSTEM NAME

Gateway Name : [ps 239040

ADMINISTRATION

Enable Graphical :
uthentication
Enable HTTPS Server :
Enable Remote Management :
Remote Admin Port : lse HTTPS:
Remote Admin Inbound Filter :

Details :

S5H MANAGEMENT

SSH Local Management :
SSH Remote Management :
$5H Remote Port :

SSH Remote Inbound Filter :
Details :

Helpful Hints....
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Admin

To access the Admin page, click on the Maintenance menu link, at the top, and then click on the Admin menu link, on the left.

On this page we can configure the administrator settings of this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

ADMIN

FIRMWARE

DYNAMIC

DIAGMNOSTI

SCHEDULES

LOGOUT

The "admin' account can access the management interface. The admin has read/write access
and can change password.

By default there is no password configured. It is highly recommended that you create a
password to Keep your router secure.

[ Save Settings ] [ Don't Save Settings ]

Please enter the same password into both boxes, for confirmation.
Password :

Verify Password :

Gateway Name : |pg) 253040

Enable Graphical :
éuthentication
Enable HTTPS Server :
Enable Remote Management :
Remote Admin Port : \sa HTTPS:
Remote Admin Inbound Filter :

Details : |

SSH MANAGEMENT

SSH Local Management : O
O

SSH Remote Management
SSH Remote Port :
SSH Remote Inbound Filter :
Details :

ADMINISTRATION ;

Helpful Hints_.

ADMIN PASSWORD '
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In this section, the following parameters can be configured: ADMIN PASSWORD
Password: Enter the new Web Ul login password here.
Verify Password: Enter the new Web Ul login password here again to verify. Please enter the same password into both boxes, for confirmation.

Password @ seses

Verify Password : seses
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In this section, the following parameters can be configured:
Gateway Name: Enter the name for this router here.

In this section, the following parameters can be configured:

Enable Graphical Authentication: Tick this option to enable the graphical
authentication feature here. This feature enables a challenge-response test to
require users to type letters or numbers from a distorted image displayed on
the screen to prevent online hackers and unauthorized users from gaining
access to your router’s network settings.

Enable HTTPS Server: Tick this option to enable the HTTPS server feature. This
feature enables HTTPS to connect to the router securely.

Enable Remote Management: Tick this option to enable the remote management
feature. Remote management allows the router to be configured from the
Internet by a web browser. A username/password is still required to access the
Web Ul interface.

Remote Admin Port: Enter the remote administration port number here. Tick this
Use HTTPS option to use secure HTTP.

Gateway Name :

D5L2B90AL

uthentication

Enable HTTPS Server :

Enable Remote Management :
Remote Admin Port :

Remote Admin Inbound Filter :

Details :

L
L

ADMINISTRATION

Enable Graphical :

Use HTTPS:

Remote Admin Inbound Filter: Select the remote administration inbound filter method here. Options to choose from are Allow All, Deny All, and Block.
Details: Displays the descriptive details of the remote administration inbound filter rule created and applied.

In this section, the following parameters can be configured:

SSH Local Management: Select this option to enable SSH local management to
this router.

SSH Remote Management: Select this option to enable SSH remote
management to this router.

SSH Remote Port: After enabling SSH remote management, enter the SSH
remote port number used here.

SSH Remote Inbound Filter: Select the SSH remote inbound filter method here.
Options to choose from are Allow All and Deny All.

S5H Remote Management :
SSH Remote Port :

SSH Remote Inbound Filter :
Details :

S5H Local Management :

Details: Displays the descriptive details of the SSH remote inbound filter rule created and applied.
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In this section, the following parameters can be configured:

Telnet Local Management: Select this option to enable Telnet local
management to this router.

Telnet Remote Management: Select this option to enable Telnet remote
management to this router.

Telnet Remote Port: After enabling Telnet remote management, enter the Telnet
remote port number used here.

Telnet Remote Inbound Filter: Select the Telnet remote inbound filter method
here. Options to choose from are Allow All and Deny All.

TELNET MANAGEMENT

Telnet Local Management : []
Telnet Remote Management : ]
Telnet Remote Port :
Telnet Remote Inbound Filter :

Details :

Details: Displays the descriptive details of the Telnet remote inbound filter rule created and applied.

In this section, the following parameters can be configured:

TFTP Local Management: Select this option to enable TFTP local management
to this router.

TFTP Remote Management: Select this option to enable TFTP remote
management to this router.

TFTP Remote Port: After enabling TFTP remote management, enter the TFTP
remote port number used here.

TFTP Remote Inbound Filter: Select the TFTP remote inbound filter method
here. Options to choose from are Allow All and Deny All.

Details: Displays the descriptive details of the TFTP remote inbound filter rule
created and applied.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

TFTP Local Management : []
TFTP Remote Management : O
TFTP Remote Port :
TFTP Remote Inbound Filter :
Details :

[ Save Settings ][ Don't Save Settings ]
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Time

To access the Time page, click on the Maintenance menu link, at the top, and then click on the Time menu link, on the left.

On this page we can configure the time and date settings for this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

B | [ o DT e | |

ADMIN

SYSLOG

EMAIL SETTINGS
SYSTEM
FIRMWARE
DYNAMIC DNS
DIAGNOSTICS

SCHEDULES

The Time and Date Configuration option zllows you to configure, update, and maintain the correct
time on the internal system dock. From this section you can set the time zone you are in and set
the NTP (Network Time Protocol) Server. Daylight Saving can also be configured to adjust the time
when needed.

[ Save Settings ][ Don't Save Settings ]

TIME AND DATE CONFIGURATION

Time

Time Zone :
Enable Daylight Saving :
Daylight Saving Offset :

+ 2000/01/01 00:29:12
(GMT+10:00) Canberra, Melbourne, Sydney [=]

]

Helpful Hints...

Time Settings button,
or use the Automatic
Time Configuration
option to have your

synchronize with a
time server on the
Internet

= More...

Daylight Saving Dates : Month Week Day of Week  Time
DST Start | Jan Lst Sun
DSTEnd |Jan Lst sun

AUTOMATIC TIME AND DATE CONFIGURATION

Automatically synchronize with D-Link's Internet time server

NTP Server Used : |1 diink.com =]

Synchronizing ...
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In this section, the following parameters can be configured: TIME AND DATE CONFIGURATION

Time: Displays the current time configured on this router.

Time Zone: Select the time zone here. Time : 2000/01/01 00:29:31

Enable Daylight Saving: Tick this option to enable daylight saving. Time Zone : |(GMT+10:00) Canberra, Melbourne, Sydney [=]
Daylight Saving Offset: Select the daylight saving offset here. Enable Daylight Saving : []
Daylight Saving Dates: Select the daylight saving starting and ending month, Daylight Saving Offset :
week, day of the week and time here. Daylight Saving Dates : Month Week Dayof Week  Time
DST Start
DST End

In this section, the following parameters can be configured: AUTOMATIC TIME AND DATE CONFIGURATION
Checkbox: Tick this option to enable the automatic time synchronization feature.
This router will synchronize the time and date with one of D-Link’s time servers. Automatically synchronize with D-Link's Internet time server

NTP Server Used: Select the D-Link time server here.

NTP Server Used : [ntp1.dink.com |+

Click the Update Now button to manually initiate a time and date update to this
router.

In this section we can manually configure the time and date for this router. Manually SET THE TIME AND DATE MANUALLY

select the Year, Month, Day, Hour, Minute, and Second options.
[=]
[=]

Year 2013 [=] Month Mar =] Day g

Click the Sync. your computer’s time settings button to automatically select and Hour (16 [~] Minute 7 [ Second 7

use the management computer’s time and date settings on this router.

[ Sync. your computer's time settings ]

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made. | save Settings | | Don't Save Settings
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Email Settings

To access the Email Settings page, click on the Maintenance menu link, at the top, and then click on the Email Settings menu link, on the left.

On this page we can configure the email settings for this router.

Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. CR// | e | owr  WCTCNN v | e

Helpful Hints...

The Email feature can be used to send the system log files and router alert messages to your email = You may want to
SYSLOG address. make the email settings
5|

similar to those of your
EMAIL SETTINGS [ save settings | [ Don't Save settings |

SYSTEM

EMAIL NOTIFICATION

FIRMWARE
DYNAMIC DNS Enable Email Notification : 7]

DIAGNOSTICS
EMAIL SETTINGS

SCHEDULES
From Email Address :
To Email Address :
Email Subject :
SMTP Server Address :

SMTP Server Port : >
Enable Authentication :
Account Name :
Password :

Verify Password :

EMAITL LOG WHEN FULL OR ON SCHEDULE

In this section, the following parameters can be configured: EMAIL NOTIFICATION
Enable Email Notification: Tick this option to enable the email notification feature.

Enable Email Notification : [
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In this section, the following parameters can be configured:
From Email Address: Enter the sender’s email address here.
To Email Address: Enter the recipient's email address here.
Email Subject: Enter the email’'s subject information here.
SMTP Server Address: Enter the SMTP server’s IP address here.
SMTP Server Port: Displays the SMTP server's port number that will be used.
Enable Authentication: Tick this option to enable SMTP authentication.
Account Name: Enter the email account username here.
Password: Enter the email account password here.
Verify Password: Enter the email account password here again.

Click the Send Mail Now button to send out a test email to test the email settings
configured.

In this section, the following parameters can be configured:

On Log Full: Tick this option to send out an email when the log space is close to
depletion.

On Schedule: Tick this option to send out an email based on the schedule
selected.

Schedule: Select the schedule that will be used to send periodic informational
emails.

Details: Displays the schedule detail information.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

EMAIL SETTINGS

From Email Address :

To Email Address :

Email Subject :

SMTP Server Address :
SMTP Server Port : 25
Enable Authentication : [

Account Name :

Password :

Verify Password :

Send Mail Now

EMAIL LOG WHEN RULL OR ON SCHEDULE

On Log Full : [
On Schedule : [
Schedule : [Never [=]
Detail :

Save Settings ] [ Don't Save Settings ]
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System

To access the System page, click on the Maintenance menu link, at the top, and then click on the System menu link, on the left.

On this page we can configure the system settings of this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the following parameters can be configured:

Save Settings To Local Hard Drive: Click the Save Configuration button to
download the router’s settings to the management computers.

Load Settings From Local Hard Drive: Click the Browse button to navigate to the
saved configuration file, on the management computer, and click the Restore
Configuration From File button to restore the router’s configuration to the
settings configured on the configuration file.

Restore To Factory Default Settings: Click the Restore Factory Defaults button
to remove all the settings configured on this router and return the settings to
the factory defaults.

Reboot The Device: Click the Reboot the Device button to reboot the router. All
unsaved configurations will be discarded.

o I I - T

Once the router is configured you can save the configuration settings to a configuration file on your
5YSL0G hard drive. You also have the option to load configuration settings, or restore the factory default
EEEEE. | ccffings.

EMAIL SETTINGS

Helpful Hints...

= Once your router is
configured the way you

itings to a

configuration file that
SAVE AND RESTORE SETTINGS can later be loaded in
the event that the

FIRMWARE

Save Settings To Local Hard Drive :

DIAGNOSTICS Load Settings From Local Hard Drive :
SCHEDULES [ Restore Configuration From File |

Restore To Factory Default Settings :
: | Reboot the Device

DYNAMIC DNS

Reboot The Device

router's default settings
are restored. To

dick the Save b

next to where it

Save Settings to Loci
Hard Drive.

SAVE AND RESTORE SETTINGS

Save Settings To Local Hard Drive :

Load Settings From Local Hard Drive :

[ Restore Configuration From File ]

Restore To Factory Default Settings : | Restore Factory Defaults |

Reboot The Device : | Reboot the Device

Browse.
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Firmware

To access the Firmware page, click on the Maintenance menu link, at the top, and then click on the Firmware menu link, on the left.

On this page we can view and initiate a firmware update for this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, the firmware version, of this router, will be displayed.

Click the Check Now button to check online whether there is a new firmware version
available for this product.

SCHEDULES

LOGOUT

FIRMWARE INFORMATION

There may be new firmware for your router to improve functionality and performance.
Click here to check for an uparade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, dlick the Upload button to start the firmware
upgrade.

FIRMWARE INFORMATION

Current Firmware Version : AU_1.02.04
‘Current Firmware Time : 01/21/2014 14:54:00

Check Online How for Latest :
Firmware Version

FIRMWARE UPGRADE

Note: Some firmware upgrades reset the configuration options to the factory
defaults. Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the router. Enter
the name of the firmware upgrade file, and click on the Upload button.

Upload : | | (CBrowse..
Upload

Current Firmware Version : AU_1.02.04

Current Firmware Time @ 01/21/2014 14:54:00

Check Online Now for Latest :

Firmware Version

Helpful Hints....

router and also to add
feature:
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In this section, the following parameters can be configured: FIRMWARE UPGRADE

Upload: Click the Browse button to navigate to the new firmware file, located on
the management computers, and click the Upload button to initiate the Hote: Some firmware upgl'ades reset the configuration options to the fac_tol't,r _
firmware upgrade procedure. All settings will be removed and this product will defaults. Before performing an upgrade, be sure to save the current configuration.
return to the factory default settings. To upgrade the firmware, your PC must have a wired connection to the router. Enter

the name of the firmware upgrade file, and click on the Upload button.

Upload : | | Browse... )
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Dynamic DNS

To access the Dynamic DNS page, click on the Maintenance menu link, at the top, and then click on the Dynamic DNS menu link, on the left.

On this page we can configure the Dynamic DNS settings for this router.

Click the Save Settings button to accept the changes made.

Click the Don’t Save Settings button to discard the changes made. RN/ | s | oweco [T owue | |

Helpful Hints...

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a
SYSLOG domain name that you have purchased {(www.whateveryournameis.com) with your dynamically DI

Bkt RS | assigned IP address. Most broadband Internet Service Providers assign dynamic (changing) IP Dynamic DNS account
EMAIL SETTINGS addresses. Using a DDNS service provider, your friends can enter your host name to connect to from one of the

your game server no matter what your IP address is. P i

SYSTEM down menu.

Sign up for D-Link's Free DDNS service at www.DLinkDDNS.com. . W e
FIRMWARE We could also use

" " DDNS function for IPv6
[ Save Settings ] [ Don't Save Settings ] T R T
DYNAMIC DNS -

DIAGNOSTICS DYNAMIC DNS SETTINGS

SCHEDULES

Enable Dynamic DNS : 7]
Server Address :
Host Name :
Username or Key :
Password or Key :
Verify Password or Key :
Timeout : |=o7 (hours)
Status : Disconnected

DYNAMIC DNS FOR IPV6 HOSTS

Enable : [
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In this section, the following parameters can be configured:
Enable Dynamic DNS: Tick this option to enable the Dynamic DNS feature.

Server Address: Select the Dynamic DNS service provider from the drop-down
menu.

Host Name: Enter the Dynamic DNS hostname here.

Username of Key: Enter the Dynamic DNS username or key here.

Password or Key: Enter the Dynamic DNS password or key here.

Verify Password or Key: Enter the Dynamic DNS password or key here again.
Timeout: Enter the time-out value used here.

Status: Displays the current Dynamic DNS status.

In this section, the following parameters can be configured:
Enable: Tick this option the enable the Dynamic DNS feature for IPv6 hosts.
IPv6 Address: Enter or select the IPv6 address of the host here.
Host Name: Enter the IPv6 host name here.

Click the Save button to accept and save the changes made.
Click the Clear button to clear the information entered in the parameter fields.

In this section, a list of IPv6 Dynamic DNS hosts will be displayed.

Click the E’ icon to modify the specific entry.

%
Click the W icon to delete the specific entry.
Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

DYNAMIC DNS SETTINGS

Enable Dynamic DNS : [
Server Address :
Host Name :
Username or Key :
Password or Key :
Verify Password or Key :
Timeout : (hours)

Status : Disconnected

DYNAMIC DNS FOR IPVG HOSTS

Enable :
IPv6 Address : Computer Name [~ ]
Host Name : (e.0.: ipv6.mydomain.net)

IPV6 DYNAMIC DNS LIST

Enable Host Name IPve Address

Save Settings ] ’ Don't 5ave Settings
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Diagnostics

To access the Diagnostics page, click on the Maintenance menu link, at the top, and then click on the Diagnostics menu link, on the left.

On this page we can initiate and view connection diagnostics for this router.

Helpful Hints...

This Diagnostics supports ICMP Ping Test and OAM F4/F5 Ping Test. It also display the connection » "Ping" checks whether
SYSLOG status to local networks. a computer on the

Internet is running and
responding. Enter eith
] THE CONNECTION TO LOCAL NETWORK the IP address of the

SYSTEM target computer or enter
— 1|

Lan1 Connection:

EMAIL SETTINGS

FIRMWARE

Lan2 Connection:
DYNAMIC DNS

Lan3 Connection:
DIAGNOSTICS

Lan4 Connection:
SCHEDULES

THE CONNECTION TO DSL SERVICE PROVIDER

xDSL Synchronization:

PING TEST

Host Name or IP Address :
Host Name or IPv6 Address :

Enter a host name or IP address above and click 'Ping'

In this section, we can initiate and view diagnostic test information for the LAN
connectivity of this router.

THE CONNECTION TO LOCAL NETWORK

Lan1 Connection: FAIL
Click the Refresh button to refresh the information displayed in this section. Lan2 Connection: PASS
Lan3 Connection: FAIL
Lan4 Connection: FAIL

Web User Interface Configuration Page 158



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

In this section, we can initiate and view diagnostic test information for the WAN
connectivity of this router.

In this section, we can initiate a ping test to IPv4 and IPv6 addresses. The following
parameters can be configured:
Host Name or IP Address: Enter the IPv4 address or host name of the target here
and click the Ping button to initiate the Ping test.

Host Name or IPv6 Address: Enter the IPv6 address or host name of the target
here and click the Ping button to initiate the Ping test.

THE CONNECTION TO DSL SERVICE PROVIDER

xDSL Synchronization: FAIL

Host Name or IP Address :

Host Name or IPv6 Address :

Enter a host name or IP address above and dick ‘Ping’

Web User Interface Configuration

Page 159



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

Schedules

To access the Schedules page, click on the Maintenance menu link, at the top, and then click on the Schedules menu link, on the left.

On this page we can configure time and date schedules used by this router.

SYSLOG

EMAIL SETTINGS
SYSTEM
FIRMWARE
DYNAMIC DNS

DIAGNOSTICS

SCHEDULES

The Schedule configuration option is used to manage schedule rules for "WAN", "Wireless”, "Virtual
Server”, "Port Forwarding”, "Applications” and "Network Filter”.

Name :

Day(s) :

AllDay - 24 hrs
Time Format :
Start Time :

End Time :

10 - ADD SCHEDULE RULE

) All Week @ Select Day(s)
[TIsun [Imon [ Tue Clwed Clthy ClFr Csat

[}

12-hnurE|

12 0 AM[x] (hour:minute)
1 :58 PM [« | (hour:minute)

SCHEDULE RULES LIST

Name Day(s)

Time Frame

Helpful H

= Schedules are used
with a number of other
features to define when
those features are in
effect.

= Give ea

3:00pm to 9:00pm,
might be called "After
School”.

= Click Add to add a

change an existing
schedule.

= Click Delete icon to
permanently delete a
schedule.
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In this section, the following parameters can be configured:
Name: Enter the name for the time and date schedule here.

Days(s): Select the All Week option to use all the weekdays for this schedule.
Select the Select Day(s) option to use only the selected days in the week.

All Day — 24 hrs: Tick this option to use all the hours in a day.

Time Format: Select the time format here. Options to choose from are 12-hour and
24-hour.

Start Time: If, the All Day option is not selected, enter the starting time here.
End Time: If the All Day option is not selected, enter the ending time here.

Click the Add button to add this schedule into the schedule rules list.
Click the Cancel button to discard the changes made.

In this section, we can view and modify time schedule rules.

10 -- ADD SCHEDULE RULE

Mame :

Day(s) :

All Day - 24 hrs :
Time Format :
Start Time :

End Time :

) All Week @ Selact Day(s)
[Csun Clmon [ Tue Clwed Clthe ClFi Clsat

]
12-hnurE|
12 0 Am[ =] (hour:minute)

11 :59 PM [ | (hour:minute)

- Name Day(s) Time Frame
Click the E’ icon to modify the specific entry. ) —
o BusinessHours MOMN, TUE,WED, THU,FRI B8:00 ~ 18:00 E v
Click the W icon to delete the specific entry.
Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.
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Status Category

The Status category is designed to assist the user with information display pages, concerning the configuration and behavior of this product.

The following pages can be found in the Status category:

Device Info - On this page we can view General, WAN, LAN, and Wireless
information about this router.

Logs - On this page we can view and configure the system log settings for
this router.

Statistics - On this page we can view LAN, WAN, and Wireless interface
statistics for this router.

Internet Sessions - On this page we can view active Internet session
information of this router.

Wireless - On this page we can view a list of wireless clients connected to
this router.

Routing - On this page we can view a list of active IPv4 routing sessions on
this router.

IPv6 - On this page we can view IPv6 Internet and networks connection
details on this router.

IPv6 Routing - On this page we can view a list of active IPv6 routing
sessions on this router.

DEVICE INFO

IPVE ROUTING

LOGOUT

All of your Internet and network connection details are displayed on this page. The firmware

version is also displayed here.

GENERAL

Time :

Firmware Version :

DSL Firmware Version

DSL Line State :
DSL Line Rate - Upstream :
DSL Line Rate - Downstream :

mydlink Service :

2000/01/01 04:13:53
AU_1.02.04 Tue 21 Jan 2014
1 A2pG038i.d24h

Disabled

0 (Kbps)

0 (Kbps)

MNon-Registered

Interface

Connection Type :
Network Status :

Connection Up Time :
MAC Address :

Local address

Subnet Mask

Peer address

Primary DNS Server
Secondary DNS Server

:

PPPOE

Disconnected

0 Day 0 Hour 0 Min 0 Sec
00:50:ba:11:22:56

: 0.0.0.0

© 0.0.0.0

: 0.0.0.0

: 0.0.0.0

: 0.0.0.0

Helpful Hints_.
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Device Info

To access the Device Info page, click on the Status menu link, at the top, and then click on the Device Info menu link, on the left.

On this page we can view General, WAN, LAN, and Wireless information about this

router.

DEVICE INFO

WIREL

ROUTING

IPve

IPVE ROUTING

LOGOUT

All of your Internet and network connection details are displayed on this page. The firmware

version is also displayed here.

GENERAL

Time :

Firmware Version :

DSL Firmware Version :

DSL Line State :

DSL Line Rate - Upstream :
DSL Line Rate - Downstream :

mydlink Service :

2000/01/01 04:13:53
AU_1.02.04 Tue 21 Jan 2014
A2pG038i.d24h

Disabled

0 (Kbps)

0 (Kbps)

MNon-Registered

Interface

Connection Type :
Network Status :

Connection Up Time :

MAC Address :

Local address

Subnet Mask

Peer address

Primary DNS Server
Secondary DNS Server

:
PPPOE

Disconnected

0 Day 0 Hour 0 Min 0 Sec
00:50:ba:11:22:56

1 0.0.0.0

: 0.0.0.0

¢ 0.0.0.0

: 0.0.0.0

: 0.0.0.0

Helpful Hints....

= All of your LAN,
rnet and V
11

details are di

here
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In this section, we can view general information about this router.

In this section, we can view information regarding the WAN connection of this router.

In this section, we can view information regarding the LAN connection of this router.

GENERAL

Time :

Firmware Version :

DSL Firmware Version :

DSL Line State :

DSL Line Rate - Upstream :
DSL Line Rate - Downstream :

mydlink Service :

2000/01/01 04:14:47
AU_1.02.04 Tue 21 Jan 2014
A2pGO38Ld24h

Disabled

0 (Kbps)

0 (Kbps)

Mon-Registered

Interface :
Connection Type :
Network Status :

Connection Up Time :
MAC Address :

Local address :

Subnet Mask :

Peer address :

Primary DNS Server :
Secondary DNS Server :

PUCL W

PPPoE

Disconnected

0 Day 0 Hour 0 Min 0 Sec
00:50:ba:11:22:56
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

MAC Address :

IP Address :
Subnet Mask :
DHCP Server :

00:50:b3:11:22:54
192.188.1.1
255.2535.255.0
Enzbled
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In this section, we can view information regarding the 2.4GHz band wireless

connection of this router.

In this section, we can view information regarding the 5GHz band wireless connection

of this router.

WIRELESS LAN

Wireless Radio :

MAC Address :

802.11 Mode :
Channel Width :
Channel :

Network Name (SSID) :
Wi-Fi Protected Setup :
Security :

Guest Zone Wireless Radio :

Guest Zone Network Name :

(SSID)
Guest Zone Security :

Enabled

00:50:ba:11:22:54

Mixed 802.11n, 802.11g and 802.11h
20/40MHz

11

D-Link DSL-2850AL
Enabled/Unconfigured

Disabled

Disabled
D-Link DSL-2830AL_GUEST
Disabled

WIRELESS LAN2

Wireless Radio :

MAC Address :

802.11 Mode :
Channel Width :
Channel :

Network Name (SSID) :
Wi-Fi Protected Setup :
Security :

Guest Zone Wireless Radio :

Guest Zone Network Name :

(SSID)
Guest Zone Security :

Enzbled

00:50:ba:11:22:55

Mixed 802.11ac, 802.11n and 802.113
20/40/80MHz

36

D-Link DSL-2890AL_5GHz
Enabled/Unconfigured

Disabled

Disabled
D-Link DSL-285904L_5GHz_GUEST
Disabled

Web User Interface Configuration

Page 165



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

In this section, we can view a list of local computers connected to the LAN ports of LAN COMPUTERS

this router.
MAC Address IP Address Name(if any)
00:23:7d:bc:2e:18 192.168.1.8

In this section, we can view IGMP multicast memberships. IGMP MULTICAST MEMBERSHIPS

IPv4 Multicast Group Address

IPv6 Multicast Group Address
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Logs

To access the Logs page, click on the Status menu link, at the top, and then click on the Logs menu link, on the left.

On this page we can view and configure the system log settings for this router.

Click the Save Settings button to accept the changes made.
Click the Don’t Save Settings button to discard the changes made.

In this section, we can initiate the saving of the log file to the management computer.

Click the Save button to download the log file to the management computer.

DEVICE INFO

ROUTING

IPve

IPVE ROUTING

LOGOUT

MAINTENANC

The View Log displays the activities occurring on the router.

[ Save Settings ] [ Don't Save Settings ]

adminis
SAVE LOG FILE
fr

Save Log File To Local Hard Drive.

LOG TYPE & LEVEL
Log Type:

Log Level: O Critical Wamning ® Information

LOG FILES

Message

Sat Jan 1 04:09:09
2000

Sat Jan 1 04:04:26
2000

Web logout from 192.168.1.8

Web logout from 192.168.1.8

ggtnéa” 1033718 yep jagout from 192.168.1.8

Sat Jan 1 03:48:41

5000 Web logout from 192.168.1.8

Save Log File To Local Hard Drive.
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In this section, the following parameters can be configured:

Log Type: Select the log type that will be displayed here. Options to choose from

are System, Firewall, and Router Status.

Log Level: Select the log level that will be displayed here. Options to choose from

are Critical, Warning, and Information.

In this section, the system log will be displayed.

Click the First Page button to view the first page.
Click the Last Page button to view the last page.
Click the Previous button to view the previous page.
Click the Next button to view the next page.

Click the Clear button to the log.

Click the Link To Email Log Settings button to navigate to the Email Settings
configuration page.

LOG TYPE & LEVEL

Log Type:

Lag Level: (O Critical

[ Firewall &Security

O warning

Router Status

® Information

[ First Page ][ Last Page ]

1/1

Time

Sat Jan 1 04:09:08
2000

Sat Jan 1 04:04:26
2000

Sat Jan 1 03:57:16
2000

SatJan 1 03:48:41
2000

Sat Jan 1 01:25:52
2000

Sat Jan 1 00:00:35
2000

Sat Jan 1 00:00:07
2000

[Clear ] [ Link To Email Log Settings

]

Message

Web logout from 192.168.1.8

Web logout from 192.168.1.8

Web logout from 192.168.1.8

Web logout from 192.168.1.8

Web logout from 192.168.1.8

Warning: no upstream servers configured

no servers found in fetg/resobv.conf, will retry

LOG FILES
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Statistics

To access the Statistics page, click on the Status menu link, at the top, and then click on the Statistics menu link, on the left.

On this page we can view LAN, WAN, and Wireless interface statistics for this router.

Click the Refresh Statistics button to refresh the information on this page.
Click the Reset Statistics button to clear the information on the page.

oo [T - I

DEVICE INFO

LOGS

STATISTICS

ROUTING

IPvE

IPVE ROUTING

LOGOUT

Traffic Statistics displays Receive and Transmit packets passing through the device.

[ Refresh Statistics ][ Reset Statistics ]

XDSL STATISTICS

Mode:

Status: Disabled
Link Power State:

Downstream Upstream
Line Coding(Trellis):

SNR Margin (0.1 dB):

Attenuation (0.1 dB):

Qutput Power (0.1 dBm):

Attainable Rate (Kbps):

Rate (Kbps)

Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
OCD Errors:

Helpful Hints_.
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In this section, we can view XDSL statistics.

Click the xDSL BER Test button to initiate the xDSL BER test. Mode:
Status:

Link Povwer State:

Line Coding( Trellis):

SNMR Margin (0.1 dB):
Attenuation (0.1 dB):
Cutput Power (0.1 dBm):
Attainzble Rate (Kbps):
Rate (Kbps)

Super Frames:

Super Frame Errors:
RS Words:

RS Correctable Errors:

RS Uncorrectable Errors:

HEC Errors:
OCD Errors:
LCD Errors:
Total Cells:
Data Cells:
Bit Errors:

Total ES:
Total SES:
Total UAS:

¥D5L BER. Test

Downstream

Diszbled

Upstream

XDSL STATISTICS
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In this section, we can view xTM statistics.

In this section, we can view LAN interface statistics.

In this section, we can view WAN interface statistics.

In this section, we can view 2.4GHz wireless interface statistics.

In this section, we can view 5GHz wireless interface statistics.

Sent: 4722 Received: 4047
TX Packets Dropped : 0 RX Packets Dropped : 0
Collisions : 0 Errors : 0

Sent : 46 Received : 149
TX Packets Dropped : 1] RX Packets Dropped : 1]
Collisions : 0 Errors : o

WIRELESS STATISTICS - 2.4GHZ BAND

Sent : 236 Received : 0
TX Packets Dropped : 0 RX Packets Dropped : 0
Collisions : ] Errors : o

WIRELESS STATISTICS - 5GHZ BAND

Sent : 234 Received : n
TX Packets Dropped : ] RX Packets Dropped : o
Collisions : 0 Errors : ]
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Internet Sessions

To access the Internet Sessions page, click on the Status menu link, at the top, and then click on the Internet Sessions menu link, on the left.

On this page we can view active Internet session information of this router.

Click the Refresh button to refresh the information on this page.

In this section, we can view active Internet sessions and information.

L AP~ ANN

SN | v [ o [ oo DECKON o

DEVICE INFO

LOGS This page displays Source and Destination sessions passing through the device.

T
INTERNET SESSIONS

WIRELESS
ROUTING TCP Count UDP Count

IPve g 2

IPV6 ROUTING

VAN computers

and LAN co rﬁputers.

IP TCP Count UDP Count
127.0.0.1 0 2
Protocol NAT Internet State Dir
58954 127.0.0.1:58954 - ouT
UDp

39170 127.0.0.1:533 =

ouT

Time Qut

67
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Wireless

To access the Wireless page, click on the Status menu link, at the top, and then click on the Wireless menu link, on the left.

On this page we can view a list of wireless clients connected to this router.

BN | ow | o | coo: [NCOCRN |

DEVICE INFO Helpful Hints...

L View the wireless dients that are connected to the router. (A client might linger in the list for a few
STATISTICS minutes after an unexpected disconnect.)

INTERNET SESSIONS NUMBER OF WIRELESS CLIENTS - 2.4GHZ BAND : 1 .

WIRELESS

MAC Address IP Address Mode Rate (Mbps) Signal (%)
1C:7E:E5:CB:92:47 192.168.1.2 1in 13 100

ROUTING

IPv6

IPV6 ROUTING NUMBER OF WIRELESS CLIENTS - SGHZ BAND : 0

MAC Address IP Address Mode Rate (Mbps) Signal (%)

In this section, we can view a list of connected 2.4GHz wireless clients. NUMEBER OF WIRELESS CLIENTS - 2.4GHZ BAND : 1
MAC Address IP Address Mode  Rate (Mbps) Signal (%)
1C:7E:E5:CB:92:47  192.168.1.2 1in 13 100

In this section, we can view a list of connected 5GHz wireless clients. NUMBER OF WIRELESS CLIENTS - 5GHZ BAND - 0

MAC Address IP Address Mode  Rate (Mbps) Sianal (%)

Web User Interface Configuration Page 173



Dual Band AC1750 Gigabit ADSL2+ Modem Router User Manual

Routing

To access the Routing page, click on the Status menu link, at the top, and then click on the Routing menu link, on the left.

On this page we can view a list of active IPv4 routing sessions on this router.

SR | e | o | oo [NCOCRN o |

e Routing Table » This is a list of all
STATISTICS This page displays the routing details configured for your router.

INTERNET SESSIONS
———————— || ROUTING TABLE
WIRELESS

on router.

ROUTING Destinati y k Iface Creator

Pv6 192.168.69.0 0.0.0.0 255.255.255.0 INTERNET  SYSTEM
T | 10216870 0.0.0.0 255.255.255.0 LAN SYSTEM
D | 192.168.1.0 0.0.0.0 255.255.255.0 LAN SYSTEM
239.0.0.0 0.0.0.0 255.0.0.0 0 LAN SYSTEM
0.0.0.0 192.168.60.1  255.255.255.255 100 INTERNET  SYSTEM

In this section, we can view a list of active routes routing through this router. ROUTING TABLE

Destination Gateway Genmask Metric Iface Creator
192.168.69.0 0.0.0.0 255.255.255.0 0 INTERNET SYSTEM
192.168.7.0 0.0.0.0 255.255.255.0 a0 LAN SYSTEM
192.168.1.0 0.0.0.0 255.255.255.0 0 LAN SYSTEM
239.0.0.0 0.0.0.0 255.0.0.0 a0 LAN SYSTEM
0.0.0.0 192.168.69.1 255.255.255.255 100 INTERNET SYSTEM
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IPv6

To access the IPv6 page, click on the Status menu link, at the top, and then click on the IPv6 menu link, on the left.

On this page we can view IPv6 Internet and networks connection details on this
router.

BN | ow | o | coo: [NCOCRN |

DEVICE INFO Helpful Hin
e All of your IPv6 Internet and network connection details are displayed on this page.

STATISTICS
e SRR R IPV6 CONNECTION INFORMATION

WIRELESS IPv6 Connection Type : Link-Local

ROUTING IPv6 Default Gateway : None

1Pv6 LAN IPv6 Link-Local Address : fe80::9294:e4ff:fe3e:951e /64

IPV6 ROUTING

LAN IPV6 COMPUTERS

IPv6 Address Name(if any)

In this section, we can view IPv6 connection information. IPV6 CONNECTION INFORMATION

IPv6 Connection Type : Link-Local
IPv6 Default Gateway : Mone
LAN IPv6 Link-Local Address : fe80::9294:e4ff-fe3e:951e /64

In this section, we can view a list of LAN IPv6 computers connected to this router.

IPv6 Address Name(if any)
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IPv6 Routing

To access the IPv6 Routing page, click on the Status menu link, at the top, and then click on the IPv6 Routing menu link, on the left.

On this page we can view a list of active IPv6 routing sessions on this router.

EET/) | v | oo | ovowc [N

DEVICE INFO
LOGS This page displays IPV6 routing details configured for your router.

STATISTICS

IPV6 ROUTING TABLE

INTERNET SESSIONS
WIRELESS
ROUTING

IPv6

IPV6 ROUTING

In this section, we can view active IPv6 routes routing through this router. IPV6 ROUTING TABLE

Destination IP Gateway Metric Interface
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The Help category is designed to assist the user with helpful information about every topic found on the web user interface of this product.

The following pages can be found in the Help category:

e Menu — On this page the user can navigate easily to any page throughout the

menu structure to access help information.

e Setup — On this page the user can read more about topics discussed in the

Setup category.

e Advanced — On this page the user can read more about topics discussed in

the Advanced category.

Help Category

SETUP

ADVANCED

MAINTENANCE

e Maintenance — On this page the user can read more about topics discussed STATUS

in the Maintenance category.

e Status — On this page the user can read more about topics discussed in the

Status category.

= Maintenance
= Status

SETUP HELP

+ Network Settings
+ Stora
+ Media Server

g
L

+ MYDLINK SETTINGS

ADVANCED HELP

« Virtual Server

+ Port Forwarding
+ Port Triggering

= QoS Engine

+ Network Filter

+ Access Control

+ Website Filter

+ Inbound Filter
 Firewall Settings
+ Routing

+ Advanced Wireless
= Wi-Fi Protected Setup
« Advanced Network

= IPv6 Routing
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Knowledge Base

Networking Basics

Check your IP address
After you installed your new network or wireless adapter, by default, the TCP/IP

3 2\emd.ext

settings should be set to obtain an IP address automatically from a DHCP server. By C:\>ipconfig
default the DHCP server option on your router is enabled. Windows IP Configuration
Ethernet adapter Local fArea Connection:
To verify your IP address, please follow the steps below: Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : feBB::912e:7e?5:5d2caefxil
e Click on the Windows Start button and open the Run application. fPod fddvess. . .- .- - - P 132-168.69.150

Default Gateway : 192.168.6%.1

e Inthe Open box type cmd and click OK.
e Atthe command prompt, type in the command ipconfig and press Enter. This

Tunnel adapter isatap.{B2BiAEE6-C3?F-447B-8462-50015DA%4ECG> :

. - Media State .. . : Media disconnected
will display the IP address, Subnet Mask, and the Default Gateway of your Connection-specific DNS Suffix . :
adapter. If the address is 0.0.0.0, it means that your network adapter did not Tunnel adapter Local Area Connectionx 9:
i i i C ion—specific DNS Suffix . :
receive an II.3 address from th'e DHCP server. Check your adapter installation, Cannection—specific DNS Suffix . 3 o o o reoiioco
security settings, and the settings on your router. Some firewall software Link-local IPvé Address . . . . . : £e80::£8:351d:3f57:ha69x18

Default Gateway

programs may block a DHCP request on newly installed adapters. s
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Statically Assign an IP address

Internet Protocol Version 4.

If you are not using a DHCP capable gateway/router, or you need to assign a static IP
address, please follow the steps below:

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

e Click on the Windows Start button and navigate to the Control Panel >
Network and Sharing Center and click on the Change Adapter Settings © Obtain an IP address automatically

Option on the |eft paneL (@) Use the following IP address:
. . . . IP address: 192 .
e Right-click on the Local Area Connection, which represents your network

adapter, and select Properties.

e Select the Internet Protocol Version 4 (TCP/IPv4) option and click on the
PrO p ert | es button . Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Subnet mask: 255 .,

Default gateway: 192,

e Select Use the following IP address and enter an IP address that is on the
same subnet as your router. For example: If your router is running on the IP
address of 192.168.1.1, use any IP address from 192.168.1.2 to
192.168.69.254. Use the Subnet Mask of 255.255.255.0. Set Default [ vaiidate settings upon exit p—
Gateway the same as the LAN IP address of your router. Set Preferred DNS
server IP address the same as the LAN IP address of your router. The ok ) [ cancel |
Secondary DNS is not needed at this stage.

e Click the OK button twice to return to the Network Connections window.

Preferred DMS server: 192,

Alternate DNS server:
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Wireless Basics

Wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless connectivity within your home, business or public access
wireless networks. Strictly adhering to the IEEE standard, the wireless family of products will allow you to securely access the data you want, when and where you want it.
You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of wires. Wireless LANs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to
work and communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to use servers, printers or an Internet connection
supplied through the wired LAN. A Wireless Router is a device used to provide this link.

What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio frequency to connect wirelessly, so you have
the freedom to connect computers anywhere in your home or office network.

How does Wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But wireless technology has restrictions as to how you
can access the network. You must be within the wireless network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has a small antenna attached to it, which allows it
to transmit data back and forth over radio signals. With an indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the
signal can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and many other
outdoor venues.

Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30 feet away. Compared to WLAN the speed and
wireless operation range are both less than WLAN, but in return it doesn’t use nearly as much power which makes it ideal for personal devices, such as mobile phones,
PDAs, headphones, laptops, speakers, and other devices that operate on batteries.
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Who uses wireless?
Wireless technology has become so popular in recent years that almost everyone is using it, whether it's for home, office, business, we have a wireless solution for it.

Home
e Gives everyone at home broadband access.
e Surf the web, check emalil, instant message, etc...
e Getsrid of the cables around the house.
e Simple and easy to use.

Small Office and Home Office
e Stay on top of everything at home as you would at office.
e Remotely access your office network from home.
e Share Internet connection and printer with multiple computers.
¢ No need to dedicate office space.

Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming so popular that more and more public facilities
now provide wireless access to attract people. The wireless connection in public places is usually called “hotspots”.

Using a Wireless Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations like: Airports, Hotels, Coffee Shops, Libraries,
Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start. That’'s why we've put together a few setup steps
and tips to help you through the process of setting up a wireless network.

Tips
Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to place the router/access point as high as possible in
the room, so the signal gets dispersed throughout your home. If you have a two-story home, you may need a repeater to boost the signal to extend the range.
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Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access point. This would significantly reduce any
interference that the appliances might cause since they operate on same frequency.

Security

Don't let your next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on the WPA or WEP security feature on the router.
Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:
e Infrastructure — All wireless clients will connect to an access point or wireless router.

e Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network adapters on each computer, such as two or more wireless
network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the wireless router or access point.
An Ad-Hoc network contains only clients, such as laptops with wireless Cardbus adapters. All the adapters must be in Ad-Hoc mode to communicate.

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The router offers wireless security options like WPA/WPA2
PSK/EAP.

What is WPA?

WPA (Wi-Fi Protected Access) is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).

The 2 major improvements over WEP:

e Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing algorithm and, by adding an integrity-
checking feature, ensures that the keys haven’t been tampered with. WPAZ2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

e User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP regulates access to a wireless network based on
a computer’s hardware-specific MAC address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to
ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between 8 and 63 characters long. The
password can include symbols (!?*&_) and spaces. This key must be the exact same key entered on your wireless router or access point.
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WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public key encryption system to ensure that
only authorized network users can access the network.
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Frequently Asked Questions

What can | do if my Router is not working correctly?
There are a few quick steps you can take to try and resolve any issues:
e Check that all the cables are firmly connected at both ends.
e Check that all the corresponding LED indicators are on, especially the Power, DSL, and LAN LED indicators.
e Ensure that the settings on the WAN Service page in the Web User Interface are the same as the settings that have been provided to you by your ISP.

Why can’t | get an Internet connection?
For ADSL ISP users, please contact your ISP to make sure the service has been enabled/connected by your ISP and that your ISP username and password are correct.

What can I doif | forgot my web Ul login password?
If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip to hold the button down for 10-15 seconds.
Release the button and the router will go through its reboot process. Wait about 30 seconds to access the router. The default IP address is 192.168.1.1. When logging in, the
username is ‘admin’ and the password is ‘admin’.

How to set up other PVCs for IPTV and using IGMP?
1. Contact your ISP to make sure that the IPTV service has been enabled/connected.

2. Goto SETUP -> INTERNET, and click the Manual Internet Connection Setup button. Make sure the PVC settings, usually PVC2, the ATM settings, and Internet
Connection settings are correct. When a deactivated PVC setting is used, select the Active check box to enable the PVC.

3. Goto ADVANCED -> ADVANCED NETWORK, and select the Enable IPv4 Multicast Streams check box to enable the IGMP service.
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Hardware Specifications

LAN Interface: Four 10/200/1000Mbps LAN ports

DSL Interface: One RJ11 Internet port

Wireless Interface (2.4Ghz): IEEE 802.11b/g/n
Wireless Interface (5Ghz): IEEE 802.11a/n
USB Interface: Complaint USB 2.0 and USB 3.0

Operating Voltage

Input: 100~240V (x10%), 50~60Hz
Output: DC12V, 2.5A

Temperature

Operating: 32°F~104°F (0°C~40°C)
Non-Operating: -4°F~149°F (-20°C~70°C)

Humidity

Operating: 10%~90% non-condensing
Non-Operating: 5%~95% non-condensing

ADSL Standards

ANSI T1.413 Issue 2

ITU G.992.1 (G.dmt) Annex A
ITU G.992.2 (G.lite) Annex A
ITU G.994.1 (G.hs)

ADSL2 Standards

ITU G.992.3 (G.dmt.bis) Annex A
ITU G.992.4 (G.lite.bis) Annex A

ADSL2+ Standards

ITU G.992.5 Annex A

Technical Specifications

ADSL Data Transfer Rate

G.dmt full rate downstream: up to 8 Mbps / upstream: up to 1 Mbps
G.lite: ADSL downstream up to 1.5 Mbps / upstream up to 512 Kbps
G.dmt.bis full rate downstream: up to 12 Mbps / upstream: up to 12 Mbps
ADSL full rate downstream: up to 24 Mbps / upstream: up to 1 Mbps

Wireless Frequency Range

IEEE 802.11a: 5150 MHz~5350 MHz
IEEE 802.11b: 2400 MHz~2497 MHz
IEEE 802.119: 2400 MHz~2497 MHz
IEEE 802.11n: 2400 MHz~2497 MHz, 5150 MHz~5350 MHz

Wireless Bandwidth Rate

IEEE 802.11a: 54, 48, 36, 24, 18,12, 9, and 6 Mbps
IEEE 802.11b: 11, 5.5, 2, and 1 Mbps

IEEE 802.119: 54, 48, 36, 24, 18, 12, 9, and 6 Mbps
IEEE 802.11an: 6.5 to 450 Mbps

IEEE 802.11gn: 6.5 to 300 Mbps

Wireless Channel Numbers

IEEE 802.11a: Channels 36~64
IEEE 802.11b: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan)
IEEE 802.11g: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan)

IEEE 802.11n: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan),
Channels 36~64

Antenna Type

Five Internal Antennas (Two 2.4 GHz Antennas, Three 5 GHz Antennas)

Technical Specifications
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Wireless Security Dimensions & Weight
e 64/128bit WEP, WPA/WPA2-Personal, WPA/WPA2-Enterprise, WPS (PIN e 213x173x52mm (8.39 x 6.81 x 2.05 in)
& PBC) e  405.52 grams (0.89 Ibs)

Certifications
e FCC P68/P15B, CE, A-tick.
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