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1 Introduction

The AR-7284WnA supports AnnexA mode. It provides four
10/100 base-T Ethernet ports for user. The device provides
high-speed ADSL2+ broadband connection to the Internet or
Intranet for high-end users, such as net bars and office users.
It provides high performance access to the Internet,
downstream up to 24 Mbps and upstream up to 1 Mbps.

The device supports WLAN access to the Internet, such as
WLAN AP or WLAN device. It complies with IEEE 802.11b/g,
IEEE 802.11n specifications, WEP, WPA, and WPA2 security
specifications.

You can configure the router by running the Setup Wizard in the
CD-ROM provided in the package. The wizard provides quick
setup for Internet connection, Ethernet WAN Internet
connection, SSID, wireless security, firmware upgrade and
changing router’s password. When you start the Setup Wizard,
you will get the following Welcome screen. Please choose the
language to start with and follow the easy steps in the Wizard.
No instruction for the Setup Wizard is given here.

If you lost the CD-ROM or you prefer the traditional web setup,

please follow the procedures in Manual to configure the router
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Package List

1 x AR-7284WnA or AR-7284WnB

1 x external splitter

1 x power adapter

2 x telephone cables (RJ-11)

1 x Ethernet cable (RJ-45)

1 x Quick Installation Guide(QIG)

1 x CD (Multi-languages EZmax Wiard / QIG , USB driver
& English Manual)



1.2 Safety Cautions

Follow the following instructions to prevent the device from
risks and damage caused by fire or electric power:

Use volume labels to mark the type of power.

Only use the power adapter packed within the device
package.

Pay attention to the power load of the electric outlet or
power extension cord. An overloaded power outlet or
damaged lines and plugs may cause electric shock or fire
accident. Check the power cords regularly. If you find any
damage, replace it as soon as possible.

I's necessary to prepare proper space for heat
dissipation to avoid damage caused by overheating. The
long and thin holes on the device are designed for heat
dissipation and to ensure that the device works normally.
Do not cover these heat dissipation holes.

Do not put this device in high temperature environment
and avoid direct sunlight.

Do not put this device in humid or watery environment.
Do not spill any fluid on this device.

Do not connect this device to any PCs or electronic
products, unless our customer engineer or your
broadband provider instructs you to do so, because any
wrong connection may lead to electric or fire risk.

Do not place this device on an unstable surface.



1.3 LEDs and Interfaces

Front Panel

Figure 1 Front panel
The following table describes the LEDs of the device.

LED | Color | Status Description
Off The power is off.
Green The power is on and the initialization
On .
) is normal.
Red On The device is initiating.
Blinks The firmware is upgrading.
Off No LAN link.
LAN Blinks Data is .being transmitted through
1/2/3/4 Green the LAN |nter.face. : :
on The connection of LAN interface is
normal.
Off No WLAN connection.
Blinks Data is transmitted through the
- Green WLAN interface.
on The connection of WLAN interface is
normal.
Off No USB signal is detected.
- Green | Blinks Data is passing through USB port.
On The USB interface is ready.
Off Initial self-test is failed.
ADSL Green Blinks The device is d.etecting DSL §ignal..
on The DSL line connection is
established.
Internet | Green | Off The device is running under Bridge
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LED

Color

Status

Description

mode, DSL connection is not
present, or the power is off.

On

Connected to network.

Red

On

Network connection failed.

WPS

Green

On

The WPS indicator will light for 5
minutes after the WPS service is
registered successfully.

Blink
Green

® The WPS indicator will light for
0.2s, and then off for 0.1s when
the WPS button is pressed and
the network card is ready for
register.

® The WPS indicator will blink
every 0.1s to indicate the WPS
service fails to register.

® The WPS indicator lights for 5
times and off for 0.5s to indicate
there are two or more wireless
network cards register at the
same time.

Off

WPS service is not ready or WPS
service has been setup successfully.




Rear Panel

Figure 2 Rear panel

The following table describes the interface of the device.

Interface/Button

Description

Line

RJ-11 interface that connects to the telephone set
through the telephone cable.

WPS/Reset

® Press the button for 3 seconds to enable
WPS.

® Press the button for 8 seconds to restore
factory default configurations and reboot the
device.

LAN1/2/3/4

Ethernet RJ-45 interface is connected to the
Ethernet interfaces of computers or Ethernet
devices.

USB device interface is connected to PC or other
network devices.

Power

Power Jack that connects to power adapter. The
power adapter output is: 12 V DC, 800 mA.

ON/OFF

Power switch.

1.4 System Requirements

Recommended system requirements are listed as follows:

An 10 baseT/100BaseT Ethernet interface on your PC

A hub or switch (connected to multiple PCs through one
of Ethernet interfaces on this device)

Operating system: Windows 98SE, Windows 2000,
Windows ME, or Windows XP
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® Internet Explorer V5.0 or higher, Netscape V4.0 or higher,
or Firefox 1.5 or higher

1.5 Features

The device supports the following features:
Various line modes

External PPPoOE dial-up access

Internal PPPoE and PPPoA dial-up access
Leased line mode

Zero installation PPP bridge mode (ZIPB)
1483B, 1483R, and MER access

Multiple PVCs (up to eight), PVCs are independent
Single PVC with multiple sessions

Multiple PVCs with multiple sessions
Binding PVC ports

802.1Q and 802.1P protocol

DHCP server

NAT and NAPT

Static route

Firmware upgrade via Web, TFTP and FTP
Reset to the factory default setting

DNS relay

Virtual server

DMZ

Web user interface

System status display

PPP session PAP and CHAP

IP filter

IP QoS

Remote access control

Remote management

Backup and restoration of configuration file
Ethernet interface supports crossover detection,
auto-correction and polarity correction
UPnP



2 Hardware Installation

2.1 Connecting the ADSL Router

Step 1 Connect the ‘Line’ port of the device and the ‘Moden’
port of the ADSL splitter with a telephone cable.
Connect the phone to the ‘Phone’ port of the splitter
through a telephone cable. Connect the incoming line
to the ‘Line’ port of the splitter.

The splitter has three ports:

® Line: Connect to the phone port on the wall
(RJ-11 jack).

® Modem: Connect to the DSL port of the device.

® Phone: Connectto a telephone set.

Step 2 Connect the LAN port of the device to the network
card of the PC through an Ethernet cable
(MDI/MDIX).

Note:

Use twisted-pair cables to connect with the Hub or switch.

Step 3 Plug one end of the power adapter to the wall outlet
and connect the other end to the Power port of the
device.

Connection type 1: Figure 3 shows the application diagram

for the connection of the device, PC, splitter and telephone

sets, when no telephone set is placed before the splitter.



OFF
Line 4 3 2 1 = Power

ADSL service __ Splitter RI-11 RJ-45

Power
adapter

Power adapter

il

E il PC
Phone Phone

Figure 3 Connection diagram (without telephone sets before the splitter)

Connection type 2: Figure 4 displays the application diagram
for the connection of the device, PC, splitter and telephone
sets when a telephone set is placed before the splitter.

As illustrated in the following figure, the splitter is installed
close to the device.

/] o [N

Line Reset 4 3

ADSL service spl
Splitter
socket RJ-11 RI-45
Maodem
Line
Phone
Filter
l [ﬁ @ PC Power adapter

Phone Phone Phone

=}
k1

Figure 4 Connection diagram (with a telephone set before the splitter)
Connection 1 is recommended.

Note:

When connection type 2 is used, the filter must be installed close to

the telephone cable. See Figure 4. Do not use the splitter to replace
the filter.




Installing a telephone before the splitter may cause
connection problem between the device and the central office,
or failure of Internet access, or slow connection speed. If you
really need to add a telephone set before the splitter, you
must add a microfilter before a telephone set. Do not connect
several telephones before the splitter or connect several
telephones with one microfilter.

2.2 USB Installation

To connect the DSL gateway to the USB port of the PC, follow

the instructions listed as follow:

Step 1 Connect one end of the USB cable to the USB port of
the DSL gateway. As the cable has two different
connectors and each connector is keyed, you may
need to try both connectors and different orientations.

Step 2 Connect the other end of the USB cable into the USB
port of the PC.

Step 3 For USB installation on Windows XP, once the PC
powers up, a message appears in the system tray
indicating that new hardware is found.

i) Found New Hardware

ISB Metwaork Interface

Step 4 The Found New Hardware Wizard dialog box
appears. Select Install the software automatically
(Recommended) and insert the Manual and Driver
CD-ROM. Click Next. The system searches CD-ROM
for the best USB driver.
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Found New Hardware

Welcome to the Found New
Hardware Wizard
This wizard helps you install software For:

USE MNetwork Interface

-) If your hardware came with an installation CD
<2 or floppy disk. insert it now.

What do you wart the wizard to do?

Install the software automatically [Recommended]
fram & list or spec

on [Advancedk

Click Mext to continug.

Step 5 The dialog will instruct you to choose driver from
specific location.
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3 About the Web Configurator

This chapter describes how to configure the device by the
Web-based configuration utility.

3.1 Access the Device

Follow the following instructions to access the device for the
first time.
Step 1 Open the Internet Explorer (IE) browser and enter
http://192.168.2.1.
Step 2 The Login page shown in the following figure
appears. Enter the user name and password.
® The user name and password of the super user
are admin and 1234.
® The user name and password of the normal user
are user and user.

Input username and password

UserName |a|:1mm 'I

Password |"“

12



If you successfully logged in as the super user, the web page
as shown in the following figure appears.

Thors 260 Two wips 10 58T LD your INemat connection, You can L2n the Wik bassd Intormat Cornection St woard or
you can manualy configure the connection.

Pl ke sure you huve your 1595 cormiction sottngs frst if you chooss manual st

¥ioms Can use thie wizand for asactance and quck connaction of your new Router 1o tha Intemat. Viou will be pregentad
with stap-by-step instructions in cedar to get your Intemet connection LD and running. Clck the button below to begn.

Sutup Wizand

Note: Before launching the wirsrd, plaase endure you have correctly folowed the steps outined n the Quick iratalation
Guace inchucded with the router,

3.2 Setup

3.2.1 Wizard

Wizard enables fast and accurate configuration of Internet
connection and other important parameters. The following
sections describe these configuration parameters.

When subscribing to a broadband service, you should be
aware of the connection method. Your physical WAN device
can be Ethernet, DSL, or both of them. Technical information
about the properties of your Internet connection is provided
by your Internet service provider (ISP). For example, your ISP
should inform you whether you are connected to the Internet
using a static or dynamic IP address, or the protocol, such as
PPPoOA or PPPOE, that you use to communicate over the
Internet.
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Step 1 Choose Setup > Wizard. The page shown in the
following figure appears.

Therg e bwo ways bo sot up your Intemet connection, Yiou can use the Web-based Intermet Conmection Setup Wisd or
youi can manualy configuen the conniction.

Phirsy sk e you have your 159% cormection settings frst if you chocrse murual srhup.

¥ou can use this wizard for assistance and quick connection of your new Router to the Intemet, You wil be presented
with step-by-5tep Nstructions n ordse tD QEt YOUr [ntemet connection up and running. Cick: the button beiow to begn.

Setup Wizard

Mote: Before Lunching the weard, phaste ereure you have comactly folawad the steps outinad in the Quick Installation
Guide includad with the router,

Step 2 Click Setup Wizard. The page shown in the following
figure appears.

LCOME 10 SETUP WIZARD

This wizerd wil guide you through & step-by-step process to configure your new router and cormect to the Intermet,

= Step 1 1Set Tene and Date
= Step 2 : Setup Intemet Connection
= Step 3 : Configunn Wik Netwerk
= Sbep 4 : Completed and Quit

Cancol

Step 3 There are four steps to configure the device. Click
Next to continue.
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Step 4 Set the time and date.

AND DATL

The Time Confguration ootion dows you to Condgure, update, #nd mantan the cormect tme on tha inemal system clodk,
Froen thes sechon you can ot the i sore that you ae in ad et the NTP (Network Time Protocol) Seeves. Daylght
Saving can also be configured to automaticaly adjust the time when needed.

& Automatically synchronize with Intemet time servers

1st NTP time server ; [ 152 168 210
2th NTP time server @ (192160 2100

o ¢ [GaT 00 Beting, Mong Herg =
[ Enable Daylight Saving

e i [Tow: [T
o 1 O O s Oy
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Step 5 Configure the Internet connection.

Select the country and ISP. Set the VPI and VCI. If you failed
to find the country and ISP from the drop-down lists, select
Others. Click Next. If the Protocol you selected is PPPOE or
PPPoA, the page shown in either of the two following figures
appears.

STEP 2: SETUP INTERNET CONNECTION

Please select yvour ISP (Internet Service Provider) from the list below,

Protocol : |PPFoE -
Encapsulation Mode: |LLT -
vPI: [0 {0-255)
WCI: |35 (32-65535)
Search Available PYC :  Sean

Please enter your Usermame and Password as provided by your ISP (Internet Service Provider ). Please enter the
information exactly as shown taking note of upper and lower cases. Click "Next" to continue.

Username :
Password :
Confirm Password :

Back | Cancel |
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STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below.

Protocol : |PPFoA ~
Encapsulation Mode: |LLC 'I

WPI: |0 [0-255)

VCI: |35 (32-65535)

Search Available PYC :  5cgp |

Please enter your Username and Password as provided by your ISP (Internet Service Provider). Please enter the
information exactly as shown taking note of upper and lower cases, Click "Mext” to continue,

Username :
Password :
Confirm Password :

Back | Cancel

Set the user name and password here,which is provided by

your ISP.
If the Protocol is Dynamic IP, the page shown in the

following figure appears.

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below,

Protocol : | Dynamic [P 'I

Encapsulation Mode: |LLC -

¥PI: |0 (0-255)
35

vCI: {32-65535)

Search Availlable PYC :  Seap
Back Cancel

Click Next, the page shown in the following figure appears.

17



STEP 3: CONFIGURE WIRELESS NETWORK

Your wireless network is enabled by default. You can simply uncheck it to disable it and click "Next" to skip configuration of
wireless network,

Enable Your Wireless Network : ¥

Your wireless network needs a name so it can be easily recognized by wireless clients. For security purposes, it is highly
recormmended to change the pre-configured network name.

wireless Network Name (SSID) : | edimas_

Select "visible" to publish your wireless network and SSID can be found by wireless clients, or select "Invisible" to hide your
wireless network so that users need to manually enter SSID in order to connect to your wirgless network,

visibility Status : & wvisble © Invisible

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the
following wireless network security settings,

- Security Level Best

& Mone © WEp © WpaPsK © Wpa2 Pk

Security Mode:None
Select this option if you do not want to activate any security features.

Back Cancel |

Configure the wireless network. Enter the information and
click Next.

18



STEP 4: COMPLETED AND RESTART

Setup complete, Click "Back” to review or modify settings.

If your Intermet connection does not work after restart, you can try the Setup Wizard again with altermnative settings or use
Manual Setup instead if you have your Intermet connection details as provided by your ISP,

Below is a detalled summary of your settings. Please print this page out, or write the information on a piece of paper, so

you can configure the correct settings on your wireless Client adapters.

Time Settings 1
MTP Server 1: 192.168.2.10
MTR Server 2 : 192.168.2,100
Time Zone : -08:00
Daylight Saving Time : 0
WRI VT 035
Protocal Dynamic 1P
Connection Type @ LLC
Wireless Metwork Mame (SSI0) edimax_
Wisibllity Status : 1]
Encryption : Mone
Pre-Shared Key @
WEP Key :

Back | Apply [ Cancel

If the Protocol is Bridge, the page shown in the following
figure appears.

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below,

Protocal : IBridge 'I

Encapsulation Mode: [LLC

YPI : I o (0-255)

Vel (32-65535)

Search Available PYC




If the Protocol is Static IP, the page shown in the following
figure appears.

STEP 2: SETUP INTERNET CONNECTION

Please select your ISP (Internet Service Provider) from the list below,

Protocol :

Encapsulation Mode: ILLC -
YPI : I o (0-255)

YCI : I 34 (32-65535)
Search Available PYC :  5pgn

You have selected Static IP Intermet connection. Please enter the appropriate information below as provided by your ISP,
The Auto PYC Scan feature will not work in all cases so please enter the WPIAYCT numbers if provided by the ISP,

Click Next to continue.

1P Address : I—

Subnet Mask : I—
Default Gateway : Ii
Primary DNS Server : li

Back Cancel
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Enter the IP Address, Subnet Mask, Default Gateway, and
Primary DNS Server. Click Next. The page shown in the
following page appears.

STEP 3: CONFIGURE WIRELESS NETWORK

Your wireless network is enabled by default, You can simply uncheck it to disable it and dlick "Next" to skip configuration of
wireless network,

Enable Your Wireless Network : [

Your wireless network needs a name so it can be easily recognized by wireless dients, For security purposes, it is highly
recommended to change the pre-configured network name.

wireless Network Name (SSID) @ | edimax_

Select "Visible" to publish your wireless netwark and SSID can be found by wireless clients, or select "Invisible" to hide your
wireless network so that users need to manually enter SSID in order to connect to your wireless netwark,

visibility Status :  Wishle @ Invisible

In order to protect your network from hackers and unauthorized wsers, it is highly recommended vou choose one of the
following wireless netwark security settings.

_ Security Level Best

# None € wep © wWRa-PSK © WPAZ-PSK

Security Mode:Hone
Select this option if you do not want to activate any security features,

Back | Cancel |

Figure 5
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Step 6 Configure the wireless network. Enter the information
and click Next.

Setup complete. Click "Back” to review or modify settings,

If your Internet connection doss not work after restart, you can try the Setup Wizard again with alternative settings or use
Manual Setup instead if you have your Intermnet connection details as provided by your ISP,

Below is a detalled surnrnary of your settings. Please print this page out, or write the information on a piece of paper, so
you can configure the correct settings on your wireless client adapters,

Time Settings : 1
TP Server 1 192.168.2.10
MNTP Server 2 ¢ 192.168.2.100
Time Zone : -08:00
Daylight Saving Tirme : o
WPT f WCT 0f3s
Protocal Static IP
Connection Type : LLC
1P Address :

Subnet Mask :
Default Gateway :
Primary DMNS Server ;

wirgless Netwaork Name (SSID) @ edimaz_
Wisibility Status 1
Encryption : Mone
Pre-Shared Key :
WEP Key |

Back | Cancel

Step 7 When the settings are complete, click Apply to apply
the settings.

Note:
In each step of the Wizard page, you can click Back to review

or modify settings in previous page. Click Cancel to exit the
wizard page.

22



3.2.2 Internet Setup

Choose Setup > Internet Setup. The page shown in the
following figure appears. In this page, you can configure the
WAN interface of the device.

Chooss “Add”, “Edt”, or "Delete” to configure WAN interfaces.

AN Default
VRI/VCT ©p  ENCAP - Service Name  Protocol State  Status Tk Action
I nfzs o LEC pppoe D0 350 PPRoE 1 Deconnectad I f
Agd Edﬂi Delate l

Click Add. The page shown in the following figure appears.
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This sereen alows you to configure an ATM PYC identiier (VP] and V1) and select a service category.

VRL: |o (0:255)
vl | 35 (3265535)
Service Category @
Peak Cell Rate ;

(oadsfs)

Protocol @ | Beidging x

Eragradlation Mode : [LLC b

B0 VLAN D : ﬁ (0 = caabie, 1 - A05M)

Enable Dridge Service : 7

Hervice Name 1 W
.Niplgl Cancal I

Click Apply. The page shown in the following figure appears.

Default

AN

VPI/VCL Ty " ENCAP  Gervice Name  Protocol State  Status iy Action
r 03 0 UC popoe 00350 PPPOE 1  Discornectad = e
» 0/35 0 LUC 03501 Gdge 1 Disconnectsd - -

] 4] o |
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3.2.3 Wireless Setup

This section describes the wireless LAN and some basic
configuration. Wireless LANs can be as simple as two
computers with wireless LAN cards communicating in a
pear-to-pear network or as complex as a number of
computers with wireless LAN cards communicating through
access point which bridges network traffic to wired LAN.
Choose Setup > Wireless Setup. The Wireless Setup page
shown in the following figure appears.

_—_——— e —

Confguee your wisless base settngs.

Wiraless Basic

ConfoLre Your wireless secLeity settngs

Wireless Securty

25



3.2.3.1 Wireless Basics

In the Wireless Setup page, click Wireless Basics. The page
shown in the following figure appears. In this page, you can
configure the parameters that wireless LAN clients can used to
connect to this device.

Usa this section to configuee the wireless settings for your router. Plesse note that changes mada in this section wil dsa
ot b b upbcated 1o your wineless chints and PC,

Enable Wirddess: =
Enable Multias leolation: [

‘wireless Network Name (SSID) @ | soma_
WVisibility Status : © Vidble & bl
Eountry : | Chena -

Wireless Channel : |2 437GHz - CHS x|
B02.11 Made : [HI2 11g ‘I
Band Width : M I

a5 take note of your 5520 a5 you wil need to duplcate the same Settings to your wireless devices an

Click Apply to save the settings.
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3.2.3.2 Wireless Security

In the Wireless Setup page, click Wireless Security. The
page shown in the following figure appears. Wireless security
is vital to your network to protect the wireless communication
among wireless stations, access points and wired network.

Ui thes St to configuee thay winskies security settngs for your routir. Phdres noti that changes made on the secton
will ko need to be duphcated 1o your winsless diants and PC,

Wreless Seaurity

To protect your privacy you can configure wireless security features. This device supports thiee wineless security modes
nClang: WER, WRA 3nd WPAZ, WER § the onpnal wirsless encryption standard, WRA and WPAZ povides & higher level
of sexuity.

Security Mode @ |None =

Please Lake note of your S50 s security Key 5 you wil reed to duplcate the same settrgs Lo yous wineless devices ard

Nwlrl cancel I

Click Apply to save the settings.
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3.2.4 Local Network

You can configure the LAN IP address according to actual
requirements. The preset IP address is 192.168.1.1. You can
use the default settings and DHCP service to manage the IP
settings for the private network. The IP address of the device
is the base address used for DHCP. To use the device as
DHCP server on your LAN, the DHCP IP address pool must
be compatible with the IP address of the device. The IP
address available in the DHCP IP address pool changes
automatically if you change the IP address of the device.

You can also enable the secondary LAN IP address. The two
LAN IP addresses must be in different networks.

Choose Setup > Local Network. The Local Network page
shown in the following figure appears.

This section alows you to configure the locd network settings of your router. Please note that: this section is optiond and
you shoukd rat red 1o change any of the seltngs hon to gat your retwork g and g

L this section o configure the locd network settings of your router. The Router 1P Address that s configuned here &
the [ ddiess that you wse to access the Wib-baded managamant intorface. If you change th P Addiass have, you
may need to adust your PC's network settings to access the natwork again,

Router 1P Address : [ 18715871
1552657551

 Confgure the second [P Address and Subret Mask: for LAY

w nddes: [T

Subnet Mask @ | 155 155 7550

By default, Enable DHCP Server is selected for the Ethernet
LAN interface of the device. DHCP service will assign IP
address to client computer connected to LAN interface. When
the device acts as DHCP server, it will become the gateway of
all computers on intranet. If you change the IP address of the
device, you must also change the range of IP addresses in
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the pool used for DHCP. The IP address pool can contain up
to 253 IP addresses.

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers on your network.

~ Enable DHCP Server

DHCP IP Address Range : [192168.2.2 ta| 192168.2.054

DHCP Lease Time : | 100 (seconds)

Cancel

Click Apply to save the settings.

In the Local Network page, you can assign IP addresses on
the LAN to specific individual computers based on their MAC
addresses.

Status Computer Name MAC Address IP Address
Add Ed\tl Delete |

Click Add to add static DHCP addresses (optional). The page
shown in the following figure appears.

Enable : 7

Computer Name :

1P Address :

MAC Address :
Apply | Cancel

Select Enable to reserve the IP address for the designated
PC with the specified MAC address.

The Computer Name helps you to recognize the PC with the
MAC address. For example: Father’s Laptop.

Click Apply to save the settings.

After the DHCP reservation is saved, the DHCP reservations
list displays the configuration.

If the DHCP reservations list table is not empty, you can
select one or more items and click Edit or Delete.
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The NUMBER OF DYNAMIC DHCP CLIENTS page shows
the current DHCP clients (PC or Laptop) connected to the
device and the detailed information of the connected
computer(s).

Computer Name MALC Address IP Address Expire Time

3.2.5 Time and Date

Choose Setup > Time and Date. The page shown in the
following figure appears.

The Timea Configuration option slows you to configure, uodste, and mantan the camect e on the ntemal system dock.
From this section you can set the time zone that you e in and set the NTP (Netwark Tme Frotocol) Seever. Dayight
Sarving can 2o b configured to atormaticaly adist the time when roodid

7 Automatically syncheanize with Intemet time wervers

Lt NTP time server @ | 167 168 710

2th NTP time server @ | 102 1602100

Current Local Time:

Time Zane: [(OMTv0800) Begng Hong Kong =l
I~ Enabile Dayight Saving

[0 e [78 s [0 oy [ i [0 i [0 e
(7550 v [0 e [0 oy [ vour [0 a0 [0 s

Cancel

In the Time and Date page, you can setup the time of the
internal system clock. You can also set the time zone of the
area of residence and the network time protocol (NTP) server.
You can also configure daylight saving setting by selecting
Automatically synchronize with Internet time servers.
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Select the specific time server and the time zone from the
corresponding item in drop-down lists.

Select Enable Daylight Saving if necessary.

Click Apply to save the settings.

3.2.6 Logout

Choose Setup > Logout. The page shown in the following
figure appears. In this page, you can log out from web
configuration menu.

Logang out wil close the browser,

Logou

3.3 Advanced

This section includes advanced features used for network
management, security and administrative tools to manage the
device. You can view status and other information that are
used to evaluate system performance and troubleshooting.

3.3.1 Advanced Wireless Settings

This function is used to modify the standard 802.11 wireless
settings. It is recommend not to change the default settings,
because incorrect settings may impair the performance of
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your wireless performance. The default settings provide the
best wireless radio performance in most of environments.

Acvaroed Wirnkes

Alovws yous to configuee avanced fatuees of the winsess LAN intirface.

Advanced Settings 1

Aborws yous to configure wingless frewal by derying or dowing designatiod MAC sddrosses,

MAC Filtening |

Alows you to confgure seounty features of the wineless LAN nerface.

Secuwity Settings

Alows you to configure wirsless WPS.

WPS Satting
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3.3.1.1 Advanced Settings

Select Advance Settings. The page shown in the following
figure appears.

Thesn option ane fior Lsers that wedy t changs ths behannur of thesr BT2.11g wirniess rada from the standnd sotting, We
does not recommend changing these sattings from the factory default. Incomect settings may impar the perfomance of

your wircdies rocio, The dofadt sobtings. shoukd provicee e bt winsies radio perfomance in most endronments,

Transmission Rate : [Auo =]
Multicast Rate © [Lower =
Transmit Puwer : [100% =]
Beaconbenod : 100 L
RIS Theeshuid s [3386 0 2e;
Fragmentation Threshold : | 22as (256 ~ Z345)

L e
Preamble Type @ |long j"

Enabile: Wirdes :
Wireless Metwork Name (SSID) ;| e
Visibility Status : © ki & Inveide
ser Isolation @ m

Oisaabile W Acbeertea @ |0 =

Max Chents : ’lbi {0~32)

These settings are only for technically advanced users who
have sufficient knowledge about wireless LAN. Do not change
these settings unless you know the effect of changes on the
device.
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Enable Wireless Guest Network : [

Guest SSID : | edimax_1

visibility Status : @& vishle © Ivisble

User Isolation ; | Off =

Disable wMM Advertise ; |Off =

Max Clients : |16 (0 ~32)

Enable Wireless Guest Network : [

Guest SSID : | edimax_2

visibility Status : @& vishle © Ivisble

User Isolation ; | Off =

Disable wMM Advertise ; |Off =

Max Clients : |16 (0 ~32)

Enable Wireless Guest Network : [~

Guest S5ID : | edirmax_3

Visibility Status : @ vishie ¢ Invishle

User Isolation : |Off >

Disable WMM Advertise : |Off >

Max Clients : | 16 [0 ~32)
Cancel |
Click Apply to save the settings.

3.3.1.2 MAC Filtering

Select MAC Filtering. The page shown in the following figure
appears.
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Advarced Wreless

1 Satt Timea of Day Restrictons -~ 4 maamum of 16 entries can be configured
[T IN | 1 coe 2 e o o s 1o ot ook copeced o th o Th e 5 e s
— autormaticaly deplays the MAC address of the LN device whera the browser & running. To restnct anothies LAN dewice, dick
5 the “Crther MAC Address” button and enter the MAC address of the other LAN device. To find out the MAC address of a

Wirndows-based PC, open & commiend promol windaw and type Tpooniy Jo”

Usermame AL Schedhde

_Add | Edt | Deste |

Click Add. The page shown in the following figure appears.

User Name :
€ Current PC's MACAddress : | 0010 0F18:81:C1

& Other MAC Address :
& Schedule ; |Ahwvays 'I Wiew valable Schedules

© Manual Schedule :

—

‘H—m—m

Subm\tl Cancel
Click Apply to save the settings.
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3.3.1.3 Security Settings

Select Security Settings. The page shown in the following
figure appears.

Usa this section to configure the wireless security settings for your router. Plaase note that changes mada on this section
will g0 need to be dupicated to your wireless clents and PC,

Sacurity Settngs

Sedect 5510 : [ths 0 =

Tor protict your privicy you can configu wriskiss security fsatun. The divicn sgports e wiikiss sty mode
nchudng: WEP, WA and WPAZ. WEP & the onginal wirsless encryption standard, WA and WIPAZ provides 3 higher level
of secunty.

WPS: The condition of use WS, Must choose WRA-BSK/WPAZ-F5: Securty, and bodcast the SSID

Secuity Mode © | Nane -

Cancel I

Select the SSID that you want to configure from the
drop-down list.

Select SSID : Iedima}{ *I

edimay

Select the encryption type from the Security Mode
drop-down list.You can select None, WEP, AUTO (WPA or
WPA?2), WPA Only, or WPA2 Only.

If you select WEP, the page shown in the following figure
appears.
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To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WER, WPA and WPAZ, WER is the original wireless encryption standard. WPa and WPAZ provides a higher level
of security,

Security Mode : [VWEP -

If you choose the WEP security option this device wil ONLY operate in Legacy Wireless mode (802.11B/G).

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router and the wireless
stations. For 64 bit keys you must enter 10 hex digits into each key box. For 128 hit keys you must enter 26 hexc digits
into each key box, A hex digit is sither a number from 0 to 9 or a letter from & to F. For the most secure use of WEP set
the authentication type to "Shared Key" when WEP is enabled.

You may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using the
ASCI values of the characters, A maximum of S text characters can be entered for 64 bit keys, and a maximum of 13
characters for 128 bit keys.

WEP Key Length : IEA bits{10 hex digits or 5 char) j
Choose WEP Key : |1 'I

WEP Keyl :
WEP Key2 :
WEP Key3 :

WEP Key4 :

Authentication : | Open j
Please take note of your SSID and security Key as you will need to duplicate the same settings to your wireless devices and

P,
Cancel

If you select AUTO (WPA or WPA2), WPA Only, or WPA2
Only, the page shown in the following figure appears.
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To protect your privacy you can configure wireless security features, This device supports three wireless security modes
including: WEP, WRA and WPAZ, WEP is the original wireless encryption standard, WPa and WPLA2 provides a higher level
of security,

Security Mode : IAulu(VVpA or WPAY 'I

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode uses WA for legacy
dlients while maintaining higher security with stations that are WPAZ capable, Also the strongest cipher that the client
supports wil be used. For best security, use WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are
not allowed access with WRA security. For maximum compatibiity, use WPA Only, This mode uses TKIP cipher, Some
gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA-PSK does not require an authentication server, The WPA option requires an external RADIUS server,

WPA Mode : [Auto(WPA or WPAZ|PSK k3|

Group Key Update Interval : I 100

Pre-Shared Key : I sssssssssss

Please take note of vour SSID and security Key as vou wil need to duplicate the same settings to vour wireless devices and

PC.
Cancel
Click Apply to save the settings.
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3.3.1.4 WPS Settings

Select WPS Settings. The page shown in the following figure
appears.

7 P The condion of L WIRS, you can choon dffieent Juth mode mn Secuity Settrg page, and broadcaet the SSI0, The
B | D code wil be saved when You press PIN button

Enabled ¢ F
Seloct 51D ¢ [edimar_ =]
Push Bubton s |
Trgst Station PIN ¢ Ii _i

WPS Session Status

M Cancel I

WPS Authentication: The WPS service is enabled by

default.

There are three setting methods you can use in the Wi-Fi

Protected Setup. In order to use wps authentication, you can

select one method from three methods.

® Press the WPS button on the rear panel for 3 seconds.

® Inthe WPS Settings page, click PBC. After setting, click
Apply to make the setting effective.

® Inthe WPS Settings page, enter the PIN codes provided
by station (STA), then click PIN. After settings, click
Apply to take the settings effective.
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3.3.2 Port Forwarding

This function is used to open ports on your device and
redirect data from those ports to a single PC on your network
(WAN-to-LAN traffic). It allows remote users to access
services on your LAN, such as FTP for file transfers or SMTP
and POP3 for e-mail. The device accepts remote requests for
these services at your global IP address. It uses the specified
TCP or UDP protocol and port number, and redirects these
requests to the server on your LAN with the LAN IP address
you specificed. Note that the specified private IP address
must be within the available range of the subnet where the
device is in.

Choose ADVANCED > Port Forwarding. The page shown in
the following figure appears.

Port Forwandng sows you to dréct incorming traffic Bom the WIAN side (dentified by protocol and exterma portito tha
intemal seever with a private IP address on the LAN side. The intenal port is regused only f the extemal port needs to be
cormirted 1o 3 diferent port rumber used by th server on the LAN side, & masimum of 32 entries can be configuned,

Port Forwarding

Select the service name, and enter the server IP address and cho "Apply” to forward [P packats for this seevce to the
spefed server, NOTE: you had better not modify “Internal Port Erd™, 1L s the same a3 "External Port Erd™
rcarrmally aned will Do thee same as the “Intemal Port Start™ or “Extemal Port Erd” i sther are s mooified,

Intermnal Internal  Server 1P Schecle  Remote
Port Start  Port Endd Address Rule w

] 4] s

Click Add to add a virtual server.
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Remaining humber of entries that can be configured: 22

WAN Connection(s) : |pppoe_0_0_35 0 'I

Server Name :
& Select a Service ; | (Click to Select) =

" Custom Server :
Schedule : |Always ¥|  view fvalsble Schedules

Server IP Address : | 1021681

External Port Start External Port End Protocol Internal Port Start  Internal Port End Remote Ip
| [ [rer =] |
| [ [rer=] |
| [ [rer=] |
| [ [rer=] |
| [ [rer=] |
| [ [rer=] |
| | |
| | |
| | |
| | |
| | |
I | |

[Tcp =]
[Tcp =]
[Tcp =]
[Tcp =]
[Tcp =]
[TcP =]

Apply | Cancel

Select a service for a preset application, or enter a name in
the Custom Server field.

Enter an IP address in the Server IP Address field, to appoint
the corresponding PC to receive forwarded packets.

The Ports show the ports that you want to open on the device.
The TCP/UDP means the protocol type of the opened ports.
Click Apply to save the settings.

41



3.3.3 DMZ

Since some applications are not compatible with NAT, the
device supports the use of a DMZ IP address for a single host
on the LAN. This IP address is not protected by NAT and it is
visible to agents on the Internet with the correct type of
software. Note that any client PC in the DMZ is exposed to
various types of security risks. If you use the DMZ, take
measures (such as client-based virus protection) to protect
the remaining client PCs on your LAN from possible
contamination through DMZ.

Choose ADVANCED > DMZ. The page shown in the
following figure appears.

Tiwe 5L Routior wil forward B9 packets from the WAR that da not beiong to amy of the spplcations configured in the Port
Forwanding table 10 the DMZ host computer,

Enter the computer's IP address and cick "Apphy” to sctivate thy DME host,

Clear the [P address fiskd and chk: “Apply” to daactvate the DMZ host.

WAN Connection : |pppes 0.0 35 0 =

Enable DMZ : T
007 Host 18 Address ©
Apply | Cancel

Click Apply to save the settings.

3.3.4 Parental Control

Choose ADVANCED > Parental Control. The Parental
Control page shown in the following figure appears.
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Uses URL (.8, www.yahoa,com) to molement fitenng.

Block Websie

Lsns MAC ackrss t imgloment fitonng

Block MAL Address

This page provides two useful tools for restricting the Internet
access. Block Websites allows you to quickly create a list of
all websites that you wish to stop users from accessing.
Block MAC Address allows you to control when clients or
PCs connected to the device are allowed to access the
Internet.
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3.3.4.1 Block Website
In the Parental Control page, click Block Website. The page
shown in the following figure appears.

This page alows you to block websites. 1f enabled, the websites ksted hers wil be deniad access to dients trying to browse
that website,

Parental Cortrol

Block Witmitn
Schodule

| o | o |

(L

Click Add. The page shown in the following page appears.

URL : [ htip |
& Schedule : |Atways | view pvailable Schedules

' Manual Schedule :

Lo &
- - - -
- = =
I
rr
o
Submit | Cancel |

Enter the website in the URL field. Select the Schedule from
drop-down list, or select Manual Schedule and select the

corresponding time and days.
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Click Submit to add the website to the BLOCK WEBSITE
Table. The page shown in the following figure appears.

BLOCK WEBSITE

This page dllows you to block websites. If enabled, the websites listed here will be denied access to clients trying to browse
that website.

URL Schedule
I X¥X.COM Blwways

Add Edit | Delete

3.3.4.2 Block MAC Address

In the Parental Control page, click Block MAC Address.
The page shown in the following figure appears.

Advanced

Tirir of Dury Restrictions — A& maxdmum of 16 entries can b configured

This page adds a time of day restrction to a specal LAN device connected to the router. The “Current PC's MAC Address”
autormgticaly deplays the MAC sddness of the LAN device whone the browsr & reming. To restrict another LAN device, dick
ths "Other MAC Address” button and anter the MaC addiess of the other LAN daviee. To find cut the MaC address of &

i Windows-based PC, open 3 command promet window and type “poonfi /4

Parental Contral

Block MAC Address

Ui MAL Bx bl

| e | oo |

Click Add. The page shown in the following figure appears.
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User Name : I
€ Current PC's MACAddress : I 001 D:0F:19:91:01

@ Other MAC Address :
& schedule ; |Always 'I Vigw #vailable Schedules

©* Manual Schedule :

I B B
m
™

[ r
i

Submit | Cancel |

Enter the user name and MAC address and select the
corresponding time and days. Click Submit to add the MAC
address to the BLOCK MAC ADDRESS Table.
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3.3.5 Filtering Options

Choose ADVANCED > Filtering Options. The Filtering
Options page shown in the following figure appears.

Managa incoming traffic.

Inbaund IF Filturing

Manage outgang traffic.

Outbound IF Filtwnng

Usias MAC address to implernent fiterng. Useful anly in bridge mode.

Bindge Filtwring |

3.3.5.1 Inbound IP Filtering

By default, all incoming IP traffic that does not originate from
the internal network is blocked when the firewall is enabled.
Normal outbound requests created by web browsing, email
and other software you run, work as usual as the requests
originated from your internal network. The inbound filter
allows you to create a filter rule to allow incoming IP traffic by
specifying a filter name and you need to select at least one
condition.

In the Filtering Options page, click Inbound IP Filtering.
The page shown in the following figure appears.
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The screen slows vou to creste a fiter s to identify ncoming 1P traffic by speafying a new fiter name and at lesst one
condition below, Al of the conditions in ths fiter s must be sattsfied for the nie to take effect. Cick "Apohy™ to

ey ard activate th fiter,

ackets match the ke wil be discarded.

Filtering Optons
Enbound IP Filtering

Mame VPL/VCI Protocol  Source Address  Source Port  Dest. Address  Dest. Port  Schedule Rule

20¢ | m | _oume |

Click Add to add an inbound IP filter. The page shown in the
following figure appears.
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Filter Name ;
Protocol @ | Any hd

Source IP Type : |Any -

Source Port Type @ [&ny i

Destination IP Type : |&ny -

Destination Port Type : |Any -

Schedule : |Always *| wview Avalable Schedules
WaN Interfaces (Configured in Routing mode and with firewall enabled only)

WAN Interfaces : | =

Apply | Cancel

Enter the Filter Name and specify at least one of the
following criteria: protocol, source/destination IP address,
subnet mask, and source/destination port.

Click Apply to save the settings.

Note:
The settings only apply when the firewall is enabled.

The ACTIVE INBOUND FILTER shows detailed information
about every created inbound IP filter. Click Delete to remove
an IP filter (only appears when an IP filter exists).

3.3.5.2 Outbound IP Filtering

By default, all outgoing IP traffic from the LAN is allowed. The
outbound filter allows you to create a filter rule to block outgoing
IP traffic by specifying a filter name and at least one condition.
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In the Filtering Options page, click Outbound IP Filtering.
The page shown in the following figure appears.

Thes screen dlaws you 1o croate 4 fiter nie 1o idantify cutgong I trafic by spocifying a new fter name and a2 laast one
condition balow, Al of the specified conditions in this fiter rule must be satisfied for the russ to take effect, Chdk “Apply* to
save and actvate the fiter

WARNING : Changing fraem one global policy to anather will cause all defined rues to be REMUVED
AUTOMATICALLY! You will need to create new rules for the new policy.

By default, d cutgong 1P traffic fron LAN i slowed, but some [P traffic can be BLOCKED by satting uo fivess,

Nome  Protocol  Sousce Address Source Port  Dest. Address  Desl. Porl  Schedule Rule

i]ﬂ Delete I

Click Add to add an outbound IP filter. The page shown in the
following figure appears.

Filter Name ;
Protocol @ |Any 7
Source IP Type @ |Any hd
Source Port Type @ | Any hd
Destination IP Type : |Any -
Destination Port Type : | Any hd
Schedule : |Always | view avalable Schedules

Apply | Cancel
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Enter the Filter Name and specify at least one of the
following criteria: protocol, source/destination IP address,
subnet mask, and source/destination port. Click Apply to
save the settings.

3.3.5.3 Bridge Filtering

In the Filtering Options page, click Bridge Filtering. The
page shown in the following figure appears.This page is used
to configure bridge parameters. In this page, you can change
the settings or view some information of the bridge and
attached ports.

Eridgn Fiterng & only affactive on ATM FVCs configuend In Bridge modo. ALLOW reans that 3l MaC Lyer frames wil ba
ALLOWED escept those matchng with any of the spacfied rues in the folowing table. DENY means that 3 MAC Layer
frames wil be DENIED except those matching with any of the spaciied rules n the folowing table.

Create a fiter to identify the MAC layer frames by specifying at lsast ona condition below. If multinle conditions ane spacified,

_ @ of them take effect. Cick “Apply™ to save and activate the Mter.
Fiering Cptions

WARNING : Changing from one global polcy o anather will cause all defined rules to be REMUVED
AUTOMATICALLY! You will need to create new rules for the new policy.

Eridge Filtering i Ftwrivig tcbdl Bucys
F & ALLOW al paciets bt ENY those matching any of specic rues kted
 DENY o packets but ALLOW thise matching any of speci; rues isted

Apply | Cancet

VPI/YEL protocol DAL SMALC DIR TIME

‘2] | st |

Click Add to add a bridge filter. The page shown in the
following figure appears.
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Protocol Type: |(Click to Select) =

Destination MAC Address:

Source MAC Address:

Frame Direction: |VWAN=>_AN *

Time schedule; |Abvays 'I Wiew Avalable Schedules

Wan interface: |select_all =

Apply | Cancel |
Click Apply to save the settings.

3.3.6 QoS Configuration

Choose ADVANCED > QOS Config. The QoS Configuration
page shown in the following figure appears.

sows you to config interface handwadth contral,

Q08 Intorfaco Conég |

Al youl 0 corh) uis's pracedence.

Gos Gueue Config

alorws you 1 Jrsign & chrssfication,

[ oo ciavaiy Contiiaion) |
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3.3.6.1 QoS Interface

In the QoS Configuration page, click QoS Interface Config.
The page shown in the following figure appears. In this page,
you can configure bandwidth control.

this alows you to config interface bandwidth contrel, inchude upstream and downstraam

Interface Ko 1N Sream Dirwn Stream Ertabibe

e

Click Edit, the page shown in the following figure appears.

Intetface: I

Enable : [~

Up Stream : IUnIlm\ted | (kbps)
Down Stream : IUnIim\ted | (kbps)

Anply | Cancel

After configuration, click Apply to make configurations take
effect.
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3.3.6.2 QoS Queue Configuration

In the QoS Configuration page, click QoS Queue Config. The
page shown in the following figure appears. In this page, you
can configure the priority of queue.

—_—— e ————

this i g precodonce configueation, thir paciets with high precedence wil pass betore medum and kow precedence.

Cueus Name Queue Priosity State

o] ] oo

Click Add, the page shown in the following figure appears.

Queue Enable : [~

Queue Priority @ [High 'I

Associated Interface : 'I

Apply | Cancel

After configuration, click Apply to take the configurations
effect.

3.3.6.3 QoS Classify Configuration

In the QoS Configuration page, click QoS Classify
Configuration. The page shown in the following figure
appears. In this page, you can assign a QoS classification.
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Thes page alows you 1o aagn & dasafication, the claisficabon may 4600 10 4 Quews that you can Imit the bandwidth or
assign precedence. the dassication can abso ba marked such as 802.1p, dsep

assification Result
Class MName Associated Quess 0P Mark B2 1P Mark state Detals

s8] g1 oo

Click Add, the page shown in the following figure appears.
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Traffic Class Name : I

Enable Classification : [~

SPECIFY TRAFFIC CLASSIFICATION RULES

Classification Type : |L1 &2 'I

Physical Lan Port @ |any -
Source MAC Address : Ii
Source MAC Mask : I—
Destination MAC Address ; l—

Destination MAC Mask :

Ethernet Type : |any -

802.1p Priority : Inn match *

SPECIFY TRAFFIC CLASSIFICATION RESULT

Assign Classification Queue: Inn assign =
Mark DSCP : Inn assign -
Mark 802.1p Priority : Ino assign ¥

Apply | Cancel

After configuration is done, click Apply to make the
configuration take effect.

3.3.7 Firewall Settings

A denial-of-service (DoS) attack is characterized by an explicit

attempt by attackers to prevent legitimate users from using

that service. Examples include the following

® The attackers attempt to flood a network, thereby
preventing legitimate network traffic

® The attackers attempt to disrupt connections between
two machines, thereby preventing access to a service

® The attackers attempt to prevent a particular individual
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from accessing a service
® The attackers attempt to disrupt service to a specific
system or person.
Port scan protection is designed to block attempts to discover
vulnerable ports or services that might be exploited in an
attack from the WAN.
Choose ADVANCED > Firewall Settings. The page shown in
the following figure appears.

ik “Apply™ button to make the changes effective immedataly

Enabls Attack Brovent [

temp Echo =

Fraggle

Echo Chargen

P Laned =

Port Scan B

TCP flags: Set "SYN FINT
TCP Flags: Set "SYNRET™ F
1CP Hags: Set "FIN RST™ <

TEP DoS :
TCPDosManRate: [0 (padewisecond)
Agply | Cancel

Click Apply to save the settings.

3.3.8 DNS

Domain name system (DNS) is an Internet service that
translates domain names into IP addresses. Because domain
names are alphabetic, they are easier to remember. The
Internet, however, is actually based on IP addresses. Each
time you use a domain name, a DNS service must translate
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the name into the corresponding IP address. For example, the
domain name www.example.com might be translated to
198.105.232.4.

The DNS system is, in fact, its own network. If one DNS
server does not know how to translate a particular domain
name, it asks another one, and so on, until the correct IP
address is returned.

Choose ADVANCED > DNS. The page shown in the
folllowing figure appears.

Clck: “Apply” Button to save the new configuration.

& Obitan DNS server addess automaticaly
L the Tokowing DG server ackkesses

Cancal I

DNS SERVER CONFIGURATION

If you are using the device as DHCP server on the LAN, or if
you are using DNS servers provided by your ISP, select
Obtain DNS server address automatically.

If you have DNS IP addresses provided by your ISP, enter
these IP addresses in the preferred DNS server and the
alternate DNS server field.

Click Apply to save the settings.
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3.3.9 Dynamic DNS

The device supports dynamic domain name service (DDNS).
The dynamic DNS service allows a dynamic public IP address
to be associated with a static host name in any of the many
domains, and allows access to a specified host from various
locations on the Internet. Click a hyperlinked URL in the form
of hostname.dyndns.org and allow remote access to a host.
Many ISPs assign public IP addresses using DHCP, so
locating a specific host on the LAN using the standard DNS is
difficult. For example, if you are running a public web server
or VPN server on your LAN, DDNS ensures that the host can
be located from the Internet even the public IP address
changes. DDNS requires that an account be set up with one
of the supported DDNS service providers (DyndDNS.org or
dlinkddns.com).

Choose ADVANCED > Dynamic DNS. The page shown in
the following page appears.

The Crynamic DG faature alows you 1o host a server (Web, FTP, Game Server, fc...) using & doman name that you have
purchased (www.occom) with your dynamicaly assoned 1P address, Most broadband Internat Senvice Providers asson
dhyrumic (changing) 1P ackdressrs. Uking 4 DONS svice provider, your frienck; ean exthor your host ruene to conmect to your
game seever na matter what your B addredc s

Hostname Lseaman Service nterface

01| ] s |

Click Add to add dynamic DNS. The page shown in the
following figure appears.
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DDMS provider : |DynDNS.org =

Hostname :
Interface : | =

Username :
Password :

Applyl Cancel |

® DDNS provider: Select one of the DDNS service
provider from the down-list. Available service providers
include DynDns.org and dlinkddns.com.

® Host Name: Enter the host name that you registered with
your DDNS service provider.

® Username: Enter the user name for your DDNS account.

® Password: Enter the password for your DDNS account.

Click Apply to save the settings.

3.3.10Network Tools

Choose ADVANCED > Network Tools. The page shown in
the following figure appears.
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Port Mapping supparts mutiple port to PV and bridging groups. Fach group wil peeform 3¢ an independant natwnr

Part Mapging |

Trarumisson of idenbical conbert, such & multimedia, from a source 10 a numbes of recipents.

IGMPPROKY

¢ | auch e, f10m 4 20uroa 10 4 number of recpients.

IGMPENOOPING

Alaws you to enable or disable LPrP.

Upnp

alaws you o corfounn advanced sattings for A0EL.

[apst]

Hetwork Took - ShMP

allaws you 1o configure: TRAE pratoosl

TROE3

Adcrws you bo manage certiicates uied with TR-053.

certficates I
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3.3.10.1 Port Mapping

Choose ADVANCED > Network Tools and click Port
Mapping. The page shown in the following figure appears. In
this page, you can bind the WAN interface and the LAN
interface to the same group.

Port Maggarg - & mosimum S nries. can b con

Port Mo sopports mtiphe poet fo PV and bridging grouges. Bach groun will perform s on independiont retwork. To
support this feature, you must creata mappng grouns with aporopnate LAN and WN nterfaces wsng tha “add” button,
The Telete” button wil remove the groupng and add the ungroupad interfaces to the Default group

Tircuap Manne: Interfaces
=] Lanl ethemet4, ethemet3 sthemet2 ethemet 1 wian0, wianD-vap0, wianD-vapl,...
Add I Edit || Deleta I

Click Add to add a new port mapping. The page shown in the
following figure appears.
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ADD PORT MAPPING

To create a new mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list using
the arrow buttons to create the required mapping of the ports. The group name must be unique.

2. Click "Apply" button to make the changes effective immediately,

Group Name:;

Grouped Interfaces Available Interfaces
ethemetd
ethernet3
ethermet2

__)l sthermet’

wilan(l
velanO-vapd

il wilanO-vap1
wlanC-vap2
ushd

Submit | Cancel

The procedure for creating a mapping group is listed as

follows:

Step 1 Enter the group name.

Step 2 Select interfaces from the Available Interface list and
click the <- arrow button to add them to the grouped
interface list, in order to create the required mapping
of the ports. The group name must be unique.

Step 3 Click Submit to save the settings.
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3.3.10.2 IGMP Proxy

Choose ADVANCED > Network Tools and click IGMP Proxy.
The page shown in the following figure appears.

IGMP peony enabies the system o isue IGMP host messages on behalf of hosts that the srstem dscovered through
stancrd 1GMP nterfacos. Th systinn acts i 3 proay for fs hosts whin you erble it by

1. Enablng 1GMP prooy on a Wieh interfac straam), which connects to a router runnng 1GMP,

2. Enabiling IGMP on & LAN interface (dowrstream), which conmects to its hosts,

[~ Enable 16~P Proxy

WAN Connection : "I
Port Bnding b4

Agply | Cancal

IGMP proxy enables the system to issue IGMP host
messages on behalf of hosts that the system discovered
through standard IGMP interfaces. The system acts as a
proxy for its hosts after you enable it.

Click Apply to save the settings.

3.3.10.3 IGMP Snooping

Choose ADVANCED > Network Tools and click IGMP
Snooping. The page shown in the following figure appears.
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VETHOARIG (EOME TSI s, s, [ —— E—

Tranemisaon of dentical cretant, fich as mutimedia, from a sfurcs th 3 rumber of racpiants

I Enabide IGMP Snooping

IGMP Enocping

After configuration, click Apply to save the settings.

3.3.10.4 UPNP

Choose ADVANCED > Network Tools and click UPnP. The
page shown in the following figure appears.

Urivorsd Phug ard Ply (UPnP) sappornts possto-pess Plug ard Pl orctiorality for robwerk denices,

= Enabde UPnd

WM Conmection : 'I
LAN Connection : -

Agiphy j Canael |
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In this page, you can configure universal plug and play
(UPnP). The system acts as a daemon after you enable
UPNP.

UPNP is used for popular audio / video software. It allows
automatic discovery of your device in the network. If you are
concerned about UPnP security, you can disable it. Block
ICMP ping should be enabled so that the device will not
respond malicious Internet requests.

Click Apply to save the settings.

3.3.10.5 ADSL Settings

Choose ADVANCED > Network Tools and click ADSL
Settings. The page shown in the following figure appears.

This puget b wead b cowfigus the ADSL settinegss of your ADSL roetir,

¥ G.Omt Cnnabsbend
I GuLite Enabled
¥ T1.413 Erabiberd
[¥ ADSL2 Cnabled
¥ ApsL2+ Enabled
™ ArwwexR Erabied
™ annexL. Enablecd
™ Anniex Enabled
Capability

¥ Ditswap Enabie
[# 5RA Enable

Apply

In this page, you can select the DSL modulation. Normally,
you can keep factory default setting.
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W G.Dmt Enabled
I G.Lite Enabled
W T1.413 Enabled
W ADSL2 Enabled
¥ ADSL2+ Enabled
™ AnnexB Enabled
™ AnnexL Enabled
™ AnnexM Enabled
Capability

[¥ Bitswap Enable
¥ SRA Enable

The AR-7284WnA supports AnnexA mode, so the AnnexB is
not enabled.
Click Apply to save the settings.
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3.3.10.6 SNMP

Choose ADVANCED > Network Tools and click SNMP. The
page shown in the following figure appears. In this page, you
can set SNMP parameters.

[~ Enable SNMP Agent

Read Community: [ pubic

Set Community: [pivate
Trap Manager IF:

L

Trap Wersion: (2o =

M Cancal

® Read Community: The network administrator must use
this password to read the information of this device.

® Set Community: The network administrator must use
this password to configure the information of this device.

® Trap Manager IP: The trap information is sent to this
host.

Click Apply to save the settings.
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3.3.10.7 TRO69
Choose ADVANCED > Network Tools and click TR-069. The
page shown in the following figure appears. In this page, you
can configure the TR069 CPE.

VAN Management Frotocol (TR-055) alows 3 auto-Configuration Server (AC5) to perform auto-configuration, provision,
collection, and dagnostics to ths device.

Salact the desred vaues and dick “Apply” to configura the TR-DGY chent optians,

Infrom: ¢ Otabled Crabled

Inform Interval: | 300
ACS URL: | nttpy

[~ Connecton Aeguest Authentcation

Apply Cancsl I

TR

Click Apply to save settings.
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3.3.10.8 Certificates

Choose ADVANCED > Network Tools and click Certificates.
The Certificates page shown in the following figure appears.

Trustad Ca cartifcates e used by you 1o vanfy pears' cartificates,

Trustod CA

Cortificoles

In the Certificates page, click Trusted CA. The page shown
in the following figure appears.

CERTIFICATES -- TRUSTED CA

Add, view or Remove certificates from this page. C& certificates are used by you to verify peers’ certificates. Only one
certificates can be stored,

Name Subject Type Action

Input Certificate

Click Input Certificate, the page shown in the following figure

appears.
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TRUSTED CA CERTIFICATES

Enter certificate name and paste certificate content.

Certificate Name:

Certificate: |-———- BEGIN CERTIFICATE————— :l
<incert Certificate here>
———-END CERTIFICATE---—-

MLMI Cancel
Click Apply to save the settings.
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3.3.11Routing

Choose ADVANCED > Routing. The page shown in the
following page appears.

Statc Route,

Static Route

Defat Gateway.

Defaul Gateway

AP Settings.

RIP Settings

3.3.11.1 Static Route

Choose ADVANCED > Routing and click Static Route. The
page shown in the following figure appears. This page is used
to configure the routing information. In this page, you can add
or delete IP routes.
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Enter tha destinaton network sddress, subrat mask, gateway ANDJOR avalabia WAN nterfaca then chck “Apchy™ to add the
eniry to the routng table

A masdrasm 0 entries can b configured,

Destination Submet Mask Gateway Interface

Click Add to add a static route. The page shown in the
following figure appears.

Destination Network Address :
Subnet Mask :

Use Gateway IP Address :

Use Interface @ |LAN Groupl =
Apply | cancel |

Destination Network Address: The destination network
address.

Subnet Mask: The subnet mask of the destination
network.

Use Gateway IP Address: The gateway IP address of
the destination network.

User Interface: The interface name of the router output
port.

You can only choose Use Gateway IP Address or User
Interface.
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Click Apply to save the settings.

3.3.11.2 Default Gateway

Choose ADVANCED > Routing and click Default Gateway.
The page shown in the following figure appears.

—— ——— ——————— ——————— ————

If Enalle Automatic Assigned Defaut Gateway checkbor i selected, this router wil accept the first recesved default gateway
amsagrenont from ono of ths PPPOR, PPPo or MERJOHCP erabiod PC(E). I the chickbo s not selectid, onter the static
dafat gatewsy OF 3 WAN ntarface. Cick “Apoly” button to save it,

= Enabde Automatic Ascigoed Default Gateway

G U Gateway 1P Adddress <
L Use Interface : |5 j'
Apply | Cancel I

h‘ourg

Click Apply to save the settings.
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3.3.11.3 RIP Settings

Choose ADVANCED > Routing and click RIP Settings. The
page shown in the following figure appears. This page is used
to select the interfaces on your device that use RIP and the
version of the protocol being used.

To activate RIP for the device, select the Ensbled” checkbon for Globel AIP Mode. To configure an indiidud interface,
ot i chsrod RIP verson and oporation, folowd by plaong 2 check i the “Enakled” checkbor for the nterfacn, Cick
the "Apoly” button to save the configuration, and to start or stop RIP basad on the Global RIP Mode selected,

Interfoce VPI/VCL Version Operation Enabled
0 0.0.35 0 s [=] Active I
Apply Cancel

If you are using this device as a RIP-enabled device to
communicate with others using the routing information
protocol, enable RIP and click Apply to save the settings.
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3.3.12Schedules

Choose ADVANCED > Schedules. The page shown in the
following figure appears.

Schedue alows you to dreate schaduing nies to be apoled fir your frewal

Madrneam resnber of schedule nules: 20

Rule Name Sun  Mon  Tue Wed Thu fri Sat Start Tame Stop tme

Click Add to add schedule rule. The page shown in the
following figure appears.

Name : I

Day(s) : © all'week @ Select Day(s)
MCsun Tron TTue T owed
CThu TR sat
AllDay - 24 hrs: [T

Start Time : I : I (hour:minute, 24 hour time)

End Time : I : I (hour:minute, 24 hour time)

Submit | Cancel

Click Submit to save settings.
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3.4 Management

3.4.1 System

Choose Management > System Management. The System
page shown in the following figure appears.

Check ther button bedow to reboot the routas.

Reboot

Back up D51 Houter configurations. Viow May £ve your ruter configurations to & fis on your X

|

Ukt DSL Router Sottngs, Yiou mury upclslin your routir SEngs ueng your svod fis

Settings File Name: |
Updats Sedting

Restors [SL Router settngs 1o the factory defauts

Restors Dafaul Satting

In this page, you can reboot device, back up the current
settings to a file, restore the settings from the file saved
previously, and restore the factory default settings.

The buttons in this page are described as follows:

Reboot: Reboot the device.
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Backup Setting: Save the settings to the local hard drive.
Select a location on your computer to back up the file. You
can name the configuration file.

Update Setting: Click Browse to select the configuration file
of device and click Update Settings to begin restoring the
device configuration..

Restore Default Setting: Reset the device to default
settings.

Notice: Do not turn off your device or press the Reset button
while an operation in this page is in progress.

3.4.2 Firmware Update

Choose Management > Firmware Update. The page shown
in the following figure appears. In this page, you can upgrade
the firmware of the device.

Step 1: Cotan an updated frmware mage fia from your 159,
Step 2: Entor the gath o the image e eaton n the bos below or cick e “Browsas” button to et th mage fie
Step 3: Chck the Update Frrmware” button once 1o uplkesd the new mage fle

NOTE: The update process takes about 2 mnutes 1o complete, and your Cr5L Router wil reboot, Please DO NOT power off
your routie bifire te ugeiti & cormgiote.

Current Firmware Version; 1.0.0
Current Farmware Date; Wi, 04 Mo 2009 10:37.50

Sebect File: |Browse ‘

Clear Config:

The procedure for updating the firmware is as follows:
Step 1 Click Browse...to search the file.
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Step 2 Click Update Firmware to copy the file.

The device loads the file and reboots automatically.

Notice: Do not turn off your device or press the reset button
while this procedure is in progress.

3.4.3 Access Controls

Choose Management > Access Controls. The Access
Controls page shown in the following figure appears. The
page contains Account Password, Services, and IP
Address.

—_—— e ————

Manage [EL Router user accounts

Account Password

A Servce Confrol List (*500") enables or dsables services from baing used,

Serdcas

Peemits access to local management senices

P Addenas
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3.4.3.1 Account Password

In the Access Controls page, click Account Password. The
page shown in the following figure appears. In this page, you
can change the password of the user and set time for
automatic logout.

Access to your DEL Routes B controled through three user eccounts: admin, support, and wer

The user name “support” s used to alow an 159 techniclan to acoess your DAL Router for mantenanca and to n
dagrests.

The usee name “user” can scoess the 5L Router, view confiquration settings and statistics, a5 wel as update the router's
frrmwine

Use the fields below to enter UD to 16 characters and cick “apply” to change or oreate passwords. Note: Password cannot
contan & g,

Urranme; : | admin ~I

Current Password:
New Password:
Confirm Password:

iy [eseat]

Wb Tl Tame Dut: |5 {5 ~ 30 rirutes)
Apply | Cancel

You should change the default password to secure your
network. Ensure that you remember the new password or
write it down and keep it in a safe and separate location for
future reference. If you forget the password, you need to reset
the device to the factory default settings and all configuration
settings of the device will be lost.

Select the Username from the drop-down list. You can select
admin, support, or user.

Enter the current password, and input new password in both
‘New Password’ and ‘Confirm Password’ field to change the
password.
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Click Apply to save the settings.

3.4.3.2 Services

In the Access Controls page, click Services. The page
shown in the following figure appears.

=
2

TmauuE
e

M Cancel

In this page, you can enable or disable the services that are
opened to remote host. For example, if telnet service is
enabled, the remote host can access the device by telnet
through port 23. Normally, you don’t need to change the
settings.

Select the management services that you want to enable or
disable on the LAN or WAN interface.

Click Apply to apply the settings.

Note:
If you disable HTTP service, you cannot access the configuration web
page of the device any more.
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3.4.3.3 IP Address

In the Access Controls page, click IP Address. The page
shown in the following figure appears.

—n e —————

Tha IP Address Access Control mode, if enabled, permits access to local m W services fiom 1P addressas contanad n
the Access Contrel List, If the Access Control mods is desbled, the system wil not valdate 1P adresses for incoming padiats,
The services & the system apokcations Isted in the Service Control List

Enter the I address of the management station permitted to access the local management services, and dick "Apply”

™ Enalse Access Control Mode

] o]

In this page, you can configure the IP address used with
access control list (ACL). If ACL is enabled, only devices with
the specified IP addresses can access the device.

Select Enable Access Control Mode to enable ACL.

Note:
If you enable the ACL capability, ensure that IP address of the host is
in ACL list.

Click Add. The page shown in the following figure appears.

1P Address : I

ml Cancel
Click Apply to apply the settings.
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3.4.4 Diagnostics

Choose Management > Diagnostic. The page shown in the
following figure appears. In this page, you can test the device.

maintenance

The DEL router Can test your DSL cormection. The individual tests ane ited below. 1F @ best deiplays a Fal status, oick the
P Dagrestic Tirst” button agarn 1o ko e th Gl status & cormstent,

WaAN Connection | pppas 0035 0 -| Retum Disgrostic Tests

Click Run Diagnostics Test to run diagnostics.

3.4.5 Log Configuration

Choose Management > Log Configuration. The System
Log page shown in the following figure appears.

malntenance

1f the log mode & enabled, tha system wil begn to log al the telectad events, If the sslacted mods s Tlemate” o “Both”,
events wil be sert (o the specifed 1P addess and LDP port of the remobe systog server. If the selected mode & Locd” or
“Both”, events will b recorded it local mormory,

Select the desred values and chk “Apohy™ to condigure the system log cotions.

Lo Configration
_ Matie; This wil not wiork: comectly if modam time & nat propery set! Flaase set it in "SatugyTime and Date™

- Enstie Log
l j'
—
—

Apply | Cancel | View System Log
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This page displays event log data in the chronological manner.

You can read the event log from the local host or send it to a

syslog server. Available event severity levels are as follows:

Emergency, Alert, Critical, Error, Warning, Notice,

Informational and Debugging. In this page, you can enable or

disable the system log function.

The procedure for logging the events is as follows:

Step 1 Select Enable Log.

Step 2 Select the display mode from the Mode drop-down
list.

Step 3 Enter the Server IP Address and Server UDP Port if
the Mode is set to Both or Remote.

Step 4 Click Apply to apply the settings.

Step 5 Click View System Log to view the detail information
of system log.

3.5 Status

You can view the system information and monitor device
performance.

3.5.1 Device Info

Choose Status > Device Info. The page shown in the
following figure appears.
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This Infcemiation refiects the CLEMENE Status of yoUr WAN connection.

Model hame :
Time and Date :
Firmware Yersion :

Internet Connection Status ; |pppos_0_0_35 0 ']
Internet Connection Status:

Delault Gateway:

Preferred Dns Server:

Alternate Dis Server:

Dowrestream Line Rate (Kbps):

Upstream Line Rate (Khps):

Enabled WAN Connections :

WPIYEL Service Name Protocol
035 Popos 0.0 35 0 PRROE
s b0 3501 BRIDGE

select wireless @ |edimar_ ¥
MAL Arddress:

Status:

Hetwork Nese (551D}
Widlaility:

Seumily Mo

MAC Address:
1P Address:

Subret Mask:
DHCP Server:

The page displays the summary
includes the information of firmware version, upstream rate,
downstream rate, uptime and Internet configuration (both
wireless and Ethernet statuses).
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3.5.2 Wireless Clients

Choose Status > Wireless Clients. The page shown in the
following page appears. The page displays authenticated
wireless stations and their statuses.

This puager shows authenticatid wirsless stations and ther stalus

Mac Avaiated Authorized SSID Interface

Rufresh I

3.5.3 DHCP Clients

Choose Status > DHCP Clients. The page shown in the
following page appears.

Thes information reflects the current CHCP dient of your modem.

Rafrezh

This page displays all client devices that obtain IP address
from the device. You can view the host name, IP address,
MAC address and expire time.
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3.5.4 Logs

Choose Status > Logs. The page shown in the following
figure appears.

This page Jkows YOU 10 View Syitem iogs.

Refresh j

Click Refresh to refresh the system log shown in the table.
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3.5.5 Statistics

Choose Status > Statistics. The page shown in the following
figure appears.

This Infoemation reflects the current, status of your OSL connection,

nterfao Received Trasemitted
Hyle ks Errs R drop Hyles PRls Ers Ixdrop
Lang A16TTS T o o HOESTE S667 (1] a
usEn o o n a
e 1FTC0G. 360 o o 13 172345 (1] 1]
Service VPI/WOL  Protoml  Recelved Transmitted
Bytes  Pkts Ems Ovops  Bytes Phkts  Ers Drops
popoe 0.0.35.0 LUES] FPROE
br 03501 oS BRIDGE
Mo ]
Typu: 0
Line Coding: Eriabiy
Sratus: ACTIVATING.
Downstream upstraam
SR Mangin (di): 0.0 0.0
Attenwation (di): [} oo
Output Power {dism]): oo 0.0
Attainable Rate (Kbps): o a
Rate (Kbps): o a
D {interleave depth): ] o
Delay (msec): a o
HEC Errors: o o
OCD Errowst o o
LED Errors: ] o
Total ES o o

This page displays the statistics of the network and data
transfer. This information helps technicians to identify if the
device is functioning properly. The information does not affect
the functionality of the device.
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3.5.6 Route Info

Choose Status > Route Info. The page shown in the
following figure appears.

Flages L= up, |- rajact, G - gataway, H - hodt, B - ranctate [ - dynames (redeact ), M - modfiad (redract).

Destination Gateway Subnet Mask Flags Metric Service Interface
192.168.2.0 0.000 232552550 u o o brl
192.168.1.0 0.0.0.0 2552552550 u o o 1

The table shows a list of destination routes commonly
accessed by the network.
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Federal Communication Commission Interference
Statement

This equipment has been tested and found to comply with

the limits for a Class B digital device, pursuant to Part 15 of

FCC Rules. These Ilimits are designed to provide

reasonable protection against harmful interference in a

residential installation. This equipment generates, uses, and

can radiate radio frequency energy and, if not installed and

used in accordance with the instructions, may cause harmful

interference to radio communications.

However, there is no guarantee that interference will not

occur in a particular installation. If this equipment does

cause harmful interference to radio or television reception,

which can be determined by turning the equipment off and

on, the user is encouraged to try to correct the interference

by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and

receiver.

3. Connect the equipment into an outlet on a circuit different
from that to which the receiver is connected.

4. Consult the dealer or an experienced radio technician for

help.

FCC Caution

This device and its antenna must not be co-located or

operating in conjunction with any other antenna or

transmitter.

This device complies with Part 15 of the FCC Rules.

Operation is subject to the following two conditions: (1) this

device may not cause harmful interference, and (2) this

device must accept any interference received, including

interference that may cause undesired operation.

Any changes or modifications not expressly approved by the

party responsible for compliance could void the authority to

operate equipment.
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Federal Communications Commission (FCC) Radiation
Exposure Statement

This equipment must be installed and operated in
accordance with provided instructions and a minimum 20 cm
spacing must be provided between computer mounted
antenna and person’s body (excluding extremities of hands,
wrist and feet) during wireless modes of operation.

The equipment version marketed in US is restricted to
usage of the channels 1-11 only.

R&TTE Compliance Statement

This equipment complies with all the requirements of
DIRECTIVE 1999/5/EC OF THE EUROPEAN PARLIAMENT
AND THE COUNCIL of March 9, 1999 on radio equipment
and telecommunication terminal Equipment and the mutual
recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive
98/13/EEC (Telecommunications Terminal Equipment and
Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the
safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and
static electricity when working with electrical equipment. All
guidelines of this and of the computer manufacture must
therefore be allowed at all times to ensure the safe use of
the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for home and
office use in Austria, Belgium, Denmark, Finland, France,
Germany, Greece, Ireland, Italy, Luxembourg, Bulgaria,
Cyprus, Czech Republic, Estonia, Hungary, Latvia, Lithuania,
Malta, Poland, Romania, Slovakia, Slovenia, the
Netherlands, Portugal, Spain, Sweden, and the United
Kingdom.

The ETSI version of this device is also authorized for use in
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EFTA member states: Iceland, Liechtenstein, Norway, and
Switzerland.

EU Countries not intended for use

None

A declaration of conformity is available on www.edimax.com

(COFEO..C
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