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1. Product Overview

Thank you for purchasing the HooToo 300M Mini Router. Please read this
manual carefully and keep it in a safe place for future reference. If you
need any further assistance, please contact our customer support team
or email us at support@hootoo.com.

1.1 Product Features

e Complies With IEEE802.11b/g/n, IEEE802.3 & 802.3u Standards

e 2x10/100M LAN Ports, 1 x WAN Port, & Wireless-N AP

* Operation Mode: Router / WISP

* Connection Type : PPPOE, Static IP, and Dynamic IP Connection
Type

e Security Features Such As IP, MAC, and Domain Filtering

*  With WEP, WPA-PSK, and WPA2-PSK Encryption Security

*  Web-based Management

e 5dBi x 2 Omni-Directional Antenna

1.2 Package Contents

. 1 x HooToo 300M Mini Router

A
B. 1 x Ethernet Cable
C. 1 x Power Adapter
D. 1 x User Guide
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1.3 Product Diagram
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1.4 LED Indicator

The LED indicator displays information about the device status.

LEDs Names Status Indications
Blinking | The router is booting or upgrading.
System LED Solid The router has booted.
Off Power is off or the router has not
booted.
o The wireless function has been
7~ Blinking bled
enabled.
/=\" | WiFi LED , :
@ Off The wireless function has been
disabled.
) Connected to the internet but
Solid . .
inaccessible.
O Internet o Connected to the internet and
LED Blinking _
accessible.
Off Not connected to the internet.
Off No device is connected to the
Ethernet Ethernet (1/2) port.
k= | LED o Device(s) connected to the Ethernet
Blinking
(1/2) port(s).
WPS button on the router is pressed
Blinking and the router is trying to connect a
‘, WPS LED wireless device to its network via WPS.
Solid The connection via WPS is successful.
Off The connection via WPS falils.
1.5 Physical Interface
Port/Button Description
WAN Internet port connecting to a DSL/Cable modem or
ISP directly.
LAN 1-2 For connection to a computer or router.
Pressing this button for 7 seconds restores the device
RESET/WPS to factory default settings.
Press WPS button for 2 seconds and release; WPS




function will start working for 2 minutes.

PWR

Power Adapter.
Don’t use a different power adapter than the
included one.

2. Connection

2.1 Hardware Connection

Please follow the following steps to set up the router:

1. Please connect your modem to the router's WAN port via the
Ethernet cable.

2. Use another cable to connect your computer’s Ethernet port with
the router LAN port.

3. Connect the router power adapter.

Power adapter

Power
adapter

Connect to the
computer

Infernet

Note: Before connecting, please make sure that you can surf the
internet on your computer.




2.2 PC TCP/IP Settings

Prior to logging into the router, please make sure your computer is set to
"Obtain an IP address automatically" and "Obtain DNS server address
automatically" (from the device).

1. Click Start, then select Control Panel.

‘ Getting Started

>
s / Paint
9 Windows Media Center

x J Calculator

Sticky Notes

{ ‘}& Smipping Tool

""- Remote Desktop Connection
29

% Magnifier

.tfl Solitaire

» All Programs

> - |

> TendaWin7x64en

Documents

Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

2. Click Network and Internet.

5 » Control Panel »

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

View network status and tasks
iChoose homegroup and sharing options

rNetwork and Internet
&l
)

/ Hardware and Sound
View devices and printers

Add a device
E—F Programs
k L ! Uninstall a program

View by:

Category ~

User Accounts and Family Safety
'_'_jl‘ Add or remove user accounts
B Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resclution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display



3. Click Network and Sharing Center.
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Prigiarni
Irtérre Dptong
A and Famidy: P
I.'w“ 5 S FZ| Change s bomapage  Manage brvear add-ce
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4. Click Change Adapter Settings.
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- -
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5. Click Local Area Connection and select Properties.

=
Local*—
Conn % Disable
Status
Diagnose
| & Eridge Connections
Create Shortcut
Delete
& Rename

:d Properties I




6. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

W Local Area Connection Properties | S
Networking
Connect using:
&¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

% Client for Microsoft Networks

i QoS Packet Scheduler

vl File and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TCP/IPv6)

S Intemet Protocol Version 4 (TCP/IPv4) |

] -a. Link-Layer Topology Discovery Mapper 1/0 Driver
M -2 Link-Layer Topology Discovery Responder

D o

wide area network protocol that provides communication
across diverse interconnected networks.

7. Select Obtain an IP address automatically and click OK.

Internet Protocol Version 4 (TCP/IPv4) Properties m

General | Alternate Configuration |

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

[9 Obtain an IP address automatically J
() Use the following IP address:

IP ad

Subnet mask:

Default gateway

[o Obtain DNS server address automatically ]

(7) Use the following DNS server addresses
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

8. Click OK on the Local Area Connection Properties window to save
your settings.



3. Log Into The Router

3.1. LogIn

To access the Router’s Web-based Utility, launch a web browser (such
as Internet Explorer or Firefox) and enter http://10.10.10.252 into your
browser address bar. Press “Enter”.

e http://10.10.10.252/main.asp

The system will automatically display the login page. Please enter the
correct password (default password is admin) and click the Login
button or press “Enter”.

Please sign in

English -

Note: Password is case sensitive. The default password is admin.

3.2. Webpage Layout

After the first-time login or initial password setup, the system will display
the router web page. Router settings can be viewed and modified here.
The web page is structured into Primary & Secondary Navigation,
Configuration, and Help sections.



QuickSetup

Piease select operation mode kr CPE
® Rouler Wired
WISP Wi

Help

Router:The Elhemet port wil
Benave as 3 WAN port for
wiresd connection ko ADSL of
Cable modem. The NAT routing
Wil B periormed bietween the
WAN and WLAN. Making 1P
sharing possible

NEXT
WISF:In this mode, the AF will

behave as chient In aodmon,
routar function i aded
between the wireless WAN
3ade and ihe CInemel LAN
side Therefore, the WISP
SubSCTIDEr can Share e WISF
conmectin wilhoat 1he need of
extra router.

The four settings:

No. Name Introductions
Primary The navigation bar is organized in
1 Navigation multiple tabs. Once a function menu has
been selected from the navigation batrr,
5 Secondary the results will be displayed in the
Navigation Configuration area.
3 Configuration To configure and view settings.
Shows help/information on the current
4 Help
page.

3.3. Commonly Used Webpage Elements

Common Elements

Introductions

Release To release the WAN IP address information.
Renew To obtain the WAN IP address information again.
Save To save the current configuration page.

Cancel To cancel the current configuration page.

Add To add settings to the list.

Delete To delete the selected rules.

Refresh To refresh the current page.




4. Features & Configuration

4.1.Quick Setup

QuickSetup Help

Router:The Elhemet part will

Betave a5 @ WAN port for

wired connection to ADSL or

Cabile modem. The NAT routing

O WISP Wirsessly connect 1o 1SP SlalionTotspot o share Mbermet 1o local wirehzss and wirned network. will be: performed between the
WAN ard WLAN. Making 1P
sharing passibke

WISP:In this mode, the AP will

behave as client In addition,
rowter unclion is agded
Detween the wirehess WAN
5a0¢ and the Emhernet LAN
side, Tnerefore, the WISP
subscribes can share e WISP
connection without the need of
exlra rouler.

Please sehect operation mode fer CPE

& Router 'Wired connect io ADSLICatNE MooLm via WAN port and share Internet 1o local wireless and wired netwark

Router: The Ethernet port will behave as a WAN port for a wired
connection to an ADSL or Cable modem. The NAT routing will be
performed between the WAN and WLAN to make IP sharing possible.

WISP: In this mode, the AP will behave as a client. The router function will
also be added between the wireless WAN side and the Ethernet LAN
side. Therefore, the WISP subscriber can share the WISP connection
without the need for an extra router.
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4.1.1. Router

In Router mode, a wired connection can be made to an ADSL or Cable
Modem via the WAN port to share the Internet to local wireless and
wired networks.

1. If you want to set the adapter in Router mode, choose Router, and
then click the “NEXT” button.

QuickSetup Help

Router:The Elhemet part will

Betave a5 @ WAN port for

wired connection to ADSL or

Cabile modem. The NAT routing

O WISP Wirskessly connect 1o 1SP SlalionMotspot o share imbermel 1o local wirehsss and wirned network. will be: performed between the
WAN ard WLAN. Making 1P
sharing passibke

WISP:In this mode, the AP will

behave as client In addition,
rowter unclion is agded
Detween the wirehess WAN
S43¢ and the Emhemet LAN
side Therefore, the WISP
subscribes can share e WISP
connection without the need of
exlra rouler

Please sehect operation mode fer CPE

& Router Wired connect io ADSLICabiE Mooem via WAN port and share Inbernet 1 local wireless and wined netwark

2. Choose the connection type then click the “NEXT” button.

WAN Settings Help

Router:The Ethemet port will
benhave a3 a8 WAN por far

Please select WAN connection fype then enfer the PPPoE acount or P address provided by ISP, and click Next i continue

Connection Type Dyniamec 1P ﬂ wired connection o ADSL or
Cabile mestem. The NAT routing
will e pertormed between the
WAN and WLAN. Making IF

Back sharing possible

WISP:In this mode, the AF will
behave as client In aodtion,
router function is added
between the wireless WAN
side and the Ciherne! LAN
e Therefore, the WISP
subscrber can share the WISP
connection without the need of
exira router

Static IP: If your broadband ISP provides you a static IP, please select
Static IP mode.
Dynamic IP: If your ISP uses DHCP server, please select DHCP and your
ISP will automatically assign these values to you (includes
the DNS server).

11



PPPOE: Inquire with your ISP to make sure you can use PPPOE. Enter your

username and password provided by your ISP.

3. In Wireless Settings, set the wireless name and wireless password for
your local network. Then click the “NEXT” button. You have
configured the adapter to work as a router. Click the “Save” button

to confirm the settings.

Wireless Settings

This Secion i5 used 1o SeT wirehess Network Name and wirehss passwornd 107 your jcal network piease remember he will password.

ssID HT_BOCBAS
Channed AutoSelect |
Securty Mode Disabie v

-

Congratulations!

You are configuning the device o work as Router made i you have confirmed seftings. please click Save to reboat the device and
Activate ihe congmuration

e

4.1.2. WISP

——

Help

Router: The ENemet part wil
Benave 3s a WAN port for
wired connection to ADSL or
Cable modem The NAT routing
will e pertormed between the
WAN ardd WLAN. Making 1P
Shanng possibe.

WISP:In Wi maode, e AP will
behave as chent In aoddion,
Fouter function ts added
Detween the wireless WAN
side and the Ethemet LAN
side Therefore, the WISP
SUbSCHIDeT can share the WISP
connection without the need ot
exra router,

Router:The Ethemet port will
benave a5 3 WAN port for
wired connection o ADSL or
Cable mosiem. The MAT rouling
will e pertormed between the
WAN and WLAN. Making IF
snaring possible.

WISP:In this mode, the AF will
behave as client In aodtion,
rouster funclion is added
between the wireless WAN
side and the Ciherne! LAN
e Therefore, the WISP
subscrber can share the WISP
connection without the need of
exira router

In WISP mode, wirelessly connect to an ISP station/hotspot to share

Internet to local wireless and wired networks.

1. If you want to set the adapter in WISP mode, choose WISP, then

click the “NEXT” button.

12



QuickSetup

Please seiect operation mode for CPE

[ Router wined connect 1o ADSLCaBe Modem via WAN port and share Intemnet 1o 0cal wireless and wited network
W1 WISP wWiredessly connect 10 159 stationTolspol b share intemet 1o lacal wireless and wined network

Help

Router: The EMemel part wil
Behave 35 3 WAN podt for
wired connection to ADSL or
Cabile modem The NAT routing
will be peroimed Detween the
VAN and WLAN. Making 1P
Shanng possivke

WISP:In this mode, the AP will
behave as chent In aoabion,
FOUAET TURChion 15 added
Detween the wireless WAN
side and the Ethemet LAN
side Therefore, the WISP
SubsCribes Can shane the WISP
connection without the need of
eodra router.

2. Click Open Scan to search for a Wi-Fi signal. Select your Wi-Fi and
enter the password, then click NEXT.

Remote Settings

1o continue,
Remaobe 5510
Channed
Secwity Mode
Remote Settings
1o continue:
Remate SSI0
channi
Security Mode
Choose 58D
(=] Sumvasay-Office
(e} WO_Sunvalley-Guest

AutaSeect

Disable

AutoSeect

Disatie

MAC Channel
dececl Y2870 5
deocect BH2ET 5

13

Please switch on Scan bution of chok Rescan 1o Scan Me winskess signal, Men seiect the remole AF you want 1o connect, and cick Nex

[+l

Plaase swiich on Scan bufion of click Rescan 1o scan e wirgless signal. than salect the remate AP you wani 1o connect. and click Next

WPAZPSKIAES

WRAZPSIJAES

AL AR

Help

Router: The EMemel part wil
Behave 35 3 WAN podt for
wired connection to ADSL or
Cabile modem The NAT routing
will be peroimed Detween the
VAN and WLAN. Making 1P
Shanng possivke

WISP:In this mode, the AP will
behave as chent In aoabion,
FOUAET TURChion 15 added
Detween the wireless WAN
sikie and the Ethernet LAN
side Therefore, the WISP
SubsCribes Can shane the WISP
connection without the need of
eodra router.

Help

Router:The Ethemat part wil
benave a3 & WAN port for
wired connection b ADSL of
Cabhe modem. The NAT rouling
will be: periommed between the
WAN and WLAN. Making IP
anaring passibie

WISP:IN this mode, the AP will
behave as client In addnion,
router funclion is added
Detween the wirchess WAN
sace and the Etherniet LAN
sade Therefore, the WISF
subscriber can share the WISP
connection without the need af
erfra router



Remote Settings Help

Please switch on Scan bution o click Rescan 1o scan e wireless Signal, then select the remate AP you want to connect, and click Next Router:The Ethemet port wil

behave as 3 WAN port for
o oo wired connection b ADSL or

Remate SSI0 NETGEARE? Cable modem. The NAT rouling
Will De pertormed between the
WAN and WLAN. Making IF

Channet 2462MHE (Channel 11) _ﬂ snarning possible.

Secusity Mode | WPAZ - Pessonal I~ WISEAR Ihe ik e A=Wl
behave as client In aodition,
router function is added

WPA Algoritnms. ® AES [ TKIP between the wireless WAN
sk ared W Eterned LAN

Pass Phrase ssssssssnne side Theneore, the WISE
subscriber can share the WISP
connection without the need of
A FOUer
Back
Choose £8I0 MaC Channel Security signal v

3. Setthe Pass Phrase (password) of the Wi-Fi of the adapter, then click
the “NEXT” button.

Wireless Settings Help

Router:Tne Ethamet port will
behonve as 2 WAN port for
saip HT_BoCEAS Wit Connection to ADSL of
Cabhe modem. The MAT routing
- will Be perormed between the
Channl 2420z (Channel 11} [~ WAN and WLAN. Making 1B
sharing possible

This sector is used bo sel wireless network name and wireless password for your focal network please remember the will password

: M Disable
Security Mooe . .'VJ WISP:In this mode, the AR will

behave as clhient In addition,
roUter function i added
Between the wireless WAN
sicle and the Etherned LAN
side Theretore, e WISP
subscriber can share the WiS?
connection without the need of
exira router.

Back

14



4. You are configuring the device to work in WISP mode. If you have
confirmed the settings, please click the “Save” button to reboot the
device and activate the configurations.

Congratulations! Help

Router:The Ethemet port will
Dehave as @ WAN port for
wired connection 1o ADSL or

You are conliguring the device 1o work as WISP mode . I you have confiemed settings, please click Save to rebool the device and
activate Ihe congluration
Cabie modem. The NAT routing,

will De: perfoamed between the
Back m WAN and WLAN. Making 1P
sharing passibke

WISP:In this mode, the AP will
behave as client In addition,
rowter unclion is agded
Detween the wirehess WAN
S43¢ and the Emhemet LAN
side, Tnerefore, the WISP
subscribes can share e WISP
connection without the need of
exlra rouler.

4.2. System Status

4.2.1. System Status

System Status Help
Running Time: Time eligsed
Connected Chents 1 SINCE OUTET IS power on

System Version: Cumenl
SYSlem Dmware version

Sysbem Version HT-HDOOSHO12VDOTRO0TCD B242_ML

P Running Time  Ocay(s)i0:11.40

Wirgless Status System Time 01-01-2015 Thu 081140

Connected Clients: Displays the number of connected clients.
System Version: Displays the current system version.
Running Time: Total time the device has been turned on.

15



4.2.2. WAN Status

Network Status Help

Cannection Type: Curment
Connection Type  Dynamic 1P WAN Acoess bype

Connection Duration: Time
elagsed since last successiul
ISP conmection

Connection Stalus. Disconnect

WAN MAC Address. 0016 FB B0 CE AR
WAN MAC Address: MAC

anaress providid by the ISP
WANIP 0000

Subnet Mask 0000

Gateway  0.0.0.0

Primary DNS Server 0000

Secondary DNS Server 0000

Connaction Duration  Oday(=00:00:00

Connection Type: Displays the current access mode WAN port.
Connection Status: It displays the connection status.

WAN MAC Address: It displays the Adapter’s WAN MAC address

WAN IP: IP Address obtained from ISP.

Subnet Mask: Obtained from ISP.

Gateway: Obtained from ISP.

Primary DNS Server: Obtained from ISP.

Second DNS Server: Obtained from ISP.

Connection Duration: Amount of time the device has been connected.

4.2.3. LAN Status

LAN Status Help
DHCP Server: Enabled by
P Address 10.10.10.252 R
s
i

Subnet Mask 2552552550
DHCP Server  Enable

LAN MAC Address 0016 FBBO.CEAA

e

IP address: The Router’s LAN IP address (not your PC’s IP address). The
default value is 10.10.10.252; you can change it when necessary.

16



Subnet Mask: The Router’s LAN subnet mask. The default value is
255.255.255.0

DHCP Server: If the router is a DHCP server, it will show as enabled.
Otherwise it will be disabled.

LAN MAC Address: It displays the Adapter’s LAN MAC address.

4.2.4. Wireless Status

This section displays the device’s wireless information.

u:
EI
8]
0

Wireless Status Help

S5ID Name HT_BOCGAS Infarmati 0N

e e BSSID  001GFBBOCEAR
WAN Status

Channed  AutoSelect

Secwnity Mode Disabie

4.3. Network Settings

Network Settings are only available in Router Mode. Set up Network only
when system is in Router Mode.

This section includes: LAN Settings, WAN Settings, MAC Clone.

* To change the device login IP address, see LAN Settings.

* To set up the Internet connection, see WAN Settings.

* To clone MAC address, see MAC Address Clone.

4.3.1. WAN Settings

Here you can configure your Internet connection settings. First, select

internet connection type:

A. Select PPPOE if your ISP uses a PPPOE connection and gives you a
PPPOE user name and a PPPOE password.

B. Select Static IP if your ISP provides you with fixed or static IP address
settings (special deployment by ISP).

C. Select Dynamic IP if you can access Internet simply by directly

17



connecting your computer to an Internet-enabled ADSL/Cable
modem without configuring any settings.

Different connection types will have a different configuration:

PPPOE
HooToo

WAN Settings Help

Static IP; Static IP address
Connection Type PPPOE hed provided by your ISP

Dynamic IP: Select If your ISP
.......... cally assign P
address 1o you

Useriame

VAN Parmmegers PPPoE: Select if yous ISP uses
PPPoE. Usernanme and
PESSWOID ane proviced Dy your
BP

MAC Aodress Clone MiU 1452

MTU: Enter the MTU value for

m Cancal DO Connection, if you arn:
not chear, use the defaut

PPPoOE Configuration:

Internet Connection Type: PPPOE.
Username: ISP login name.
Password: ISP login password.
Click Save to save your settings.

P wnNPE

Note:

MTU: The MTU (maximum transmission unit) is the largest data packet a
network device transmits. The normal MTU value for most Ethernet
networks is 1500 bytes, or 1492 bytes for PPPOE connections. For some
ISPs, you might need to change the MTU. This should not be done unless
it is necessary for your ISP connection.

18



Static IP
HooToo

WAN Settings Help
Static 1P; Static 1P address
Connection Type Static 1P vl provided by your 159
Dynamic IP: Seiact if your ISP
— TR noEn automatically assign IP
1S s address 10 you
5 ” 1 Subnet Mask 0,000
WAN Parameters PPPoE: Sedect if your 15P uses
PPPOE. Ustrnarme and
MALC Aodress Clone Gateway ooon

PAsEWOrd ane provided by your
56

Primary DNS Server 0.000
MTU: Enter the MTU vate for

DO Connection, if you arn:

Secondary DNS Server agoo Nt ciear, use the defaul
MTU 1500
(Detault 1500)
B o

Static IP Configuration:
1. Connection Type: Static IP.

2. |P Address/Subnet Mask/Gateway/Primary DNS Server/Secondary
DNS Server: ISP information.

3. Click Save to save your settings.

Dynamic IP
HooToo

WAN Settings Help
Static IP: Stalic IP adaress
Connection Type Dynamic 1P | provided by your ISP

Dynamic IP: Seict if your ISP

— automatically assign 1P
acdress 10 you
WAN Paramelers PPPOE: Sedect if your ISP uses
i R Cannl PRAOE Usemame and
MAC Address Clone m PASSWON AME provissd by your

5P

MTU: Enter the MTLI value for
network conmection, if you ane
nod chear, use e defaull

Dynamic IP Configuration:

Connection Type: Dynamic IP.

1. Click Save to save your settings.

Note: An incorrect MTU value may cause Internet communication

problems. For example, you may be unable to access certain websites,

frames within websites, secure login pages, or FTP or POP servers. It is
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recommended to use the default MTU value. In case any of the
following circumstances occurs, you may modify the MTU value.

* You have problems connecting to your ISP or other Internet service,
and either your ISP or our technical support suggests changing the
MTU value.

* You use a VPN and encounter serious performance problems.

* You used a program to optimize MTU performance, and you have
connectivity or performance problems.

* If you suspect an MTU problem, try changing the MTU to 1400. If this does
not help, gradually reduce the MTU from the maximum value 1500
until the issue disappears.

The common MTU sizes and applications are listed in the table below.

MTU Application
1500 Typical for connections that do not use PPPOE or a VPN.
1492 Used in PPPOE environments.
1472 Maximum size to use for pinging.
(Larger packets are fragmented)
1468 Used in some DHCP environments.
1436 Used in PPTP environments or with a VPN.

4.3.2. MAC Address Clone

Some ISPs (Internet Service Providers) require the end user's MAC
address to access their network. This feature copies your current PC
MAC address onto the router.

MAC Address Clone Help

MAC Address clone: Some
MAL Adress: 0016 FBBOCEAD [ECh 5 MAG

MAL addn
s F .
WAN Setlings Reslore to Faclory Defaull MAC Clone MAC device 1o e router
WAN Parameters MAC Address: The MAC
a00ress 10 regster wilh your
(=0

m Cancel Restors Defauit MAC:

Restore the MAC address
prowided by the manufacturer.

Clone MAC: Fegister your
MAL address.
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Restore Default MAC

Router WAN MAC factory reset.

Clone MAC

your ISP.

Click this button to copy your PC MAC
address onto the router. You can also
manually enter the MAC address that you
want to use. Note that itis necessary to use a
computer whose MAC address is allowed by

e Torestore default MAC address:
1. Click Restore Default MAC.
2. Click Save to save your settings.

* To copy your PC MAC address onto the router.
1. Click Clone MAC.
2. Click Save to save your settings.

* To manually enter the MAC address allowed by your ISP:
1. Enter the MAC address allowed by your ISP.

2. Click Save to s

4.4. WLAN Settings

4.4.1 Basic Settings

ave your settings.

Here you can configure the basic wireless settings of the router.

HooToo

Basic Se

ttings
Wireless A Enable
Network Mode #1bigin mixed mode |
SSID HT_BOCGAS

Broadcasiis=i0) ® Enabée (O Disable

BSSID 0016 FBBO.CE AR

Channed AutoSedect |
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must to enter

Channel: Select one from 11
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the same channel as oiher
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Network Mode: Select a correct mode according to your wireless
clients.

SSID: This is the public name of your wireless network.

BSSID: This is the MAC address of the device wireless interface.

SSID Broadcast: This option allows you to have your network names
(SSIDs) publicly broadcast/hidden.

Channel: Manually select a channel or select Auto for the system to
automatically select one for your wireless networks to operate on. The
best choice would be a channel that is the least used by neighboring
networks.

Channel Bandwidth: Select a proper channel bandwidth to enhance
wireless performance. This option is available only in 802.11b/g/n.
Extension Channel: This is used to ensure N speeds for 802.11n devices
on the network. This option is available only in 11b/g/n mixed mode with
a channel bandwidth of 20/40.

Note: If you are not an advanced user, it is advisable to only change
the SSID (name of the network) and the channel and leave the other
parameters unaltered.

4.4.2 Security Settings

Here you can define a security key to secure your wireless network
against unauthorized connections.

Security Settings

Security Mode Drsatie v
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Security Mode:

1. Disable: If you want to allow all wireless clients to join your wireless
network.

2. WPA-Personal: WPA personal, supports AES and TKIP cipher types.

3. WPA2-Personal: WPA2 personal, supports AES, TKIP, and TKIP+AES
cipher types.

4. Mixed WPA/WPA2-PSK: If selected, both WPA-PSK and WPA2-PSK
secured wireless clients can join your wireless network.

WPA cipher type:

1. AES: If selected, wireless speed can reach up to 300Mbps.

2. TKIP: If selected, wireless speed can reach up to 54Mbps.

3. TKIP+AES: If selected, both AES and TKIP secured wireless clients can
join your wireless network.

Key Renewal Interval: Enter a valid time period for the key to be

changed.

4.4.3 WPS Settings

Choose PIN or PBC for improved Wi-Fi protection.
HooToo

WPS Config Help
- You Could SEUR Securily Casgy
WFS Settings.  [] Enabie by ehaosing PBC method 1o do
WI-FI Protected Sefup.

E3 -~

Basic Settings

Secunty Senlings

Access Control

Connection Slalus
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4.4.4 Access Control

The Wireless Access Control is based on the MAC address of the wireless
adapter to determine whether it communicates with the Router or not.

HooToo

Wireless Access Control Help

The Wirelass Access Control i

MAC Address Filter on ﬂ based on the MAC address af
he wireless adapler o
deternmine whther i
COMMUNICAIES With the Router

Cancel
m or not Sedect “Off 10 disable
i Setlings this function, Sesect “Allow” or
"Block” 1o enabie this function

Security Setlings

Select "Off" to disable this function.
Select "Allow" or "Block" to enable this function.

4.45 Connection Status

Here you can see a list of the wireless devices connected to the router.

HooToo

Wireless Connection Status Help

MAC Address: MAC akdress
of connectsd devices

The Curment Wingless Access List SEEETE]

Bandwidth: The wisth of

N MAC Bandwidth
channel frequency

R Seflings
Security Seflings

WPS Settings.

MAC Address: Shows the connecting PC's MAC address.
Bandwidth: The width of the channel frequency.

Note: The bandwidth refers to the channel bandwidth instead of the
wireless connection rate. This page informs you if there are unauthorized
connections to your wireless network by viewing the wireless client list.
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4.5. LAN Settings

4.5.1. LAN Settings

Here you can configure the LAN IP Address and Subnet Mask. This IP
address is used to access the device settings through a web browser.
Make sure to keep track of any changes you apply to this page.

HooToo

LAN Settings Help

MAC Address: LAN MAC
MAC Aodress WOIEFEBOCEAA addeess for the router

IP Address: IP address fof e

1P Adkdre: 10.10 10 252
ikiress. router (defaull is 1010 10 252)

Subnet Mask 25652552560 Subnet Mask: Subnet mask
(default is 255 255 255.0).

DHEP Serves E et

DHCP List & Banding

Configuration Procedure:

1. Change the IP address to the one you wish to use, for example
10.10.10.252.

2. Click Save to save your settings.

Note:

1. Default IP address and subnet mask are, respectively, 10.10.10.252
and 255.255.255.0.

2. Make sure to keep track of any changes you apply to this page. If
you change the Router LAN IP address, it is necessary to connect to
the new IP address and log in again. Also, you must set the default
gateway addresses of all LAN PCs to this new IP address.

3. The router LAN IP address and WAN IP address cannot be on the
same IP segment. If they are then the router will not be able to
access the Internet.
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4.5.2. DHCP Server

Here you can change the DHCP IP address pool and lease time.

HooToo

- IS -
DHCP automatically allocate P
DHCP Server B Enable Aodress 10 conmecied duvices
Start IP Address fo1010 100
End IP Andress 101010 200
LAN Seflings Leasa Time One day w
DHCP List & Banding Canout

DHCP Server Configuration:

1. DHCP Server: Enable/disable the DHCP server.

2. Start IP/End IP: Specify Start/End IP addresses of the IP address pool.
These addresses should be part of the same IP address subnet as the
router LAN IP address.

3. Lease Time: Time length for the IP address to be assigned to each
device before it is refreshed.

4. Click Save to save your settings.

Note:

1. By default, the router performs as a DHCP server. Do not disable the
DHCP server feature unless you want to manually configure TCP/IP
settings for all PCs on your LAN.

2. Lease time will be renewed automatically upon expiration. No
additional configuration are needed.

3. If you are not an advanced user, the default DHCP server settings

are recommended.
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4.5.3. DHCP List & Binding

Here you can view the DHCP dynamic client list: host name, IP address,
MAC address, and lease time information.

HooToo
LAN Setlings NO. P Address MAC Address IP-MAC bind Dalete

Host Name IP Address MAC Address Lease

DHCP List&Binding Help

You can add MAL address and
IP Agdress. 10.10,10. check the curment kst of
connecied device MAC
aodresses on the DHCP
sarver

MAC Address

DHEP Server

helen-chen 1010 10 100 BB2ATZFT B2 50 233756
androdd-ibaad42Be 3245 10.10.10.901 COEEFBSE99C 233756
ANIrokL-ce2TTI207 367108 10.10.10.102 1HAIBLTI9B 2D 233756

HUAWEI_P3 10.10.10.903 BC 75 146760:9C 233756

| T
o - |
Note:

1. You can know whether there are unauthorized connections by
viewing the client list.

2. You can specify a reserved IP address for a PC in the LAN. That PC
will always receive the same IP address each time it accesses the
DHCP server. Reserved IP addresses can be assigned to servers that
require permanent IP settings.

3. If the IP address you have reserved for your PC is currently used by
another client, then you will not be able to obtain a new IP address
from the device DHCP server, instead, you will have to manually
specify a different IP address for your PC to access the Internet.

For PCs that have already obtained IP addresses, you may need to
perform the Repair action to activate the configured static IP addresses.

4.6 Expert Settings

4.6.1 URL Filter

This section is to set URL filtering access. Check the checkbox to enable
this function. Select one policy from the drop-down menu and enter a
policy name in the field. You can set the access restriction parameters
(e.g. the fixed IP range, times, and days).
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URL Filter Help

Nate: Time 00 - 0'0 means 24
Frenng Seting [ Enabie hours.

-

Port Range

DMZ Seltings.
ooNs
Remote WEB

WAN Ping

4.6.2 Port Range

Port range allows you to share resources on your PC with your friends
who are not in your LAN. By default, the router's firewall blocks inbound
traffic from the Internet to your computer except for the replies to the
outbound traffic. You can use the port forwarding feature to create
exceptions to this rule so that your friends can access these files from
external networks.

When accessing your PC from the Internet, type
"protocol://xxx.xxx.xxx.xxx:port number" into your browser’s address bar.
The protocol and port are the ones used by the service, whereas

XXX XXX XXX XXX" IS the WAN IP address of your router. For example, a FTP
server uses the ftp protocol and 21 (standard port number).

HooToo

Virtual Server Help

StarvEnd Port: Spicily e
[ start Por-End Port To IP Address. Pratocol Enable Delete range ofexiemal pors 10 be
used for server of Intermet
10.10.10 Ter v s a apphcation

» IP Address: P aodress of e
2 101010 ToR vl u -' PCho 561 the apphcation

a S o o o Protocol: Select ihe protocol
. [ (TCPIUDPIBOIN) for the

URL Filter application

4 " 10.10.10. ce (v

5 5 10.10:10 teR v o o

10.10.10, TCP
Remole WEB

WAN P
" Well-known Service Porl  DNS(53) ot | Acd o 1 ¥

el
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Start/End Port: Enter the start/end port number within the ranges
forwarded from the external ports to set the server or Internet
applications.

IP Address: Enter the IP address of the PC where you want to set the
applications.

Protocol: Select the protocol (TCP/UDP/Both) for the application.
Enable: Activate this rule.

Note:

1. Make sure your WAN IP address (Internet IP address) is a public IP
address. Private IP addresses are not routed on the Internet.

2. Make sure you enter the correct service port numbers.

3. To ensure that your server computer always has the same IP
address, assign a static IP address to your PC.

4. Operating System built-in firewall and some anti-virus programs
may block other PCs from accessing resources on your PC. So it is
advisable to disable them before using this feature.

When finished, click Save to save your settings.

For example: if your WAN IP address is 202.33.56.88, when accessing
your FTP server from external network, your friends only need to enter
ftp://202.33.56.88:21 in their browsers.

4.6.3 DMLZ Settings

The DMZ function allows one computer in the LAN to be exposed to the
Internet for a special-purpose service such as online gaming or video
conferencing.

HooToo

DMZ Host

DMZ Host  [] Enatbie

DMZ Host IP: The IP address

of th aocessibie device

URL Filter

Port Range

DONS
Remole WED

WAN Ping

<
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DMZ Host IP: The IP address of the computer you want to expose.

4.6.4 DDNS

The router supports DDNS (Dynamic Domain Name System). This is used
to assign a fixed host and domain name to a dynamic Internet IP
address and FTP server. To activate this function, check "Enable" and
sign into the DDNS service provider.

HooToo

DDNS Help

Click to enable DDNS
DONS Service [ Enable (Dynamic Damain Name
System) Username, passwornd,
and gomain namse are provided
by DDNS service provider

E3 o

URL Filtas

For Range

4.6.5 Remote WEB

By selecting "Enable" you allow the network administrator to manage
the router remotely.

HooToo

Remote Web Management Help

Enati 1o allow e AEwork
Management ] Enabie aaministrator 1o manage e
FOUteT remately
Port B000 (1024-55535)
Port: The management por to
be open to cutside access. The

defaull value is B080
B3 o

URL Filter
Port Range

DMZ Sattings

Enable: Check to enable the Remote Web Management feature.
Port: The management port grants external access. The default setting is
8080. This can be changed.
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Note:

1. For better security, configure a port number from 1025 to 65535 as a
remote web management interface. Do not use the number of any
common service port (1-1024).

2. Make sure your WAN IP address (Internet IP address) is a public IP
address. Private IP addresses are not routed to the Internet.

3. Itis unsafe to make your router remotely accessible from all PCs on
the external network. For better security, we suggest that you only

enter the IP address of the PC for remote management.

4.6.6 WAN Ping

The ping test is to check the status of your internet connection. When
disabling the test, the system will prevent the ping test from the WAN.

HooToo

WAN Ping

URL Fiiter
Paoet Range
DML Semings
DONS

Remole WEB

4.7. Routing Settings

fgmore the Ping fom WAN | Enable

Cancel

Help

When dsabled the system will
prevent ine ping test trom
WAN.

HooToo

Routing Table

Destination IP

10.10.10.0

Subnet Mask

255.255.255.0
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Help
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count

Interface: fhres fypes ethi
WAN interface, pppl FPPOE
interface ethl LAN device
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Destination IP: The IP address of the final destination. "0.0.0.0" indicates any
network segment.

Subnet Mask: The subnet mask for the specified destination.

Gateway: The next router on the same LAN segment as the router to reach.
Metric: The number of routers between your network and the destination.
Interface: The interface between your router and the final destination.

4.8. Traffic Control

Traffic control is used to monitor and control the communication speed
in the LAN. It can support up to 20 entries to monitor at most 254 PCs,
including IP address range configuration.

HooToo

Traffic Control Settings Help

Trame Contrl (] Enabie within the: LAN L 10 20 enlries

Cancet wsxceed the WAN speed.

Interface: To limit the uploading/downloading bandwidth from the
WAN port.

Bandwidth Range: To specify the uploading/downloading Min/Max
traffic speed (KB/s) which cannot exceed the WAN speed.
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4.9. System Tools
4.9.1 Time Settings

In order to select the time zone for your location. If you turn off the router, time
zone settings reset to default. However, the router will automatically obtain the
GMT time again once it has access to the Internet.

Time Settings Help

S thit roulier inemal brme.
Note: GMT time will be updated automatically only when Ihe dewvice s Connecied to Internet

System Time 01-01-3015 Thu DB 24 17
Time Zone (GMT-0500) Eastern Time (LS & Canada), inj»

Customized time: [[] Enable

B3 -

Backip/Reston
Reslore to Factory
Firmwarne Upgrace
Reboot

Change Password

System Log

4.9.2Backup/Restore

You can save the device settings onto your local hard drive to import them to
your device at a later time in case a factory reset should be needed.

Backup/Restore Help
Backup: Back up Me rusers
The aevice DroviIOEs DACKUD/ESONe 3ETINgs. 30 YOU NEEd 521 3 AWeClory 10 KeeD INESE Parameless. configurations
Restore: Reslore he rouder's
configurations from a saved
oo | o

Please chooss resione fie

Browsa

Restore to Factory

Firmmare Upgrace
Reboat
Change Password

System Log

Backup: Click this button to back up the router's configuration.
Restore: Click this button to restore the router's configuration.

Backup Configuration Procedures:
1. Click Backup
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Backup/Restore

The 3evice DIOVIGES DACKUDTESIONE SETUINDS. 30 YOU NEed 51 & eClory 10 Keed INese paramesess.

Please chooss resione fie

Browsa

Restore to Factory

Firmmare Upgrace
Reboat
Change Password

System Log

2. Click OK on the appearing window.

i o
Message from webpage u

@ Please select a directory before exporting settings.

| ok || Cancel

3. Click Save on the File Download window.

4. Select alocal hard drive to save the file and click Save.

Help

Backup: B Up NE MOWers
configustions

Restore: Reslors [he s

configurations fom a saved
m L

-
Save As

[

OO :=| 4 ¥ luckyme » Downloads - |‘,~ | | Search Download's
2

2|

Organize = MNew folder = -

@

.0 Favorites

B Desktop
4 Downloads

Mo itemns match your search.

L Eg
"1l Recent Places

- Libraries
@ Documents
Ji Music
[ Pictures
B2 Videos

1% Computer - [ n

Mame Date modified Type

File name: | M%)

Save as type: [CFG File

(= Hide Folders I Save I [ Cancel ]
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To Restore Configurations:
1. Click Browse.

Backup/Restore

Please choose resiore fie
Browsa
Firmmare Upgrace
Reboat
Change Password
System Log

The 3evice DIOVIGES DACKUDTESIONE SETUINDS. 30 YOU NEed 51 & eClory 10 Keed INese paramesess.

Help
Backup: B Up NE MOWers
configustions

Restore: Reslore he rouder's
confguiations from a saved
e

2. Select the configuration file previously saved onto your local hard

drive and click Open.

Save As S
{ i_i::j | 8 ¢ luckyme » Downloads - |41 || Search Diownioods 2|
Organize = Mew folder = - ﬂ

A Lo £
W Favorites -
B Desktop . RouterCim.cig
& Downloads | CFG File
% Recent Places |g k 6.6 kB
4 Libraries
L& Dagurments
o' Music
bw Pictures
B videos
‘M Computer - il | [}
File pame: RouterCfm.cfg -
Save as type: | CFG File v
~ Hide Folders [ swe || Cancet |

3. Click the Restore button to reset your device to previous settings.

Note: The default configuration file name is "RouterCfm.cfg". Include the

file name suffix ".cfg" when renaming the file name to avoid further

issues.
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4.9.3 Factory Reset

This button is to reset all settings to the default values. Since the router's
current settings will be reset, it is recommended to note down your
current settings in order to reestablish them, if needed, at a later time.

Default password: admin
Default IP: 10.10.10.252

Default subnet mask: 255.255.255.0
Password: admin

Restore to Factory Help

Resel all sellings bisck to

Restone 10 Fackry Defau Setings factony detaull valus.

Default password: admin

m Default IP: 1010 10 252

Default subnet mask:
2552352550

Reboal
Change Password

System Log ]

4.9.4 Firmware Upgrade

Click the "Upgrade” button to browse for the latest firmware version.
After the upgrade, the router will reboot automatically.

Firmware Upgrade Help

Upgrade famware from a

Salect he fmwane version fernware e

Browse

The current Bmware version HT-NDDOSHO12VDOTROD1CO1B242_ML-Jun 4 2016

Retoot

Change Password

System Log i
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495 Reboot

Reboot the router to activate new settings or to change the current
settings in case of setting failure or software freezing.

HggToe |

Reboot Help

Reboot the router
ClCK Niene 10 rEboat This router

Time Settings
Backup/Restone
Restore o Factory

Firmmware Lipgrace

Change Password

System Log

4.9.6 Change Password

The default password is "admin”. We recommend you change itin order
to increase security.

HggToe |

Change Password Help
Defaul password is admin
Od Password

New Password

Confirm New Password

Time Settings
BackupResion
Restore o Factory
Firmware Upgrace

Reboot

Old Password: The first time you use the router, enter admin. If you
already changed and forgot it, restore the router to factory defaults.
New Password: Input a new password. The password must contain 3 - 32
characters without any spaces.

Confirm New Password: Re-enter the new password.
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4.9.7 System Log

The section is to view the system log. Click the "Refresh" button to
update the log. Click the "Clear" button to clear all information. The log
will automatically clear once it reaches 150 different entries.

HooToo

System Log

2015-01-01 08:00:00 [sYs] Lan stan
2 2015-01-01 080001 HTTP) Hrad0sx: esw_Enkmask=08 up 1981
3 2015-01-01 08:00:03 [5Ys] Wian start
4 2015-01-01 080005 HTTP} Hitpd stan
2015-01-01 08:00:05 [sYs] System stan
2015-01-01 DB OO0S sYs] Ver 212121 Sat Jun 04 16:08:29 2016

2015-01-01 050818 [HTTR) weet [10.10.10.22] login tme expireg

Time Settings

BackuVResiore
Restore lo Faclory
Firmware Upgrace

Reboot

Change Password

5. FAQs

This section provides solutions to problems that may occur when
installing and operating the device.

1. Q:lcannot access the device management interface. What should | do?

Make sure the System LED on the device front panel is on.

Make sure all cables are correctly connected and the
corresponding LAN LED on the device is on.

Verify that your PC's TCP/IP settings are configured correctly. If you
select the "Use the following IP address" option, set your PC's IP
address to any IP address between 10.10.10.2 - 10.10.10.254. You
can also select the "Obtain an IP address automatically" option.
Delete your browser cache and cookies or try using a different
browser. Make sure you enter 10.10.10.252 in the address bar.
Press the WPS/RST button for about 7 seconds to restore your
device to factory default settings. Then log into your device
again.
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2. Q: | changed the login password and unfortunately forgot it. What
should | do?

Press the WPS/RST button for about 7 seconds to restore your device
to factory default settings.

3. Q: My computer shows an IP address conflict error after connecting to
the device. What should | do?

* Make sure there are no other DHCP servers on your LAN or that no
DHCP servers are disabled.

* Make sure the device LAN IP address is not used by other devices
on your LAN. The device default LAN IP address is 10.10.10.252.

* Make sure that the statically assigned IP addresses of the PCs on
LAN are not used by other PCs.

4. Q: | have problems connecting to the Internet/Secure websites do
not open or only display part of a web page. What should | do?

This problem mainly happens to users who use PPPOE or Dynamic IP
Internet connection types. You need to change the MTU size. Try
changing the MTU to 1450 or 1400. If this does not help, gradually
reduce the MTU from the maximum value until the problem
disappears.

6. Warranty

HooToo products are covered by a 12 month limited warranty from the
date of its original purchase. If any problems occur, please contact our
support team.

We can only provide after sales service for products that are sold by
HooToo or HooToo authorized retailers and distributors. If you have
purchased your unit from a different place, please contact your

seller for return and warranty issues
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HooToo

NORTH AMERICA

E-mail :

support@hootoo.com(US)
support.ca@hootoo.com(CA)

Tel : 1-888-456-8468

Tech Support: 408-627-7503

(Monday-Friday: 9:00 — 17:00 PST)

Address: 46724 Lakeview Blvd, Fremont, CA 94538

EUROPE

E-mail:

support.uk@hootoo.com (UK)

support.de@hootoo.com (DE)

support.fr@ahootoo.com (FR)

support.es@hootoo.com (ES)

support.it@hootoo.com (IT)

EU Importer: ZBT International Trading GmbH, Lederstr 21a,
22525 Hamburg, Deutschland

ASIA PACIFIC

E-mail: support.jp@hootoo.com (JP)

www.hootoo.com

FCC Compliance

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must withstand any interference
received, including interference that may cause undesired operation.
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