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1.1

Introduction

Micronet SP880B Broadband VPN Router is an ideal broadband router for establishing
VPN connection. It supports up to 20 IPSec VPN tunnels which helps users to setup widely
private network application for small and medium office. SP880B's highly configurable
built-in network firewall provides you with the power to choose the specific services
allowed through your network, while keeping all malicious Internet attackers out. Its QoS
function will prioritize traffic allowing specified packets to pass-through. This feature is
especially important if you use real-time applications like Internet phone, video
conference... etc. SP880B also provides simple Web-based interface, which will help
network administrators to set up the router just in few minutes.

Package Contents

Verify the package contains the following items:
® SP880B Broadband VPN Router

® Quick Installation Guide

® Manual CD

Power Adapter

® RJ-45 cable



1.2

1.3

Features

Micronet SP880B provides the following features:

Support IPSec VPN for remote resource sharing by secure tunneling technology
Provide 4 ports of 10/100M Ethernet for connecting to a home or office network

Support Priority QoS by source and destination IP, MAC address and QoS-ToS service
types for best resource allocation

Provide firewall protection based on DoS, SPI, Ping to Death, Port scan and Access
Control

Support URL filter, Access filter and session limit for restricting inappropriate
transmission

Support multi-DMZ, Virtual Server and Special Application functions for Internet Service
hosting

Support IPsec and PPTP VPN Pass Through

Support DDNS for dynamic IP environment

Support Universal Plug and Play (UPnP) for peer-to-peer network connectivity
Support NAT function to share single account with multiple workstations
Support easy management via Web Ul, SNMP, Email alert and Syslog

Firmware upgradeable for further function enhancement

System Requirement

® One External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45)
® Network Interface Card (NIC) for each Personal Computer (PC)
® PCs with a Web-Browser (Internet Explorer 4.0 or higher, or Netscape Navigator 4.7 or

higher)
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1.4 Physical Description
1.4.1 Front Panel

SPEBOR Broadband VFH Reer

POWER LED

LA
wan 1

STATUS

SP880B Front Panel

This LED comes on when the router is properly connected to power.

Port LEDs

LNILACT
101008

Every RJ-45 port on the front panel has two relevant LEDs (10/100M; LINK/ACT) for
indicating the connection speed and activity status.

LEDs Status

Please refer to the following table for LED definition

LED ‘ Status ‘ Operation

Power Steady Green Power is on

Off Power is off

Steady Green Firmware unloaded or Hardware error
System Off Normal operation

Blinking Transmitting or receiving data

Steady Green Network connection established
LINK/ACT | Off No connection established

Blinking Transmitting or receiving data
LAN Steady Green 100M network connection established
10/100M Off 10M network connection established
WAN Steady Green Network connection established
10/100M off No connection established

1.4.2 Rear Panel
v e ww o

SP880B Rear Panel
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DC 5V Connect the supplied power adapter here.

Reset After pressing and releasing the reset button, the router will
reboot (restart) within 1 second and resets to default if button is
pressed for over 3 seconds.

(Please refer to default setting below)

LAN Ports Connect the PCs to these ports. Both 10BaseT and 100BaseT
connections can be used simultaneously.

Note:

Every port can automatically operate as an "Uplink" port if
required. Just use a normal LAN cable to connect to a normal port
on another hub.

WAN 1 Connect the primary Broadband Modem here.

® Default Settings
When the router has finished booting, all configuration settings will be set to the factory
defaults as follows:
IP Address: 192.168.1.1
Network Mask: 255.255.255.0
DHCP Server: enabled
User Name: admin
Password cleared (no password)



2. Installation

2.1 Hardware Installation

5.

Pawer ifput

Shut off the power on all devices, including PCs, your DSL/Cable modem and SP880B.
Connect a network cable from one of your PC’s Ethernet port to one of LAN port on the
back of the SP880B.

Connect the network cable from your DSL/Cable modem to the WAN port of the
SP880B.

Connect the power adapter to the power jack on the rear of SP880B, and then plug the
power adapter into the power outlet.

Turn on the power of the DSL/Cable modem.

2.2 Access Router

Below is a step-by-step instruction on how to access the SP880B from your PCs and get
connection to the Internet.

1.

Set your LAN PC clients to “Obtain an IP Address automatically” so that it can obtain
an IP address from DHCP server. (If you have already configured your PC to obtain an
IP automatically then proceed to step 3).

For all non-Server versions of Windows, the default TCP/IP setting is to act as a DHCP
client. Just start (or restart) your PC, and it will obtain an IP address from the Router.
By default, the SP880B will act as a DHCP Server, automatically providing a suitable
IP Address (and related information) to each PC when the PC boots. This section will
instruct you on how to configure your PC’s for either Windows 95/98/Me, 2000, NT
operating systems, Macintosh or Linux. For other operating systems (Macintosh, Sun,
etc.), please refer to system manufacturer’s instructions.



Windows 95/98/Me

a.

h.

Click the Start button and select Settings, then click Control Panel. The

Control Panel window will appear.

Double-click the Network icon. The Network window will appear.

Check your list of Network Components. If TCP/IP is not installed, click the Add

button to install it now. If TCP/IP is installed, go to step 6.

In the Network Component Type dialog box, select Protocol and click the

Add button.

In the Select Network Protocol dialog box, select Microsoft and TCP/IP and

then click the OK button to start installing the TCP/IP protocol. You may need

your Windows CD to complete the installation.

After installing TCP/IP, go back to the Network dialog box. Select TCP/IP from

the list of Network Components and then click the Properties button.

Check each of the tabs and verify the following settings:

= Bindings: Check Client for Microsoft Networks and File and printer sharing
for Microsoft Networks.

= Gateway: All fields are blank.

= DNS Configuration: Select Disable DNS.

= WINS Configuration: Select Disable WINS Resolution.

= |P Address: Select Obtain IP address automatically.

TCP/IP FProperties E

Bindings | Advanced | NetBI0S |
DS Configuration ] Gateway ] Wik S Configuration P Address

An IP addrezz can be automatically aszigned ta thiz computer.
If pour network. does not automatically az=zign IP addreszses, azk
wour network, adminiztratar for an addresz, and then twpe it in
the zpace below.

* Obtain an |P address autormatically

™ Specify an IP address:

Reboot the PC. Your PC will now obtain an IP address automatically from your
Broadband Router’'s DHCP server. Once you've configured your PC to obtain
an IP address automatically, please proceed to Step 3.

Note: Make sure that the Broadband router’s DHCP server is the only DHCP
server available on your LAN.
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e Windows XP

a.

Click the Start button and select Settings, then click Network Connections. The
Network Connections window will appear.

Double-click Local Area Connection icon. The Local Area Connection window
will appear.

Check your list of Network Components. You should see Internet Protocol
[TCP/IP] on your list. Select it and click the Properties button.

In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP
address automatically and Obtain DNS server address automatically as
shown on the following screen.

Internet Protocol (TCP/IP) Properties

General | Alernate Configuration

“ou can get [P sethings aszigned automatically f vour network, supports
thiz zapahility. Othenwize, you need to ask your network. administrator for
the appropriate IP settings.

(%) Obtain an IP address automatically
") Uze the following IP address:

(#)i0btain DS server address automahically

(") Use the following DMS zerver addreszes:

[ OF. H Cancel ]

Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your Broadband Router’s DHCP server. Once you've
configured your PC to obtain an IP address automatically, please proceed to
Step 3.

Note: Make sure that the Broadband router’s DHCP server is the only DHCP server
available on your LAN.

10



Windows 2000

a.

Click the Start button and select Settings, then click Control Panel. The
Control Panel window will appear.

Double-click Network and Dial-up Connections icon. In the Network and
Dial-up Connection window, double-click Local Area Connection icon. The
Local Area Connection window will appear.

In the Local Area Connection window, click the Properties button.

Check your list of Network Components. You should see Internet Protocol
[TCP/IP] on your list. Select it and click the Properties button.

In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP
address automatically and Obtain DNS server address automatically as
shown on the following screen.

Internet Protocol (TCP/IP) Properties x|

General

You can get |P zettings assigned autamatically if your network supports
thiz capability. Otherwize, you need to ask your network. adminiztrator for
the appropriate IP settings.

* Obtain an IP address automatically
—{" Use the following IP address:

IF address: I

Subnet mask: I

[Default gateway: I

" Obtain DMS server address automatically

—1{" Usze the following DMS server addresses;

Freferred DMS semver I

Alternate DS server: I

Advanced... |
0K I Cancel |

Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your Broadband Router’'s DHCP server. Once you've
configured your PC to obtain an IP address automatically, please proceed to
Step 3.

Note: Make sure that the Broadband router’'s DHCP server is the only DHCP
server available on your LAN.

11



Windows NT

a.

Click the Start button and select Settings, then click Control Panel. The
Control Panel window will appear.

Double-click Network icon. The Network window will appear. Select the
Protocol tab from the Network window.

Check if the TCP/IP Protocol is on your list of Network Protocols. If TCP/IP is
not installed, click the Add button to install it now. If TCP/IP is installed, go to
step 5.

In the Select Network Protocol window, select the TCP/IP Protocol and click
the Ok button to start installing the TCP/IP protocol. You may need your
Windows CD to complete the installation.

After installing TCP/IP, go back to the Network window. Select TCP/IP from the
list of Network Protocols and then click the Properties button.

Check each of the tabs and verify the following settings:

= |P Address: Select Obtain an IP address from a DHCP server.

= DNS: All fields are blank.

= WINS: All fields are blank.

= Routing: All fields are blank.

Microsoft TCPAIP Properties EE3

IP Address | DNS | WiMS Address | Fiouting |

An |IP address can be automatically assigned to this netweork card
by a DHCP zerver. If pour network does not hawve a DHCF zerver,
azk pour nebwaork. adminiztrator for an addrezs, and then type it in
the space below.

% [Obtain an IP address from a DHCP zerver

" Specify an IP address

IREddress: I . . .
Subret iasks I . . .
Default Eateram: I . . .

Advanced... I
Ok, I Cancel | Ll I

Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your Broadband Router’'s DHCP server. Once you've
configured your PC to obtain an IP address automatically, please proceed to
Step 3.

Note: Make sure that the Broadband router’s DHCP server is the only DHCP
server available on your LAN.

12



e Macintosh Clients
From your Macintosh, you can access the Internet via the Router by the following
procedure:
a. Open the TCP/IP Control Panel.

b. Select Ethernet from the Connect via pop-up menu.

c. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client
ID field can be left blank.

d. Close the TCP/IP panel, saving your settings.

Note:
If using manually assigned IP addresses instead of DHCP, the required changes
are:

e Set the Router Address field to the Router’s IP Address.

e Ensure your DNS settings are correct.

® Linux Clients

To access the Internet via the Router, simply set the Router as the "Gateway", and

ensure your Name Server settings are correct.

Ensure you are logged in as "root" before attempting any changes.

= Fixed IP Address
By default, most UNIX installations use a fixed IP Address. If you wish to
continue using a fixed IP Address, make the following changes to your
configuration.

1. Setyour Default Gateway to the IP Address of the Router.
2. Ensure your DNS (Name server) settings are correct.

= To act as a DHCP Client (recommended)
The procedure below may vary according to your version of Linux and X
-windows shell.
1. Start your X Windows client.

2. Select Control Panel - Network

3. Select the "Interface" entry for your Network card. Normally, this is called
"eth0".

4. Click the Edit button, set the "protocol” to "DHCP", and save this data.
To apply your changes
Use the "Deactivate" and "Activate" buttons, if available.

OR, restart your system.

2. Restart your computer if necessary.
3. Open the Internet Explorer and type http://192.168.1.1 (broadband router’s IP address)
into the browser address window to access the SP880B.
4. Login information request page will pop up as shown below. Key in the user name field
13



as “admin” and leave the password field blank.

Enter Network Password 2 x

? Flease type wour user name and password
Site: 19216811

Realm NeedPassword

User Mamea Iadmm

Password I

™ Save this passward in your password list

0K I Cancel |

Note: By default there is no password. For security reasons it is recommended that you
change the password as soon as possible.

The home page will show up after login in process as shown below.

SP8B0B Broadband VPN Router

System Status

fintortace [Connectiantype ________ Jstatus |

WAN L  pppge _Consedt Desconnected 00-09-A3-00-00-C0
[subinat Mask____Jgatumay __________JONG 1P Address

WANL 0000 0.0.0.0 0.0.0.0 0.0.0.0

LaN 53, 160.10.8 F55.255.255.0 00-09-A3-00-D0~CC Enatls

In the “Basic Configure” field, select “Primary Setup” from the menu and configure
WAN 1 as required. Fill in the information necessary to access the Internet.

SP880B Broadband VPN Router

B R Primary Setup Help
BLAA bHEp eonnection ___________________________|
advanced Part e [T

Advanced Configuration LA e

Secunity Managemsnt Lo, S L

WPH Configuratian

Qo5 Configuration
Managemant Assistant User tame Passward FRPOE Host Name

S [FEsmaroeen hiee e

NS { Dptianal for dynamic 1P
Senver 1 Sarver 2 Servor 3

fpoon faoa T —
Host Nams Domain Name MAC Address
| ) | [00-09-43-00-D0-T

__ submitond Rebost | Concel |

14



3. Basic Configuration

SP880B provides a web-based interface, allowing users to configure and manage the router
remotely from web browser.

3.1 Primary Setup

Select Primary Setup from the menu, to see a screen like the example below.
e Configure WAN as required.

e For any of the following situations, which may be required further configuration refer to
Chapter 3.2: Advanced Port Setup.
* Multiple PPPOE sessions
= PPTP connection method

Primary Setup Help

Connect Type PPTP Connection

PPPGE vl ¥ Enable

PPPoE Dialup

User Name Password PPPoE Host Name

&3509705@ip hine |********

DNS (Optional for dynamic IP)

Server 1 Server 2 Server 3

0.0.0.0 IEI.EI.U.EI 0.0.0.0

Optional

Host Mame Domain Name MAC Address

CBGOOCDCD I 00-09-A3-00-DD-CC
Submit and Reboot | Cancel |

Figure: Primary Setup

Settings — Primary Setup

Connection e Connection Type

Check the data supplied by your ISP, and select the appropriate
option.
= Static IP — Select this if your ISP has provided a Fixed or
Static IP address. Enter the data into the Address Info
fields.

L] Dynamic IP — Select this if your ISP provides an IP
address automatically when you connect. You can ignore
the Address Info fields.

= PPPoE — Select this if your ISP uses this method.
15




3.2

(Usually, your ISP will provide some PPPoE software. This
software is no longer required, and should not be used.)

If this method is selected, you must complete the PPPoE
dialup fields.

e PPTP Connection — This is for PPTP users only.
1. Enter the Username and Password provided by your ISP.

2. If using PPTP, enable the PPTP Connection checkbox, and
enter the IP address of the PPTP server.
Note:
If using the PPTP connection method, select Static IP or Dynamic IP,

whichever is appropriate according to the IP address method used by
your ISP.

Address This is for Static IP users only. Enter the address information provided

Information by your ISP. If your ISP provided multiple IP addresses, you can use
the Multi-DMZ screen to assign the additional IP addresses.

DNS If using a Fixed IP address, you MUST enter at least 1 DNS address.

(Optional for | If using Dynamic IP or PPPoE, DNS information is optional.

dynamic IP)

Optional

¢ Host name — This is required by some ISPs. If your ISP has
provided a Host Name, enter it here. Otherwise, you can use the
default value.

e Domain name — This is required by some ISPs. If your ISP has
provided a Domain Name, enter it here. Otherwise, you can use
the default value.

¢ MAC address — Some ISPs record your MAC address (also
called "Physical address" or "Network Adapter address"). If so,
you can enter the MAC address expected by your ISP in this field.
Otherwise, this should be left at the default value.

Setup of the Router is now completed. You must proceed to configure the PCs on your
LAN. See the following section for details.

LAN & DHCP

Select LAN & DHCP from the menu. You will see a screen like the example below.
These screens and settings are provided to deal with non-standard situations, or to
provide additional options for advanced users.

Existing DHCP Server

If your LAN already has a DHCP Server, and you wish to continue using it, the following

16




configuration is required.

®  The DHCP Server function in the Router must be disabled.

e Your DHCP Server must be configured to provide the Router's LAN IP address as the
"Default Gateway".

®  Your DHCP Server must provide correct DNS addresses to the PCs.

LAMN & DHCP Help
IP Address Subnet Mask

192 168.10.1 (ex. 192,168.1.1) [255 255 2550 {ex, 2565 255,255,0)
Optional Configuration

DHCP Server LA Any [P
v Enable " Enable

DHCP Configuration

Lease Time DNS Server IP for Client Offered IP Range

80 (min.) 1.J192.168.10.1 2 192168101 [192.188.10.2 ~ [192.168 10,100

Submit Cancel View DHCP List

Figure: LAN & DHCP

Settings — LAN & DHCP

LANIP e |P address — This is the Router IP address to the local
Configuration LAN. Use the default value unless the address is already in
use or your LAN is using a different IP address range. In the
latter case, enter an unused IP Address from within the
range used by your LAN.

e  Subnet Mask - The default value 255.255.255.0 is
standard for small (class "C") networks. For other networks,
use the Subnet Mask for the LAN segment to which the
Router is attached (the same value as the PCs on that LAN

segment).
Optiqnal _ e DHCP Server Setup - If Enabled, the Router will allocate
Configuration IP Addresses to PCs (DHCP clients) on your LAN when

they start up. The default and recommended value is
"Enabled". (Windows systems, by default, act as DHCP
clients. This setting is called Obtain an IP address
automatically.) If you are already using a DHCP Server,
the DHCP Server setting must be Disabled, and the
existing DHCP server must be set to provide the IP address
of the Router as the Default Gateway.

* LAN Any IP —By default, it is disabled. If you enable “LAN
17




Any IP”, it means no matter what static IP address the client
(your PC) has. It does not need to change the IP address,
even though it has a different IP segment than LAN
segment. It still can access Internet through NAT.

DHCP
Configuration

Lease Time — It is a finite period of time for a DHCP server
lease an IP address to a client.

DNS Server IP for Client — An IP address of the default
DNS server for the client requesting DHCP service.
Offered IP Range fields set the values used by the DHCP
server when allocating IP Addresses to DHCP clients. This
range also determines the number of DHCP clients
supported.

View DHCP List

This table shows the IP addresses which have been allocated by
the DHCP Server. For each address which has been allocated,
the following related information is shown.

Free Entry indicates how many DHCP entries are not currently
allocated, and still available.

Name — The "hostname" of the PC. In some cases, this
may not be known.

MAC Address — The physical address (network adapter
address) of the PC.

IP Address — The IP address allocated to this PC.
Type — Indicates IP address to be dynamic or static.

Status — If Dynamic, the IP address was allocated by this
DHCP Server. If Sniffed, the IP address was detected by
examining the LAN, rather than allocated by the DHCP
Server. In this case, the Name is usually not known.

Time Left — The leftover time after the IP address is leased.

18




4. Advanced Port Setup

Overview

e Port Options contains some options for the WAN port. For most situations, the default
values are satisfactory.

e Advanced PPPOE setup is required if you wish to use multiple sessions on one or both
of the WAN ports. It can also be used to manually connect or disconnect a PPPoE
session. Otherwise, this screen can be ignored.

e Advanced PPTP setup is required if using the PPTP connection method.

4.1 Port Options

PHrt Options Help
WAN Part IWAN 1 'I MTU |1500 Bytes
Connection Health Check
Mathod

: Interval Alive Indicatar
ICMP  HTTR Traffic v !

= | [ e |
[Transparent Bridge Option

Bridge Mode MNetBIOS Broadcast
[T Enable [” Enable
ARP Tables Size |32 Entries Clear ARP Tables | View ARP Tables.. |

Submit | Cancel |

Figure: Port Options

Settings — Port Options

Interface e WAN Ports — To select the WAN port for option settings
e MTU — The largest amount of data that can be transferred
across a given physical network. Ethernet limits transfers to
1500 octets of data. Normally, you should leave this value at
its default value. Change it only if the ISP is providing a MTU.
Connection

Health Check | ° Method =

» |CMP: The health checkup is performed by sending an
ICMP echo request packet to the specific destination.

The specific destination ("Alive Indicator") could be either:

1. If the input box is filled (NAME or IP address): the host
is used.

2. If the input box is left blank: gateway of WAN interface
will be used. Then if one ICMP echo reply packet from

19



Alive Indicator or gateway is received, the connection
is considered OK. If there is no response received after
4 tries, the connection is considered as failed.
= HTTP: The device gets TCP connection with the Alive
Indicator first. Then the device sends HTTP HEAD packet
to the Alive Indicator. If any HTTP DATA from the Alive
Indicator is received, the connection is considered OK. If
there are no responses received after 5 tries, the
connection is considered as failed.
= Traffic: If there is no traffic on the WAN port in the Interval
time, the connection is considered as failed

e Interval — The period to check if the WAN port is alive or not.

e Alive Indicator — This is used for the ICMP or HTTP Method
to determine if your Internet connection is active or not. (You
can enter either the IP address or host name

'érr?gggarent e Bridge Mode - If Set to Enable, traffic from Lan hosts with
Option real IPs can go through the specific WAN port without NAT

translation. This device works like a bridge switch for that
specific WAN port.

e NetBIOS Broadcast — If enabled, NetBIOS Broadcast
packets are allowed to pass through the device.

e ARP Table — ARP Table is used by the device to determine
the bridge hosts location (eg. inside/outside WAN and which
WAN). Its size can be adjusted if needed.

4.2 Advanced PPPoE

In order to use multiple PPPoE sessions on the same WAN port, configuring the following
screen is required.
This can also be used to manually connect or disconnect a PPPOE session.

20



Advanced PPPoE Help

Select WAN Port B: Session

WAN Port =
PPFOE Session Session 1 ¥
PPPoE Session MTU Eyt'es

WAN IP Account

User Name |

Password |

verify Password |
Specified Fix IP Address 0.0.0.0 (BR, RHH ARR HER HER)

Assigned Host Name |

PPPoE Auto Dialup
Auto Dialup

Disconnect After [dle Echo Time Echo Retry
Connect-on-demand
" Enable | minutes(-1: Always-on) [ seconds times
Add Delete | Update | Cancel | Connect |

Figure: Advanced PPPoE

Settings — Advanced PPPoE

Select WAN e Select WAN Port & PPPoE Session — Select the desired WAN

Port & port and PPPoE session from the pull-down menu and click the

Session Select button. The screen will then show the data for the selected
Port/Session. Input the required data and click Update to save
your changes

e PPPoOE Session MTU —The Maximum Transmission Unit for the
PPPOE session. The default value is 1492 bytes.

WAN IP e User Name — Enter the PPPOE user name assigned by your ISP.
Account e Password — Enter the PPPoE password assigned by your ISP.
e Verify Password — Re-enter the PPPoE password assigned by
your ISP.
Options e Specified Fix IP Address — If you have a fixed IP address, enter

it here. Otherwise, this field should be left as 0.0.0.0.
e Assigned Host Name — This field is used by a Host to uniquely
associate an access concentrator to a particular Host request.

PPPOE Auto e Auto Dialup Connect-on-demand — To enable or disable auto

Dialup dialup for a PPPoE connection. If you decide not to use auto
dialup or auto disconnect, you have to connect/disconnect
manually.

e Disconnect After Idle — To decide the timeout for disconnecting
when there is no traffic on the connection. Enter -1 to keep the
connection always alive. Enter 0 to enable 'dial on demand by
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trigger'.
e Echo Time —To determine how often an Echo request is sent to
the PPPOE server. Normally, leave this setting at its default value.
e Echo Retry —To determine the maximum number times that the
Echo request is allowed to be sent to the PPPOE server until a
response is received. Normally, leave this setting at its default
value.

Connection This displays the current connection status for each session.
Status

4.3 Advanced PPTP

This screen is only useful if using the PPTP connection method.

Advanced PPTP Help

WAN Port |
PRTP MTU [ Bytes

WAN IP Account

User Name |

Password |

verify Password |

Server IP Address |D.U.D.D (BX. KRR KNHLHREL KRR

[T Use Static IP address

Static IP address |D.U.D.D

Subnet Mask |D.U.D.D
Default Gateway IU.U.EI.EI
PPTP Auto Dialup
Abto; Dialup: Disconnect After Idle Echo Time Echo Retry
Connect-on-demand
- Enable minutes(-1: Always-on) secands times
Update | Cancel | Connect |

Figure: Advanced PPTP

Settings — Advanced PPTP

WAN Port Used if you choose PPTP on Static/Dynamic IP as your connection
setup from primary setup. You may use PPTP manual dialup in this
page or use Port Options for auto dialup on demand or always
connected

e PPTP MTU —The default value is 1460 (bytes), the same as the
maximum PPTP MTU for this device
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WAN IP
Account

e User Name — The PPTP user name (login name) assigned by
your ISP.

e Password — The PPTP password associated with the User
Name above. This is assigned by your ISP, and used to login to
the PPTP Server.

e Verify Password — Re-enter the PPTP password assigned by
your ISP.

e Server IP Address — Enter the IP address of the PPTP Server,
as provided by your ISP.

e  Static IP Address — If you have a fixed IP address, enter it
here. Otherwise, this field should be left as 0.0.0.0.

PPTP Auto
Dialup

e Auto Dialup —To enable or disable auto dialup for a PPTP
connection. If you decide not to use auto dialup or auto
disconnect, then you have to connect/disconnect manually.

e Disconnect After Idle —To decide the timeout for disconnecting
when there is no traffic on the connection. Enter -1 to keep the
connection always alive. Enter 0 to enable 'dial on demand by
trigger'.

e Echo Time —To determine how often an Echo request is sent to
the PPTP server. Normally, leave this setting at its default
value.

e Echo Retry —To determine the maximum number times that the
Echo request is allowed to be sent to the PPTP server until a
response is received. Normally, leave this setting at its default
value.

Connection
Status

This displays the current connection status for PPTP

23




5. Advanced Configuration

Overview

The following advanced features are provided.

Host IP Setup
Routing

Virtual Server
Special Applications
Dynamic DNS

Multi DMZ

UPNP Setup

NAT Setup
Advanced Feature

This chapter contains details on the configuration and the usage of these features.

5.1 Host IP Setup

This feature is used in the following situations:

You have Multi-Session PPPoE, and wish to bind each session to a particular PC on
your LAN.

You wish to use the Access Filter feature. This requires that each PC be identified by
using the Host IP Setup screen.

You wish to have different URL Filter settings for different PCs. This requires that each
PC be identified by using the Host IP Setup screen. (You do not have to use the Host
IP feature to apply the same URL Filter settings to all PCs.)

You wish to reserve a particular (LAN) IP address for a particular PC on your LAN. This
allows the PC to use DHCP (Windows calls this "Obtain an IP address automatically")
while enjoying the benefits of a fixed IP address. The PC's IP address will never change,
so it can be provided to other people and applications.
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Host IP Help

Host Name |

MaC Address [}S IDD*DD'DD'DU'DD'UD

Select Group IDefauIt 'I

Reserve in DHCP " Enahble

Reserved IP Address |U‘U.U.D

Host Network Binding

Binding YYAM Port / Session ™ Enable

Select PPPOE Session |Sesswon 1=
Add Delete | Update | Cancel |

Host 8 Group List
Reserve IP in DHCP Port/Session{PPPOE) Binding

Name MAC Address Group - :
i : ~  Status IP Address Status  Method Port Sess.

Figure: Host IP Setup

Settings — Host IP Setup

Host Network This section identifies each Host (PC)

Identity e Host name — Enter a suitable name. Generally, you should
use the "Hostname" (computer name) defined on the Host
itself.

e MAC Address — Also called Physical Address or Network
Adapter Address. Enter the MAC address of this host.

e Select Group — Select the group you wish to put this host
into.

e Reserve in DHCP — Select Enable to reserve a particular
(LAN) IP address for a particular PC on your LAN. This allows
the PC to use DHCP (Windows calls this "obtain an IP
address automatically") while having an IP address which
never changes.

e Reserved IP — Enter the IP address you wish to reserve if the
setting above is Enable. Otherwise, ignore this field.

Host Network | o Bind WAN port/Session — Select Enable if you wish to
Binding associate this PC with a particular PPPoE Session. All traffic
for that PC will then use the selected PPPOE port and session.

e Select PPPOE session — If the setting above is Enable,
select the desired Session. Otherwise, ignore these settings.

Note: Multiple PPPoE sessions are defined on the Advanced
PPPOE screen.
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Host & Group This table shows the current bindings.
List

5.2 Routing

This section is only relevant if your LAN has other Routers or Gateways.

e If you don't have other Routers or Gateways on your LAN, you can ignore the Static
Routing page completely.

e |f your LAN has other Gateways and Routers, you must configure the Static Routing
screen as described below. You also need to configure the other Routers.

Routing Help
RIP w2 [T Enable
Interface [~ Lan
[T wan 1

Submit Cancel

Static Routing

MNetwork Address Subnet Mask Gateway Interface Metric
|o.0.00 |255.255.255.0 |o.oon [Lam =] [ {2~15)
Add Delete | Update | Ccancel |

Destination IP Subnet Mask Gateway Interface Metric Type
Figure: Routing

Note:
If there is an entries in the Routing table with an Index of zero (0), these are System entries.
You cannot modify or delete these entries.

Settings — Routing

Dyngmic e RIPv2—RIP is a dynamic routing protocol which is used to
Routing direct traffic over the network. Disable it if you don't need to
use it.
. LAN and WAN1 - If enabled, any WAN or LAN can execute
RIP function.

Static Routing | | there is more than one router on a network, this Routing table

must be configured because the router needs to know what packet
goes to which router. A routing table entry is required for each LAN
segment on the network

. Network Address — The address of the destination network
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segment.

e Netmask —The subnet mask used to select the bits from an IP
Address that corresponds to the subnet.

e Gateway —The router that the packets destined for the subnet
with Network Address will be forwarded to.

e Interface — The device's port that the packets destined for the
subnet with Network Address will be passed through.

e  Metric — The number of routers that must be traversed to
reach the destination network segment

Routing List List of static route that you configured previously.

Configuring Other Routers on your LAN

All traffic for devices not on the local LAN must be forwarded to the Router, so that they
can be forwarded to the Internet. This is done by configuring other Routers to use the
Router as the Default Route or Default Gateway, as illustrated by the example below.

Static Routing — Example

Segment 1
(192.168.2.xx)

(192.168.2.80) — (192.168.1.100) Segment 0
||

@ Router A (192.168.1.xx)

(192.168.1.1)
Router B

(192.168.2.90) —) (192.168.3.70)

\% % Segment 2

(192.168.3.xx)

Figure: Routing Example

* For the Router Gateway's Routing Table

For the LAN shown above, with 2 routers and 3 LAN segments, the Router requires 2
entries as follows.

Entry 1 (Segment 1)

Destination IP Address 192.168.2.0
Network Mask 255.255.255.0
Gateway IP Address 192.168.1.100
Interface LAN

Metric 2

Entry 2 (Segment 2)

Destination IP Address | 192.168.3.0
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Network Mask

255.255.255.0 (Standard Class C)

Gateway IP Address

192.168.1.100

Interface LAN
Metric 3

e For Router A's Default Route
Destination IP Address 0.0.0.0
Network Mask 0.0.0.0
Gateway IP Address 192.168.1.1
Metric 2

e For Router B's Default Route
Destination IP Address 0.0.0.0
Network Mask 0.0.0.0
Gateway IP Address 192.168.2.80
Interface LAN
Metric 3

5.3 Virtual Servers

This feature allows you to make Servers on your LAN accessible to Internet users.
Normally, Internet users would not be able to access a server on your LAN because:

e Your Server's IP address is only valid on your LAN, not on the Internet.

* Attempts to connect to devices on your LAN are blocked by the firewall in the Router.

The "Virtual Server" feature solves these problems and allows Internet users to connect to

your servers, as illustrated below.

——

PC using FTP Server
(ftp:i205.20.45.34)

PC using Web Server
{http:1205.20 .45.34)

\

!

E Web Server
{192,168 .1.45)

/
/ il

L -
,/ FTP Server
£ gt (192.168.1.20)

205.20.45.34 (WAN) _ 182.168.1.1 (LAN)
.0

YPN R;ui:ar

Figure: Virtual Servers
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Note that, in this illustration, both Internet users are connecting to the same IP Address,
but using different protocols.

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must

use the Router's Internet IP Address (the IP Address allocated by your ISP).

e.g.

http://205.20.45.34

ftp://205.20.45.34

e To Internet users, all virtual Servers on your LAN have the same IP Address. This IP
Address is allocated by your ISP.

e This address should be static, rather than dynamic, to make it easier for Internet users
to connect to your Servers. However, you can use the Dynamic DNS feature (explained
later in this chapter) to allow users to connect to your Virtual Servers using a URL,
instead of an IP Address.

e.g.
HTTP://my_domain_name.dyndns.org
FTP://my_domain_name.dyndns.org

Virtual Server Help
¥irtual Server Configuration
Enable Server_Mame Protocol IP address Port Range Allowed Remote IP
LaM  [0.0,0.0 |s3 ~ |53 From [0.0.0.0
O [ons |Tcr =]
wan [wan 1 x| IEE ~[53 To [0.0.0.0
Add Delete | Update | Cancel |

Virtual Server List

State Server_MName Protocol Server IP WaN Port Range Interface Binding
Disable DNS TCP, UDP 0.0.0.0 53083 WAN 1
Disable FINGER (]8]S 0.0.0.0 EEE WAN 1
Disable FTR TCP 0.0.0.0 21~21 WA 1
Disable GOPHER TCR 0.0.0.0 F0~70 WAR 1
Cisable IPSEC UoP 0.0.0.0 500~500 WAN 1
Disable POP3 TCR 0.0.0.0 110~110 WAN 1
Disable SMTPR TCP 0.0.0.0 25~25 WAN 1
Disable NNTP TCP 0.0.0.0 119~119 WAN 1
Cisable PPTR TCP 0.0.0.0 1723~1723 WA 1
Disable TELMET TCR 0.0.0.0 23~23 WA 1
Disable HTTP TCP 0.0.0.0 80~80 WAN 1
Disable WHOIS TCP 0.0.0.0 BETF~BETT WAR 1

Figure: Virtual Server

Settings — Virtual Server
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Virtual Server
Configuration

e Enable — To activate or deactivate the current entry.

e  Server Name — A unique name for identifying the virtual
server.

e Protocol — Select the protocol (either TCP or UDP) used
by the server software.

e |P Address — LAN: Enter the IP address of the server on
the device's LAN side. The hosts used as Virtual Servers
need static IP addresses or reserved IP addresses. WAN:
The WAN port that the virtual server is bound on.

e Port Range — LAN: The range of port numbers used by
the server. If only one port number is used, fill the same
number in both starting and ending fields. WAN: The
range of port numbers for users in public to access the
virtual server. If only one port number is used, fill the same
number in both starting and ending fields.

e Allowed Remote IP — The range of IP addresses that are
allowed to access the virtual server.

Virtual Server List The Virtual Server List shows details of all Virtual Servers which
have been defined.

Special Applications

If you use Internet applications which have non-standard connections or port numbers, you
may find that they do not function correctly because they are blocked by the firewall in the
Router. In this case, you can define the application as a "Special Application" in order to
make it work.

Note that the terms "Incoming" and "Outgoing" on this screen refer to traffic from the client
(PC) viewpoint

Special Application Help
Special Application Configuration
Enahble MName Qutgoing Protocol  Outgoing Port Range  Incoming Protocol  Incoming Port Range
(| |Tcp =] I o [Tcr= o
Add Delete | Update | Cancel |
Special Application List
State Hame 2ol CQutgoing Port Range MY Incuming Port Range

Protocol Protocol

Figure: Special Applications
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Settings — Special Applications

Special Application
Configuration

Enable — Use this to Enable or Disable this Special
Application as required.

Name — Enter a descriptive name to identify this
Special Application.

Outgoing Protocol — Select the protocol used by this
application, when sending data to the remote server or
PC.

Outgoing Port Range — Enter the beginning and end
of the range of port numbers used by the application
server, for data you send. If the application uses a
single port number, enter it in both fields

Incoming Protocol — Select the protocol used by this
application, when receiving data from the remote
server or PC.

Incoming Port Range — Enter the beginning and end
of the range of port numbers used by the application
server, for data you receive. If the application uses a
single port number, enter it in both fields.

Special Application
List

This shows details of all Special Applications which are
currently defined.

Using a Special Application on your PC

e Once the Special Applications screen is configured correctly, you can use the
application on your PC normally. Remember that only one (1) PC can use each Special

application at any one time.

e Also, when 1 PC is finished using a particular Special Application, there may need to
be a "Time-out" period before another PC can use the same Special Application.

o If an application still cannot function correctly, try using the "DMZ" feature, if possible.

Dynamic DNS

Dynamic DNS is very useful when combined with the Virtual Server feature. It allows
Internet users to connect to your Virtual Servers using a URL, rather than an IP Address.
This also solves the problem of having a dynamic IP address. With a dynamic IP address,
your IP address may change whenever you connect to your ISP, which makes it difficult to

connect to you.

You must register for the Dynamic DNS service. The Router supports 3 types of service

providers:

e  Standard client, available at http://www.dyndns.org
Other sites may offer the same service, but can not be guaranteed to work.
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e TZO at http://www.tzo.com
e 3322 s available in China at http://www.3322.0rg

To use the Dynamic DNS feature

1. Register for the service from your preferred service provider.

2. Follow the service provider's procedure to get a Domain Name (Host name) allocated
to you.

3. Configure the Dynamic DNS screen, as shown below.

4. The Router will then automatically update your IP Address recorded by the Dynamic
DNS service provider.

5. From the Internet, users will now be able to connect to your Virtual Servers (or DMZ
PC) using your Domain name.

Dynamic DNS Help
Dynamic DNS Service
Service IDynDNS.Drg j

Server Mame

User Name

I

|

Password |
verify Password |
|

Domain Name

Additional Settings

Enable wildcard O

Enable Backup Mx L

Mail Exchanger |

Force Update |
Submit | Cancel
Figure: Dynamic DNS

Settings — Dynamic DNS

Dynamic Use this to Enable/Disable the Dynamic DNS feature, and select the

DNS Service required service provider.
e Disable — Dynamic DNS is not used.

e TZO - Select this to use the TZO service (www.tzo.com). You
must configure the TZO section of this screen.
e DynDNS - Select this to use the DynDNS service (from

www.dyndns.org). You must configure the DynDNS section of
this screen.

e  3322(in China) — This is available in China. It is similar to
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“DynDNS”

. User Defined DDNS Server — This is the user defined DDNS
server. If the DDNS other than TZO, dyndns.org and 3322.

Additional These options are available to the standard client.

Settings e Enable Wildcard — If selected, traffic sent to sub-domains (of
your Domain name) will also be forwarded to you.

e Enable backup MX — If enabled, you must enter the Mail
Exchanger address below.

e Mail Exchanger — If the setting above is enabled, enter the
address of the backup Mail Exchanger.

5.6 Multi DMZ

This feature allows each WAN port IP address to be associated with one (1) computer on
your LAN. All outgoing traffic from that PC will be associated with that WAN port IP address.
Any traffic sent to that IP address will be forwarded to the specified PC, allowing
unrestricted 2-way communication between the "DMZ PC" and other Internet users or
Servers.

Note:

The "DMZ PC" is effectively outside the Firewall, making it more vulnerable to attacks. For
this reason, you should only enable the DMZ feature when required

Multi DMZ Help
Multi DMZ Edit
Enable WAR Name DHCP Private IP (LAM) Access Group Direction
r fweni=] | DHCP [oo0o [Default =] [outgoing =]
Add Delete | Update | Cancel |
State  WAN Name Session / Public 1P {¥WAN) Private IP (LaN} Access Group Direction

Figure: Multi DMZ

Settings — Multi DMZ

Multi DMZ Edit e Enable — To activate or deactivate the current DMZ entry.
e  WAN - The WAN port applied to the current DMZ entry.

e Name — To identify the current DMZ entry.
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Public IP — The public IP (or PPPoE session) that the current
DMZ entry is bound on.

Private IP (LAN) — The IP address of the server in the DMZ
Access Group — To specify which Access Group will be
applied. Each Access Group has its own access rules.

= Default: Applies the access rules for the Default Group.
=  Groupl ~ Group4: Applies the access rules for
Groupl~Group4, respectively

Direction — To specify in which direction the Access Group
will be applied: Outgoing, Incoming, Both.

Multi DMZ List The List shows details of all DMZ that are currently defined.

5.7 UPnP

With UPNP (Universal Plug & Play) function, it can easily setup and configure an entire
network, enable discovery and control of the network devices and services.

UPNP Setup

Help

UPNP Option

UPHP " Enable

© Disable

Submit | Cancel

UPnP Port Mapping List

Enable Application Name

Settings — UPnP

Protocol Internal IP Internal Port External Port

Figure: UPnP

UPnP Option

UPnP (Universal Plug & Play) function makes it easy to set up
and configure an entire network, enable discovery and control
of the network devices and services

UPNnP Port Mapping
List

You can set the dynamic port mappings to Internet gateway
via UPnP on Windows XP. This will allow you make a
connection between applications and the defined device




5.8 NAT Setup

NAT (Network Address Translation) is the technology which allows one (1) WAN (Internet)
IP address to be used by many LAN users.

NAT Setup Help
MAT Routing ¥ Enable
TCP Timenut [300 seconds UBP Timeat. [t20 secands
TCP Windaw Limit [ (o for na limity TCP MSS Value [ (o for no changs)
Part Range MNon-Port-Translation Timeout
[tozs  « [61439 W Enable [T Enable o seconds
o=l I Enatle " Enable [ secands
o~ ™ Enable [~ Enable [0 seconds
o o I~ Enable I~ |Enable [0 saconds
e " Enable [~ Enable [0 seconds

Submit | Cancel | NAT Status .. | Yiewt Connections ..
NAT Alias

Enable Local Lan IP Wan IP Protocol AN
O [onoa [ lale = [wan 1 =]
Add Delete | Update | Cancel |

NAT Alias List
Enahle Local Lan IP Wan IP Protocal AN

Figure: NAT

Settings — NAT

NAT e NAT Routing —Enables or disables NAT routing by checking

Configuration or un-checking the checkbox. If you disable NAT routing, this
device will act as a Bridge or Static Router. Most features,
including Load Balance, will be unavailable. If some packets
have port numbers which cannot be translated for special
applications, you must input value in port range for Disable
Port Translation.

e  TCP Timeout —The time during which TCP expects to
receive the acknowledgement from the destination. The
default is 300 seconds.

e UDP Timeout —The time during which UDP expects to
receive the acknowledgement from the destination. The
default is 120 seconds.

e TCP Window Limit —The maximum number of outstanding
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packets prior to TCP receiving an acknowledgement. The
default is 0 (no limit).

TCP MSS Limit —The largest amount of data that can be
transmitted in one TCP packet. The default is O (no change).

NAT Port Option

Non-Port-Translation —To keep the source port number
unchanged for TCP/UDP sessions on the specified Port
Range. Some special applications do not allow the source
port number to be translated.

Port Range — The Source Port Number Range for TCP and
UDP protocol.

Specific TCP / UDP Timeout —To define specific Timeout
for TCP/UDP sessions on the specified Port Range.

NAT Alias

For each alias entry the WAN IP acts as an alias of the host with
Local LAN IP accessing the Internet via the specified WAN port
for the specified protocol packets, i.e. 1-1 NAT.

Enable — To activate or deactivate current entry.

Local LAN IP —The IP address of the host in LAN that wants
to use the specific WAN IP as its source IP.

WAN IP — The IP address used as the source IP of the
packets sent out from the specified host.

Protocol —The protocol that the current rule is applied to.
WAN — The WAN port that the current rule is applied to.

NAT Alias List

The List shows NAT Alias that is currently defined.

5.9 Advanced Features

External Filters Configuration —To limit the packets passing through the device from
WAN side to LAN side

DNS Loopback — If there is any domain in your private network you can setup the
Domain Name & Private IP mapping table for DNS query.

Protocol & Port Binding — It is similar to SMTP binding but you must setup additional
data such as Protocol & Port Range. If meets all the checked items, the packet will be
bound on the specified WAN port.
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Advanced Feature Help

External Filters Configuration

¥ Echo Request ¥ Timestamp Requast

[T Block Selected ICMP Types s ; : T
Yo ¥ Information Request ¥ sddress Mask Request

Domain Name Private IP Domain Mame Private IP
| oo | lo.ooo
| |o.ooa | |o.0.0.0
| oo | fo.0.0.0
| |o.ooo | Jo.0.0.0
| Jo.o.oo | jn.0.0.0

Application

IDENT Port ™ Enable Make it seem closed, not stealth

SMTR Binding I~ Enable [wan 1=

IPSec Passthrough " Enable Im Max Tunnels IT
PETP Passthrough I Ensble [auto = Mais Turnels [1

Submit I Cancel
Protocol & Port Binding

Enable Source IP  Dest, Type  IP Address Subnet Mask  Protocol  Port Range WAN
o [subret =] [oooo [esszsszsso [ar =] o~ [wan1 =

Delete | Update | Cancel |
Protocol & Port Binding List

State  Source IR Destination IF / Subnet Mask ‘Protocol | Part Range WAN

Figure: Advanced Features

Settings — Advanced Features

External Filters
Configuration

® Block Selected ICMP Types —This acts as "master" switch. If
checked, the selected packet types will be blocked. Otherwise,
they will be accepted.

DNS Loopback | \when you have some servers on LAN and their domain names

have already registered on public DNS. To avoid DNS loopback
problem, please enter the following fields.

e Domain Name — Enter the domain name specified by you for
local host/server.

e Private IP — Enter the private IP address of your local
host/server.

Application ¢ IDENT Port — Port 113 is associated with the Internet's
(Identification / Authentication) service. This port (port 113)
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provides a means of determining the identity of a user on a
particular TCP connection. By default the device is stealth for
this port. Enable will close the port, not stealth.

® SMTP Binding —To determine if the SMTP packets are bound
on the WAN port.

e |PSec Passthrough — To determine if the VPN client can
established a tunnel with remote side VPN host.

e PPTP Passthrough — To determine if PPTP client can connect
to remote side PPTP server via the device.

Protocol & Port
Binding

e Enable — To activate or deactivate the current rule.

e Source IP —The IP address that the packet's source IP will be
checked against.

¢ Destination IP / IP Address — The specific IP range that the
packet's destination IP will be checked against.

There are two forms of Destination IP: If Subnet is selected,
the IP Address and Subnet Mask fields need to be filled. If IP
Range is selected, the From and To fields need to be filled.

® Protocol — The protocol that the packet's protocol will be
checked against.

e Port Range — The specific port number range that the packet's
destination port number will be checked against.

* WAN — The specific WAN port that the packet will be bound on
if all the checked items are met.

Protocol & Port
Binding List

The List shows all protocols and port binding that are currently
defined.

38




6. Security Management

Overview

6.1

URL Filter - It can block specific website by configuring IP address, URL or Key words
Access filter - You can block all Internet access or select block well-known port or
block user defined ports by groups.

Session Limit - It can limit users access to Internet, and send email alert to the
administrator if the device detect new sessions that exceeds the maximum sampling
time.

SysFilter Exception - It can limit users access to Internet, and send email alert to the
administrator. If the device detect new sessions that exceeds the maximum sampling
time.

URL Filter

This feature allows you to block or allow access to specific Web sites. You can block /
allow Internet access by URL, IP address, or Keyword. You can also have different
blocking/access settings for different groups of PCs.

* Inoperation, every URL is searched to see if it matches or contains any of the URL or
keywords entered here. Then, after a DNS lookup determines the IP address of the
requested site, the site's IP address is checked against IP address entries on this
screen.

e Note that a single IP address may host many Web sites. Entering the IP address on
this screen will block all Web sites hosted on that IP address.

URL Filter Help
Select Group Default =
URL Filter Type Block Internet Access =

Set Type |

Index Status URL / IP / Keyword On Web Site
1 |

Add Delete | Update | Cancel |

Internet Access List

Indesx Status URL / IP / Keywaord

Figure: URL Filter

Settings — URL Filter



Access Group

e Select Group — A group that current rule is applied for

e URL Filter Type —The Filter type (Block/Allow) that current grouj
is set to use. Block Internet Access: All the web page accesseg
will be blocked if the target is found in the packets. Allow Interng
Access: All the web page accesses will be permitted if the targe
is found in the packets.

Access Item

This text field is to enable/disable the URL Filter function, and input
URL keyword phrase.

Internet Access
List

List of current input items.

6.2 Access Filter

The network Administrator can use the Access Filter to gain fine control over the Internet
access and applications available to LAN users.

e  Five (5) user groups are available, and each group can have different access rights.
e All PCs (users) are in the Default group, unless assigned to another group on the

Host IP screen.

Access Filter

Help

Select Group Default *

Filter Setting
@ Mo Filtering
C Black all Access

© allow Selected Access only
" Block Selected Access anly

ICMP Filters

™ selected Packet Types

¥ Echo Request  Timestamp Request
W Information Request ¥ gddress Mask Request

Submit Cancel

User-Defined Filter

Index  Enable Filter Name Protocol Type Port Range
1 15 Archie UDP = 1525 | ~ |1525
add Delete | Update | cancel |

User-Defined Filter List

Index  Status Name Protocol Type Port Range.
1 Disable Archie upp 1525 ~ 1525
z Disable DNS uDp Bg=is3
3 Disable FTP Comrmand TCR 21.~-21
i Disable FTP Data R 20~ 20
5 Disable Gopher TCP TCR 70~ 70
& Disable Gopher UDP upp B
# Disahle HTTP TCP B0 ~ 80
] Disable SMTP Tcp 25 ~ 25
9 Disahla POPZ TCP 110 ~ 110
in Disable MNews TCP TCR liEzEs ]
11 Disable Mews UDP uop 11975130
12 Disable Real Audio Command UDp 7070 ~ 7070
13 Disable Real Audic Data uDp 7071 ~ 7071
14 Disable SHMP uop 161 ~ 1861
15 Disable SKNMP Trap upp 162 ~ 162
16 Disable Telnet TCP 23~ 23
17 Disable TETP upp 69 ~ 689



Figure: Access Filter

Settings — Access Filter

Access Group The Group that the current rule is applied to. To apply the
restrictions to everyone, select the Default group. All users (Hosts)
are in the default group unless moved to another group on the Host
IP screen

Filter Setting e No Filtering —To allow all Internet access by LAN users.

e Block All Access —To prohibit all Internet access by LAN
users.

e Allow Selected Items — To apply the rules for permitting
Internet access defined in User-Defined Filter.

e Block Selected Items — To apply the rules for blocking
Internet access defined in User-Defined Filter.

ICMP Filter To limit the ICMP activities initialized from the LAN.

e Selected Packet Types —To prohibit the selected types of
ICMP packets from the LAN to be passed through the device.

e Packet Types —The types of ICMP packets that could be

blocked
User-defined This lets you define custom ports to be blocked.
Filter e Enable — To activate or deactivate the current rule.
e Name — A unique name to identify the current rule.
e Protocol Type — The protocol to be blocked.
e Port No. Range — The port number range to be blocked. (For
TCP and UDP only) If only one port number is used, enter the
same port number in both fields.
User- Defined List all enabled and disabled filters which have been defined.
Filter List

6.3 Session Limit

This new feature allows to dropping the new sessions from both WAN and LAN side, if the
new session numbers are exceed the maximum sessions in a sampling time.
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Session Limit

Help

Outgoing New Session

Session Limit

 Enable @ Disable

Sampling Time W msec,
Maximum of Total New Sessions lﬁ SEs55. Per sec.
Maximum of New Sessions for Host 100 SB55. per sec.
Maximum of Dropped Mew Sessions for Host |25— SE55, per sec.
Pause Time for Host while exceeding limit on Dropped New Sessions ls_ mir.

Submit Cancel |

Figure: Session Limit

Settings — Session Limit

Outgoing New
Session

Session Limit — Check this to enable limiting sessions.

Sampling Time — The period to count the new sessions. Only
those new sessions which occurred in the most recently
Sampling Time are counted for limit checking. (Default: 400
mili-sec., maximum: 500 mili-sec., step: 50 mili-sec.)

Maximum of Total New session — If the number of new
sessions for the system exceeds the Maximum in the
Sampling Time, any new session in the system will be
dropped. (Default: 65535 sess./sec., maximum: 65535
sess./sec.)

Maximum of New Sessions for Host — If the number of new
sessions for the host exceeds the Maximum in the Sampling
Time, any new session of the host will be dropped. (Default:
100 sess./sec., maximum: 999 sess./sec.)

Maximum of Dropped New Sessions for Host —If the
number of dropped new sessions for the host exceeds the
Maximum in the Sampling Time, any new session of the host
will be dropped for the Pause Time. (Default: 25 sess./sec.,
maximum: 999 sess./sec.)

Pause Time for Host while exceeding limits on dropped

new sessions — Within the Pause Time, no new session of

the suspended host will be served by the system. (Default: 5
min., maximum: 65535 min.)

6.4 SyskFilter Exception

System Filter Exception Rules: Any unrecognized packet to the device itself will be
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rejected. If you want the device to accept the specific packets, you should build the
corresponding exception rules here.

SysFilter Exception Help
System Filter Exception Rules
Index  Enable Interface Protocol Foreign Port Range Device Port Range
1O [Lan =] [reme =] o ~[o 0 |
Add Delete | Update | Cancel |
System Filter Exception Rules List
Index  Status Interface Protocol Foreign Port Range Device Port Range

Figure: SysFilter Exception

Settings — SysFilter Exception

System Filter e Enable —To activate or deactivate this rule.
Exception Rules | o |nterface — The port that the packets enter the device on.
e Protocol — The protocol of the packets to be accepted.

e Foreign Port Range —The source port range of the packets
to be accepted.

e Device Port Range — The destination port range of the
packets to be accepted.

System Filter List all system rules that have been defined.
Exception Rule

List
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7. VPN Configuration

Overview

Virtual Private Network (VPN) is a connection between two end points. It allows private data
to be sent securely over a public network, such as Internet. VPN establishes a private
network that can send data securely between two networks by creating a “tunnel”. A VPN
tunnel connects the two PCs or networks

Note: The SP880B VPN Router uses industry standard VPN protocol. However, due to
variations in how manufactures interpret these standards, many VPN products are not
interoperable. Although the SP880B VPN Router can interoperate with many other VPN
products, it is not possible for SP880B VPN Router to provide specific technical support for
every other product.

Planning the VPN:

When planning your VPN, you must make sure of the following items first.

1. If the remote end was a network, the two-endpoint network must have different LAN IP
address ranges. If the remote endpoint is a single PC running a VPN client, its
destination address must be a single IP address, with subnet mask of
255.255.255.255

2. If you will be using the Internet Key Exchange (IKE) setup, or Manual Key, in which you
must specify each phase of the connection.

3. Atleast one side must have a fixed IP address. The other side with a dynamic IP
address must always be the initiator of the connection.

4.  The encryption level you are planning to use (DES or 3DES)?

7.1 IKE Global Setup

The following web page management will guide you on how to setup IKE (Internet Key
Exchange) and make VPN work.
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IKE Global Setup Help

WA Stata IS&Emp Part OH Group Encryptinn Mathod Authentication Mathod
WAMN 1 Dizable i undatinad urdetined undatined
Globol parameters  wawa
Enabila Settirng »
154K Port N
Phase 1 BH Group |OH Group 1 (TeB-bit) =}
Phass 1 Encryption Method DES x
Phaze 1 authantication Method m
Phaze 1 54 Lifetme @ Seronds
Fatry Counter o
Retry Intarval [ secands
Maxtime to complete Phase L ID_SHl:_:unds
Maxtime to complete Phazs 2 [0 seconds
Count Pir Send o
MAT Trawersal Port R

Log Leveal Er-.luna -

Suhmit and Reboaot l Cancel |

Figure: IKE Global Setup

Settings — IKE Global Setup.

IP Global e Enable Setting — If you checked the box, this will start VPN

Setting global setting.

e ISAkmp Port — Internet Security Association and Key Protocol
Management (ISAkmp) is designed to negotiate, establish,
modify and delete security associations and their attributes. In
particular, it was assigned UDP port 500 by the IANA.

e Phase 1 DH Group — Use DH Group 1(768-bits), DH Group
2(1024-bits), Group 5 (1536-bits) to generate IPSec SA keys.

e Phase 1 Encryption Method — There are three data
encryption methods available, DES, 3DES and AES.

e Phase 1 Authentication Method — There are two
authentication available. MD5 and SHA1 (Secure Hash
Algorithm)

e Phase 1 SA Life Time — By default the Security Association
lifetime is 28800 Sec.
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7.2

e Maxtime to complete phase 1 — The aim of phase 1 is to
authenticate and establish a secure tunnel, which will protect
further IKE negotiation. The maximum time default is 300 sec.

e Maxtime to complete phase 2 — Really establish the IPSec
SAs. By default the maximum time is 300 sec.

e  Count Per Send — Number of duplicated packets for resend.

e NAT Traversal Port — If there is other router on the network
and didn’t support VPN pass through, when you connect the
SP880B to the router and want to make a VPN connection, this
function will allow the VPN packets to pass through the router
and make a VPN connection without any problem.

Log Level Itis a VPN Log Level. Select a VPN log level that you like to display
on VPN log.

IPSec Policy Setup

VPN Policy Setup is to define the VPN phase 2 policy, including encryption and
authentication methods. Once you have made the configuration you can press the
“connection” button to make the VPN connection. You can also press “set option” button to
do more detail of VPN policy.

IPSec Policy Setup Help
Policy Entry [Traffic Binding Local Identity Option
T Marme State Interface Session Type
ew Polic
Y I_Emab\EIWAN lj ISesstm 1ﬂ IIP Address j

Protocal Type Any ¥

Local Security Lacal Type 1P Address Port Range
Network |1P address =] Jo.0n.0 ]
Remote Security Remote Type 1P Address Port Range
Metwork |1P address = [ooon =
Remote Security Identity Type

Gateway |1P tddress | [o.00.0

Security Level
Encapsulation Format ESP =

Encryption Method DES =

Authentication Method MDS =

46



Key Management
Key Type IAutokey (IKE) =
Phase 1 Negotiation Main Mode 'I

Perfect Foward Secrecy Mo PFS 'I

Preshared Key | Characters / Hex:0x
In Time Iasuu Seconds Note i 0 for no expiry

Key Lifetime

In volume [ Khytes

Connect | Flush Tunnel | Reload Policy | Tunnel Status .. | Set Options .. |

Add Delete | Update | Refresh |

Tunnel List

State Mame Security Gateway Remote Network Security Level key Type Interface Megotiation Status

Figure: IPSec Policy Setup

Settings — IPSec Policy Setup

Policy Entry

Tunnel Name — Given a name for this tunnel.

State — Enable/Disable VPN policy state.

Traffic Binding

Interface — Select WANL1 for binding VPN tunnel.

Local Identity
Option

Type — There are three local WAN identity types to choose
from: IP address, domain name and distinguished name.

Traffic Selector

Protocol Type — You can choose either
TCP/UDP/ICMP/GRE protocol as your connection protocol.
By default the protocol type is “Any”.

Local Security Network — These entries identify the private
network on this VPN router, the hosts of which can use the
LAN-to-LAN connection. You can choose a single IP
address, the subnet, or a selected IP range to make VPN
LAN-to-LAN connection.

Remote Security Network — These entries identify the
private network on the remote peer VPN router whose hosts
can use the LAN-to-LAN connection. You can choose a
single IP address, the subnet, or a selected IP range to make
VPN connection

Remote Security Gateway — You can either select remote
side domain name or remote side IP address (WAN IP
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address) as your remote side security gateway.

Security Level

Encryption Method — It specifies the encryption mechanism
to use. Data encryption makes the data unreadable if
intercepted. There are three encryption method available;
DES/3DES and AES. The default is null.

Authentication — It specifies the packets authentication
mechanism to use. Packets authentication confirms that data
comes from the source you think it comes from. There are
three authentications available. MD5, SHA1 and SHA2.

Key
Management

Key Type — There are two key types (manual key and auto
key) available for the key exchange management.

Manual Key — If manual key is selected, no key negotiation
is needed. Encryption Key- This field specifies a key to
encrypt and decrypt IP traffic. Authentication Key — This field
specifies a key use to authentication IP traffic.
Inbound/outbound SPI (Security Parameter Index) — is
carried on the ESP header. Each tunnel must have a unique
inbound and outbound SPI, and no two tunnels share the
same SPI. Notice that Inbound SPI must match the other
router’s outbound SPI.

AutoKey (IKE) — There are two types of operation modes
can be used.

1. Main mode accomplishes a phase one IKE exchange
establishing a secure channel.

2. Aggressive Mode is another way of accomplishing a
phase one exchange. It is faster and simpler than main
mode, but does not provide identity protection for the
negotiating nodes.

Perfect Forward Secrecy (PFS) — If PFS is enabled, IKE
phase 2 negotiation will generate a new key material for IP
traffic encryption & authentication. Preshared Key — This
field is to authenticate the remote IKE peer.

Key Lifetime- This is specified the lifetime of the IKE
generated Key. If the time expires or data is passed over this
volume, a new key will be renegotiated. By default, O is for no
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limit.

Tunnel List

List all VPN tunnel that you have configured, so you can
modify, update, and delete each VPN record.
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8. QoS Configuration

Overview

The Router supports QoS, providing high quality of network service.
It will classify outgoing packets based on policies defined by users and provide better
response or performance to various real-time applications.

8.1 QoS Setup

The following web page management will guide you on how to setup QoS and make QoS

work.
QoS Setup Help

QoS Features
Enable Qos " Enable
Queuing Method Priority Queuing =
IP TOS(Type of Service) Features
Process TOS Field " Enable
Cverwrite Policy Priority [ ves

Submit Cancel |

Figure: QoS Setup

Settings — QoS Setup.

QoS Feature e Enable QoS - Users can choose to Enable QoS (Quality of

Service). If set to "enable" QoS, the QoS will allow higher
priority packets to pass through the device first.

e Queuing Method —The methods for managing your queue.
"Priority Queuing" is one of the first queuing variations to be
widely implemented. This is based on the concept that certain
types of traffic can be identified and shuffled to the front of the
output queue, so that some traffic are always transmitted
ahead of others.

IPTOS .(Type e Process TOS Field —An 8 bits field in the IP packet header
of Service) designed to contain values indicating how each packet should
Feature

be handled in the network. If you choose "enable" then this
function will process the IP Type of Service field.

e  Overwrite policy priority — Choose “yes” to set the priority of
TOS field in IP packet and overwrite the priority defined in
policy configuration
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8.2 QoS Policy

By setting the QoS policy, you can assign a higher/lower priority (based on your
configuration) to received packets to pass through this device. You can define some
policies which classify received packets based on source/destination IP, MAC, port and
protocol type. This feature is useful when the WAN link is very busy or congested or when
using special applications that need real time services such as Internet phone, video
conference...etc.

QoS Policy Help

Policy Priority
Paolicy Mame
Source address 1P Address ¥

From [0.0.0.0 To [o.0.0.0
i T

From [0.0.0.0 To [0.0.0.0
Frotocol Type m
Source Port From [0 Tl
Destination Port  From Jo Tolo

Priority Queue High 'I

Delete | Update | Cancel |

Policy List

Policy Mame Source Address / Port Destination Address / Port Protocol Queue

Figure: QoS Policy

Settings — QoS Policy

Policy Priority e Policy Name — The name of a policy which is used to classify

the received packets based on the following types for your
memory.

e Source/Destination Address, Port — Specify a packet
based on source/destination address or port. There are two
types of address: IP address and MAC address. By default,
the IP address is 0.0.0.0 for all IP Addresses but the MAC
address is 00-00-00-00-00-00 which cannot be used to
classify.

Port and Protocol Type defines all packets for special
applications.

e Protocol Type — The field defines traffic packet type, i.e. IP,
TCP and UDP.

e Priority Queue — This device supports four queues. When a
packet meets a policy rule requirement, it will be put into the
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responding queue. Otherwise it is assigned the lowest priority
to pass through
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9. Management Assistant

Overview

The following advanced features are offered.
e  Administration Setup

e Email Alert

e SNMP

e  Syslog

e  Upgrade Firmware

9.1 Administration Setup

This chapter contains details on the configuration and use of each of these features.
The password screen allows you to assign a password to the Router and enable /disable
the remote access mechanism.

Admin, Setup Help
Remote Access Configuration
Remote Upgrade Remote Setup dccess Port allowed Remote IP
[T Enable [ Enable |sos0 Joooo ~ foooo
Administrator Password
User Name Password Werify Password
admin | |

Submit Cancel |

Figure: Admin Password

Enter the desired password, re-enter it in the Verify Password field, then save it.
When you connect to the Router with your Browser, you will be prompted for the password
as shown below.

Enter Network Password 2] x|

? Flease type vour user name and password.

Site 192.168.1.1
Realm MNeedPassword
User Mame Iadmm

Password I*"““"k

I Save this password in your password list

Figure: Password Dialog
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e  Enter "Admin" for the User Name.
e  Enter the password for the Router, as set on the Admin Password screen above.

Email Alert

This feature will send a warning Email to inform system administrator that one of the WAN
ports is disconnected.

e  Email Alert — You can choose to enable or disable it to send a warning email.

e  Email Sender Address — It is an email address which will send the warning email.

e  Email (SMTP) Server Address — It is an email server address the warning email will
be sent to.

e  Email Recipient Address — It is an email address of system administrator the email
will be sent to.

Email Alert Help
Global Settings: Notification on
Enable & Link Down Excessive Ping
[~ Enable " Enable Max, Pings Before Naotification [0 times / min.

Email Alert Configuration _fwany |

Email {SMTP) Server address

User Mame

Sender Addrass

I
|.
Password [
I
I

Recipient Address

Submit Cancel |
Email Alert Configuration List

Interface Maji Server User Mame Sender Adcjr. Recwpient Addr,
WAN 1

Figure: Email Alert

Settings — Email Alert

Global Setting | 4  Epaple & Link down — To enable or disable the Alert Mail
sending in the event one of the WAN ports is disconnected.

e  Excessive ping —This function is useful to prevent ICMP
packets attacks from WAN or LAN on the device. It will drop
the packets if the ping times exceed the threshold value
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Email Alert The purpose of email alert is in the event a WAN port is
Configuration disconnected or mal-functions, it will send an email message to
inform the recipient.

e Email (SMTP) Server Address — The e-mail server address.
(ex: mail.yourdomain.com)

e User Name —The user name of an e-mail sender address for
authentication. (ex: abc)

e Password —The password of an e-mail sender address for
authentication. (ex:12345)

e Sender Address — The email address of the sender.

e Recipient Address —The email address of the receiver.
(ex: .admin@yourdomain.com)

Email Alert List Email Alert message that you have configured previously.

Configuration
list

9.3 SNMP

This section is only useful if you have SNMP (Simple Network Management Protocol)
software on your PC. If you have SNMP software, you can use a standard MIB Il file with

the Router.
SNMP Help

System Information
Contact Person Supervisor
Device Name Broadband WPN Router
Physical Location Head Cffice
Community Name 1 private Access Control 1 |Read,fWrite ¥
Community Name 2 public Access Control 2 IRead only =

Trap Targets

Target IF Address 1 0.0.0.0 { B, MMM HHE HNK KRN )
Target IP Address 2 0.0.0.0
Target IP Address 3 0.0.0.0

Submit | Cancel |

Figure: SNMP



Settings — SNMP

System This is the system information which will identify this device.
Information

Community A relationship between a SNMP agent and a set of SNMP managers
that defines authentication, access control and proxy characteristics.

Trap Targets Up to three IP addresses can be entered. Trap information will be
sent to these addresses.

9.4 Syslog

This feature can send real time system information on the web page or to the specified PC.

e  Syslog Configuration — Syslog Configuration allows you to choose whether to send
system information to other machine or not. There are up to three machines you can
choose to send your system log.

® Message Status — Messages sent are only kept when “keep sent message” enable
check box is checked. Currently we keep the last 100 messages in the RAM area;
they will clear when reboot or power off.

Syslog Help

Sending Out ™ Enakle Keep Sent Message " Enahble

| | Enable | 1P Address [ Port (Default:514) [ Log Priority Level |
Syzlog Server 1 L W J514 IW_LI
Syslog Server 2 [ W 514 lm
Syslog Server 3 g | foooo 514 Im

SNTP Configuration

Time Zone I(GMT—12:DD) Kwajalein j

System Time aoon ffr gl fo ifee i fEo

SNTP Server 1 |

SNTP Server 2 |
SNTP Server 3 |

Submit | Cancel Yiew Syslog

Figure: Syslog



Settings - Syslog Configuration

Syslog Delivery

e Sending Out — If checked, the device will send syslog
messages to other machines (log servers).

o Keep Sent Message - If checked, the sent messages will be
kept on the device, otherwise they will be deleted

e Syslog Servers —

] IP Address: Up to 3 syslog servers can be used.

. Enable: If checked, the log message will be sent to the
server. You can disable or enable each server
temporarily.

] Port: If your syslog server does not use the default port
(514), change it.

. Log Priority Level: The messages are grouped into 8

priority levels, from Emergency to Debug. The lower
level it is, the more messages it will generate.
Emergency at the highest priority to Debug being the
lowest priority. The lower the level, the greater the
messages generated, with Debug sending all
generated messages.

Configuration

Log Priority This feature displays and controls the current log priority for each

Modules module. For a module with different priorities, the different level of
messages will be generated in Syslog. The lower the level of log
priority for a module, the greater the messages generated.
DEBUG is the lowest level of log priority.

SNTP

e SNTP Servers —Up to 3 SNTP servers can be used for GMT.
You can enter its IP or Domain address here. You can use
some servers such as time-a.nist.gov, time.nist.gov,
time-nw.nist.gov, etc.

e Time Zone - This lists all time differences between GMT and
the local time selected by you.

9.5 Upgrade Firmware

This Upgrade Firmware Screen allows you to upgrade firmware or backup system
configuration by using HTTP upgrade.
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Upgrade Firmware Help

System Configuration

Save System Configuration Save Factory Settings |

Upgrade Firmware
User Mame adrmin

Password

Upgrade Software or I
Configuration

IS | Upgrade |

Figure: Firmware Upgrade Screen

U You can backup your system configuration by press “save” button of Save System
Configuration. It will save the system configuration for you. (Notice: You have to
refresh the browser after you saved the system configuration file)

o You also can do firmware upgrade by input the correct password and the file name of
your firmware. Remember do not Reset or Restart the device while updating new
firmware, because it may cause system to crash.

TFTP Download

This setting should be used only if your router is unusable, and you wish to restore it by
downloading new firmware. Follow this procedure:

1. Power on the router.

2. Use a TFTP client program applies the new firmware. The screen will look like the
following figure.

& TFTP ¥1.00

Loeal File I

Server [P I

Downloadl Upload | Set 1o Diefanlt

Help |

Statos |

Figure: Windows TFTP utility

= Enter the name of the firmware upgrade file on your PC, or click the "Browse" button
to locate the file.

= Enter the LAN IP address of the router in the "Server IP" field.
= Click "Download" to send the file to the router.

3. When downloading is finished, it should then work normally, using the default settings.
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10. System information

10.1 System Status

Use the System Status link on the main menu to view this screen.

System Status Help
interface [Connection Type Status _____________[MAC Address
WAN 1 pproe  Connect | Disconnected 00-09-43-00-00-C0
interface lIP Address _____[Subnet Mask Gateway _________[DNS 1P Address
WAN 1 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
m Subnet Mask MAGC Address DHGP Server
LAN 192.168.10.1 255,255 .255.0 00-09-43-00-DD-CC Enable

Device Information

Hardware 1D 022121042000010000000000100541

Firmwars Varsion ver 1.0 Rel 11 Beta0l Built Date: Mar 3 2006

NAT Enable Load Balance Disable Virtual Server Disable
Special Application Dizahle Multi DMz Disahle. LRL Filter Disahle
System UpTime Sh 27m 29s

CPU Usage Memary Heap Packet Quaue

1% 1% 1%

Refresh | Factory Settings Restart

Figure 9-1: System Status

Data — System Status

Interface
Information

e Connection Status — Current status — either "Connected" or
"Not connected".

e Connection Type — The type of connection used — DHCP, Fixed
IP, PPPOE, or PPTP.

e "Force Renew" button — Only available if using a dynamic IP
address (DHCP). Clicking this button will perform a DHCP
"Renew" transaction with the ISP's DHCP server. This will
extend the period for which the current WAN IP address is
allocated to you.

. IP Address — The IP address of the Router, as seen from the
Internet. This IP Address is allocated by the ISP (Internet Service
Provider)

e  Subnet Mask — The Network Mask (Subnet Mask) for the IP
Address above.

. Domain Name IP Address — The address of the current DNS
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(Domain Name Server.

MAC Address — The MAC (physical) address of the Router, as
seen from the Internet.

LAN IP Address — The LAN IP Address of the Router.
Information
Subnet Mask — The Network Mask (Subnet Mask) for the IP
Address above.
MAC Address — The MAC (physical) address of the Router, as
seen from the local LAN.
DHCP Server — The status of the DHCP Server function - either
"Enabled" or "Disabled".
Device Hardware ID — The manufacturer ID for this particular device.
Information . . . . .
Firmware Version — Version of the Firmware currently installed.
NAT — Status of the NAT feature — either “Enable” or “Disable”.
Load Balance — Status of the Load Balance feature — either
“Enable” or “Disable”.
Virtual Server — Status of the Virtual Server feature — either
"Enabled" or "Disabled".
Special Applications — Status of the Special Applications
feature — either "Enabled" or "Disabled".
Multi DMZ — Status of the DMZ feature — either "Enabled" or
"Disabled".
URL Filter — Status of the Block URL feature — either “Enable” or
“Disable”.
Device. System UpTime — The time since the system of a device was
Statistics last reinitialized.
CPU Usage — The current usage percentage of CPU.
Memory Usage — The current usage percentage of Memory
(Heap & Queue).
Buttons

Refresh — Update the data on screen.
Restart — Restart (reboot) the Router.

Restore Factory Defaults — This will delete all existing settings,
and restore the factory default settings. See below for details.

e Restore Factory Defaults

When the "Restore Factory Defaults" button on the Status screen above is clicked,
the following screen will be displayed.
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Restore Factory Default

Reset To Factory Default Values

To restore the factory default setting values, you can click on the RESTORE buttan,
You have to be careful of doing this, it will erase all settings you did previously, and reset them to factary

default values,
Restore

Figure: Restore Factory Defaults

If the "Restore Default Value" button on this screen is clicked:

= ALL of your settings will be erased.

= The default IP address, password and ALL other settings will be restored to the
factory default values.

= The DCHP server function will be enabled.

These changes mean that the current connection is invalid, and you will have to

re-connect to the Router using its default IP address (192.168.1.1).

10.2 WAN Status

Use the WAN Status link on the main menu to view this screen.

WAN Status Help
MNAT Statistics
- Loading Share Current Loading Current Bandwidth
Interface Status ; ;
Default = Current Session Byte Packet Download Upload
WAN 1 Disconnected 100 % 100 % 1 1 1 0 bytes/sec 0 bytes/sec

\\S Interface Statistics

Owerall Statistics
Received Transmitted Total
WaN 1 0 % O kKB 0KB O kKB

Interface Loading Share

Refresh | Restart Counters | NAT Status .. |

Figure: WAN Status

Data — System Status

NAT Statistics This section displays data for each WAN port.

e Connection status — The current connection status, either
Connected or Not Connected.

e Default Loading Share - The default traffic loading between
the WAN ports.

e Current Loading Share — The current traffic loading between
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the WAN ports.

e  Current Loading — The number of sessions, Bytes and
Packets currently being processed on each port.

e  Current Bandwidth — The current Download and Upload
speeds on each WAN port.

e  "Check NAT Detail" will display the NAT Status screen,
described below.

Interface This section displays cumulative statistics.
Statistics Use the "Restart Counter" button to restart these counters when
required.

e NAT Status

This screen is displayed when you click the "Check NAT Detail" button on the WAN
Status screen.

NAT Status Help
Active Interface IP Info.
Interface IP address Subnet Mask
LaN 192.168.10.1 255,250,255.0

NAT Timeouts
TCP 300 upp 120

TCP Property

Max, Segment Size 1460 Max. Windows Size i)
NAT Traffic Local To Internet Internet To Local
Bytes ] 0

Packets o 0

Gonnection List

TCP [u] UpP o ICMP o
Overall Cannections Created al Deleted o
Criteria Filter Interface 1P Address Wal Port Range
View .. Delete SBtI
| | =l oo o ~ o

- [aLl
Clear all

Checksum u] Retries 1] Bad Packets o

‘

lisc.
Total IP Packets 2947 Reserved Address 0

Refresh Go Back |

Figure: NAT Status

62



Data — NAT Status

Active e Interface — LAN and WAN interface of the Routerr.
Interface IP
Info e |P Address — The WAN (Internet) & LAN IP Address of

the Router.

e  Subnet Mask — The Network Mask (Subnet Mask) for the
IP Address above

NAT Timeouts This displays the current timeout values for TCP and UDP
connections.

TCP Prosperity | This displays the MSS (Maximum Segment Size) and
Maximum Windows size for TCP packets.

NAT Traffic This section displays statistics for both outgoing (LAN to
Internet) and Incoming (Internet to Local) traffic.

Connections This displays the current number of active connections. For
List further details, click the "View Connection" list button.
Errors Statistics are displayed for Checksum errors, number of retries,

and number of bad packets.

Misc. This displays the total IP packets and reserved address.
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11. Specifications

Standard IEEE802.3, IEEE802.3u

1 10/100M RJ-45 WAN port

Interf
NSNS 4 10/100M RJ-45 LAN ports

10BASE-T: Category 3, 4, 5 UTP/STP

Cabl ti
abie Connections 100BASE-TX: Category 5 UTP/STP

Uplink Auto Uplink (Auto MDI / MDI-X)

Security: NAT, UPAP, CHAP

Network: TCP/IP, HTTP, DHCP, PPP, UPAP, PPPOE,
Protocol Multi-session PPPoE, ICMP, APR proxy

Routing: Static route for WAN & LAN, RIPv1, RIPv2
Connection: Static IP, dynamic IP, PPPoE, PPTP

Virtual server, Multi-DMZ, Special Application, NAT, UPnP,
DHCP server, DDNS, Transparent bridge mode, MTU change
for WAN, MAC address clone

DoS, SPI, Ping to Death, Port scan, ICMP filter, URL filter and

Firewall
Access Control

VPN IPSec VPN up to 20 tunnels, IPSec & PPTP VPN pass through

QoS Policy Priority QoS, ToS-QoS

Admin passwords

Securit L .
urity Authentication with UPAP and CHAP for PPPoE

System Memory 1MB Flash, 16MB RAM

Management Web-based, Email alert, SNMP, Syslog

HTTP web based download
TFTP download

Firmware update

Operating Temperature 0°C-40°C(32°-104° F)

Storage Temperature -10°-70°C (-4°- 158° F)

Operating Humidity 10% - 90% (Non-condensing)

Dimension 245mm (W) x 137mm (D) x 30mm (H)

Weight 890 (9)

Power Supply DC 5V 1.5A

Emission CE, FCC
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Appendix C

Troubleshooting

Overview

This chapter covers some common problems that may be encountered while using the Router
and some possible solutions to them. If you follow the suggested steps and the Router still does
not function properly, contact your dealer for further advice.

General Problems

Problem 1: Can't connect to the Router to configure it.

Solution 1: Check the following:

* The Router is properly installed, LAN connections are OK, and it is
powered ON.

e Ensure that your PC and the Router are on the same network segment.
(If you don't have a router, this must be the cause.)

e |f your PC is set to "Obtain an IP Address automatically" (DHCP client),
restart it.

e If your PC uses a Fixed (Static) IP address, ensure that it is using an IP
Address within the range 192.168.1.2 to 192.168.1.254 and thus
compatible with the Router’s default IP Address of 192.168.1.1.

Also, the Network Mask should be set to 255.255.255.0 to match the
Router.

In Windows, you can check these settings by using Control
Panel-Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1: When | enter a URL or IP address | get atime out error.
Solution 1: A number of things could be causing this. Try the following troubleshooting
steps.

e Check if other PCs work. If they do, ensure that your PCs IP settings are
correct. If using a Fixed (Static) IP Address, check the Network Mask,
Default gateway and DNS as well as the IP Address.

e |f the PCs are configured correctly, but still does not working, check the
Router. Ensure that it is connected and powered ON. Connect to it and
check its settings. (If you can't connect to it, check the LAN and power
connections.)

e |f the Router is configured correctly, check your Internet connection
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(DSL/Cable modem etc) to see if it is working correctly.

Problem 2:

Some applications do not run properly when using the Router.

Solution 2:

The Router processes the data passing through it, so it is not transparent.
Use the Special Applications feature to allow the use of Internet applications
which do not function correctly.

If this does solve the problem you can use the DMZ function. This should
work with most applications, but:

® Itis a security risk, since the firewall is disabled for the DMZ PC.
e Only one (1) PC can use this feature.

2006/03/09
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