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Hiermit erklart Micro Star International CO., LTD dass sich dieses Produkt in Ubereinstimmung mit den grundlegenden
Anforderungen und den anderen relevanten Vorschriften der Richtlinie 1999/5/EG befindet.

Die Konformitatserklarung kann auf folgender website eingesehen werden:
http://www.msi-technology.de/support/dl_man.php?Prod_Typ=9

Hereby, Micro Star International CO., LTD declares that this device is in compliance with the essential requirements and other
relevant provisions of Directive 1999/5/EC.

The respective Declaration of conformity can be found online:

http://www.msi-technology.de/support/dl_man.php?Prod_Typ=9

IEEE 802.11b/g 2.4 GHz operation
Europe: Frequencies: 2.400 — 2.4835 GHz

France: Frequencies: 2.4465- 2.4835 GHz, channels 10, 11, 12, 13

BANDE DE FREQUENCES DES 2.4GHZ

La décision N° 02-1008 en date du 31 octobre 2002 autorise l'utilisation d’'une partie de la bande de

fréquences 2400-2483,5 MHz pour les réseaux locaux radioéléctriques (RLAN) comme suit :

L'utilisation de la bande 2400-2446,5 MHz est autorisée a l'intérieur des batiments avec une puissance isotrope
rayonnée équivalente (PIRE) limitée a 10 mW et que l'utilisation de la bande 2446,5-2483,5 MHz est autorisée a
l'intérieur des batiments avec une PIRE limitée a 100 mW. L'utilisation en extérieur est soumise a demande
d’autorisation sur la bande de fréquences de 2446,5-2483,5 MHz avec une puissance limitée a 100mWw.

Notified Countries:
Germany, UK, Netherlands, Belgium, Norway, Sweden, Denmark, Finland, France, Italy, Spain, Austria, Iceland, Ireland, Portugal,
Greece, Luxemburg and Switzerland

BestimmungsgemalRe Verwendung:

Dieses Produkt integriert als Teil der Produktausstattung eine WLAN-Komponente.

Die WLAN-Komponente verbindet Computer tber eine Funkverbindung . Es kann auch eine Funkverbindung zu anderen geeigneten
WLAN-Geraten hergestellt werden.

Prescribed use:

This product integrates a WLAN-device.

The WLAN-device sets up a radio link between to computer. In addition it is possible to link the WLAN device to any other WLAN
device which stick to the IEEE 802.11b/g requirements.

Hinweise zur Reichweite:

Der Abstand zwischen Sender und Empfanger (von einem WLAN-Gerét zu einem anderen WLAN-Gerat) hangt stark von der
Einsatzumgebung ab. Wande, Betonboden (Eisen), beschichtete Fensterscheiben, Fahrzeug-Karosserie, etc..

Weitere Beeinflussungen:

- Hochfrequenzaussendungen jeder Art

- Gebaude, Baume, etc.

- Heizkérper, Stahlbeton, etc.

- offen betriebene Computer, etc.

- Mikrowellenherde, etc,

Die Kommunikation zwischen unterschiedlichen WLAN-Geréaten ist von der jeweiligen Software und dem entsprechenden
Versionsstand abhangig

Operating range:

The transmission range between different WLAN devices varies depending the specific environment. Walls, concrete floor (iron),
laminated windows, vehicle-body, etc..

More electromagnetic interferences:

- high frequency emission of any kind,

- Buildings, trees, etc.

- Heaters, ferroconcrete, etc.

- open computer systems, etc.

- Microwave oven, etc,

Communication (exchange data) is dependent on the software of the WLAN devices.
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Caution

The device complies with Part 15 of the FCC rules. Operation is subject to

the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference
that may cause undesired operation.

FCC RF Radiation Exposure Statement: The equipment complies with FCC

RF radiation exposure limits set forth for an uncontrolled environment.

This equipment should be installed and operated with a minimum

distance of 20 centimeters between the radiator and your body.

This Transmitter must not be co-located or operating in conjunction with

any other antenna or transmitter.

Changes or modifications to this unit not expressly approved by the

party responsible for compliance could void the user authority to operate

the equipment.

Copyright Notice

The material in this document is the intellectual property of MICRO-STAR INTERNATIONAL.
We take every care in the preparation of this document, but no guarantee is given as to the

correctness of its contents. Our products are under continual improvement and we reserve the

right to make changes without notice.

Trademarks

Microsoft Windows and Internet Explorer are registered trademarks or trademarks of Microsoft

Corporation.

All brand names, icons, and trademarks used in this manual are the sole property of their

respective owners.

Revison History

Revison

V10

History Date
First Release June 2005



| mportant Safety Precautions
Always read and follow these basic safety precautions carefully when handling any
piece of electronic component.

el A

o Ul

Keep this User Manual for future reference.
Keep this equipment away from humidity.
Lay this equipment on areliable flat surface before setting it up.
The openings on the enclosure are for air convection hence protects the
equipment from overheating.
All cautions and warnings on the equipment should be noted.

Never pour any liquid into the opening that could damage or cause electrical
shock.

If any of the following situations arises, get the equipment checked by a
service personnel:

« Liquid has penetrated into the equipment

+ The equipment has been exposed to moisture

« The equipment has not work well or you can not get it work according to

User Manual

« The equipment has dropped and damaged

- If the equipment has obvious sign of breakage

DO NOT LEAVE THIS EQUIPMENT IN AN ENVIRONMENT
UNCONDITIONED, STORAGE TEMPERATURE ABOVE 60°C OR
BELOW -20°C, IT MAY DAMAGE THE EQUIPMENT.
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is specifically
designed for Small Office and Home Office needs. It provides a complete SOHO solution for Internet surfing, and is
easy to configure and operate even for non-technical users. Instructions for ingalling and configuring this product
can be found in this manual. Before you install and use this product, please read this manual carefully for fully
exploiting the functions of this product.

Functions and Features

Router Basic functions

1  Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.
I  WAN type supported
The router supports some WAN types, Static, Dynamic, PPPoE , PPTP ,L2TPR, Dynamic IP with Road
Runner.
1 Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
1 DHCP server supported
All of the networked computers can retrieve TCP/IP settings automatically from this product.
1 Web-based configuring
Configurable through any networked computer’s web browser usng Netscape or Internet Explorer.
1 Virtual Server supported
Enable you to expose WWW, FTP and other services on your LAN to be accessible to Internet users.
1  User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple connections, like
Internet gaming, video conferencing, Internet telephony and so on, then this product can sense the
application type and open multi-port tunnd for it.
1 DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when specia application
sensing tunnel featureisinsufficient to allow an application to function correctly.
1 Satistics of WAN Supported
Enables you to monitor inbound and outbound packets



Wirédess functions

1 High speed for wirelessL AN connection
Up to 54Mbps datarate by incorporating Orthogonal Frequency Division Multiplexing (OFDM).
1 Roaming
Provides seamless roaming within the IEEE 802.11b (11M) and IEEE 802.11g (54M) WLAN
infragtructure.
1 1EEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.
1 |EEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.
1 Auto fallback
54M, 48M, 36M, 24M, 18M, 12M, 6M datarate with auto fallback in 802.11g mode.
11M, 5.5M, 2M, 1M datarate with auto fallback in 802.11b mode.

Security functions

1 Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and outgoing packets
and letting them pass or halting them based on the P address of the source and destination.
1 Domain Filter Supported
Let you prevent users under this device from accessing specific URLSs.
1 URL Blocking Supported
URL Blocking can block hundreds of websites connection by ssimply a keyword.
1 VPN Pass-through
The router aso supports VPN pass-through.
1 802.1X supported
When the 802.1X function is enabled, the Wireless user must authenticate to this router first to use the
Network service.
1 Support WPA-PSK and WPA
When the WPA function is enabled, the Wirel ess user must authenticate to thisrouter first to
use the Network service
1 SPI Mode Supported
When SPI Mode is enabled, the router will check every incoming packet to detect if this packet is valid.
1 DoSAttack Detection Supported
When this featureis enabled, therouter will detect and log the DoS attack comes from the Internet.



Advanced functions

1 System time Supported
Allow you to synchronize system time with network time server.
1 E-mail Alert Supported
Therouter can send itsinfo by mail.
1 Dynamic dns Supported
At present the router has 3 ddns.dyndns, TZO.com and dhs.org.
1 SNMP Supported
Therouter supports basic SNMP function.
1 Routing Table Supported
Now, therouter supports static routing.
1 Schedule Rule supported
Customers can control some functions, like virtual server and packet filters when to access or when to
block.

Other functions

1 UPNP (Universal Plug and Play)Supported
Therouter aso supports this function. The applications: X-box, Msn Messenger.

Packing List
1  Wirdess broadband router unit
1 Ingallaion CD-ROM
1 Power adapter
1 CAT-5UTPFast Ethernet cable



Chapter 2 Hardware Installation

2.1 Pandl L ayout
2.1.1. Front Panel

POWER STATUS WAN

Figure 2-1 Front Panel

LED Function Color Satus Description
Power o ) )
POWER | Green On Power is being applied to this product.
indication
System o _ . -
Satus Green Blinking | M1 isflashed once per second to indicate system is alive.
status
WAN port On The WAN port islinked.
WAN . Green
activity Blinking | The WAN port is sending or receiving data.
Wireless o ) . o
WLAN o Green Blinking | Sending or receiving datavia wireless
activity
An active station is connected to the corresponding LAN
Link/Act. On
Link status | Green port.
14
Blinking | The corresponding LAN port is sending or receiving data.




2.1.2. Rear Pand

Antenna

LAN Ports1-4

WAN Port

Figure 2-2 Rear Panel

Port Description
PWR Power inlet
WAN the port where you will connect your cable (or DSL) modem or

Ethernet router.

LAN Port 1-4 the ports where you will connect networked computers and other

devices.

Reset To reset system settings to factory defaults



2.2 Procedure for Hardware I nstallation

2. Decide whereto place your Wireless Broadband Router
You can place your Wirdess Broadband Router on a desk or other flat surface, or you can mount it on a wall.
For optimal performance, place your Wireless Broadband Router in the center of your office (or your home) in a
location that is away from any potential source of interference, such as a metal wall or microwave oven. This

location must be close to power and network connection.
2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one of the LAN
ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit performance

Existing
Connection

DSL/Cable
X Modem /

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection
Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet backbone. Figure
2-3illugrates the WAN connection.

4. Power on

Connecting the power cord to power inlet and turning the power switch on, this product will automatically enter
the self-test phase. When it isin the sdlf-test phase, the indicators M1 will be lighted ON for about 10 seconds,
and then M1 will be flashed 3 times to indicate that the self-test operation has finished. Finally, the M1 will be
continuoudly flashed once per second to indicate that this product isin normal operation.



Chapter 3 Network Settings and Software I nstallation

To use this product correctly, you have to properly configure the network settings of your computers and install the
attached setup program into your MS Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Networ k Settings of Your Computer

The default 1P address of this product is 192.168.1.254, and the default subnet mask is 255.255.255.0. These
addresses can be changed on your need, but the default values are used in this manual. If the TCP/IP environment of

your computer hasnot yet been configured, you can refer to Appendix A to configure it. For example,
1. configure IPas 192.168.1.1, subnet mask as 255.255.255.0 and gateway as 192.168.1.254, or more easier,
2. configure your computersto load TCP/IP setting automatically, that is, via DHCP server of this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your computer has
successfully connected to this product. The following example shows the ping procedure for Windows 95 platforms.

Firg, execute the ping command
ping 192.168.1.254
If the following messages appesr:
Pinging 192.168.1.254 with 32 bytes of data:
Reply from 192.168.1.254: bytes=32 time=2ms TTL=64

a communication link between your computer and this product has been successfully established. Otherwise, if you
get the following messages,

Pinging 192.168.1.254 with 32 bytes of data:
Request timed out.
There must be something wrong in your ingalation procedure. You have to check the following itemsin sequence:
1. IstheEthernet cable correctly connected between this product and your computer?
Tip: The LAN LED of this product and thelink LED of network card on your computer must be lighted.
2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.1.254, the IP address of your computer must be 192.168.1.X
and default gateway must be 192.168.1.254.



Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser, such as Netscape

Communicator or Internet Explorer. This approach can be adopted in any MS Windows, Macintosh or UNIX based

platforms.

Wireless Broadband Router

Fast Ethernet

I-.
=L ¥

Windows

I Mac  Unix-like



4.1 Sart-up and Login

Connect to 192.168.1.254

M3I Wireless Broadband Rouker

Lser narme: | £ admin v |

Passward: | ssnns |

[ 1remember my password

| Ik, %‘J [ Cancel

Activate your browser, and disable the proxy or add the IP address of this product into the exceptions. Then,
type this product’s IP address in the Location (for Netscape) or Address (for IE) field and press ENTER. For
example: http://192.168.1.254.

After the connection is established, you will see the web user interface of this product. To log in as an administrator,
enter the system password (the factory setting is  ”admin”) in the Password field and click on the OK button. If
the password is correct, the web appearance will be changed into administrator configure mode. Aslisted in its main
menu, there are several options for system administration.

4.2 Wizard

MIST

TP TR T [T ERE54GS2

Setup Wizard will guide you through a basic configuration procedure step by step.Press  ”Next >”
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Select Internet Connection Type:

) Static IP
ISP provides you a static IP address.

O Dynamic IP

Obtain an IP address from ISP automatically (For most Cable modem users)
) Dynamic IP* (Bigpond Cable)
Dymamic IP address with Road Runner Session Management. (For Austrlia Tesltra Bigpond)

© PPPoE
PPP over Ethernet for the Internet connection. (For most DSL users)

O PPTP

Some ISPs require the use of PPTP for the Internet connection. (Most used in Europe)

O L2TP
Some ISPs require the use of L2TP for the Internet connection. (For virtual private network -VPN)

If you are unsure of which setting to select, please contact your ISP (Internet Service Provider)

i

s

« ) | £ )

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.3.1 | P Setting.
4.3 Setup

Status @

Advanced | Administration
-~
Setup
* |P Setting
= i - Configure the way your wireless router uses to connect to the Intemet, or connect to a private
IP Setting | netwark such as your workplace network.
Wireless | - Configure Router's LAN [P Address:
WDS ® Wireless
Dynamic DNS | - Wireless settings allow you to configure the wirsless configuration iterns.
DHCP Server s WDS
! - WDS provides wireless point-to-paint bridging, and point-to-rmultipoint bridging for deployment over
[ togouwt | large area,
* Dynamic DNS
- Enables youto run your domain over a changing [P, you have to use dynamic domain name
serice (DDNS)
* DHCP Server
- Yourwireless gateway can act as a DHCP server, and assign IP addresses to your clients
automatically.
v
o

10



4.3.11P Setting — WAN Type, |P Mode

IP Setting

T

Hem Setling
P LAN P Address [192 1661 254
P LAN Subnst Mask wsss50 |
P AN Type Dynamic IP Address
v 1 P Host Mame: | |'_(optional)
M P WAN'S MAC Address [0050-1821-BC30 | [ Clone MAC |
HHEESerien P Renew IP Forever Enable (4uto-reconnect)

[Save | [Undo | [ “irual Computers.. |

—
Press “Change”

Choose WAN Type

@® Static IP Address ISF assigns you a static IP address.
o Dynamic |P Address Obtain an IP address from [SP automatically
(=] Dynamic [P Address with Road Runner Session Management (e.g. Telstra BigPond)
) PPP over Ethernet Some |SPs require the use of PPRoE to connect 1o their services.
R T O PRTR Some |SPs requite the use of PPTP to connect to their senices
Dynamic DNS ) . .
P e ) T @] L2TP Some ISPs require the use of L2TP to connect to their services
DHCP Server

Bawve | | Cancel

—

This option is primary to enable this product to work properly. The setting items and the web appearance depend on
the WAN type. Choose correct WAN type before you start.

11



1. LAN IP Address: the local 1P address of this device. The computers on your network must use the LAN [P

address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP, You can click Change button to choose a correct one from the

following four options
A. StaticIPAddress: ISPassigns you a static | P address.
Dynamic IPAddress: Obtain an 1P address from ISP automatically.
Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
PPP over Ethernet: Some ISPsrequirethe use of  PPPOE to connect to their services.

PPTP: Some ISPsrequiretheuse of PPTPto connect to ther services.

mm oo ®

L2TP: Some ISPsrequiretheuseof L2TPto connect to their services

4.3.1.1 Static|PAddress

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting provided by your
ISP
4.3.1.2 Dynamic | P Address

1.  Host Name: optional. Required by some I SPs, for example, @Home.

2. Renew IPForever: this feature enables this product to renew your |P address automatically when the lease time
is expiring-- even when the system isidle

4.3.1.3 Dynamic I P Address with Road Runner Session Management.(e.g. Telstra BigPond)

1 LAN IPAddressisthe IP address of this product. It must be the default gateway of your

computers.

2. WAN Typeis Dynamic IP Address. If the WAN type isnot correct, changeit!

3. Host Name: optional. Required by some ISPs, e.g. @Home.

4, Renew IP Forever: this feature enable this product renew | P address automatically when the lease timeis
being expired even the system isin idle state.

4.3.1.4 PPP over Ethernet

1 PPPOE Account and Password: the account and password your |SP assigned to you. For security,
this field appears blank. If you don't want to change the password, leave it empty.

2. PPPoE Service Name: optiond . Input the service nameif your ISPrequiresit. Otherwise, leave
it blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPOE session.

Set it to zero or enable Auto-reconnect to disable thisfeature.

12



4. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most common MTU valueis
1492.

5. Connection Control:There are 3 modes to select:
Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.
Manually: The device will not make the link until someone clicks the connect-button in the Staus-page.

43.15PPTP

1. MyIPAddress and My Subnet Mask: the private IP address and subnet mask your 1SP assigned
to you.

2. Saver IPAddress: the P address of the PPTP server.

3. PPTPAccount and Password: the account and password your ISP assigned to you. If you don't
want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your |SPrequiresit.

4. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or
enable Auto-reconnect to disable thisfeature. If Auto-reconnect is enabled, this product will
connect to ISP automatically, after system is restarted or connection is dropped.

5. Connection Control:There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the Staus-page.

13



.. | Advanced | Administration | Status @
o
IP Setting
Hem Setling
L P LAN IP Address [19z1g81254 |
__lpsetting P VAN Type PPTP
Wireless | P IF Mode ’W
WDS _ Pty [P Address |DDD07\
Dynamic DNS P Iy Subnet Mask |@‘
HHEESRrvar | P AN Gateway [P |67070767‘
P Server IP Address | ‘
i i P Uzer Mame | |
P Password | |
P Connection ID | |(optional)
P taximum |dle Time: |@| seconds
P Connection Caontral |Autc| reconnectAlways-on) v: =
L
-
4316L2TP

First,Please check your ISP assigned and Select Static IPAddress or Dynamic IPAddress.

For example:Use Static

1. MyIPAddress and My Subnet Mask: the private IP address and subnet mask your 1SP assigned

to you.

2.  Seave IPAddress: the | P address of the PPTP server.

3. PPTPAccount and Password: the account and password your ISP assigned to you. If you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your |SPrequiresit.

4. Maximum ldle Time: thetime of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable thisfeature. If Auto-reconnect is enabled, this product will

connect to ISP automatically, after system isrestarted or connection is dropped.

14



6. Connection Control: There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on):The device will link upw with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the Staus-page.

Wireless.

WwDS
 DynamicDNS
DHCP Server

4.3.2 Wirdess Setting, and 802.1X setting

IP Setting
P LAN P Address |18z 1% |
P VAN Type L2TP
P IP Mode [StetcPaddiess ¥
P intermet IP Address |W|
P Subnet Mask |@|
P ISP Gateway Address |ﬁ07|

P Server IF Addrass/tame
P User Mame

P Password

P Maximum ldle Time

P Caonnection Cantrol

L ]
| |
[ ]
|ﬁ[l— seconds

| Auta reconnectiAlways-on) ¥ |

—

IP Setting

WwDs
Dynamic DNS.

DHCP Server

-

Wireless Setting

Yo Seting.
P Netwark ID(SSID) =l |
¥ Channel E|
P Security O Disable
@®WER
(B02.1x and RADIUS
OWPA-PSK,
OWRA
b WEP @ Enable IEEE B4 bit Shared Key security
(O Enable IEEE 128 hit Shared Key security
@WEP Key 1 |
OWEP Key 2 i — |
CIWEP Key 3 \ | 2

| [ MACAddress Contral..__|

15



Wireless settings alow you to set the wirel ess configuration items.

1. Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client stations can roam
freely over this product and other Access Points that have the same Network ID. (The factory setting is
“default™)

2. Channel: Theradio channd number. The permissible channels depend on the Regulatory Domain.

The factory setting is as follow: channel 6 for North America; channel 7 for European (ETSI); channel 7 for
Japan.

3. WEP Security: Select the data privacy algorithm you want. Enabling the security can protect your data while it
istransferred from one station to another. The standardized IEEE 802.11 WEP (128 or 64-hit) isused here.

4. WEPKey 1, 2, 3& 4: When you enable the 128 or 64 bit WEP key security, please select one WEP key to be
used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

5. Pass-phrase Generator: Snce hexadecima charactersare not easily
remembered, this device offers a conversion utility to convert asimple
word or phrase into hex.

6. 802.1X Setting

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled, the Wirel ess user

must authenticate to thisrouter first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and thisrouter. Thiskey value is consistent with the key value in the
RADIUS server.

‘ | I Advanced

Administration I Status @

Wireless Setting

Setting

P Metwork IDISEID)

@ ltem

IP Setting P Channel

Wireless P Security
WDs
Dynamic DNS

DHCP Server

P Encryption Key Length
P RADIUS Server IP

P RADIUS port

P RADIUS Shared Key

EE]

a8

() Disable

OWEP

@802 1x and RADIUS
O WPAPSK
OWPA

® 64 bits
3128 bits

[00on |
[1a12 |

Associated Clients List

| [ MACAddress Contral.

NETE

16



WPA-PSK
1. Select Preshare Key Mode
If you select HEX,you haveto fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII,thelength of preshare key isfrom 8 to 63.

2. Fill inthe key, Ex 145678

I s Wireless Setting
3 ltem Setting.
P Nstwork [D(SSID) T
IP Setting P Channel E\
[ Wireless P Securty O Disable
WDs OWEP
Dynamic DNS OB02 1x and RADIUS
DHCP Server @WPAPSK
i Owra
Logout
¥ Encryption BTKP OAES
P Preshare Key Mads [Ascil v
P Prashare Key | |
[ AssocaedClens st | [ MACAddress Conval.__|
WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the Wireless user must
authenticate to this router first to use the Network service. RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and thisrouter. Thiskey value is consistent with the key value in the
RADIUS server.

Wireless Setting 1
tem Setting.

P Netwark [DESID) EE |
IP Setting ¥ Channel &
[ Wireless | ¥ Serurity O Disable
wos OWEP
Dynamic DNS ©an2 1x and RADIUS
DHCP Server OWPAPSK
DWPA
Logout
P Encryption @TKP  OAES
P RADIUS Sener I poon ]
P RADIUS port [z |

P RADIUS Shared Key 1

[ Assocated Clients List.___| [ MACAddress Canral..__|
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4.3.3WDS

The Wireless Distribution System (WDS) supports peer-to-peer AP communication. Select
Enableto allow Bridge (WDS) mode between routers or Disable to block communication
between routers.

To enable WDS, set the Wireless Bridging (WDS) function to Enable. Enter the WirelessMAC
address of the router to communicate with in the form of two characters separated by a colon and
click Save.

REHACE ‘ Advanced | Administration | Status ®
WDS Setting
ltem Setting.
_ P Wireless Bridging @ Disable O Enable
IP Setting P Remote AP MAC \ |
Wireless . \ |
! WDS ] 1 —
Dynamic DNS Save ] Undo I
DHCP Server
[ logowt |

4.3.4 Dynamic DNS
To host your server on achanging I P address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map the name of

your host to your current |P address, which changes each time you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS serversthat we list

in provider field.
To enable Dynamic DNS click the check box next to Enable in the DDNSfield.

Next you can enter the appropriate information about your Dynamic DNS Server.
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Y ou haveto define:

Provider

Host Name

Username/E-mail

Password/Key

You will get thisinformation when you register an account on a Dynamic DNS server.

.. |Advanced | Administration | Status @
Dynamic DNS
ltem Seiting.
_ P DONS @ Disable O Enable
IP Setting P Provider ‘DynDNS.Drg(Dynamic) V|

Wireless P Host Mame \ |
WDs P Usermame { E-mail \ i
a Dynamic DNS P Password / Key ‘ |

DHCP Server Save | | Undo

4.3.5 DHCP Server
Press “More>>”

The settings of a TCP/IP environment include host 1P, Subnet Mask, Gateway, and DNS configurations. It is not easy
to manually configure all the computers and devices in your network. Fortunately, DHCP Server provides a rather
simple approach to handle all these settings. This product supports the function of DHCP server. If you enable this
product’s DHCP server and configure your computers as “automatic |P allocation” mode, then when your computer
is powered on, it will automatically load the proper TCP/IP settings from this product. The settings of DHCP server
include the following items:
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‘ Setup Jmmea

Status @

. Administration
DHCP Server
ltem ‘Setting
P DHCP Server (2 Disable @ Enable
IP Setting P Lease Time ': Day _EJ Hour ;E flinute
Wiraless P IP Pool Stariing Address ]
WDS P IP Poal Ending Addrass _|
Dynamic DNS P Domain Mame ‘
|] DHCP Server | [ Save | I Undn ] [ are>> ] [ Clients List ] [ Fixed Mapping. ] [Help]
[ togout ]
1 DHCP Server: Choose “Disable” or “Enable.”
2. Lease Time: Define the period of time for the IP address leased.
3. P pool starting Address/ 1P pool starting Address: Whenever there isarequest, the DHCP

server will automatically allocate an unused | P address from the | P address pool to the requesting computer.

You must specify the starting and ending address of the IP address poal.

N o A

Domain Name: Optional, this information will be passed to the client.
Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers
Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP server
offersan 1P to your PC.
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4.4 Advanced

_ BasicSetting
MAC Control

_ Domain Filtering _
URL Filtering

4.4.1 Basic Setting

L[>

Advanced

* Basic Setting

- Configure the basic settings to.enable the firewall to pratect your network from hacker attacks,

* MAC Address Control
- MAC Address Control allows you to assign different access right for different users and to assign =
a specific IP address to a cerain MAC address,
* Packet Filtering
- Allow you to control access to a netwark by analyzing the incoming and outgoing packets and
letting them pass or halting them based on the |P address of the source and destination, |
* Domain Filtering

- Let you prevent users under this device from accessing specific URLs,

URL Filtering
- URL Filtering will block LAN computers ta cannect to pre-defined websites.
* Routing

- If you have more than one routers and subnets, you may want to enable routing table to allow
packets to find proper routing path and allow different subnets to communicate with each other.

* Schedule Rule

_ ; : e |

| MACc gontrol
Packet Filtering

Basic Setting

Hem
P Discard PING fram WAN side O
PSPl mode O
b DS Attack Detection O
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Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, therouter will record the packet information pass through the router like | P address,
port address, ACK, SEQ number and so on. And therouter will check every incoming packet to detect if this packet
isvalid.

DoS Attack Detection

When thisfeatureis enabled, therouter will detect and log the DoS attack comes from the Internet. Currently, the
router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of Death, Land Attack etc.

4.4.2 MAC Address Control

MRESLES2 ‘ setup J dvan ‘ Administration ‘ status ®

MAC Address Control

Item Setting
P MAC Address Contral [ Enable
Basic Setting Ol Cannection contral  Clients with C checked can cannect ta this device; and | allow | unspecified WAC addresses ta
:_MAC cantol cannect
Packet Filtering D MAC Address IP Address c
Domain Filtering 1 | i 192.168.1.| i ]|
URL Filtering 5 ] 152.168.1. | O
Routing 5 | 1 192.168.1. | O
Schedule Rule i
4 | 1921681 | O
Virtual Server
DMZ DHCP clients | — selectone— v || Copyto ID;— ol
Special AP
<< Provigus ] I Flet >> ] [ Save ] I UndoJ
e

MAC Address Control allows you to assign different access right for different users and to assign a specific 1P
address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the settingsin this page
will take effect only when “Enable” is checked.

Connection control Check "Connection control" to enable the controlling of which wired and wireless
clients can connect to this device. If a client is denied to connect to this device, it
means the client can't access to the Internet either. Choose "allow™" or "deny” to allow
or deny the clients, whose MAC addresses are not in the "Control table" (please see

bel ow), to connect to this device.

Association control Check "Association control" to enable the
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controlling of which wireless client can

associate to the wireless LAN. If aclientis

denied to associate to the wireless LAN, it

means the client can't send or receive any data

viathis device. Choose "allow" or "deny" to

allow or deny the clients, whose MAC

addresses are not in the "Control table”, to

associate to the wireless LAN.

Contral table
ID MAC Address IP Address C
1 192 168.1.| 4|
2 192.168.1.| O
3 192.168.1. Cl
4 1921681 O

DHCP clients| — selectone — ¥ | - *

"Control table" is the table at the bottom of the "MAC Address Control" page. Each
row of this table indicates the MAC address and the expected |P address mapping of a

client. There arefour columnsin thistable:

MAC Address

MAC address indicates a specific client.

IPAddress

Expected | P address of the corresponding
client. Keep it empty if you don't careits IP
address.

When "Connection control" is checked,
check "C" will alow the corresponding client

to connect to this device.

When "Association control” is checked,
check "A" will alow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHEFR clients | — selectone — v || Copyto 0 _ v

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to” button to copy the
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MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page To make this setup page smple and clear, we have divided the “Control table”

into several pages. You can use these buttons to navigate to different pages.

4.4.3 Packet Filtering

*
=) (= L]
JRERECS2 O e O mrm— ()
Outbound Packet Filtering &
Hem Setti ng
P Outbound Filtering [C] Enable
@ Allow all to pass except those match the following rules.
Basic Setting 0 Deny all to pass except those match the fallowing rules
MAC Control
— ) Source IP : Ports Destination IP ; Ports. Enable Use Rule#
omain Filtering |
TR S 2 | |:] | | |:] | | 0
URL Filtering ; e . T o
= 3 | [i1 | | [i1 | O o |
Routing : :
Schedule Rule A | | | | | | | | O |D_
Virtual Server 5 | |: | | | || | O IIJ_|
DMZ B | |:] | | |:] | | 0
Special AP _ 7 | B | | || | il o |
8 | B | | || | o b
[ togout |
Schedule rule | (10)Akays | [ Copy to ]lD |;"_| =
Save | Undo Inbound Filtering... MAC Level... Help -

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies on all
outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or DMZ host only. You

can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the following:

Source | P address

Source port address
Destination | P address
Destination port address
Protocol: TCPor UDP or both.
Use Rulef
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For source or destination 1P address, you can define asingle |P address (4.3.2.1) or arange of 1P addresses
(4.3.2.1-4.3.2.254). An empty implies all |P addresses.

For source or destination port, you can define asingle port (80) or arange of ports (1000-1999). Add prefix "T" or
"U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix indicates both TCPand UDP
are defined. An empty impliesall port addresses. Packet Filter can work with Scheduling Rules, and give user

more flexibility on Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individualy.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the I nbound Packet Filter fied.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News Server (119)
defined in Virtual Server or DMZ Host.

Example 1:

Shyis
- = N VL))
NRGEEES? ‘ o ‘ amisraton |, suns 8 :
S— -.- -
Outbound Packet Filtering 8
Iem Setting
P COutbound Filtering Enable
- O Allow all to pass except those match the fallowing rules.
Basic Satting @i Deny all to pass. except those match the following rules
MAC Control : e e 7 ;
_— 1D Source IP : Ports Destination IP : Pornis Enable Use Rule#
|_Packet Filtering | ; 0 . . -
————— 1 [1.23100-1.2.3.148 || | | |.[es100 | T
Domain Filtering . " * HE—
iR e T 2 l23iazazn | | | |+ | o]
URL Filtering " ” .
” 3 | b8 | | i | | i |
Routing : | =
. . I
Schedule Rule ! | | ! | | | ! | N U |
Virtual seryer 5 | |:| | | |:] | O o]
[ T i
DMz B | B | | || | O o]
Special AP 7 | |:] | | |- | O ]
Scheduls fule | (0Akays + | | Copyta ]ID|—__"] i
Save | | Undo Inbound Filtering MAC Lewel Help w

(1.2.3.100-1.2.3.149) They are alow to send mail (port 25), receive mail (port 110), and browse the Internet (port
80)
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(1.2.3.10-1.2.3.20) They can do everything (block nothing)

Othersareall blocked.

Example 2:

w— s—
Outbound Packet Filtering |
tem. Setting
P COutbound Filtering Enable
: O Allow all o pass except those match the following rules.
Basic Setting @) Deny all to pass except those match the following rules
 mac control — S— I
$ _In Destination IP : Ponis. Enable  Use Rulez
e 1 | | |: [t | 0
Domain Filtering T i T —
_ 2 123100123119 |+ | | | -9 | o |
URL Filtering | | —]
= 3| B | | |:| | O ]
Routing |
Schedule Rule 4 | | | | | | - 2
e e e o o
| Virtual Server 4 | : : | | | : | - =
oMz ' 5 | B | | <] | O O
) Breda bl | v ] 1 8
- _ - s | B | | B | O 0
Seheule rule| (10AMays v [Copyo |~ v | "
Save | | Undo Inbound Filtering MAT Lewval Help w

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer filesvia FTP (port 21)
Othersareal allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet Filter field.
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Example 1:

w— s—
Outbound Packet Filtering |
P COutbound Filtering Enable
@ Allow all to pass axcept those match the fallowing rules.
Basic Setting . ) Deny all to pass except those match the following rules
_ MAC Gontrol — —— —— —
& 1 [192.168.1,143 |:] | | |:[25110 | 0
Domain Filtering , —
| agnien s | 2 |192.168.1.20 |5 | | |5 | o
e | — H— ] ;
4 Se3 | 3 i | =
Holithe _ 7| | i LA
Schedule Rule # | B | | || | Bl o
Dowideris |l © i | i 8
TEET R | i (1 @ b
| SpecialaP 7 B | | B | O ]
e e | s | B | | B | O 0
Sehedule rule| (00Aeys v | [ Copyia | p|— v u
Save | | Undo Inbaund Filtering MAT Lewval Help |

(192.168.1.100-192.168.1.149) They are allowed to send mail (port 25), receive mail (port 110), and browse Internet
(port 80); port 53 (DNS) isnecessary to resolve the domain name.

(192.168.1.10-192.168.1.20) They can do everything (block nothing)
Othersareall blocked.
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Example 2:

Outbound Packet Filtering |
P COutbound Filtering Enable
@ Allow all to pass axcept those match the fallowing rules.
Basic Setting ) Deny all to pass except those match the following rules
"~ Macconmol — _ — S—
S v hemsetion || ]| I i
Sl 2 (1921661119 | 1 0
URL Filtering i : ; : : : ; : . — !
Routing =t “ LA
sﬂh:ﬁﬂﬂlé'&ulé 4 | | : | | | | : | | O |u
" Virtual server 5 | | | g | - &
= B | 5| ] | ] o ]
| specialAP L B | | B | O [ ]
= = - s | B | | B | O 0
Sehedule rule | (00Asys v | [ Copyia || v il
Save | | Undo Inbaund Filtering MAT Lewval Help |

(192.168.1.100-192.168.1.119) They can do everything except read net news (port 119) and transfer filesviaFTP
(port 21)

Othersare allowed

After Outbound Packet Filter setting is configured, click the save button.
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4.4.4 Domain Filtering

Domain Filtering 2
Hem. Setting
P Dornain Filtering [ Enable
P Log DNS Query [[J Enable
RS P Frivilege IP Addresses Range From [U:| Ta |Z|
~ MAg control
Packet Filtering D Domain Suffix Action Enable
Domain Filtering 1 | | Clprop ClLog |
URL Filtering 2 | | [Drop [CLog O
| Routing | 3 | | [Drop CLog O
Schedule Rule 4 | | COorop ClLog 0
BRI 5 | | Dlorop g O
i B | | [Drop [CLog O
JiestrReial A B 7 | | [Drop CLog O
_ 8 | | [ODrop [CLog O
E | | [ODrop CLeg O
10 * (all others) [Drop CLog x =
!

_

Domain Filter

Let you prevent users under this device from accessing specific URLSs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLS.
Privilege | P Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com”, "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.

29



|
Domain Filtering &
P Dornain Filtering Enable
b Log DNS Query Enable
Ba.sit: Eetind P Frivilege IP Addresses Range Fram E| Ta [2__U:|
. MAC Qontrel
" PacketFiltering i ‘Domain Suffix Action Enable.
m 1 |www.msn.com | [ Drop FLog
URL Filtering . 2 |wranasina, com | [Drop [¥]Log
I Routing 3 | google.com | #Drop [CLog
: Schedule Rule 4 | | Clorop ClLog O
Virtual seryer 5 | | CIDrep Loy il
oI B | | [Drop [CLog O
Special AP 7 | | Clorop [CLag O
8 | | Corop CLog |
. g | | Oorop ClLog o
10 = (all others) CIDrop ClLog 3 =
!

—

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.

3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.
4. 1P address X.X.X.1~ X.X.X.20 can access network without restriction.
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4.4.5 URL Filtering

REGACS2
URL Filtering
em. Setting
b URL Filtaring [ Eratle
Basic Setting = — —
WAE G n URL Enable
L Dhtesnd b e G i | \ [
Packet Filtering
e e T S A [T 2 | | O
. Domain Filtering
TR 3 | | O
Routing § | | N
Schedule Rule 5 | | O
 virtual server 5 | | o
DMZ 7 | | O
| SpecialaP 8 | | O
: 9 | | O
' 10 | \ O

_

URL Blocking will block LAN computers to connect to pre-defined Websites.
The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to input suffix
(like .com or .org, etc), while URL Blocking require user to input akeyword only. In other words, Domain filter can

block specific website, while URL Blocking can block hundreds of websites by simply a keyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.

For example, you can use pre-defined word "sex" to block all websitesif their URLs contain pre-defined word "sex".
Enable

Checked to enable each rule.
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5
53
7
g
9
10

In this example:

1. URL include “msan” will be blocked, and the action will berecord in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file

3. URL include “cnns” will not be blocked, but the action will be record in log-file.

4. URL include “espn” will be blocked, but the action will berecord in log-file

Enable
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4.4.6 Routing Table

=== BT T S L T [ T

|

Routing Table
" “Destination “Subnet Mask. Hop  Enable

| i 1 \ | | | | | | U

Basic Setting 2 \ | | | | | - O
MAC Control 3 \ | | | | | = O

Packet Filtering 4 \ | | | | | L] O
' Domain Filtering _ @ \ | [ | | | [ | 0
LINRURE Fetevg B \ | | | | | [ ] O

= . —

[___Routing _ ’ | | | | | | | O

‘Schedule Rule
7 Virtual server ’ ‘ | | | — | N
= DMZ 5 -m -Undo -He\p
[ Special AP |
[ togout ]

—
Routing Tables allow you to determine which physical interface address to use for outgoing | P data grams. If you
have more than one routers and subnets, you will need to enable routing table to allow packets to find proper routing

path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Satic Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination 1P address,
subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by checking or unchecking the
Enable checkbox.
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Example:

192,168, 1. KKK g
Submask /EE’EQ =

Fouter] \ Tauter? (lient?
[ignt] L -
192.168.1.218 “ 199, 168.1.108 18, 168.0.2
b
15,155,111
192, IE\."EE.};:&::{
Clientd
19188 18,21
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.1.216 1 \%
192.168.0.0 255.255.255.0 192.168.1.103 1 \%

Soiif, for example, the client3 wanted to send an | P data gram to 192.168.0.2, it would use the above table to
determinethat it had to go via 192.168.1.103 (a gateway),

And if it sends Packetsto 192.168.1.11 will go via 192.168.1.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.



4.4.7 Schedule Rule

Schedule Rule

Ttom ‘Setting

P Schedule [ Enahle

Basic Setting y
W ’_Sa\:a“ Add New Rule... J
Packet Filtering
_ Domain Filtering _
URL Fitering
 Routing
I_ s_:;Ezdu_leE_u]e
T
Special AP

[ tost |

You can set the schedul e time to decide which service will be turned on or off. Select the “enable” item.
Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time” to “End Time”. The

following example configure “ftp time” as everyday 14:10 to 16:20

Schedule Rule Setting

¥ Mame of Rule 1 [ftp timies |

_ BasicSetting .
" MG Gontrol - End Time (hhimm)
" Packet Fitering | Sy |;|:| |;|:|
I baman Etang | ey [ T 1 L 1

| vt Finering | Tussday . 3]
m— Wednesday ,:; l:l ,:: l:l
[scheduie Ruie _ Thurscay ] 1]
_ Virtwal Server Friday 181 L
(I T Saiuday ] L]
_ spechiap Every Dy W ] W L@
3- E=2) (U] [Fos) B)
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After configure Rule 1&

Schedule Rule

b Schadule [ Eratle
Basic Setting TP TP —
\C C trol B + R Name Wit RALS |
L VAL Q,ﬂ:n rol 1 i fptime
Packet Filterini

—g [Bave || AddMewPRule.. |[Help]
_ Domain Filtering

URL Filtering
 Routing

Special AP

[ togout |

—

Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedulerule.

Delete

To delete the schedulerule, and the rule# of the rules behind the del eted one will decrease one automatically.
Schedule Rule can be apply to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#l (ftp time: everyday 14:10 to 16:20)

1 192160133 | | | 21 |

2 et || | | | [BoTH ¥
3 1921880 | | | | | [BoTH ¥
4 132.168.1 | | | | | | [BOTH |
5 1ezteat] | | | | | [BOTH ¥
B 1921680 | | | | | [eoTH ¥
7 1oz0e8] | | | | | [BoTH v
8 1921881 | | | | | | [BoTH ¥
9 1921881 | | | | | [BoTH |
10 192.168.1) | | | | | [BOTH ¥
1 1ozmeat] | | | | | [BoTH ¥
12 1921881 | | | | | | [BOTH ¥
13 ozteat] | | | | | [BOTH ¥
14 et || | | | [BoTH ¥
| | ]

e Y e O O/ . R |

o

Outbound Packet Filtering

P Cutbound Filtering Enable

& Allow all to pass except those match the following rules.
C Deny all to pass except those match the fallawing rules.

Sshedule | 0aweys ] [ Coyto Jip|- ]
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4.4.8 Virtual Server

~
Virtual Server
i Server IP. Public Port Private Port Protocol  Enable  Use Rule#

_ _ 1 12 ea | | | | | [eotHE O o]
Basic Setting 2 R | | | | [BotH™| O o |
~ MAC Control 3 1921661 | | | | | | [poHE O B |
FacKetEIteron | 1 1921681 | | | | | [omH~ O il
~ Domain Filtering 5 192.160.1 | | | | | [eotHE| O o]
URL Rittering B 921681 | | | | | |leotie O Qo |
Houtnchmmmaallt $ 0 — /T EEE =
outing 7 1920880 | | | | | [eomHM| O o]
Schedule Rule = T
_— 8 1921881 | | | | | | [eoH¥| O o |

a Virtual Seryer — b
—_—— 9 1921681 | | | | | [BotHN| O o |

DMZ

il ARl | 10 e | | | | [BotH™| O |”:|
I AN W 1 1921881 | | | | | [soHE O @ |
[ togout | v et || | | [om® © [ ]
13 1921681 | | | | | | [eotHN] O B
14 e | | | | [eotH¥ O o |
| | | R =re R o G |

5 SRR | | lﬁﬂw ‘l = rH | 4

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts behind this product
areinvisible to the outside world. If you wish, you can make some of them accessible by enabling the Virtual Server
Mapping.

A virtual server isdefined asa Service Port, and all requests to this port will be redirected to the computer specified
by the Server IP. Virtual Server can work with Scheduling Rules, and give user more flexibility on Access
control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.1.1, a Web server (port 80) at 192.168.1.2, and a VPN
server at 192.168.1.6, then you need to specify the following virtual server mapping table:

Service Port Server IP Enable
21 192.168.1.1 \%
80 192.168.1.2 \%
1723 192.168.1.6 \%
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4.49DMZ

—
_
DMZ
— Setting. _Enable
P @ IP Address of DMZ Host
= s OMAC Address of Super DMZ Host 1@esn] | =
Basic settll'lg |—
T - :
| MAc control P Non standérd FTP part 5 |
Packet Filtering P LUPnP Setting &
— Py Undo v
_ Domain Filtering _
URL Filtering
I Routing |
. ‘Schedule Rule
_ Virtual Server
Special AP
[ togout |

—

IPAddress of DMZ Host

DMZ (DeMilitarized Zone) Host is ahost without the protection of firewall. It allows a computer to be exposed to
unrestricted 2-way communication for Internet games, Video conferencing, Internet telephony and other special
applications.

NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure thisitem if you want to access an FTP server whose port number isnot 21. This setting will be
lost after rebooting.
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4.4.10 Special AP

e~ BT I T T T

Status @

JlisARministiation,

Special Applications

)] Trigger Incoming Ports. Enable

Basic Setting

]

MAC Control

]

Packet Filtering

EN

fa]

 Domain Filtering

URL Filtering

o

Routing —

-~

Schedule Rule

mEE R BEE

o

 virtual server
DMZ

il
Popular applications | —selectone — v i [ Copyto ] D |—_V__|

Special AP

| togowt |

Save | | Undo

Some applications require multiple connections, like Internet games, Video conferencing, Internet telephony, etc.
Because of the firewall function, these applications cannot work with a pure NAT router. The Special Applications
feature allows some of these applicationsto work with this product. If the mechanism of Special Applicationsfailsto
make an application work, try setting your computer asthe DM Z host instead.

1. Trigger: the outbound port number issued by the application..

2. Incoming Ports; when thetrigger packet is detected, the inbound packets sent to the specified port numbersare
allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the predefined
Setting to your list.

Note! At any given time, only one PC can use each Specid Application tunnd.
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4.5 Administration

I

Administration

* Password

- Allow adrministrator to change password

* Firmware Upgrade

Firmware Upgrade
Backup Setting
| Factory Default

- Upgrade firmware which has either feature improvement or bug fix.

* Backup Setting

- ou can backup your settings by clicking the "Backup Setting” buttan and save it as 3 bin file,
Rel!“t | Once you want to restore these seftings, please click "Firmware Upgrade” button and use the bin

System Time
W * Factory Default
 Network wake-p

Diagnostic

file you saved.

- Bet your configurations back to the factory defaults:

* Reboot

- Reboot this device if users change network settings

* System Time
- Allow you to get device time manually or consult netwark time from TP server.
* Remote Access

- Manage yourwireless router through a WAN connection.

* Network wake-up -

—

4.5.1 Change Password

Change Password

Hom Setting.
Old Passward || ‘
Mew Pasgward |

Reconfirm |

Firmware Upgrade
Backup Setting

| Factory Default
Reboot '
SystemTime
Remote Access .
 Network wake-up
Diagnostic '

—
You can change Password here. We strongly recommend you to change the system password for security reason.
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4.5.2 Firmware Upgrade

REHAEER Setup |Advanced| | status @ :

Firmware Upgrade

Firmware Filename

[ |[ Browse... |

Password Current firmware version is R1.97dBa-Test. The upgrade procedure takes about 20 seconds. Matel Do nat power off the unit
when it is being upgraded. When the upgrade is done successfully, the unit will be restarted autarnatically.

|Eirmware Upgrade
You can backup your settings by clicking the "Backup Setting” button and save it as a bin file. Once you want to restore

Backup Setting _ these settings, please use "Firmware Upgrade” function ta upload the bin file-you saved.
Factory Default
Reboot
system Time

Remote Access

Network wake-up

Diagnostic

You can upgrade firmware by clicking Firmware Upgrade button.

4.5.3 Backup Setting

Do pou want to zave thiz file?

Mame: config.bin
Tupe:  Unknown File Type
From: 192.168.1.254-

[ Save J[_ Cancel J

harmm your computer: Fpau do not tust the source; da not save this

@ Wwhile files from the [ntermet can be uzefil, some files can patentially
file. "hat's the nzk?

You can backup your settings by clicking the Backup Setting button and save it asa bin file. Once you want to
restore these settings, please click Firmware Upgrade button and use the bin file you saved.
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4.5.4 Reset to factory default

Microsoft Internet Explorer g|

\ ? J Reset Eﬂ_l settings bo Factory default?

| ok || cancel

You can a so reset this product to factory default by clicking the Reset to default button.

4.5.5 Reboot

Microsoft Internet Explorer

\'{) Resbook ght riow?

P ox ;[ Cancel ]

You can aso reboot this product by clicking the Reboot button.

4.5.6 System Time

System Time

tem Setting
P O Get Date and Time by NTP Protocol
Password Time Server W|
_:Firmwa_re__ Upgrade Time Zone i (GMT-08:00) Pacific Time (US & Canada) o
Backup Setting .
. Factory Default | P & Set Date and Time using PC's Date and Time
M= W PG Date and Time: | Thursday, May D5, 2005 3.08:58 P
W' P ) Set Date'and Time manually
P e Date Year:m Ianth:| Apr ¥ Day:E‘
JINEDSTE Wake Hp 3 : Tirhe ngr-’ﬂ—imzza) Minute:0 o 1 o
Hilagnasts L (U |0-59) Second; (! |0-59)
4 Daylighl Saving OEnable @ Disable
Start Manth | LJ_a_ﬁ_"| Day ‘E| Hour - |__UE
End tanth : @| Day ‘E Hawr |E|

_



Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocal.

Time Server

Select aNTPtime server to consult UTC time

Time Zone

Sdlect a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server
Daylight Saving: Set up where the location is.

4.5.7 Remote Access

Status @

WRE54GS2 Setup | Advanced

Remote Access

tem Setting
: P Rernote Adrinisteator Host £ Part 10.0.0.0 FHEEE
Password P Adrninistratar Time-out @ geconds (0 to disable)
Firmware Upgrade ' [ﬁ] [W]
Backup Setting
~ Factory Default
Reboot
| System Time

Network wake-up

Diagnostic

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This feature enables

you to perform administration task from remote host. If thisfeature is enabled, only the specified |P address can



perform remote administration. If the specified |P addressis 0.0.0.0, any host can connect to this product to perform
adminigration task. You can use subnet mask bits "/nn" notation to specified a group of trusted 1P addresses. For
example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can change web
server port to other port, too.

Administrator Time-out

Thetime of no activity to logout automatically. Set it to zero to disable this feature.

4.5.8 Networ k wake-up

Status @

“ =
5@‘

= -
2 Setup | Advanced

Network wake-up

em Setting

P MAC Address for Wake-on-LAN | | [ Wake up

Password Save | [Unda

Firmware Upgrade |

Backup Setting
~ Factory Default
Reboot

system Time

Remote Access

Network wake-up

Diagnostic

MAC Address for Wake-on-L AN

Wake-on-LAN isatechnology that enables you to power up a networked device remotely. In order to enjoy this
feature, the target device must be Wake-on-LAN enabled and you have to know the MAC address of this device, say
00-11-22-33-44-55. Clicking "Wake up" button will make the router to send the wake-up frame to the target device

immediately.
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4.5.9 Diagnostic

Diagnhostic

P Domain Name or IP address for Ping Test |

_ systemTime
Remote Access
| Network wake-up

]_ Diéinustié |

—

This isthe graphic interface of “Ping” command, you can enter the Domain Name or |P address
to ping if it isworking.

4.6 Satus

Status

* Status

- Display general infarmation and respective netwark settings.
* System Log

- iew the system logs.
* Log Notification

- Send system log to a dedicated host or email to specific receints.

* SNMP

- Gives a user the capability to remotely manage a computer network by palling and setting
terminal values and maonitoring network events.
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4.6.1 System Satus

System Status

[ Clignts List . J [ Fefrash ]

Device Time: Thursday, May 05, 2005°3:11:05 PM

Item Sidenote
| IP Address PPFoE
E Subnet Mask
—_— Gateway Unreachable
SystemlLog Domain Name Server
Log Notification | Cornection Time

I SNMP

[ [T TR | ginfud _Outbound.

Logout Octets 7580
Unicast Packets 0
Non-unicast Packets 270

This item shows the static data of the router,

4.6.2 System Log

System Log

D

Log Notification
S -

You can View system log by clicking the View Log button

Display time: Thursday, May 05, 2005 3:11:20 P

Tuesday, May 03, 2005 4:02:58 P
Tuesday, May 03, 2005 4:02:58 P
Tusgday, May 03, 2005 4:02:58 PM
Tuesday, May 03, 2005 4:03:02 P
Tuesday, May 03, 2005 40310 PM
Tuesday, May 03, 2005 4:03:26 PM
Tuesday, May 03, 2005 4:03:58 PM
Tuesday, May 03, 2005 4:03:58 PM
Thursday, May 05, 2005 1:33:59 PM
Thursday, May 05, 2005 1:34:04 P
Thursday, May 05, 2005 1:34:04 PM
Thursday, May 05, 2005 1:34:04 PM
Thursday, May DS"QD.DS 1:34:04 Ph
Thursday, May 05, 2005 1:34:05 PM
Thursday, May D5, 2005 1:34:11 PM
Thursday, May 05, 2005 1:34:11 PM
Thursday, May 05, 2005 1:34:11 PM
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DOD:triggered internally
L2TP start ta dial-up
DHCP: discover(rex)
DHCP: discoverirex)
DHCP discovef(rex)'
DHCP: discoverirex)
L2TPLNS=0 000
L2TP errar=-111
Restarted by 192.168.1,10
DOD:triggered internally
PPPoE start to dialup
PADI sent

F4D! sent

PADI sent
DOD:triggered internally
PPPOE star to dial-up
PADEScom sent



4.6.3 Log Notification

Log Notification

Hem. Setting. Enable
- N P 1P Address for Syslogd 121601 | O
Status P IP Address of Outgoing Mail Server O
Systemlog o SMTP Senver IP/Part |

__Log Notification | * E-mail addresses

|
|
* E-mail Subject | ‘
|
|

_ SNMP |
s |
. * Password |

_

This page support two methods to export system logs to specific destination by means of syslog(UDP) and
SMTP(TCP). The items you have to setup including:

IPAddressfor Syslog

Host IP of destination where syslogs will be sent to.
Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
SMTP Server IPand Port

Input the SMTP server |P and port, which are concated with ":'. If you do not specify port number, the default valueis
25.

For example, "mail.your_url.com” or "192.168.1.100:26".

Send E-mail alert to

Therecipients who will receive these logs. You can assign more than 1 recipient, using ;' or ', to separate these email

addresses.
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4.6.4 SNM P Setting

=== ST T I T T T

REHAGER

SNMP Setting

Hem_ Setting
_ P Enable SHMP [ Local [IRemate
Status P Get Community \public |
 systemLog P Set Community ‘pri\_fate |
Log Notification P WAN Access P Address L] |
| ShNmp Jl [ Save | [Undo |

| togowt |

_

In brief, SNMP, the Simple Network Management Protocal, is a protocol designed to give a user the capability to

remotely manage a computer network by polling and setting terminal values and monitoring network events.

Enable SNM P

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this device will
response request from LAN. If Remoteis checked, this device will response request from WAN.
Get Community

Setting the community of GetRequest your device will response.
Set Community

Setting the community of SetRequest your device will accept.
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose you have been
successfully installed one network card on your personal computer. If not, please refer to your network card manual.

Moreover, the Section B.2 tells you how to set TCP/IP values for working with this NAT Router correctly.
A.lInstall TCP/IP Protocol into Your PC

1. Click Sart button and choose Settings, then click Control Panel.

2. Double click Network icon and select Configur ation tab in the Network window.
3. Click Add button to add network component into your PC.
4

Double click Protocol to add TCP/IP protocol.

Select Network Component Type E E |

Click the twpe of network. component yau want ta install:

&dd..

-".:_ Protacol Cancel

Pratocol iz a language' a computer uses. Computers
muzt uge the zame protocol o communicate.

5. Sdect Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols. Click OK button
to return to Network window.

Select Hetwork Protocol

Click the Metwork, Protocol that wou want to install, then click OF. If pou have
ﬁ at installation disk for thiz device. click Have Disk.

M anufacturers: Metwork Protocols:
i Banyan & Fast Infrared Protocol ﬂ
T IEM 4 IF=/5P¥-compatible Pratocol

T Microsoft 4 Microzoft 32-0it DLC
4 Movel 5 Microsaft DLC
4 MetBEUI

Y TCPAP

Have Disk... |
ak. I Cancel |
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6. The TCP/IP protocol shal be listed in the Network window. Click OK to complete the install procedure and
restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocal for Working with NAT Router

1. Click Sart button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card in the
Configuration tab of the Network window.

Network EHE |

Configuration I |dentification I Accesz Contral I

The following hetwork, components are installed:

MetBEUI -» Dial-Up Adapter
MetBEUI -» PCI Fast Ethernet DEC 21140 Based Adapter
TCRAP -» DialUp &dapter

Add... | Remove | Properties |

Primary Metwork, Logon:
Client for Microzoft Metworks :I

File and Print Sharing... |

Dezcription

TCR/P iz the protocol you uze bo connect to the [nternet and
wide-arza networks.

Ok I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a. Sdect Obtain an |P address automatically in the IPAddress tab.

TCP/IP FProperties

Cribrel gl
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C. Choose Disable DNSin the DNS Configuration tab.

TCP/IP Properties |
Bindings | Advanced | NetBI0S

DM5 Configuration I Gateway I WINS Configuration I IF Addiess

" Enable DNS

Hogt: I [V onait: I

WS Senven Seanet Wrder

| ) ) . | el

Eemove

[Manmait St Seanct Wrder

| g

’ Eremaye

Ok Cancel

L1 L

B. Configure IP manually

a.  Sdect Specify an IP address in the IP Address tab. The default 1P address of this product is
192.168.1.254. So please use 192.168.1.xxx (xxx is between 1 and 253) for IP Address field and
255.255.255.0 for Subnet Mask field.

TCP/IP Properties EHE|
Bindings | Advanced | NetBI0S |

DS Configuration I Gateway I WwWiMS Configuration  |F Address

An P address can be automatically azzigned to thiz computer.
If pour network, does not automatically aszign I[P addreszses. ask
wour nebwork, adminigtrator for an address, and then type it in
the space below.

" Ohtain an IP address automatically

" Specify an IP address:

IP #ddress:  [192.168.123.115 |

Subnet Mask: | 255.255.255. 0] |

(0] I Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is 192.168.1.254) in the New
gateway field and click Add button.

TCP/IP Properties |

Bindings | Advanced | MetBIOS
DMS Configuration  Gateway | WMS Configuration I IP Address

The first gateway in the Inztalled G ateway list will be the default.
The addrezs order in the lizt will be the order in which these
machines are uzed.

MHew gatewany:

192.168.123.254 | pdd |

Ingtalled gatewways:

HEmGEWE |

Ok, I Cancel

c. Inthe DNS Configuration tab, add the DNS values which are provided by the ISP into DNS Server
Search Order field and click Add button.

TCP/IP Properties EE|

Bindings | Advanced | MetBIOS
DM5 Configuration I Gateway I WwiMS Configuration I IP Address
" Djzable DNS

¥ Enable DNS

Host: IMyEDmputer Diomain: I

DMS Server Search Order
[168. 95 .192. 1] | Add

168.95.1.1 Eemave

Dramain Suffis Search Order

Eemave

Ok Cancel
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Appendix B 802.1x Setting

PC1
(USER A)

P2
(USER B)

oo
n,
o
Wireless ~ |
- Wired LAN
puT
o Authangeator )
192.168.123.254 T :
' Ruthentication Server

{ Windows 2000 Radius server )
192.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)

1 Equipment Details

2DUT

PC1:
Microsoft Windows X P Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter
Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professional with Service Pack 1a.
Z-Com XI-725 wireless LAN USB adapter
Driver version: 1.7.29.0 (Driver date: 10.20.2001)
Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and HotFix
Q313664 (You can get more information from  http://support.microsoft.com/default.aspx?scid=kb;
en-us; 313664)

Configuration:
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1.Enable DHCP server.

2.WAN setting: static P address.
3.LAN IPaddress: 192.168.1.254/24.
4.5et RADIUS server IP

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only) using the Smart
Card or other Certificate of the Windows X P Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox®).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4. We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 isa setting picture of Windows X P without service pack 1. If users upgradeto
service pack 1, then they can’t see MD5-Challenge from EAP type list any more, but they
will get anew Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate asthe EAP
type.
3.If choosing use smart card or the certificate asthe EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAPtypeto fit the variable test condition.

-i- Wireless Metwork Connection Properties |E”'5__<|

General | Wireless Netwarks | Authentication | Advanced |

EAP type:

Select thiz option to provide authenticated netwark, accesz for
wired and wirelesz Ethermet nebworks,

Enable network accesz control using [EEE 802 1

Smart Card or other Certificate W

Authenticate az computer when computer information ig available

[ Authenticats as guest when uzer ar camputer infarmation iz
unavailable

kD 5-Challenge

Smart Card or other Certificate

0] ] [ Cancel

Figure 2: Enable |EEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

6. Windows XPwill prompt that the authentication process is success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IPand PING remote host

successfully.
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Certificates

Intended purpose: I <hll= b |

| Personal |0I:her People || Intermediske Certification Authaorities || Trusted Root Certificatior €

Is Iszued By Expiratio... FIE
<“*-Eaf_1_____ WirelessCh 2/6/2004  <Mone>

Cerkificate intended purposes

Wieww

Close

Figure 4: Certificate information on PC1

" Network Connections

Flle Edit  Wiew Faworibes  Tools  Adwanced  Help 1‘

[ I , < M = -
\_’)E & lﬁ: 7 Search U= Folders

Address (;«_ Metwork Connections

|

£ LAN or HigES_peed Internet
Network Tasks

3 Local Area Connection Wireless hlebwork Connection
Create & new > Disabled CrAtkempting bo authenticate
it i T4, D-Link DFE-530TA PCI Fast Et.,. T~y MInTIoE WEess Ffspcer

#) Set up a home or small
" affice netwark

Figure5: Authenticating

59



B]

|

s Network Connections

X
File Edit Wew Favorites Tools  Advapced  Help l"
_,'J Back ~_/I I? /‘_\1 Search lL Falders v

Address |t}, Metwark Connections

#| LAN or High-5peed Internet
- -

Network Tasks o

-:Q~| Local Area Connection
o Disabled
[

[8] Createanew
conneckion

ﬂ Set up a home or small

— office netwark

m_ D-Link DFE-530TH PCI Fast EL,..
in as

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT asthe Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP TLS.

3. Disable the wireless connection and enable again.

4.The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XPwill prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IPand PING remote host

successfully.

Support Type: Therouter supportsthetypesof 802.1x Authentication:
PEAP-CHAPvV2 and PEAP-TLS.
Note.
1.PC1 ison Windows XP platform without Service Pack 1.
2.PC2 ison Windows XP platform with Service Pack 1a
3.PEAPis supported on Windows XP with Service Pack 1 only.
4. Windows XP with Service Pack 1 alows 802.1x authentication only when data encryption function is
enable.
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Appendix C WPA-PSK and WPA

PC1
(USER A) A Y |
\ |
A I Wan ip:192.168.122.216
N
Wireless ~ . ¢
PC2 \ o Wired LAN

(USER )
Lan ip: 192 168 123 254 E

Authentication Server
( Windows 2000 Radius server )
192.168.122.1

Wireless Router: LAN IP: 192.168.123.254
WAN [P: 192.168.122.216
Radius Server: 192.168.122.1
UserA : XPWireless Card:Ti-11g
Tool: Odyssey Client Manager
Refer to: www.funk.com
Download: http://www.funk.com/News& Events/ody ¢ wpa preview_pn.asp
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Or Another Configuration:

JHR
(USER A) N !
b \&\ :
Wireless . 4
PC2 ‘: N Wired LAN
(SER ) oW1
L] { .
192.168.123.254 b
| g
l Authentication Server
! { Windows 2000 Rodius server )
192.168.125.33
WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client and
wireless Router authenticate by themselves.

Method1:
1. Go to the Web manager of Wireless Router to configure, like below:

MNetwork ID{SSIC) 123kk
Channel B ¥
Security VWPA-PSK
Key Mode ASCI W
Preshare Key 12345678

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.
Open “Adapters”
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Odyssey Client Manager

getings Commands  Web  Help

'@- Connection ot
The following networks are configured:
{ ¢ Profiles <faris

-'-‘-M £123kk>

h.ﬂ.utu-ﬁ can Lists
S_S Trusted Servers
Q Adapters

Add ..

Bemove

it

Broperties ...

3. Add and edit some settings:

Network Properties

fdetwork
f_u___,—o—'—'_'_'_ e
ke 551D 1123kk r_ﬁ____/_}
bistysork name [SS1D) |
I Connect to ary available network Scan ..
Description [optional]: ]
Metwork bps; i-ﬁccass poirt [infrastructure mods) LI
Chane] dafzlk:-chsrae Ll
aelawlenannel
tiation mode: [P T |
E ior method: |TRIP -~ |
— Authentication -
I Authenticate using profils; | _I
[T Eeiswill be generated sutomatically For dats privacy
Proshorsd Koy WFR]
bt ase: I 12345678 jf
¥ Unmask
| Ok I Cancel




4. Back to Connection:
Then Select “Connect to network” You will see:

Odyssey Client Manager

Sett Comonands  Web  Hel,
Media State . . . . . . . . . . . : Media discon L— 287
Connection

e
-1&.(:— Connection
g Adapter: |TNET113D WLAN Adapter

C:“Documents and Settings fae>ping 192.168.08.247 -t

t Profiles Adapter tope:  wirel
Pinging 192.168.8.247 with 32 bytes of data: C Rl Gy

i
;s IV Connect to network:
?—. Metworks

@Auto-Scan Lists . y
Connection information

S_ Trusted Servers Statug: open

Scan

C:“Documents and Settings fae>ping 192.168.0.248 -t

Pinging 192.168.0.248 with 32 bytez of data:

Elapsed time: 00:04:13
248: hytes=32 time=1ims QAdapters Netwark [S5ID]: 123kk
.248: hytes=32 time=1ms Access point 00-50-18-00-0F-F8
-248: hytes=32 time=lms Packets in/out 166/ 246
248: hytez=32 time=1ms
.248: hytes=32 time=1ms
248: hytes=32 time=ims Reconnect : | Al %
248: hytez=32 time=1ms
.248: hytes=32 time=4ms
.248: hytes=32 time=1ms
248: hytez=32 time=1ms
.248: hytes=32 time=1ms

from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168
from 192.168.
from 192.168.

from 192.168
from 192.168.

-~~~ R~~~ R~~~

Method2:

1. First, patch windows XP and have to install “Service package 1”
Patch:
http://www.microsoft.com/downloads/details.aspx displaylang=en& Familyl D=5039%f4a-61€0
-4c44-94f0-c25c9deDaced

2. Then reboot.

3. Setting on the router and client:
Router:
Network ID(SSID) 123kk
Channel E W
Security VWPA-PSK W
Key Mode ASCI |
Preshare Key 12345678

Client:

Go to “Network Connection” and select wireless adapter.



Choose “View available Wireless Networks” like below:
Advanced& choose “1kk”

L- Wireless Network Connection Properties

|General wireless Metwarks .&dvanced|

ee Windows to configure my wireless network. zettings

Auvailable networks:

To connect to an available netwark, click Configure.

1 dale | Configure
1 amitdl i
i Jovee g

Frefemed networks:

Automatically connect to available networks in the order listed

below:
1 123kk tove up
hd e, down
[ Add... ][ Remove ][ Properties ]

Learn about zetting up wireless network
configuration.

E|[z| 123kk properties

Agsociation ! Authentication |

Metwork name (S510): |‘-

Wirelezs nebwork key

Tequires a key far the following:

etwork Authentication: | WRLA-PSE L |

ata encryphion: | TEIP s

Metwark key:

Confirm network, key:

vanced): |

The key iz provided for me automatically

1al

Kep ind

Thiz iz a computer-to-computer (ad hoc] network; wireless
acoess poinks are not Lzed

[ ok ][ Cancel l

[_ Ok ][ Cancel ]

™ ¥ T = =10,
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
(USER A) A Y |
\ |
A I Wan ip:192.168.122.216
N
Wireless ~ . ¢
PC2 \ Wired LAN
(USER B)
Lan ip: 192 168 123 254 E
Authentication Server

( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael
passwd : fael

Connect to 192.168.122.1

kit

Connecting ko 192.165.122.1

User name: |ﬁ | v| o

Password: | |

[ 1rRemember my password

L Ok J[ Cancel ]

2. Then, Install this certificate and finish.
3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork IDESSI00 1123k

Channel |8 (M

Security IWE.E-._V_

RADILIS Senver P 1921681221 |
RADIUS port 812 |
RADIUS Shared Key !-:u:ustra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

Il Prafile name: J1

Uzer Infa }.ﬁ.utbenticatiuni TTLS Settings | PEAP Settings

ﬂ Login name: Jfae‘l

- Pazswond -
¥ Pemit login using password

" uze Windows pazsword
" prompt for pazsword
¢ uze the following password:

]fae'l

¥ Unmask

- Certificate-

v Permit login uzing my certificate:

fael

Wiew . ‘ Browse .. ‘

] | Cancel |

Login name and passwd are fael and fael.
Remember that you get certificate from Radius in Stepl.
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5. Then Choose “certificate” like above.

select Certificate

Perzomal Certificates ]

lzzued To I |zzued By I E

wireles st
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Profile name; |'I
Userlnfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocaolz, inarder of preference:
E&AP /TLS e | ~ |
Add .. |
Bemove |

W Walidate server certificate

E. Cancel
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7. Go “Network” and Select “1” and ok

Network Properhies

i Metwark,

Metwark. name (55107 11 23kk

[ Connect to any available network

Dezcription [optional]; |

M etwark, type: l.ﬁ.ccess point [infrastructure mode]

Agzociation mode:

Encrvption method: ] TEIP

— Authenticati

v Authenticate uzing profile;

W Eeys will be generated aufomahically for data privacy

i~ Pre-zhared kep [wWPA) -

Passphirase ] T

0k, | Cancel
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8. Back to Connection and Select “1Kkk.
If successfully, the wireless client has to authenticate with Radius Server, like below:

piwork Properties

Network
Hetwork name [SSID):

I Connect to any available network

Deszcription [optional):

Metwork type:

Asgociation mode;

Encryption method:

Authentication -

W Authenticate using

W Keys wil be general

Pre-shared key [WHA]

123k

Scan ... |
-gﬁé Connection Eonpection
Adapter: THET1120 W LAN Adapter
{ t Profiles Adapter type:  wireless

I¥ Connect to network: |C+ <123kk>

?—‘- Networks
@Auto-s can Lists

- Connection information

S_ Trusted Servers Status: authenticating
Elapzed time:

Q Adapters Network [S510); 123k
Access point: 00-50-18-00-0F-F8

Packets in/out:

-
Feconnect Feauthenticate |
L[ [x]
'@ﬁﬁonnection Eonnechbn
Adapter: [THET1130 WLAN Adapter -l
{ i Profiles Adapter ype:  wireless
?‘&Networks W Connect o nebwork: |Q+ 23k ﬂ

@Auloﬁcan Lists
S_ Trusted Servers
Q Adapters

Scan ..

dffection information

tatus: open and authenticated
Elapzed time: 020359
Metwork [SSID): 123kk
Access point: 00-50-18-00-0F-F8
Packets infout: 12673 /13605

Heconnect Reauthenticate |

ol & =

Method 2:

afl & =2

Odyssey Client

‘You are about ko authenticate to an untrusted serverl

To terminate communication, press [Mo]
To temporarily trust this server, press [es]

To permanently trust this server, check "add this tusted server to
the databaze" and press [Yeg]

Certificate chain:
wfirelessCa

win2000ady intra. com. v

Wiew .. f

Permanent trust
T~ Add this trusted server to the database

Server name must end with:

Proceed to authenticate with this server?

Yes

.168.122_219:
.168.122_219:
.168.122_219:
.168.122_219:
.168.122_219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:
-168.122.219:

bytez=32 time=1ims
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=2ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=2ms
time=2ms
time=1ms
time=1ms

1. The UserA or UserB have to get certificate from Radius,first.
http://192.168.122.1/certsrv

account:fael
passwd:fael
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Connect to 192.168.122.1

Connecting ko 192.165.122.1

Liser name; | 7 | v_|

Password: | |

[ 1rRemember my password

L Ok ,][ Cancel ]

2. Then Install this certificate and finish.
3. Setting on the router and client:

Router:
Metwark ID(SSI0) 123Kk
Channel g8 [M
Security WP, &

B802.1X Settings

RADIUS Senver IP 1192.168.122.1 |
RADIUS port 11812 |
RADIUS Shared Key |costra |
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Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:

Advanced& choose “1kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:

E_Gﬂail_i Authentication | Advanced |

Select thiz option to provide authenticated network, access for
wired and wireless Ethermet networks.

riable netwark. access contral uzsing IEEE 802 1%

. | Smart Card ar ather Certificate b |

Authenticate az computer when computer information iz available

[ Authenticate as guest when wser or computer information is
unavailable

(o D

Smart Card or other Certificate Properties

YWhen connecting:

() Use my smart card
%) Use a cerlificate on this computer

Yalidate server certificate

[] Cannect only if server name ends with:

72X

Trusted root certificate authariby

Usze a different uzer name for the connection

[ ok

][ Cancel ]

123kk properties

I.EE‘E“E" wireless Metworks i_.t’-‘«dvanc:ed!

Use Windows bo configure my wireless network, settings

Awallable networks:
To connect ta an available netwark, click Configure.

1 dale | Configure
1 amitdd Tl
i J0vCE v

Prefemred networks:

Avtarnatically contect to available netwarks it the order listed
below:

1 123k

M owe up

Mave down

[ Add... ],_ Remove ][ Properties ]

Leam abaout setting up wireless network
configuration,

Agzociation |Aulhentication!

Metwark narme [S510):

|': >3k

YWireless network key

This netwol

& key for the following:

etwork, Authentication:

ta encryption:

e

tornatically

uter [ad hoc) network; wircless

Ok ][ Cancel ]

I

[ 0K Cancel

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix D FAQ and Troubleshooting

Reset to factory Default

There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the RESET button down until the
M1 and or M2 LED (or Satus LED) start flashing, then remove the finger. If LED flashes about 8 times, the RESTORE process
is completed. However, if LED flashes 2 times, repest.

2. Restore directly when therouter power on

Firg, push the RESET button about 5 seconds (M1 will start flashing about 5 times), remove the finger
. The RESTORE process is compl eted.

74



Appendix E Product Specification

Hardware and Port Char acteristic

CPU AMRISC 10100

Memory Flash iIMB, DRAM 2MB

LAN Port 4 x RJ45, 10/100 Mbps with Auto-MDI/MDIX
WAN Port 1 x R345, 10/100 Mbps with Auto-MDI/MDIX
Input Power AC 12V1A

Operational & Functional Characteristic

Firmware Platform

MSI Proprietary Kernel

Management Method

Web-based

Static IPAddress

Dynamic |PAddress (DHCP Client)

Supported WAN Type

PPP over Ethernet

Multi-session PPP over Ethernet (ror japan only)

PPTP

L2TP

Connect on Demand / Auto-Disconnect

Connection Scheme

Manually Connect/Disconnect

Auto Reconnect

One-to-Many NAT

One-to-One NAT

NAT Functionality

Virtual Server

Special Application

DMZ Host

MAC-level Access Control

Access Control Inbound/Outbound | P Filter
Domain Access Control
] NAT Firewall with SPI mode
Firewall 5
DoS Detection
Event Logging On-web logging

Syslog supported
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Email Alert

VPN Supporting

|PSec, PPTP, LT2P Pass-Through

Routing Static Route
Web-based
Upgrade Method , -
Windows Application
DDNS Supported
Other Features UPnP Supported
SNMP Supported
Wireless Support
Standard |EEE 802.11b/ 802.11g
6/12/18/24/36/48/54Mbps in 802.11g mode
Data Rate* .
1/2/5.5/11Mbps in 802.11b mode
Operating Frequency 2.4GHz
Per cell indoors approx. 35-100 meters
Range Coverage
Per cell outdoors up to 100-300 meters
Antenna 2 dBi dipole antenna x 1
Americal FCC: 2.412~2.462GHz (11 Channels)
Number of Channels Japan/ TELEC: 2.412~2.484GHz (14 Channels)
Europe/ ETS: 2.412~2.472GHz (13 Channels)
Security WEP encryption and WPA supported

Environment, Certification and Reliability

Operating Temperature

Temperature: 0~40°C, Humidity 10%~90% non-condensing

Storage Temperature

Temperature: -20~70°C, Humidity: 0~95% non-condensing

EMC/Safety

FCC, CE, DGT
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