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Hiermit erkl&rt Micro Star International CO., LTD dass sich dieses Produkt in Ubereinstimmung mit den grundlegenden
Anforderungen und den anderen relevanten Vorschriften der Richtlinie 1999/5/EG befindet.

Die Konformitétserklarung kann auf folgender website eingesehen werden:
http://www.msi-technology.de/support/dl_man.php?Prod_Typ=9

Hereby, Micro Star International CO., LTD declares that this device is in compliance with the essential requirements and other
relevant provisions of Directive 1999/5/EC.

The respective Declaration of conformity can be found online:

http://www.msi-technology.de/support/dl_man.php?Prod_Typ=9

IEEE 802.11b/g 2.4 GHz operation
Europe: Frequencies: 2.400 — 2.4835 GHz

France: Frequencies: 2.4465— 2.4835 GHz, channels 10, 11, 12, 13

BANDE DE FREQUENCES DES 2.4GHZ

La décision N° 02-1008 en date du 31 octobre 2002 autorise I'utilisation d’une partie de la bande de

frégquences 2400-2483,5 MHz pour les réseaux locaux radioéléctriques (RLAN) comme suit :

L'utilisation de la bande 2400-2446,5 MHz est autorisée a l'intérieur des batiments avec une puissance isotrope
rayonnée équivalente (PIRE) limitée & 10 mW et que I'utilisation de la bande 2446,5-2483,5 MHz est autorisée a
l'intérieur des batiments avec une PIRE limitée a 100 mW. L'utilisation en extérieur est soumise a demande
d’autorisation sur la bande de fréquences de 2446,5-2483,5 MHz avec une puissance limitée a 100mWw.

Notified Countries:
Germany, UK, Netherlands, Belgium, Norway, Sweden, Denmark, Finland, France, Italy, Spain, Austria, Iceland, Ireland, Portugal,
Greece, Luxemburg and Switzerland

BestimmungsgeméRe Verwendung:

Dieses Produkt integriert als Teil der Produktausstattung eine WLAN-Komponente.

Die WLAN-Komponente verbindet Computer Gber eine Funkverbindung . Es kann auch eine Funkverbindung zu anderen geeigneten
WLAN-Geréaten hergestellt werden.

Prescribed use:

This product integrates a WLAN-device.

The WLAN-device sets up a radio link between to computer. In addition it is possible to link the WLAN device to any other WLAN
device which stick to the IEEE 802.11b/g requirements.

Hinweise zur Reichweite:

Der Abstand zwischen Sender und Empfanger (von einem WLAN-Gerét zu einem anderen WLAN-Gerét) hangt stark von der
Einsatzumgebung ab. Wande, Betonboden (Eisen), beschichtete Fensterscheiben, Fahrzeug-Karosserie, etc..

Weitere Beeinflussungen:

- Hochfrequenzaussendungen jeder Art

- Gebaude, Bdume, etc.

- Heizkdorper, Stahlbeton, etc.

- offen betriebene Computer, etc.

- Mikrowellenherde, etc,

Die Kommunikation zwischen unterschiedlichen WLAN-Geraten ist von der jeweiligen Software und dem entsprechenden
Versionsstand abhangig

Operating range:
The transmission range between different WLAN devices varies depending the specific environment. Walls, concrete floor (iron),

laminated windows, vehicle-body, etc..

More electromagnetic interferences:

- high frequency emission of any kind,

- Buildings, trees, etc.

- Heaters, ferroconcrete, etc.

- open computer systems, etc.

- Microwave oven, etc,

Communication (exchange data) is dependent on the software of the WLAN devices.
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FCC Caution

1. Thedevice complies with Part 15 of the FCC rules. Operation is subject to

the following two conditions:

(1) Thisdevice may not cause harmful interference, and

(2) This device must accept any interference received, including interference
that may cause undesired operation.

2. FCC RF Radiation Exposure Statement: The equipment complies with FCC
RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum
distance of 20 centimeters between the radiator and your body.

3. ThisTransmitter must not be co-located or operating in conjunction with
any other antenna or transmitter.

4. Changes or modifications to this unit not expressly approved by the
party responsible for compliance could void the user authority to operate
the equipment.

Copyright Notice

The material in this document is the intellectual property of MICRO-STAR INTERNATIONAL.
We take every care in the preparation of this document, but no guarantee is given as to the
correctness of its contents. Our products are under continual improvement and we reserve the
right to make changes without notice.

Trademarks

Microsoft Windows and Internet Explorer are registered trademarks or trademarks of Microsoft
Corporation.

All brand names, icons, and trademarks used in this manual are the sole property of their
respective owners.

Revison History
Revision History Date
V1.0 First Release June 2005
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| mportant Safety Precautions
Always read and follow these basic safety precautions carefully when handling any
piece of electronic component.

Keep this User Manual for future reference.
Keep this equipment away from humidity.
Lay this equipment on areliable flat surface before setting it up.
The openings on the enclosure are for air convection hence protects the
equipment from overheating.
All cautions and warnings on the equipment should be noted.
Never pour any liquid into the opening that could damage or cause electrical
shock.
7. If any of the following situations arises, get the equipment checked by a
service personnel:
« Liquid has penetrated into the equipment

+ The equipment has been exposed to moisture
« The equipment has not work well or you can not get it work according to
User Manual

« The equipment has dropped and damaged
« If the equipment has obvious sign of breakage

8. DO NOT LEAVE THIS EQUIPMENT IN AN ENVIRONMENT
UNCONDITIONED, STORAGE TEMPERATURE ABOVE 60°C OR
BELOW -20°C, IT MAY DAMAGE THE EQUIPMENT.

el A

o o
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is specifically
designed for Small Office and Home Office needs. It provides a complete SOHO solution for Internet surfing, andis
easy to configure and operate even for non-technical users. Instructions for installing and configuring this product
can be found in this manual. Before you install and use this product, please read this manual carefully for fully
exploiting the functions of this product.

Functions and Features

Router Basic functions

1 Auto-sensing Ethernet Switch
Equipped with a4-port auto-sensing Ethernet switch.
I WAN type supported
The router supports some WAN types, Static, Dynamic, PPPoE , PPTP ,L2TPR, Dynamic IP with Road
Runner.
1 Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
I DHCP server supported
All of the networked computers can retrieve TCP/I P settings automatically from this product.
1 Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet Explorer.
1 Virtual Server supported
Enable you to expose WWW, FTP and other services on your LAN to be accessible to Internet users.
1  User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple connections, like
Internet gaming, video conferencing, Internet telephony and so on, then this product can sense the
application type and open multi-port tunnel for it.
1 DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when special application
sensing tunnel feature isinsufficient to alow an application to function correctly.
I Satistics of WAN Supported
Enables you to monitor inbound and outbound packets
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Wireless functions

1 High speed for wireless L AN connection
Up to 54Mbps datarate by incorporating Orthogona Frequency Division Multiplexing (OFDM).
1 Roaming
Provides seamless roaming within the IEEE 802.11b (11M) and IEEE 802.11g (54M) WLAN
infradtructure.
1 |EEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.
1 1EEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.
1 Autofallback
54M, 48M, 36M, 24M, 18M, 12M, 6M data rate with auto fallback in 802.11g mode.
11M, 5.5M, 2M, 1M data rate with auto fallback in 802.11b mode.

Security functions

1 Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and outgoing packets
and letting them pass or halting them based on the | P address of the source and destination.
1 Domain Filter Supported
Let you prevent users under this device from accessing specific URLS.
1 URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.
1 VPN Pass-through
The router aso supports VPN pass-through.
1 802.1X supported
When the 802.1X function is enabled, the Wirdess user must authenticate to this router first to use the
Network service.
1 Support WPA-PSK and WPA
When the WPA function is enabled, the Wireless user must authenticate to thisrouter first to
use the Network service
1 SPI Mode Supported
When SPI Mode is enabled, the router will check every incoming packet to detect if this packet isvalid.
1 DoSAttack Detection Supported
When thisfeatureis enabled, therouter will detect and log the DoS attack comes from the Internet.
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Advanced functions

1 System time Supported
Allow you to synchronize system time with network time server.
1 E-mail Alert Supported
Therouter can send itsinfo by mail.
1 Dynamic dns Supported
At present,the router has 3 ddns.dyndns, TZO.com and dhs.org.
I SNMP Supported
Therouter supports basic SNMP function.
1 Routing Table Supported
Now, therouter supports static routing.
1 Schedule Rule supported
Customers can control some functions, like virtual server and packet filters when to access or when to
block.

Other functions

1 UPNP (Universal Plug and Play)Supported

Therouter aso supports this function. The applications. X-box, Msn Messenger.

Packing List
1  Wireess broadband router unit
1 Ingalation CD-ROM
1 Power adapter
1 CAT-5 UTPFast Ethernet cable
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Chapter 2 Hardware Installation

2.1 Pandl Layout

2.1.1. Front Panel

Figure 2-1 Front Panel

LED Function Color Satus Description
Power o ] ]
POWER | Green On Power is being applied to this product.
indication

System o : - -

Satus Green Blinking | M1 isflashed once per second to indicate system is dive.

status

USB port o

UsB o Green On The USB port islinked.
activity

WAN port On The WAN port islinked.

WAN o Green
activity Blinking | The WAN port issending or receiving data.
V\/i rd % . . . . . . .

WLAN o Green Blinking | Sending or receiving data via wireless
activity
An active station is connected to the corresponding LAN
Link/Act.| On
14 Link status | Green port.
Blinking | The corresponding LAN port is sending or recelving data.
Reset )
RESET ) To reset system settings to factory defaults

Settings
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2.1.2. Rear Pand

Port
PWR
WAN

Port 1-4

USB

Antenna

LAN Ports1~4

PWR WAN Port

uUSB

Figure 2-2 Rear Panel

Description
Power inlet

the port where you will connect your cable (or DSL) modem or

Ethernet router.

the ports where you will connect networked computers and other

devices.

Connect the USB printer.
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2.2 Procedure for Hardware I nstallation

2. Decide whereto place your Wireless Broadband Router
You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount it on a wall.
For optimal performance, place your Wireless Broadband Router in the center of your office (or your home) in a
location that is away from any potential source of interference, such as a metal wall or microwave oven. This

location must be close to power and network connection.
2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one of the LAN
ports of this product.

b. Wireless LAN connection: locate this product at a proper position to gain the best transmit performance

Existing
Connection

DSL/Cable
Modem

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/lxDSL modem or Ethernet backbone. Figure
2-3illugtrates the WAN connection.

4. Power on
Connecting the power cord to power inlet and turning the power switch on, this product will automatically enter
the self-test phase. When it isin the self-test phase, the indicators M1 will be lighted ON for about 10 seconds,
and then M1 will be flashed 3 times to indicate that the self-test operation has finished. Finally, the M1 will be

continuously flashed once per second to indicate that this product isin normal operation.
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Chapter 3 Netwaork Settings and Softwar e | nstallation

To use this product correctly, you have to properly configure the network settings of your computers and install the
attached setup program into your MS Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Network Settings of Your Computer

The default 1P address of this product is 192.168.1.254, and the default subnet mask is 255.255.255.0. These
addresses can be changed on your need, but the default values are used in this manual. If the TCP/IP environment of

your computer has not yet been configured, you can refer to Appendix A to configure it. For example,
1. configure IPas 192.168.1.1, subnet mask as 255.255.255.0 and gateway as 192.168.1.254, or more easier,
2. configure your computersto load TCP/IP setting automatically, that is, via DHCP server of this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your computer has
successfully connected to this product. The following example shows the ping procedure for Windows 95 platforms.

Firgt, execute the ping command
ping 192.168.1.254
If the following messages appear:
Pinging 192.168.1.254 with 32 bytes of data:
Reply from 192.168.1.254: bytes=32 time=2ms TTL =64

a communication link between your computer and this product has been successfully established. Otherwise, if you
get the following messages,

Pinging 192.168.1.254 with 32 bytes of data:
Request timed out.
There must be something wrong in your ingtalation procedure. You have to check the following itemsin sequence:
1. IstheEthernet cable correctly connected between this product and your computer?
Tip: The LAN LED of thisproduct and thelink LED of network card on your computer must be lighted.
2. Isthe TCP/IPenvironment of your computers properly configured?

Tip: If the IP address of this product is 192.168.1.254, the IP address of your computer must be 192.168.1.X
and default gateway must be 192.168.1.254.
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Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser, such as Netscape

Communicator or Internet Explorer. This approach can be adopted in any MS Windows, Macintosh or UNIX based
platforms.

AESEEEEEEEER ',‘;£

Wireless Broadband Router

Fast Ethernet

Windows
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4.1 Start-up and Login

Connect to 192.168.1.254

M3l \ireless Broadband Rouker

Lser name: | € admin " |

Password: | sesns |

[CIremember my password

| (04 k—l [ Zancel

Activate your browser, and disable the proxy or add the |P address of this product into the exceptions. Then,

type this product’s IP address in the Location (for Netscape) or Address (for IE) field and press ENTER. For
example: http://192.168.1.254.

After the connection is established, you will see the web user interface of this product. To log in as an administrator,
enter the system password (the factory setting is  ”admin”) in the Password field and click on the OK button. If
the password is correct, the web appearance will be changed into administrator configure mode. Aslisted in its main
menu, there are several options for system adminigtration.

4.2 Wizard

MIST

T T T R REBACSR2

Setup Wizard will guide you through a basic configuration procedure step by step.Press  ”Next >”
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rr REBAGE2

Select Internet Connection Type:

) Static IP
ISP provides you a static IP address.

C Dynamic IP

Obtain an IP address from ISP automatically (For most Cable modem users)
) Dynamic IP* (Bigpond Cable)
Dynamic IP address with Road Runner Session Management. (For Austrlia Tesltra Bigpond)

@ PPPoE
PPP ower Ethernet for the Internet connection. (For most DSL users)

O PPTP
Some ISPs require the use of PPTP for the Internet connection. (Most used in Europe)

O L2TP
Some ISPs require the use of L2TP for the Internet connection. (For virtual private network -VPN)

If you are unsure of which setting to select, please contact your ISP (Internet Service Provider)

€ 3| 8 ) | B

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.3.1 | P Setting.
4.3 Setup

= B e
REFACS2 ‘ 1| Administration | Status @
Setup
® |P Senting
T ez M il | - Configure the-way your wireless router uses to connect to the Intermet, or connect to a private
IP Setting network such as your workplace network.
Wireless - Configure Router's LAN IP Address.
woDs * Dynamic DNS
Dynamic DNS - Enables you to run your dormain over a changing IP, you have to use dynamic domain narme

M= IR service (DDNS)
DHCP Server

-
Print Server DHCP Server

- Your wireless gateway can act as a DHCP server, and assign IP addresses to your clients

autornatically
| Logout

* Print Server

- RGB4GEZ provides the function of network print server for M3 Windows S85E/ME2000/P and
Urnix based platforms, Please check User Manual/Quick Installation Guide in your CO for the
detail software installation and setup.

10
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4.3.1 1P Setting— WAN Type,

IPMode

IP Setting

P taxirmum ldle Time

P Connection Contral

Item Setting
L P LAN IP Addrass (192 168.1.254 |
m‘ P VAN Type L2TP
| Wireless b 1P Mode [Slatic PAddress )
| WDs P Intemet IP Address ‘W|
__ DynamicDNS P Subnet Wask lessesszs0 |
B?{CP“SerE P ISP Gateway Address ‘ﬁﬂi|
= Eriet durves P Server IP Address/Name ‘ |
_ Lanw(’ P User Namme ‘—‘
P Passwaord ‘:l

‘ﬁﬂ seconds

‘ Auta reconnect{Ahvays-on) v ‘

—
Press “Change”

Choose WAN Type
Usage

| | @} Static IP Address: ISP assigns you a static IP address.
] !E Settin: M () Dynamic |P Address Obtain an 1P address from ISP automatically
WTEIE§§ : (@] Ciynamic [P Address with Road Runner Session Management.(e.g. Telstra BigPond)
W[m . ® FFF over Ethernet Some |5Ps require the use of PPROE to connect to their services.

e PPTF Some ISPs requite the use of PPTP to connect to their services.

D ic DNS

ynamic DNS
e L2TP Some [5Ps require the use of LZTP to connect to their services
&} L
DHCP Server ) ) )

Save || Cancel

—
This option is primary to enable this product to work properly. The setting items and the web appearance depend on

1
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the WAN type. Choose correct WAN type before you start.

1. LAN IP Address. the local IP address of this device. The computers on your network must use the LAN IP
address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct one from the

following four options.
A. SaticIPAddress. ISPassigns you a static |Paddress.
Dynamic IPAddress: Obtain an |Paddress from ISP automatically.
Dynamic IPAddress with Road Runner Session Management.(e.g. Telstra BigPond)
PPP over Ethernet: Some ISPsrequirethe use of  PPPOE to connect to their services.

PPTP: Some ISPsrequiretheuseof PPTPto connect to ther services.

mm o o0 W

L2TP. Some ISPsrequiretheuse of L2TPto connect to their services

4.3.1.1 Satic IPAddress

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting provided by your
ISP
4.3.1.2 Dynamic |IPAddress

1.  Host Name: optional. Required by some ISPs, for example, @Home.

2. Renew IPForever: this feature enables this product to renew your |P address automatically when the lease time
is expiring-- even when the system isidle

4.3.1.3 Dynamic | P Address with Road Runner Session Management.(e.g. Telstra BigPond)

1 LAN IPAddressisthe IP address of this product. It must be the default gateway of your

computers.

2. WAN Typeis Dynamic IP Address. If the WAN type isnot correct, changeit!

3. Host Name: optional. Required by some | SPs, e.g. @Home.

4, Renew |P Forever: this feature enable this product renew | P address automatically when the lease timeis

being expired even the system isinidle state.

4.3.1.4 PPP over Ethernet

1 PPPoE Account and Password: the account and password your | SP assigned to you. For security,
thisfield appears blank. If you don't want to change the password, leave it empty.

2. PPPoE Service Name: optional. Input the service nameif your |SPrequiresit. Otherwise, leave
it blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE session.

12
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Set it to zero or enable Auto-reconnect to disable this feature.

4.  Maximum Transmission Unit (MTU): Most | SP offers MTU value to users. The most common MTU valueis
1492,
5. Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on): The device will link upw with ISP until the connection is established.

Manually:The device will not make the link until someone clicks the connect-button in the Staus-page.

4.3.1.5PPTP

1. My IPAddress and My Subnet Mask: the private | P address and subnet mask your 1SP assigned

to you.

2.  Sever IPAddress: the P address of the PPTP server.

3. PPTPAccount and Password: the account and password your |SP assigned to you. If you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISPrequiresit.

4,  Maximum Idle Time: thetime of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

connect to | SPautomatically, after system isrestarted or connection is dropped.

5. Connection Control:There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on):The device will link upw with ISP until the connection is established.

Manually:The device will not make the link until someone clicks the connect-button in the Staus-page.

13
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‘ ‘ﬂ-‘,“.‘,%ﬂ".%@‘ Administration ‘ SaNs @

&

Wireless
WDS§
Dynamic DNS
DHCP Server

Print Server

e

IP Setting
Item Setting
P LAN P Address [feziearzsa |
P WAN Type PPTP
b 1P ade |stetic P Address |
P 1y IP Address

Pty Subnet Mask

P WAN Gateway [P
P Server IP Address
P User Name

P Password

P Connection ID

P Maximum |dle Time

P Connection Contral

[o0.00 |
____________ |
[oooo
| I
| |
L ]

| !(Upliuna\)

IEUD ‘secnnds

Auto reconne chiAlways-on) % |

4316L2TP

First,Please check your |SP assigned and Select Static |PAddress or Dynamic |PAddress.

For example:Use Static

1. My IPAddress and My Subnet Mask: the private |P address and subnet mask your 1SP assigned

to you.

2.  Sever IPAddress: the P address of the PPTP server.

3. PPTPAccount and Password: the account and password your |SP assigned to you. If you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISPrequiresit.

4.  Maximum Idle Time: thetime of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable thisfeature. If Auto-reconnect is enabled, this product will

connect to | SPautomatically, after system isrestarted or connection is dropped.
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6. Connection Control:There are 3 modes to select:

Connect-on-demand:The device will link up with ISP when the clients send outgoing packets.

Auto-Reconnect(Always-on):The device will link upw with ISP until the connection is established.

Manually:The device will not make the link until someone clicks the connect-button in the Staus-page.

IP Setting

P LAN IP Address |W‘
P WA Type L27P
P P iode | static P address v
P Intemet IP Address |EI 000 ‘
Dynamic DNS P Subnet Mask |@‘
M P ISP Gateway Address |mﬂ—‘
Bt Sarver P Server [P Address/Name | |
P User Name | |
P Password |:|
P Maximum Idle Time: |@ seconds

| Auto reconnect{Always-on) ¥

P Connection Control

4.3.2 Wireless Setting, and 802.1X setting

-
Wireless Setting
! P Netwark |D(SSID) |detault |
IP Setting ¥ Channsl [0v]
l .Eiral;és. I P Sacurity O Disahle
WDS @ WEP
Dynamic DNS :: ©802.1% and RADIUS !
DHCP Server ' CIWPAPSK
 PrintServer ST
[ Logout | » WEP @ Enable [EEE B4 bit Sharad Key security
O Enable |[EEE 128 bit Shared [Key securnity
@ WEP Key 1 |
OWEP Key 2 =1
CWER Key 3 [ | J
OWEP Key 4 1
Associated Clients List . | MAC Addrass Contral . &

15
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Wireless settings allow you to set the wireless configuration items.

1. Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client stations can roam
freely over this product and other Access Points that have the same Network ID. (The factory setting is
“default™)

2. Channél: Theradio channd number. The permissible channd's depend on the Regulatory Domain.

The factory setting is as follow: channel 6 for North America; channel 7 for European (ETSI); channel 7 for
Japan.

3. WEP Security: Sdlect the data privacy algorithm you want. Enabling the security can protect your data whileit
is transferred from one station to another. The standardized |EEE 802.11 WEP (128 or 64-hit) isused here.

4, WEPKey 1, 2, 3& 4: When you enable the 128 or 64 bit WEP key security, please select one WEP key to be
used and input 26 or 10 hexadecima (0, 1, 2...8, 9, A, B...F) digits.

5. Pass-phrase Generator: Since hexadecimal charactersarenot easily
remembered, this device offers a conversion utility to convert asimple
word or phrase into hex.

6. 802.1X Setting

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled, the Wireless user
must authenticate to this router first to use the Network service.
RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and thisrouter. Thiskey valueis consistent with the key value in the
RADIUS server.

‘. ; lAdva_m:zd _ Administration I Status @

Wireless Setting
Item Setting

P Netwark ID(SSID) |default |
IP Setting b Chaiel [0]
[ wireless.__ P Security 2 Digable
WDS OWEP
Dynamic DNS @8021x and RADIUS
DHCP Server OWPAPSK
Print Server OuER
P RADIUS Server IP [ooon
P RADIUS port ez

P RADIUS Shared Key | |

Sawe | | Unda | [ Associated Clients List | [ MAC Address Cantrol. ]

16

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

WPA-PSK
1. Sdlect Preshare Key Mode
If you select HEX,you haveto fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII thelength of preshare key isfrom 8to 63.

2. Fll inthe key, Ex 145678

Wireless Setting
p Item Setting
| [default I

¥ Netwark IDSSID)

IP Setting P Channel 0¥
—TT— b Sseuit Oosstia
wos OwWEP
Dynamic DNS C802.1x and RADIUS
DHCP Server O WPAPSK
Print Server Owra
P Eneryption OTKP  OAES
P Preshare Key Mode [ASCl v

P Preshare Key [ |

[ Associated Clients st | [__MAC Address Contal ]

WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the Wireless user must
authenticate to thisrouter first to use the Network service. RADIUS Server

IPaddress or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and thisrouter. Thiskey valueis consistent with the key value in the
RADIUS server.

Wireless Setting
hem Setting.
|defeutt |

¥ Network [D(SS1D)

IP Setting P Chanrel [0
E Wireleés P Security O Disable
WD$ OWweP
W Oa02.1x and RADIUS
DHCP Server OWPAPSK
Print Server OwPA
P Encryption @TKIP  CAES
P RADIUS Server IP {0000 |
P RADIUS port [z ]

P RADIUS Shared Key :

[ Associsted Clients List. | [ MAC Address Cantiol.. |

17
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4.3.3WDS

The Wireless Distribution System (WDS) supports peer-to-peer AP communication. Select
Enableto allow Bridge (WDS) mode between routers or Disable to block communication
between routers.

To enable WDS, set the Wireless Bridging (WDS) function to Enable. Enter the Wireless MAC
address of the router to communicate with in the form of two characters separated by a colon and
click Save.

s @

Advanced

WDS Setting
ltem Setting
—— S @ Disable ' Enable

P Wireless Bridging

Administration

IP Setting P Remote AP MAC [rm—-—

Wireless [ ]

| WDS _ ]
Dynamic DNS

DHCP Server

Print Server

4.3.4 Dynamic DNS
To host your server on achanging | P address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNSwill map the name of

your host to your current | P address, which changes each time you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS servers that we list

in provider field.
To enable Dynamic DNS click the check box next to Enable in the DDNSfield.

Next you can enter the appropriate information about your Dynamic DNS Server.

18
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Y ou have to define:

Provider

Host Name

Username/E-mail

Password/Key

You will get thisinformation when you register an account on a Dynamic DNS server.

Dynamic DNS
tem Setting
_ P DONS @ Disable O Enable
 Wireless P Host Nams | |
WDS P Username / E-mail | |
i D.Qii.amic DNS P Password / Key | |
oHP Server
Print Server |
4.3.5 DHCP Server
Press “More>>”

The settings of a TCP/IP environment include host IP, Subnet Mask, Gateway, and DNS configurations. It is not easy
to manually configure all the computers and devices in your network. Fortunately, DHCP Server provides a rather
simple approach to handle al these settings. This product supports the function of DHCP server. If you enable this
product’s DHCP server and configure your computers as “automatic |P allocation” mode, then when your computer
is powered on, it will automatically load the proper TCP/IP settings from this product. The settings of DHCP server

include the following items:

19
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JREHAESR ‘ Advanced | Administration | Status @
DHCP Server
ltem Setting
L____ s P DHCP Server ) Disable @ Enahle
IP Setting P Lease Time {: Day IU:l Huurii Mlinute
Wireless P IF Pool Starting Address lWDD |
WwDs P IP Poal Ending Address pas |
Dynamic DNS P Domain Name i_ |
| DH:-:CP ser“'er: [ Undo ] [ More»> ] [ Clients List ] l Fixed Mapping... ]
Print Server |
[ ]
1 DHCP Server: Choose “Disable” or “Enable.”
2. Lease Time: Define the period of time for the | P address | eased.
3. IP poal starting Address/ | P poal starting Address. Whenever there isarequest, the DHCP

server will automatically allocate an unused | P address from the | P address poal to the requesting computer.
You must specify the starting and ending address of the P address poal.

Domain Name: Optional, thisinformation will be passed to the client.
Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

N oo o &

Gateway: The Gateway Address would be the IP address of an alternate Gateway.
This function enables you to assign another gateway to your PC, when DHCP server
offersan IPto your PC.

4.3.6 Print Server
This item shows the print is ready or not.

Print Server

tem Peripheral Status Sidenote

Frinter{USBO) Ready

20
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4.4 Advanced

0|

Advanced

* Basic Setting

—_— = S - Configure the basic settings to.enable the firewall to protect your network from hacker attacks,
Basic Sefting.

* MAC Address Control

MAC Contrel
L i - MAC Address Control allows you to assign different access right for different users and to assign =
Packet Filtering a specific IP address to'a certain MAC address,
L Domain Filtering 1 * Packet Filtering

- Allow you to control access to a netwark by analyzing the incoming and outgding packets and
letting them pass or halting them based on the [P address of the source and destination, |

i Schedule Rule 1 * Domain Filtering
‘W - Let you prevent users under this device from accessing specific URLs,

* URL Filtering

== - LURL Filtering will block LAN computers to connect to pre-defined websites
Special AP e ? ¥

* Routing

1] Lanwf | - If you have more than one routers and subnets, you may want to enable routing table to allow
i packets to find proper routing path and allow different subnets to communicate with each other,

* Schedule Rule

! , . e ~

4.4.1 Basic Setting

Basic Setting

Item
L P Discard PING frorn WAN side |
[_Basic semng_ P 5Pl mode -
MAC Control P DoS Attack Detection &
" Packet Filtering

_ Domain Filtering

Special AP

[ Logout

—

21

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Discard PING from WAN side

When thisfeatureis enabled, any host on the WAN cannot ping this product.

SPI Mode

When thisfeatureis enabled, the router will record the packet information pass through the router like IP address,
port address, ACK, SEQ number and so on. And therouter will check every incoming packet to detect if this packet
isvalid.

DoS Attack Detection

When thisfeatureis enabled, therouter will detect and log the DoS attack comes from the Internet. Currently, the
router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of Death, Land Attack etc.

4.4.2 MAC Address Control

MRGEHES? ‘ O ‘ Administration

MAC Address Control

Item Setting
P MAC Address Contral [] Enabla
Basic Setting [ClConnestion cantrol  Clients with C checked can conneet ta this device; and | allow ¥ | unspecified MAC addresses to
“—- MAC Cantrol. connect.
Packetbiering D MAC Address IP Address c
Domain Filtering 1 | | 192.165.1 | | O
it il L — assrl |
URE i ring 2 | 192.165.1 | O
Routin i |
: ? L | 1920680 | O
Schedule Rule 7 —
4 192.168.1 | | 0

Virtual Server

DMZ DHEP clisnts| — selectone - v [[_Copyto [ - v
Special AP |
<< Prewigus ] [ Text »> ] [ Save ] I UndoJ

MAC Address Control allows you to assign different access right for different users and to assign a specific IP
address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the settingsin this page
will take effect only when “Enable” is checked.

Connection control Check "Connection control” to enable the controlling of which wired and wireless
clients can connect to this device. If a client is denied to connect to this device, it
means the client can't access to the Internet either. Choose "allow" or "deny" to allow
or deny the clients, whose MAC addresses are not in the "Control table" (please see

bel ow), to connect to this device.

Association control Check "Association control” to enable the

22
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controlling of which wireless client can

associate to thewireless LAN. If aclient is

denied to associate to the wireless LAN, it

means the client can't send or receive any data

viathis device. Choose "allow" or "deny" to

alow or deny the clients, whose MAC

addresses are not in the "Control table", to

associate to the wireless LAN.

Control table
ID MAC Address IP Address (i
1 192.166.1. O
2 1921681 | O
3 1921668 1. Cl
4 1921681, O

DHER clients | — selectone — ¥ | |- ¥

"Control table" is the table at the bottom of the "MAC Address Control" page. Each
row of this table indicates the MAC address and the expected |P address mapping of a

client. There arefour columnsin thistable:

MAC Address

MAC address indicates a specific client.

IPAddress

Expected | P address of the corresponding
client. Keep it empty if you don't careits IP
address.

When "Connection control” is checked,
check "C" will alow the corresponding client

to connect to this device.

When "Association control” is checked,
check "A" will alow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCP clients | — select one— v T8 _ v

You can sdlect a specific client in the “DHCP clients” Combobox, and then click on the “Copy to” button to copy the
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MAC address of the client you select to the ID selected in the “I D Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided the “Control table”

into several pages. You can use these buttons to navigate to different pages.

4.4.3 Packet Filtering

WRERECEZ P e P w— )
Outbound Packet Filtering e
Item S .!l}t-i.ng
P Cuthound Filkering ] Enable
@ Allow all to pass except those match the fallowing rules.
Basic Setting (9] Deny all to pass except those match the following rules:
MAC Control
1D Source IP : Poris Destination IP ; Ports Enable
| Packet Filtering | : = ; — o —
el 1] ]| 1 =
omain Filtering
i FSA T W 2| || | \ |:| | O .
URL Filtering ; : : —
= 3 I [1] | | |1 | O o |
| Routing | I ‘ e——
Schedule Rule 4 | El | ‘ i | | |D_
]
Virtual Server | ? | | | | | |: | | . I_D—‘
DMZ B | |:] | \ |:] | | o
Special AP 7 | | I | | : } | O E_‘
8| || | \ |:| | O o
Schedule rule (I0)Akways | [ Copyto ]ID|— v| E
Save | Undo Inbound Filtaring.. MAC Lewel.

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies on all
outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or DMZ host only. You
can select one of thetwo filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the following:

Source |P address

Source port address
Destination | P address
Destination port address
Protocol: TCPor UDP or both.
Use Rule#

24
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For source or destination |P address, you can define asingle |P address (4.3.2.1) or arange of | P addresses
(4.3.2.1-4.3.2.254). An empty impliesall 1P addresses.

For source or destination port, you can define asingle port (80) or arange of ports (1000-1999). Add prefix "T" or
"U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix indicates both TCPand UDP
are defined. An empty implies all port addresses. Packet Filter can work with Scheduling Rules, and give user

more flexibility on Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individualy.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enablein the Inbound Packet Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News Server (119)
defined in Virtual Server or DMZ Host.

Example 1:

Setp | ... [ Administration | Status @
— _'- .
Outbound Packet Filtering £
Item Setting
P Cutbound Filtering Enable
- 2 Allow all to pass except those match the following rules.

Basic Seftting. @ Deny all to pass except those match the following rules.

MAC Control : - - . — _ —
_— D “Soutce IP ; Ports Destination IP : Ports’ Enable  Use Rule#
\ P_acket_FiIte_riné J T T [ T
PR, 1 123023149 || | \ BE=E ; |

Domain Filtering j ! ; E—r:
-— 2 Hzsiozazn | | \ 3] | lo |
URL Filtering ol T ;::::
- 3 || | \ || | O B
Routing | : &
I I
Schedule Rule * | | | ‘ -1 | o D—‘
Virtual Server 5 | El | ‘ |:| | O '__‘
oMz 5 B | \ |:] | O B
Special AP 7 | || | \ |:] | O ]
g B | \ B | O o]

o]

Schaduls wle | I0AWways v| [ Capyio |jp|- |

I Save] [ Undo ‘ [ Inbound Filtering... MAC Lewvel... I Help

! B

(1.2.3.100-1.2.3.149) They are allow to send mail (port 25), receive mail (port 110), and browse the Internet (port
80)

25
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(1.2.3.10-1.2.3.20) They can do everything (block nothing)

Othersareall blocked.

Example 2:

Outbound Packet Filtering ]
b Cuthound Filtering Enable
f = O Al all to pass except thase match the following rules.
Basic Setting, & Deny all to pass except those match the following rules.
MAC Control _ — S— S
' Sourcs IP ; Ports Enable  Use Rule#
—_— 1 [lz3tome3na || | \ |:[21 | o
Domain Filtering . . ; —
= 2 123100123119 | | \ [smd ] ]
URL Filtering | \
e 3 || | \ [ | O |
Routing
e e o [ i Bk
_ Virtual Server 5| | | | | | - L.
! T r
oMz B B | \ 1] | O |
| specialap 7 | I | \ || | O "
8 | || | \ 1] | O o
Logout
Schedule rule. (0)Abways ¥ [ Copyto i/~ v/ 4
Save | | Undo Inbound Filtering MAC Lawvel ., v

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer files via FTP (port 21)
Othersareall alowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet Filter field.

26
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Example 1:

>

Outbound Packet IEiItering

b Cuthound Filtering Enable

@ Allowe all to pass except those match the following rules.

Ba_sigjettirm__ -: Q Deny all to pass except thase match the fallawing rules
" mac control — _ _
__Packet Filterir I
(L 1 [192.156.1149 || | \ |[es110 | |
Domain Filter : e
_o— 2 |192.168.1.20 B! | \ || | 0
Lt | s — | = ¥ = :
_ Routng : H
Schedule Rule ¢ | | | ‘ B | | o
" Virtualserver 5 1 | |1 m 0
' oMz ' 5| B | \ B | i 0
| specialAP 7 || | \ |:] | O ]
| e i 8 | || | \ B | 0 o

Schedule ule| (0Aways v| [Copyio Jip/~ v

Inbound Filtering... AT Lavel..,

(192.168.1.100-192.168.1.149) They are alowed to send mail (port 25), receive mail (port 110), and browse Internet

(port 80); port 53 (DNS) isnecessary to resolve the domain name.

(192.168.1.10-192.168.1.20) They can do everything (block nothing)
Othersareall blocked.

27

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Example 2:

Outbound Packet Filtering Al
b Outhound Filtering Enable
@ Allow all to pass except those match the follawing rules.
Basic Sefting. O Deny all ta pass except those match the fallowing rules,
_ MaAc control — - __
—_— “k F.il il _In _Source Ports Destination [P : Ports 1abl
m E — il 1 [192.168.1,100 Bl | \ |. 28 | |
main Filterin; : HE—
LR a2 2 [1sz1gsrats [ | \ [sg ] 0
URL Filtering | K | | X | " . ‘ |
——— 3 o il =
| Routing | e ¥  —
Schedule Rule ¢ | | | | |- | = 4
| virtual server & | J:] | ‘ | | O o
' 5 El | \ 2] | O 0
7 B | \ 1] | 0 i
8| |:] | \ -] | O 0
Schedule e (WAlways v| [ Copyto Jjp[~ v u
Save | | Undo Inbound Filtering... MAC Lawvel... 8|

(192.168.1.100-192.168.1.119) They can do everything except read net news (port 119) and transfer filesvia FTP
(port 21)

Othersare allowed

After Outbound Packet Filter setting is configured, click the save button.

28
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4.4.4 Domain Filtering

[RGEAGED s @
Domain Filtering 2
P Domain Filtering [] Enable
P Log DNS GQuery [ Enable
HEIE Sett_ing P Privilage IP Addresses Range From [U:| To |Z|
MAC Control
. Packet Filtering D Domain Suffix Action Enable
[Damain Filtering 1 | | Clovep ClLog O
URL Filtering 2 | | CDrop ClLog O
Routing 3 | | [Drop ClLog O
Schedule Rule 4 [ | CIorap ClLog &
| Virtual Server 5 | | CIorap [CLog ]
Dz B [ | [Drap ClLag Ll
Special AP 7 | | Obrep DlLog |
[ togowt | g | | Dioror Clteg a
9 | | [CDrop ClLag O
10 * (all others) [Drop ClLog 3 =i
Save | | Undo | | Hal
:
Domain Filter

Let you prevent users under this device from accessing specific URLS.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLS.
Privilege | P Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com™, "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to |og these access.

Enable

Check to enable each rule.

29
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Basic Setting
| MAC Control
Packet Filtering

[LDamain Filtering

URL Filtering

‘Routing
DMZ
Special AP

Logout

—

In this example:

Domain Filtering

P Dormnain Filtering Enable

P Log DNS Guery Enable

P Privilege IP Addresses Range From II| Ta [E:[I:|
1 |wwnemsn.com | FlDrap Lag
<] [ sina, com | [Drap Loy
3 ivmw.google com | [ Drop CLog
4 | | [0Orap ClLag O
5 | | ODrap ClLag O
B | | CODrop CLog |
7 | | [orop CLog B
8 | | [10rop ClLog O
] | | Corop CLog O
10 ~(all others) [Corop ClLog

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.

3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.

4, IPaddress X.X.X.1~ X.X.X.20 can access hetwork without restriction.
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4.45 URL Filtering

URL Filtering

ltem. Setting
P URL Filtaring [ Enable

Basic Setting.

0 URL Enable

MAC Control

O

Packet Filtering

| Domain Filtering _:

URL Filtering |

Routing
Schedule Rule

Virtual Server
DMZ 7

| special AP B

Y Y T N . O, |

_

URL Blocking will block LAN computers to connect to pre-defined Websites.
The mgjor difference between “Domain filter” and “URL Blocking” is Domain filter require user to input suffix
(like .com or .org, etc), while URL Blocking require user to input a keyword only. In other words, Domain filter can

block specific website, while URL Blocking can block hundreds of websites by smply a keyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.

For example, you can use pre-defined word "sex" to block all websitesif their URLs contain pre-defined word "sex".
Enable

Checked to enable each rule.
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Basic Setting
 Mac control
. Packet Filtering _
" Domain Filtering
_ Routing

schedule Rule |
_ Virtual Server

DMZ '
Special AP

—

In this example:

1. URL include “msn” will be blocked, and the action will berecord in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file

3. URL include “cnns” will not be blocked, but the action will berecord in log-file.

4. URL include “espn” will be blocked, but the action will be record in log-file

URL Filtering

b URL Filtaring

Enable

.

e

1
#
3
4

El
10
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4.4.6 Routing Table

Routing Table

D Destination Subnet Mask.

Basic Setting. 2
: MAC Control 3
Packet Filtering 4
Domain Filtering

o

URL Filtering
 Virtual Server
DMZ |

Special AP

o i O O . i

o =W

[ togout ]

—
Routing Tables alow you to determine which physical interface address to use for outgoing IP data grams. If you
have more than one routers and subnets, you will need to enable routing table to allow packetsto find proper routing

path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Satic Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination | P address,
subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by checking or unchecking the
Enabl e checkbox.

33
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Example:

192,168, 1. 1K

Submask

Routerl
102.165.1.216

[ligntl

152.168.1.11

1
i!}?.@l;g

LEi

(lient]
19168, 1.2t
Configuration on NAT Router
Destination SubnetMask Gateway
192.168.1.0 255.255.255.0 192.168.1.216
192.168.0.0 255.255.255.0 192.168.1.103

Touter? [lient?
167, 168.1.10% 121802
Hop Enabled
1 v
1 Vv

So if, for example, the client3 wanted to send an | P data gram to 192.168.0.2, it would use the above table to

determine that it had to go via 192.168.1.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.1.216
Each rule can be enabled or disabled individualy.

After routing table setting is configured, click the save button.
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4.4.7 Schedule Rule

Schedule Rule

! P Schadule [ Enable
Basic Sefting
" Wac contrel_ Fus
Packet Filtering
| Domain Filtering

You can set the schedul e time to decide which service will be turned on or off. Sdect the “enable” item.
Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time” to “End Time”. The
following example configure “ftp time” as everyday 14:10 to 16:20

Schedule Rule Setting

L P Name of Rule 1 fptime ]
by EaDel Sunday |:| ‘:l l:l
Monday D: l:l D: l:l
Tuesday |:| D ‘:‘ |:|
Routi i Wednesday ’j: l:l D: l:l
e (R - i
Vn-fuﬂsgn};r Friday D: |:| D: l:l
| el . ]
Euery Day R ¥ 16 |;

35
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After configure Rule 1&

= B e

Schedule Rule

P Schedule [ Enable

~ Basic Setting

Rule# Actiol
__Mac conwrel | '
m [Bave | [ AddHewRuls. | [Help]
| Domain Filtering
URL Filtering
Routing '

_ Virtual server
Special AP

[ togout ]

—

Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedulerule,

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one automatically.
Schedule Rule can be apply to Virtual server and Packet Filter, for example:

36
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Exanplel: Virtual Server — Apply Rule#l (ftp time: everyday 14:10 to 16:20)

1 o016 (33 | | | 1 | ]
2 192.168.1 | | | | | | | L |
3 1oziees] | | | | \ O b | 2
4 - | | | \ O L]
5 iz o [ | | | | O o]
B 1eziee | | | | | O L]
7 5= | | | \ O o]
8 et | | | | O L] B
9 gt | | | | | O o]
10 1grean| | | | | \ O L ]
1 1920681 | | | | | O [
12 192168 | | | | | o (I
3 forgead] | | | | | O o]
14 1oztean| | | | | \ O b ]
| | i 8|

Outbound Packet Filtering

P Cuthound Filtering Enahle

@ Allow all to pass except those match the follawing rules
O Deny all to pass except those match the fallowing rules,

ErE AEER M

AR

e 0Atvays v [[Copyto Jip|— ]
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4.4.8 Virtual Server

A_
Virtual Server
D Server IP Public Port Private Port____ Protocol _ Enable  Use Rule#.
_ 1 tazieat| | | | | | [eomHE| O o |
Basic Setting 2 1ziest] | | | | | |[BoTHM| O o |
| MAC Control 3 192880 | | | | | [eoHE| O b ]
Packet Filtering i 1901681 | | | | | | [potH¥| O o]
_ Domain Filtering 5 et | | | | | [eoiE B ]
URL Fittering B wet || | | | [eomE O @ |
Routi =
it 7 e | | | | [potHM| O b |
Schedule Rule = —
e 8 192.168.1 | | | | | | [eotHE| O b |
Virtual Seryer = 3
9 taziest] | | | | | [eoHp O o |
DMz :
_ Special AP | % L | | | | . [Emil U_l
n CAC R | | | | [eoHE O o |
[ togout | R I | | [omE O [ ]
13 et | | | | | [eoHpE O T
14 1ziest] | | | | | |[BoTHM| O o |
i:. e R=eR] | | | | | | |w [ Sl | ;

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts behind this product
areinvisible to the outside world. If you wish, you can make some of them accessible by enabling the Virtual Server
Mapping.

A virtual server is defined asa Service Port, and al requests to this port will be redirected to the computer specified
by the Server IP. Virtual Server can work with Scheduling Rules, and give user more flexibility on Access

control. For Detail, pleaserefer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.1.1, a Web server (port 80) at 192.168.1.2, and a VPN
server at 192.168.1.6, then you need to specify the following virtual server mapping table:
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Service Port Server IP Enable
21 192.168.1.1 \Y
80 192.168.1.2 \Y
1723 192.168.1.6 \Y%
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4.49DMZ

DMZ
m ' g:\i;()dirde;fe:; [;TMSZuEthDMZ Host T Ij E
MAC Bamrul - » Noh—stande.)rd FTP part !_U__|
iMErEEE | Packet Filtsring i P LIPnP Setting O
" Domain Fitering
" URLFiltering
Routing |
: Schedule Rule .
" Vinualserver
| specialAP

IPAddressof DMZ Host

DMZ (DeMilitarized Zone) Host is ahost without the protection of firewall. It allows a computer to be exposed to
unrestricted 2-way communication for Internet games, Video conferencing, Internet telephony and other special
applications.

NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure thisitem if you want to access an FTP server whose port number isnot 21. This setting will be
lost after rebooting.
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4.4.10 Special AP

== AR

[REHAGE

2

Special Applications
D Trigger Incoming Ports Enable

2 1 1 ‘ | =
| Basic Sefting 2 [ | ‘ .
[T Mg Gartall | . ‘ | -
s | . | | :
i ulalachi i 5 [ ] | | &

URL Filtering : 6 ‘: ‘ ‘ =
L ] s 1 | | )

Schedule Rule IE—
[l vimasserver) | s L | | ¥

e Popular applications |~ selact one — v|[ Capyta | ip |§|
Special AP

————

_

Some applications require multiple connections, like Internet games, Video conferencing, Internet telephony, etc.
Because of the firewall function, these applications cannot work with a pure NAT router. The Special Applications
feature alows some of these applicationsto work with this product. If the mechanism of Special Applicationsfailsto
make an application work, try setting your computer asthe DM Z host instead.

1. Trigger: the outbound port number issued by the application..

2. Incoming Ports: when thetrigger packet is detected, the inbound packets sent to the specified port numbersare
allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the predefined
setting to your list.

Note! At any given time, only one PC can use each Specia Application tunnel.
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4.5 Administration

2.
Administration
* Password
P o - Allow administrator to change passward |
L'Fihh'ware Upéﬁﬂé il * Firmware Upgrade
e T - Uparade firmware which has sither feature improverment or bug fix
Backup Setting
_ Factory Defautt * Backup Sening
— - You can backup your settings by clicking the "Backup Setting” button and save it as a bin file. |
Reboot Onece you want to restore these settings, please click "Firmware Upgrade” button and use the bin
systern Tl 1 file you saved.
i Remote Access * Factory Default
ﬂ\IFBT'k'wil(e' o | - Set your configurations back to the factory defaults.
Iii_iﬂﬂﬂsﬁ_ﬁ * Reboot
z - Reboot this device if users change network settings.
® System Time
- Allow you to set device time manually or consult network time from NTP server.
* Remote Access
- Manage yourwireless router through a WAMN cannection.
* Network wake -up k|

v

4.5.1 Change Password

Change Password
tem Setting
Old Pagsword n—l

Mew Password |
Recanfirm |

Factory Default
Reboot

Riam'nte Access
 Network wake-up
Diagnostic

—
You can change Password here. We strongly recommend you to change the system password for security reason.
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4.5.2 Firmware Upgrade

=) — sy
NRES4GS2! setup | Advanced | | s @
Firmware Upgrade
Firmware Filename
‘ |[ Browse.. |
Password Current firmware version iz R1.97d8a-Test. The upgrade procedure takes about 20 seconds. Notel Do not power off the unit

when it is being upgraded. YWhen the upgrade is done successiully, the unit will be restarted automatically.

You can backup your settings by clicking the "Backup Setting” button and save it as a bin file. Once you want to restore
these settings, please use "Firmware Upgrade” function to upload the bin file-you saved.

Factory Deraue_

Reboot

System Time
Remote Access
Network wake-up
Diagnostic

[ o |

You can upgrade firmware by clicking Firmware Upgrade button.

4.5.3 Backup Setting

Do you want to zave this file?

Mame:  config.bin
Type: Unknown File Type
From: 192.168.1.254:

[ Save ][ Cancel J

harrn your computer. [f pau do nat tust the source; do nat zave this

@ While files fram the: Internet can be useful, some files can patentially
file. What s the rsk?

You can backup your settings by clicking the Backup Setting button and save it asa bin file. Once you want to

restore these settings, please click Firmwar e Upgrade button and use the bin file you saved.
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4.5.4 Reset to factory default

Microsoft Internet Explorer fg|

% ? J Resst _a1_| settings bo Factory default?

| ok || cancel

You can aso reset this product to factory default by clicking the Reset to default button.

4.5.5 Reboot

Microsoft Internet Explorer

You can aso reboot this product by clicking the Reboot button.

4.5.6 System Time

= B L T s

System Time

. lem Setting
._ P O Get Date and Time by NTP Protocal
Password Time Server Wl
:Firrnware. Upgrade Time Zone | (GMT-D8:00) Pacific Time (US & Canada) v

Backup Setting
| Factory Default i P & Set Date and Time using PC's Date and Time
i i PC Date and Time: iThursday, ey 05, 2005 3:08:58 P

Reboot

i _Si_stern Time |

Remote Access

b O Zet Date and Time manually

Date Year; 2005 # Maonth: Apr % Day:|1 ¥

| Network wake-up

aghie Time Hour0 023 Minte0 052 Second[l 059
4 Daylight Saving O Enable @ Disable
Start Month | Jan | Day ! |1 "'| Haour : [0 ¥
End Month : [Jan Day |1 ¥ Hour: |D “"

—
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Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select aNTPtime server to consult UTC time

Time Zone

Sdlect atime zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server

Daylight Saving: Set up wherethe location is.

4.5.7 Remote Access

REGAGSZ

Remote Access

tem_ Setting Enable
P Remote Administratar Host / Fart iEI.EI.EI.EI FEE O
Password P Administratar Time-out |L5[|7[|7‘ seconds (0 to disable)

Firmware Upgrade

Backup Setting
Factory Default
Reboot
System Time

| Remote Access |

_Network wake-up

Diagnostic

Remote Administrator Host/Port
In general, only Intranet user can browse the built-in web pages to perform administration task. This feature enables

you to perform administration task from remote host. If thisfeatureis enabled, only the specified |P address can
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perform remote administration. If the specified |P addressis 0.0.0.0, any host can connect to this product to perform
adminigration task. You can use subnet mask bits "/nn" notation to specified a group of trusted | P addresses. For
example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can change web
server port to other port, too.

Administrator Time-out

Thetime of no activity to logout automatically. Set it to zero to disable this feature.

4.5.8 Networ k wake-up

Network wake-up

P MAC Address for Wake-on-LAN |[ Wake up J

Firmware Upgrade

Backup Setting
Factory Default
Reboot
System Time

Remote Access

Network wake-up

Diagnostic

MAC Address for Wake-on-L AN

Wake-on-LAN isatechnology that enables you to power up a networked device remotely. In order to enjoy this
feature, the target device must be Wake-on-LAN enabled and you have to know the MAC address of this device, say
00-11-22-33-44-55. Clicking "Wake up" button will make the router to send the wake-up frame to the target device

immediately.
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4.5.9 Diagnostic

Diagnostic

¥ Domain Name or IP address for Ping Test ‘

Password
 Fitmware Upgrade

__ SystemTime
Remote Access |
| Network wake-up

], Di ginastjé |

This is the graphic interface of “Ping” command, you can enter the Domain Name or |P address
to ping if it isworking.

4.6 Satus

Status

* Status

- Display general information and respective netwark settings,

SyeiamLag * System Log
m - Yiew the system logs.
-0 ication
T * Log Notification

- Send system log to a dedicated host or email to specific receipts.

* SNmP

- Gives a userthe capability to remotely manage a computer network by palling and setting
terminal values and manitaring network events,
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4.6.1 System Satus

TR A AT

54GER

System Status

ltem Sidenote
IP Address PFRoE
— Subnet Mask 0.0.00
!, :sgt!-lﬁ: : :
—_— Gateway 0000 Unreachable
_ System Log Dormain Name Server 0oog
Log Notification | Cannection Time
| shme |
| ST IYR W st : Inbound _Outhou :
Octets 0 7560
Unicast Packets o ]
Mon-unicast Packets ] 270

[ Clients List.. J [ Refrash ]

Device Time:Thursday, May 05, 2005 3:11:05 PM

This item shows the static data of the router,

4.6.2 System Log

Cal
System Log E]
Display time: Thursday, May 05, 2005 3:
= Tuesday, May 03, 2005 4:02:55 P DOD:triggerad intermally
@ Tuesday, May 03, 2005 4:02:58 PM L2TP sfait to diakup
Log Notification 1 Tuesday, May 03, 2005 4:02:58 PM DHCR; discover(rex)
ST Tuesday, May 03, 2005 4:03:02 PM DHCP:discover(rex)
. Tuesday, May 03, 2005 4:03:10 PM DHCP: discaver(rex)
Tuesday, May 03, 2005 J1:03:.2!3 Fh DHCR discover(rex)_
i Tuesday, May 03, 2005 4:03:58 PM L2TF;:LNS=0.0.0.0
Tuesday, May 03, 2005 4:03:58 P L2TP: error=-111
Thursday, May 05, 2005 1:33:59 PM Restarted by 192.168.1 10
Thutsday, May 05, 2005 1:34:04 P DOD:riggered internally
Thursday, May 05, 20051:34:04 P PPPoE start to dialup
Thursday, May 05, 2005 1:34.04 PM PADI zent
Thursday, May 05, 2005 1:34:04 PM PAD!| sent
Thursday, May 05, 2005 1:34:05 P PADI sent
Thursday, May 05, 2005 1:34,11 PM DOD:triggered internally
Thursday, May 05, 2005 1:34:11 PM PPPOE start to dialup
Thursday, May 05, 2005 1:34:11 PM PADI 3cam sent
=)

; e ot 2 nuai :

You can View system log by clicking the View Log button

47
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4.6.3 Log Notification

== T AR AT IR

[RERECE2

Log Notification

tem Setting. Enable
f—_! b IP Address for Syslogd 192.165.1.|:| O
Status P IP Address of Qutgoing Mail Server O
system Log  SMTP Senver IP/Port |

|
@ * E-mail addresses | |
L * E-mail Subject |:
* User name | ‘
* Password | |

_

This page support two methods to export system logs to specific destination by means of sysdog(UDP) and
SMTP(TCP). The items you have to setup including:

IPAddressfor Sydog

Host 1P of destination where syslogs will be sent to.
Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
SMTP Server IPand Port

Input the SMTP server P and port, which are concated with ":". If you do not specify port number, the default valueis
25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using ;' or ', to separate these email

addresses.
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4.6.4 SNM P Setting

SNMP Setting

ltem Setting
: P Enatilz SNMP M Local [IRemote
Status P Get Community |public |
| Svst'e'm Log P Set Community |private \
Log Notification P VAN Access [P Address [0.00.0 \
C e

[ togout |

_

In brief, SNMP, the Simple Network Management Protocoal, is a protocol designed to give a user the capability to

remotely manage a computer network by polling and setting terminal values and monitoring network events.

Enable SNM P

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this device will
response request from LAN. If Remoteis checked, this device will response request from WAN.
Get Community

Setting the community of GetRequest your device will response.
Set Community

Setting the community of SetRequest your device will accept.

49
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Chapter 5 Print Server

This product provides the function of network print server for MS Windows 95/98/NT/2000 and Unix based
platforms. (If the product you purchased doesn’t have printer port, please skip this chapter.)

5.1 Configuring on Windows 95/98 Platfor ms

After you finished the software installation procedure described in Chapter 3, your computer has possessed the
network printing facility provided by this product. For convenience, we call the printer connected to the printer port

of this product as server printer. On a Windows 95/98 platform, open the Printers window in the My Computer

menu:
B3 Printers [ |Of =]
Fil= Edit “iew Help
A G
% G
Add Printer  §F HPLazerlet] ..
Chinese]
|4 ohject(s] i

Now, yon can configure the print server of this product:

1. Find out the corresponding icon of your server printer, for example, the HP LaserJet 6L. Click the mouse’s
right button on that icon, and then select the Propertiesitem:

HP Laszerlet 6L [PCL] Properties HE
General I Detailsl Sharingl Paper I Print Qualityl Fonts I Device Dptionsl

l‘ﬁ“‘? HF Lazerlet BL [PCL)

Comment; I

Separator page: I[none] LI Browse... |

Frint Test Page |
Ok I Cancel I Apply I Hels

50
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2. Click the Details item:

HP LaserJet 6L [PCL) Properties K E |

General Detais | Sharingl Paper I PrintE!uaIit_l,II Forts I Device Elptinnsl

‘ﬁ? HPF Lazerlet BL [PCL]

Frint to the following port:

PBETmate: [All-in-1] ;I Add Port... |
Frint uzing the following driver:
IHF' Lazerlet BL [FCL] ll Mew Driver... |

LCapture Frinter Part. .. | End Capture... |

Timeout zettings

Mot zelected: zeconds

I 15
Tranzmiszion retny: I 45 zeconds

Spool Settings... | Part Settings. .. |

k. I Cancel | Apply | =[x

3. Choose the “PRTmate: (All-in-1)” from the list attached at the Print To item. Be sure that the Printer Driver

item is configured to the correct driver of your server printer.

4. Click on the button of Port Settings:

Printer Position

Enter the Product's IP: ]
|192.1EB.123.254 Cancel

Typeinthe |Paddress of this product and then click the OK  button.

6. Makesurethat all settings mentioned above are correct and then click the OK button.
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5.2 Confiquring on Windows NT Platforms

The configuration procedure for a Windows NT platform is similar to that of Windows 95/98 except the screen of

printer Properties.

&% Hewlelt Packard Lazerlet EL Properies

General Ports IEnhﬂdjing] Sharing | Securily | Device Setlings |

g_ﬁ, Hewilett Packard Laseslet BL

Frint to the following portis]. Documents wil peint bo the first iree

checked port,
_Proat | Dezciption | Prirver ﬂ
LILPT3 Local Pt
[ COmM1: Local Poet J
1 CO 2 Local Peet
| COM3: Local Poat
] COM4: Local Foet
_| FILE: Logal Peel
Rl PR T mate Local Post
__| FAsmate Local Pot Hewl=lt Packad L, ;I
Add Pot,. Delete Port Configure Port... |

™ Enable bidrechonal suppot
" Epable printer pooling

[ ok | coes |

Compared to the procedure in lagt section, the selection of Details is equivalent to the selection of Ports, and Port
Settingsis equivalent to Configure Port.
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5.3 Confiquring on Windows 2000 and XP Platforms

Windows 2000 and XP have built-in LPR client, users could utilize this feature to Print.

You havetoinstall your Printer Driver on LPT1 or other ports before you preceed the following sequence.

1.0pen Printers and Faxs.

M=

e

File Edit View Favorites Tools Help
@8ack - @ - ¥ Pseach [ Folders |E-
Address % Printers and Faxes e ‘ Go

Printer Tasks

@ Add a printer
&> Setup faxing

See Also

2] Troubleshaok printing
@) Get help with printing

Other Places

B Control Panel

% Scanners and Cameras
() ™y Documents

) My Pictures

g My Computer

Details

2.Select “Ports” page, Click “Add Port...”

¥ HP LaserJet 2200 Series PCL 6 Pro... |

|.Genelal_||_S_PE'r‘E| Parts [B:Ivanced | Color Management | S8 |
o S

-
E' ”\’3 HF Laserlet 2200 Seriez PCL &

Erint ta the following port(z). Documents will print to the first free
checked port.

Foart Dezcription Frinter o~

Frinter Fart
LFTZ:  Printer Port
LFT3  Printer Port
CcO...  Sernal Port
CO...  Serial Fort
CO...  Serial Part

[N Serial Fort i
E[ Add Por_tﬁ Delete Port ][ LConfigure Part.. ]

ooooOno®

Eriable bidirectional support

[C] Enable printer pooling

[_ Ok ][ Cancel ] Apply Help
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3. Sdect “Sandard TCP/IP Port”, and then click “New Port...”

Printer Ports

Available port types:

|
< Standard TCPIIP Part !

[New Port. .. ] [ Cancel

4.Click Next and then provide the following information:

Type address of server providing LPD that isour NAT device:192.168.1.254

Add Standard TCP/IP Printer Port Wizard |§|

Add Port
For which device do vou want to add a port? =

Enter the Frinter Hame or IP addrezs, and a port name for the desired device.

Printer Name or [P Addrekg; |192-153.123.254 ) |
g:. | G

Fort Mame:; |IF'_1 92 168,123,254 |

< Back ][ MNest » l[ Cancel J
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1. Select Custom, then click “Settings...”

Add Standard TCP/IP Printer Port Wizard |Z|

Additional Port Information Required
The device could not be identified. =

The device iz not found on the network, Be zure that:

1. The device iz turned on.

2. The network iz connected,

3. The device is properly configured.

4. The addrezz on the previous page is comect,

[F pou think the address iz not corect, click Back to return to the previous page. Then comect
the addresz and perform anather search on the network. 1f vou are sure the address iz comect,
select the device type below,

Device Tupe

[ < Back JI Mest » ]l Cancel ]

6.Select “LPR”, type” Ip“ lowercase letter in “Queue Name:”

And enable “LPR Byte Counting Enabled”.

Configure Standard TCP/IP P... [? [X]

Part Settings |

Port Mame: |IP_1 92.165.123.254 |

Printer Marme or IP Address: | 192.168.123.254 |

Protocol
O Raw () LPR

Faw Settings

Cormraumity Marme |=, ublic |

OFE. ] [ Cancel ]
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7.Apply your settings

Add Standard TCP/IP Printer Port Wizard E‘

Completing the Add Standard
TCP/IP Printer Port Wizard

You have zelected a port with the following charactenshics.

SHMF: Mo

Protocal: LFR. Ip

Device: 192.168.123.254
Port Mame:  [P_192.168.123.254
Adapter Type:

Ta complete thiz wizard, click Finish.

[ < Back “ Finish |[ Cancel ]

& HP LaserJet 2200 Series PCL 6 Pro... WS‘

General Sharing | Ports | Advanced tulurHanagement ST

@
;\% HF Lazerlet 2200 Senes PCLE

Frint to the following port[z). Documents will print ta the first free

checked port.
| Port Dezcription Printer ~|
Ll COM4: Serial Port
- . Fririt to File
IP_132168.123.254  Standard TCP/P Port
[ ] kbl b TE B Loc Auto hp des
O g Local Port
W
([ [ >
[ Add Part. ] [ Delete Paort ] [ LCaonfigure Part.

[] Enable printer pooling
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5.4 Confiquring on Unix-like based Platfor ms

Please follow the traditional configuration procedure on Unix platforms to setup the print server of this product. The
printer nameis“lp.”

In X-Windows, for example, In Redhat Platforms,

Please follow the below steps to configure your printer on Red Hat 9.0.1. Start from the Red Hat---> System

Setting---> Printing.

Printer configuration - amit-test.com - X

Action Test Help

= S

Mew Edit Delete Default  Apply

Lssin (

FEEREs

|Queue name +« |Defau|t |Descr1'pti0n

&2 Accessories *

@ Graphics
Q Internet
Sfé Office

E_{ﬂ Preferences =
ﬁ Programming P 93 Server Settings »
ﬁ Sound & Video 3 ?3] Add/Remove Applications
I j;j Authentication

System Tools 1 I,Cb Date & Time

@ Help 3 pisplay
2% Keyboard

L:ﬁ Home Folder
>
% Network Servers 9 Language
]2 Login Screen
{g} Run Program... ‘5
@ Mouse

@ Search for Files...
Ejl Open Recent 1

@ Lock Screen

Log Qut

‘ iﬂ\,‘ Lﬂ Soundcard Detection |
0 % j] Users and Groups

a1 Network

Ej;k- Security Level

Printer configuration - amit-test.com

na
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2. Click New---> Forward.

- Printer configuration - amit-test.com - 0
Z
7 Action Test Help

)

Edit Delete Default  Apply

PREERS

=)

|Queue name leefauIt |Descn'pti0n

bl Addia new print gueue

Add a new print queue

On the following screens, you will be asked to provide basic
information for adding a new print queue. You will be able to
edit the more advanced options afterwards.

MNothing will be done to \*uur settings until you hit "Apply” on
the last screen.

(e ] [ ] (B

1. Enter the Pinter Name, Comments then forward.

Please enter a name for this queue. Choose a short
name that begins with a letter and contains no spaces.

Name:; | printertest

About

If you like, you can enter a description of the printer
to help you identify it more easily.

Short description: | test] |

L & Help 3 cancel <] Back [> Forward

58

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

4. Select LPD protocol and then forward.

Select a queue type:

Locally-connected

fdev/lpD

MNetworked CUPS (IP F’}I

MNetworked Windows I{SME}I
Networked Novell (NCP)

@ Rescan devices
1

Metworked JetDirect

3 Help

L

# Cancel

<] Back

[> Forward

=

5. Enter Router LAN [P Address and the queue name "Ip". Then forward.

hd Addanewprintgueve . M=k}

Queue type

Select a queue type: | Networked UNIX (LPD) 4
Senver; Queue;
Router Lan IP Address | ||p|
L3
& Help 3 cancel <] Back [> Forward
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6. Select the Printer Brand and Model Name. Then Forward.

Rd Addanewprintqueve ... _BH=k3

Printer model

Select the printer manufacturer and model. Depending
on how the remote queue is configured, you may need Motes...
to select the generic PostScript option here.
HP v
Laser et 2000 -
Laser et 2100 -
A
Laserjet 2100M Y -
Laser et 2200 -
| A Help % Cancel <] Back [ Forward I
7. Click Apply to finish setup.
i = [IP [ ]

Finish, and create the new print queue

About to create the following queue:

Type: Unix Print Queue
Queue: lp@Router Lan IP Address
Printer: HP Laser et 2200

1 & Help % cancel <] Back q‘ Apply

8. At last you must click Apply on the toolbox to make the change take effective.
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In Command M ode:

Linux has built-in LPR client ,You can utilize it for printing.
You can manual set it or via the tool "printtool” in X-windows.
PS: The spool name is "Ip"------ all lowercase letter.

Below is my setting.

/etc/printcap

Ip:\

:sd=/var/spool/lpd/Ip:\
mx#0:\

:sh:\

:rm=192.168.1.254:\

rp=Ip:\ - >key point
:if=/var/spool/Ipd/Ip/filter:

Then add the corresponding directory

#mkdir /var/spool/lpd/Ip
Too see the detail ,please refer to the online manual in linux.

#man printcap
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5.5 Confiquring on Apple PC

1.First, go to Printer center (Printer list) and add printer

Printer List

"IP Printing 3

Printar's Address:

Internet address ar OMNS name

! Use default queue on server

Queus Name:

Printer Modal:  Generic

|

" Cancel Add

2.Choose IP print and setup printer ip address (router Lan ip address).
3.Disable “Default Queue of  Server.” Andfill in “ Ip © in Queue nameitem.

4.Printer Modd: Choose “General” or Printer as below.

Printer List

"IP Printing 4]

Frintar's Addrass:  Rguter Lan IP Address

Internet address ar OMNS rama
Incamplete or invalid address,
[ | Use default queue an server

Queue Name: Ip

Printer Model | HP F

| Modal Neme ok
HP Laserjet 2100 Series P
HF Laserjet 2200 m
HP Laserjet 32008 1
HF Laserlet 3300331043320 v

. =
{ cancel | Eoadd )
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose you have been
successfully installed one network card on your personal computer. If not, please refer to your network card manual .
Moreover, the Section B.2 tells you how to set TCP/IP values for working with this NAT Router correctly.

A.lIngall TCP/IP Protocol into Your PC

1. Click Sart button and choose Settings, then click Control Panel.

2. Doubleclick Network icon and select Configur ation tab in the Network window.
3. Click Add button to add network component into your PC.
4

Double click Protocol to add TCP/IP protocol.

Select Network Component Type HE

Click the tupe of network, component you want ta install:

Add...

Cancel

Protocol iz a 'language’ a computer uzes. Computers
muzt uge the zame protocol ko communicate.

5. Sdect Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols. Click OK button

to return to Network window.

Select Hetwork Protocol E

Click the Metwork Pratocol that you want ta ingtall, then click OK. If vou have
3 an installation disk for this device, click Have Disk.

Manufacturers: Metwark Protocols:
[ Banyan 4 Fast Infrared Pratocal ﬂ
EnlE 5 IP</SP¥-compatible Pratocal
Y Microsoft ¥ Microsoft 32-bit DLC
i MNovell ¥ Microsoft DLC
i MetBEUI
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6. The TCP/IP protocol shal be listed in the Network window. Click OK to complete the install procedure and
restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Sart button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card in the
Configuration tab of the Network window.

Metwork EHE

Configuration | |dentification I Accesz Contral I

The following hetwork. components are installed:

MetBEUI -» PCl Fast Ethermet DEC 21140 Bazed Adapter
& TCP/P -» Dial-Up Adapter
(¥ TCP/IP > PCI Fast Ethernet DEC 21140 Bas

Add... | Remaove | Froperties |

Primary Metwork Logan:
Client for Microzoft Metworks ;I

File and Frint Sharing. .. |

Diegcription

TCF/IF iz the protocol you uge to connect to the Intemet and
wide-area nebworkz.

Ok I Cancel

3. Click Propertiesbutton to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a.  Select Obtain an | P address automatically in the |P Address tab.

TCP/IP Properties

R
SUlrEbi sk I:I:I:I:I
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c. Choose Disable DNS in the DNS Configuration tab.

TCP/IP Properties EHE3 I
Bindings | Advanced | MetBIOS |

DS Configuration | Gateway | WINS Configuration | IP Address

—{" Enable DNS

Humst: I [Namair: I

s SerensEaehder
[ T 11 | el

Hemawe

[ty St seareh W rder

| Eemawe

1L L

k. Cancel

B. Configure P manually

a. Sdect Specify an IP address in the IP Address tab. The default IP address of this product is
192.168.1.254. So please use 192.168.1.xxx (xxx is between 1 and 253) for IP Address field and
255.255.255.0 for Subnet Mask field.

TCP/IP Properties HE|
Bindings | Advanced | MetBlOS |

DMS Configuration I Gateway I WINS Configuration  IF Address

An I[P address can be automatically azsigned to thiz computer.
If wour network does not automatically azzign IP addresses, ask
your network, administrator for an addresz, and then tppe it in
the =pace below.

€ Ohtain an IP address automatically

% Specify an IP address:

IP Addesst — [102.168.123.115 |

Subret Mask:  |255.255.255. 0] |

ar. I Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is 192.168.1.254) in the New
gateway field and click Add button.

TCP/IP Properties EE3

Bindings | Advanced | MetBIOS |
DMS Configuration  Gateway I'W'INS Canfiguration I IP Address

The first gateway in the Inztalled Gateway list will be the default.
The addrezs arder in the lizt will be the order in which these
machines are uzed.

MHew gateway:

192.168.123.254 | sad |

Inztalled gateways:

Hemove |

ak. I Cancel

c. Inthe DNS Configuration tab, add the DNS values which are provided by the ISP into DNS Server
Search Order field and click Add button.

TCP/IP Properties EH E3
Bindings | Advanced | NetBIDS
DM Configuration | Gateway | WwINS Configuration | 1P Addiess
" Djzable DMS

— 1% Enable DM5

Host: IMyCDmpuler Dromain: I

DMS Server Search Order
[168. 95 .192. 1] | Add

1689511 HEemove

Domain Suffis Search Order

| Hemowe

1L L

ak. Cancel
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Appendix B 802.1x Setting

PC1
(USER A) \ |
LY
U
Wireless * . ¢
PC2 N Wired LAN
(USERB) out
| Aathanestor :
162.168.123.254 '
| 5
' Ruthentication Server
{ Windows 2000 Radius server )
192.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)

1 Equipment Details

PC1:
Microsoft Windows XP Professiona without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter
Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professiona with Service Pack la.
Z-Com X1-725 wireless LAN USB adapter
Driver version: 1.7.29.0 (Driver date: 10.20.2001)
Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and HotFix
Q313664 (You can get more information from  http://support.microsoft.com/default.aspx?scid=Kkb;
en-us; 313664)

2DUT

Configuration:
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1.Enable DHCP server.

2.WAN setting: static |Paddress.
3.LAN IPaddress: 192.168.1.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only) using the Smart
Card or other Certificate of the Windows X P Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox*).
2.Enter the RADIUS sexrver IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XPwithout service pack 1. If users upgrade to
service pack 1, then they can’t see MD5-Challenge from EAP type list any more, but they
will get anew Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate asthe EAP type, we sdlect to

use a certificate on this computer. (Fig 3)
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4. We will change EAPtypeto fit the variable test condition.

-L Wireless Network Connection Properties |'E| E|

-Generall wireless Netwnrké! Authentication E.:ﬁ.dvanced:

Select thiz option to provide authenticated network, access for
wired and wirglezs Ethernet netwaorks,

Enable network, acces: control uging IEEE 802,73

E&P type: | Smart Card or other Certificate w
kMD5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer information iz available

[ Authenticate az guest when user or camputer information iz
unavailable

[ (] :l [ Cancel

Figure 2: Enable |EEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PCL. (Fig 5)

6. Windows XPwill prompt that the authentication process is success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IPand PING remote host

successfully.
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Certificates

Intended purpose;

<Al

| Personal |Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Is Issued By Expiratio. .. FIE
 =lrae1 WirelessCa 2i6,/2004 <Hone:>
__#_'_ﬂ-"-_

Certificate intended purposes

Wi

Close

Figure 4: Certificate information on PC1

'3, Network Connections

File  Edit

I ‘_;J Back

Wiew Favorites  Tools

Advanced  Help

‘_,J l‘lﬁ: /_\ Search IlIL Folders v

address | € Network Connections

|

MNetwork Tasks

[5] Create anew
connection

#) Setup a home or smal
" office network

LAN or High-Speed Internet

L Local Area Connection
b Disablad
i |
Lk

i Blebimnrk Conmeckion
£ Attempting ko authenticat
=T AOEer

D-Link DFE-530T% PCI Fast Eb.. T Y IindL =B e
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= Network Connections |:| |E”z|
File Edt Wiew Faworites  Tools  Advapced  Help l'.‘l'

J Back \‘_) L? /:\] Search lL Folders v

Address |‘}, Mekwork, Connections

| _LAN or High-Speed Internet
Network Tasks

[E] Create anew

conneckian

- Local Area Connection iirElass-abmati-aonn e
ﬂ Disabled Authentication succeeded

M_ D-Link DFE-S30TX PCIFast EE... T Y InTreE

ﬁ Set up a home or small
— office netwark

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4.The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XPwill prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminatethetest steps when PC2 get dynamic IPand PING remote host

successfully.

Support Type: Therouter supportsthetypesof 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 ison Windows XP platform without Service Pack 1.
2.PC2 ison Windows XP platform with Service Pack la
3.PEAPIs supported on Windows XP with Service Pack 1 only.
4. Windows XP with Service Pack 1 alows 802.1x authentication only when data encryption function is

enable.
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Appendix C WPA-PSK and WPA

PC1
(USER A) \ !
h AN I Wan ip:192.168.122.216
N
Wireless !
P2 \ Wired LAN

(USERB)
Lan ip: 19168, 123 254 E

Authentication Server
( Windows 2000 Radius server )

192.168.122.1

Wireless Router: LAN IP: 192.168.123.254
WAN IP: 192.168.122.216
Radius Server: 192.168.122.1
UserA : XPWireless Card: Ti-11g
Tool: Odyssey Client Manager
Refer to: www.funk.com
Download: http://www.funk.com/News& Events/ody c_wpa_preview_pn.asp
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Or Another Configuration:

PC1
(USER ) |
|
~ ‘\\ {
Wircless * ._{
Ak ' = Wired LAN
(USER B) DUT..A -~
192.168.123.258 e
| T
[ huthentication Server
' { Windows 2000 Radius server )
192.168.123.33
WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client and
wireless Router authenticate by themselves.

Method1:
1. Go to the Web manager of Wireless Router to configure, like below:

Metwork ID{SEID) 123kk
Channel 3 ¥
Security VWPAPSK W
Key Mode ASCI
Preshare Key .'123456‘?3

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.
Open “Adapters”’
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Odwzsey Client Manager
Setings Commands Web Help

'e- Connechion Networks
The fallowing networks are configured:
{:5 Fipls <laryl> Add .
<123kks
Remove
“.ﬂ.uto-ﬁ can Lists Eroperties ...

q Trusted Servers
Q Adapters

3. Add and edit some settings:

Network Froperties

M etk
/J_'_,___o—'—'_'_'_'_'—_\_‘_‘_‘—'z—._
H&bwork name [SS10); i1 23kk

I Connect to any available nebeork Scan ..

Description [optional]: ]

Metwork bupe: i-ﬁccass point [infrastructure mode)

Chante]

Clation mode:

[
2
]
=
R
E
o
)

— Authentication -
I Authenticate uzing profile; | _!
[T Eeis will e generated sutomatically for data privacs
e
| Firasze: I 12345678
¥ Unmaszk

I QK I Cancel
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4. Back to Connection:
Then Select “Connect to network” You will see:

Odyssey Client Manager
Setings  Commands Web Help

Media S8tate . . . . . . . . . . . ¢ Media discon

Fo~d 5 Connection
= @= Connection
IC:“Documents and Settings“faelping 192.168.8.247 -t i Adapter: ‘TNET‘I‘IBDW’LAN Adapter
¢ Profiles Adapter type:  wirel
Pinging 192.168.0.247 with 32 bytes of data: {I: SECLEE R
?#Netwulks Iv Connect to network:
. Scan
mAulo-S can Lists

IC:“Documents and Settings“faelping 192.168.8.248 -t Connection information

Trusted Servers Status: open
Pinging 192.168.8.248 with 32 hytes of data: S_S
A M yhes o g Elapsed time: 00:04:13
fron 192.168.0.248: i TTL=64 Q Aol Netwerk (51D} 123kk
from 192.168.8.248: i TTL=64 Access point; 00-50-18-00-0F-F8
Erom; 122.160°0.240; ! TIL-64 Packets infaut: 166/ 245
from 192.168.8.248: i TTL=64
from 192.168.8.248: i TTL=64
from 192.168.0.248: i TTL=64 Becannect | A%

from 192.168.
from 192.168.
from 192.168.

.248: i TTL=64
.248: i TTL=64
.248: ime = TTL=64
.248: ime = TTL=64
.248: hytes=32 time= TTL=64

from 192.168.
from 192.168.

Method?2:

1. First, patch windows XP and have to ingtall “Service package 1”
Patch:
http://www.microsoft.com/downloads/details.aspx 2displaylang=en& Familyl D=5039¢ef4a-61e0
-4cA44-94f0-c25c9defaced

2. Then reboot.

3. Setting on the router and client:
Router:
Netwaork [D(SSIO) 123kk
Channel B W
Security VWPA-PSK W
ey Mode ASCH
Preshare Key 12345678

Client:

Go to “Network Connection” and select wireless adapter.
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Choose “View available Wireless Networks” like below:
Advanceda choose “1kk”

Metwork Connection Properties

| General | wireless Metwarks Advanced |

Use Windows to configure my wireless network settings

Available networks:

To connect to an available network, click Configure.

1 dale ] Configure
1 amitdl o
i Jovee vl

Freferred networks:

Automatically connect to available netwarks in the order listed

below:
1 123kk Move up
Move down
[ Add.. ][ Remove ][ Properties ]

Learn about getting up wireless network
configuration.

E| [X| 123kk properties

Association | futhentication |

Metwork, name [S510]:

“wirelesz network key

Tequires a key for the following:

|whaPsK

ebwork. Authentication:

ata encryption: | TEIP

Metwork key:

Canfirm network kew |ouuu.

Key ing

i

df: D

The ke iz provided for me automatically

Thiz iz a computer-to-computer {ad hoc] network; wireless
access points are not Lsed

[ 0k ][ Carncel ]
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC 1
(USER A) \ |
» .!\\ i Wan ip:192.168.122.216
N
. WECSS  \gn it LN
(USER B) E‘
AuthenSestor !

'
Lan ip-195 163 123 254 *,E

l Authentication Server
: ( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The UserA or UserB have to get certificate from Radius, first.

http://192.168.122.1/certsrv
account : fael

passwd : fael
Connect to 192.168.122.1

Connecking to 192,168, 122.1

User name: |ﬁ | v‘ o

Passwiord: | |

[]remember my password

L Ok, J[ Cancel J

2. Then, Install this certificate and finish.
3. Go to the Web manager of Wireless Router to configure, like below:
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Metwark IDESSI00 1 23kk

Charnnel (8 |

Security TS

RADILS Server IP 192168122 1 |
RADIUS port [1812 |
RADIUS Shared Key |costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Frofile

| Profile name: ]1

User Infa Jﬂuthenticatinni TTLS Settings | PEAP Settings

ﬂ Loain narme: Jfae‘l

- Pazzword -
W Permit login Lsing pazsward

™ uze Windows password
™ prompt for password
i+ uge the following pazsword:

]fae'l

W Unmaszk

- Certificate -

W Permit login using my certificate:

1fae1

Wiew . ‘ Browsze .. ]

(] | Cancel |

Login name and passwd are fael and fael.
Remember that you get certificate from Radius in Stepl.
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5. Then Choose “certificate” like above.

Select Certificate

Persomal Certificates ]

lzzued To | lzzued By I E
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Frofile name: |'I
UserInfo  Authentication | TTLS Settings | PEAP Setlings |

Authentication protocols, in arder of preference:

EAP / TLS il il

&dd ..

Remove |

W Walidate server certificate

k. Cancel

82

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

7. Go “Network” and Select ““1” and ok

Network Properties

i Metwork, =
Hetwoark. name [S510]: 11 23kk

[ Connect to any available netwark Scan ...

Dezcrption [optional): |

Metwark, tope: l.ﬁ.ccess point [infraztructure mode] _V_]

Azzociation mode;

Encryption method: 1TK|F' _v_j

i~ Authent]

v Authenticate uzing profile;

W Eevs will be generated automatically for data privacy

i~ Pre-shared key MWPA] -

Passphirase ] A

[ Lifas:

4 | Cancel
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8. Back to Connection and Select “1kk.
If successfully, the wireless client has to authenticate with Radius Server, like below:

Odyssey Client
Metwork

Hetwork name (S51D): 11 23kk

“Yiou are sbout to authenticate to an untrusted server

To terminate communication, press [No]

I Connect to any available nebwork Scan .. |
= To tempararily tust this server, press ['es]
D l tional): g
Beseliten folonall %f To permnanently trust this server, check "add this tusted server to
Hetwork type: the database" and press ['es]
Fi—~a Conneclion
= Connection - ?
i = Adapter THET1130 WLAN Adapter Cellicaichon
Association mode; C . WitelegsCh,
Eneryption method: g Rtofies HERRERE: TR win2000ady. intra.com.be
?-& Metwarks ¥ Connect ko network: |1-. 123Kk j
i Scan
Luthentication @Auln-ﬁ e il
W Authenticate using Connection information |
W Keys wil be ganera S_S Trusted Servers Status: . authenticating %
Q i Fle e Permanert trust
HRIETS Metwork [S51D): 123kk
Pre-shared key [WPA] .
M 050150008 F8 I~ &dd this tusted server to the database
Packets infout: Server name must end with
I |
Beconnect Reauthenticate | n';i'ﬂ @ =3
Proceed to authenticate with this server?

Yes | s
192.168.122.219: hytes=32 time=ims ITL=63
192.168.122.219: hytes=32 time=ims ITL=63
192.168.122.219: hytes=32 time=ims ITL=63

[ o I aiion 192.168.122.219: hytes=32 time=ims TTL=63
'@_CUMEC“U” 192.168.122.21%: hytes=32 time=ims ITL=63
Adapter: | THET1130'W/LAN Adepter = 192.168.122.219: hytes=32 time=ims TTL-63

{ ¢ Prafiles Adapter lype:  wireless 192.168.122.219: bytes=32 time=ims TTL=63
192.168.122.219: hytes=32 time=ims ITL=63

?-&Netwmks W Connectto network: a4 <123k [Z| 192_168.122.219: hytes=32 time=ims TTL=63

s 192.168.122.21%: hytes=32 time=ims ITL=63
— 192.168.122.219: hytes=32 time=ims ITL=63

@Auto-s can Lists
S_ Trusted Servers

dfinection infarmation

192.168.122.219: bytes=32 time=Zms ITL=63
| 192.168.122.219: bytes=32 time=ims ITL=63
Elaposd i : 192.168.122.219: bytes=32 time=ims TTL=63
Q Adapters Metwork [SSID]) 123Kk 192.168.122.219: hytes=32 time=ims ITL=63
S 192.168.122.219: bytes=32 time=ims TTL=63

atug: open and authenticated

Access point 00-50-16-00-0F-F3 192_168.122_219: bytes=32 time=ims ITL=63
Packets indout: 12673 /13605 192.168.122.219: bytes=32 time=Zmz TTL=63
192.168.122.219: hytes=32 time=Zns TTL-63

A Feai ‘ i & o 192.168.122.219: hytes=32 time=ims TTL=63

192.168.122.219: hytes=32 time=ims ITL=63

Method 2:

1. The UserA or UserB have to get certificate from Radius,first.
http://192.168.122.1/certsrv

account:fael

passwd:fael
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Connect to 192.168.122.1

Connecking to 192,1658.122.1

Llset narme: | | v_‘

Passwiord: | |

[Jremember my password

L DK ,][ Cancel J

2. Then Ingtall this certificate and finish.
3. Setting on the router and client:

Router:
MNetwark ID(SSID) 123Kk
Channel g8 |w
Security WP L, LY

802.1X Settings

RADIUS Server IP 1192.168.122.1 |
RADIUS port 11812 |
RADIUS Shared Key \costra |
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Client:

Go to “Network Connection” and select wireless adapter.

Choose “View available Wireless Networks” like below:
Advanceda choose “1kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:

Smart Card or other Certificate Properties

i_Ge_neﬂ Authenticatlon |_.t’-‘«dvanced!

‘wih ting:
Select thiz option to provide authenticated netwark, access for =

wired and wirgless Ethermet netwarks. (3 Usze my zmart card

(%) Uze a cerificate on this computer

alidate server certificate

]
[ Comnect anly if server name ends with:
|| | |
Truzted oot certific. b
Authenticate az computer when computer infarmation is available
[] &utherticate as guest when user or computer infarmation is e e e e e

unavailable

[ 0K ][ Catcel ]

[ 0K J [ Cancel

123kk properties

|. General | “Wireless Networks i_Advanced| Association | Authentication!
Uze Windows to configure my wireless network settings Metwark name [5510); |
Auvailable networks: Wwirelezz netwark key

To connect to an available netwark, click Configure.

1 dale | Configure

1 amitdl i

i iovee 2

Prefemed networks: Mt ke | |

Thiz netwo a Fey for the fallawing:

etwork, Authentication:

ta encryption:

[TrIP

Automatically connect bo available network s in the order listed

below: |
1 123kk Move up
Mave down
[ add. | [ Remove | [ Properties | The key iz provided for me automatically

Thizizarc uter [ad hoc| network; wieless

Learn about sethng up wirsless network
configuration.

are not used

0K ” Cancel ] [ 0K _][ Cancel

Then, if the wireless client wantsto associate, it has to request to authenticate.
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Appendix D FAQ and Troubleshooting

Reset to factory Default

There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the RESET button down until the
M1 and or M2 LED (or Satus LED) start flashing, then remove the finger. If LED flashes about 8 times, the RESTORE process
is completed. However, if LED flashes 2 times, repeat.

2. Restore directly when therouter power on
Firgt, push the RESET button about 5 seconds (M1 will start flashing about 5 times), remove the finger
. The RESTORE process is compl eted.
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Appendix E Praduct Specification

Hardware and Port Char acteristic

CPU AMRISC 10020

Memory Flash IMB, DRAM 2MB

LAN Port 4 x R45, 10/100 Mbps with Auto-MDI/MDIX
WAN Port 1 x RM5, 10/2100 Mbps with Auto-MDI/MDIX
USB Port 1 x USB Jack (typeA), USB 2.0 Compliant
Input Power DC5V2A

Operational & Functional Characteristic

Firmware Platform MSI Proprietary Kernel

Management Method Web-based

Static P Address

Dynamic IPAddress (DHCP Client)

PPP over Ethernet
Supported WAN Type

Multi-session PPP over Ethernet (ror apan only)

PPTP

L2TP

Connect on Demand / Auto-Disconnect

Connection Scheme Manually Connect/Disconnect

Auto Reconnect

One-to-Many NAT

One-to-One NAT

NAT Functionality Virtual Server

Special Application

DMZ Host

MAC-level Access Control

Access Control I nbound/Outbound | P Filter

Domain Access Control

i NAT Firewall with SPI mode
Firewall

DoS Detection

Event Logging On-web logging
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Syslog supported

Email Alert
VPN Supporting IPSec, PPTPR, LT2P Pass-Through
Routing Static Route
Web-based
Upgrade Method , -
Windows Application
DDNS Supported
Other Features UPNP Supported
SNMP Supported
Wireless Support
Standard |EEE 802.11b/ 802.119g
6/12/18/24/36/48/54Mbps in 802.11g mode
Data Rate

1/2/5.5/11Mbps in 802.11b mode

Operating Frequency

2.4GHz

Per cell indoors approx. 35-100 meters

Range Coverage

Per cell outdoors up to 100-300 meters
Antenna 2 dBi antenna x 1

Americal FCC: 2.412~2.462GHz (11 Channels)
Number of Channels Japan/ TELEC: 2.412~2.484GHz (14 Channels)

Europe/ ETSI: 2.412~2.472GHz (13 Channels)
Security WEP encryption and WPA supported

Environment, Certification and Reliability

Operating Temperature

Temperature: 0~40°C, Humidity 10%~90% non-condensing

Storage Temperature

Temperature: -20~70°C, Humidity: 0~95% non-condensing

EMC/Safety

FCC, CE, DGT
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