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1. Introduction

Congratulations on the purchase of your iConnect625W. Fully-featured, it is the perfect
high-speed ADSL/ADSL2+ router, specifically designed to connect your PC or LAN to the
Internet and connects to your local area network (LAN) via a high speed 10/100 Mbps
Ethernet port.

The iConnect625W'’s extensive routing and bridging functions render it a flexible and
scaleable platform for multiple users to access the Internet. Features include port
forwarding and VPN pass-through, along with the ability to enable public or private
Intranet solutions through a single IP address, using its RIP v 1 / 2 routing engine or NAPT
features.

The highest levels of security are implemented in the iConnect625W, including Stateful
Packet Inspection firewall support for a full suite of security options against malicious
intruders.

The iConnect625W is fully compatible with all computers that support an Ethernet
interface and are running a TCP/IP protocol stack. So, plug in the iConnect625W (refer to
the Quick Start Guide), configure it, as per your Internet Service Provider's (ISP)
instructions and enjoy fast Internet access as never before!

o OPEN Networks Pty Ltd | www.opennw.com 5
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1.1 Features

iConnect625W Features

= WAN Protocols (PPPoE, DHCP, Static, PPPoA, CLIP,
Bridged)

Port Mapping / Forwarding

PPP on-demand enhancement

Secure HTTP Server (HTTPS)

IGMP over multiple PVC for video

Enhanced QoS architecture (Ingress, Egress, Shaper) and
Policy Routing

Network Support

SNMP Agent and Standard MIB Support

Remote Management

Telnet, secure shell, TFTP, FTP

Diagnostics and Test Capabilities

IEEE 802.11, 802.11b and 802.11g compliant
Complies to Wireless Ethernet Compatibility Alliance (WECA),
Wireless Fidelity (WI-FI tm) standards

Support 802.11b and 802.11g simultaneously
Security (WEP, 802.1x, WPA, WPA2)

WDS

Multiple SSID

Operating Range of more than 300 metres (open air)

WLAN Support

s  DMZ Support
Address = NAT / NAPT for basic Firewall support
Translation & = UPnP Internet Gateway Device (IGD)
Security = Application Level Gateways (ALGS)

m Stateful Packet Inspection (SPI) support

= Protection Against Denial of Service

m Packet Filtering Firewall support

m Password Authentication to modem
Gateway Services = DHCP Client / Server / Relay

= Dynamic DNS Support

s IGMP Proxy
Element m Customer-extendible Configuration Manager
Management = Web service and Reference Web Pages

|

|

|

|

|

|

o OPEN Networks Pty Ltd | www.opennw.com 6
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2. iIConnect625W Overview
2.1 Important Safety Instructions
WARNING!

BEFORE USING YOUR DEVICE, BASIC SAFETY INSTRUCTIONS SHOULD ALWAYS BE FOLLOWED
TO REDUCE THE RISK OF FIRE, ELECTRIC SHOCK AND INJURY TO PERSON, INCLUDING THE
FOLLOWING:

1. Read and understand all instructions.
2. Follow all warnings and instructions marked on the product.

3. When cleaning this product, do not use liquid cleaners or aerosol cleaners. Use a damp cloth
for cleaning.

4. Do not use this router in high humidity or high temperatures.

5. Do not open or repair the device yourself. If this router is too hot, turn off the power
immediately and have it repaired at a qualified service centre.

6. Avoid using this product and all accessories outdoors.
7. Place this router on a stable surface.

8. Only use the power adaptor that comes with the package. Using a different voltage-rating
adaptor may damage this router.

9. Slots and openings on the sides and top of the device are provided for ventilation. To protect it
from overheating, these openings must not be blocked or covered. The opening should never
be blocked by placing the product on the bed, sofa, rug or other similar surface. This product
should never be placed near or over a radiator or heat register. This product should not be
placed in a built-in installation unless proper ventilation is provided.

10. Do not allow anything sharp to rest on the cables. Do not locate this product where the cord
could be damaged by persons walking on it.

11. Do not overload wall outlet extension cords, as this can result in the risk of fire or electric
shock.

12. To reduce the risk of electric shock, do not disassemble this product. Instead, when some
repair work is required, take the unit to the place of purchase. Opening or removing covers on
the router will void the warranty that comes with the product.

13. Unplug this product from the wall outlet and refer servicing to the place of purchase under the
following conditions:

a. When the power supply cord or plug is damaged or frayed;

b. If liquid has been spilled onto the product;

c. If the product has been exposed to rain or water;

d. If the product does not operate normally by following the operating instructions. Adjust
only those controls that are covered by the operating instructions because improper
adjustment of other controls may result in damage and will often require extensive
work by a qualified technician to restore the product to normal operation;

e. If the product has been dropped or damaged;

If the product exhibits a distinct change in performance.

—h

SAVE THESE INSTRUCTIONS

o OPEN Networks Pty Ltd | www.opennw.com 7
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2.2 System Requirements

2.2.1 Hardware

o Pentium® MMX 233MHz or greater computer;
o CD-ROM drive;

o Network adapter - Ethernet with TCP/IP Protocol (required only if you
are connecting to the Ethernet port of your router);

2.2.2 Software
o OS-Independent Ethernet connections.

2.3 Package Contents
The iConnect625W router contains the following items:

u Wireless 625W router;

" CD-ROM containing the online manual;
" RJ-11 ADSL/telephone Cable;

" Ethernet (CAT-5 LAN) Cable;

" AC-DC power adaptor (9VDC, 1A);

" Quick Start Guide;

" Line Splitter / Filter.

O OPEN Networks Pty Ltd | www.opennw.com 8
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2.4 Appearance

1.4.1 The Front LEDs

The LED status can help you diagnose problems with the gateway. The LED status
definitions are described in the table below.

ETHERNET

LED LED Status LED Description
Steadily Lit Up Power is supplied to the iConnect625W
1 POWER router.
Off No power is supplied to the iConnect625W.
Steadilv Lit U The iConnect625W Ethernet cable is
y b properly connected to the Ethernet port.
ETHERNET Flickering The Ethernet is transmitting / receiving data.
2 E1-E4 e No power is supplied to the
off iConnect625W router;

¢ No Ethernet connection;
e Wrong type of Ethernet cable used.

Steadily Lit Up

The wireless access point is enabled.

3 WIRELESS

Off

Off The wireless access point is disabled.
The iConnect625W is trying to establish
Flickerin connection with the ADSL Service Provider
4 DSL 9 or the iConnect625W router is transmitting /
receiving data.
Steadily Lit Up ADSL connection is established.
Steadily Lit Up The Internet connection is established.
5 INTERNET

The Internet connection is not established.

o OPEN MNetworks Pty Ltd | www.opennw.com
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2.4.2 The Rear Ports

The rear panel holds ports that help to power up and connect the iConnect625W router to
the network.

LED Meaning
1 POWER SWITCH | Power ON / OFF switch.
5 POWER Connect the supplied power adaptor to this jack. Make sure to observe the
proper power requirements.
3 RESET After the device is powered on, press it to reset the device or restore to
factory default settings.
Ethernet _
4 Connect the Ethernet cable to one of the four LAN ports when connecting to
1—4 a computer or an office/home network of 10Mbps or 100Mbps.
5 DSL Connect the supplied telephone cable to this port when connecting to the
ADSL/telephone network.
6 ANTENNA This is the antenna.

O OPEN Networks Pty Ltd | www.opennw.com 10
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3. Setting Up Your iConnect625W Router

The iConnect625W router can be configured with your Web Browser. A Web Browser is
included as a standard application in the following operating systems: Linux, Mac OS,
Windows 98 ME/2000/XP/Vista. The product provides a very easy and user-friendly
interface for configuration.

Computers must have an Ethernet interface installed properly and be connected to the
router either directly or through an external repeater hub. It must also have TCP/IP
installed and configured to obtain an IP address through a DHCP server or a fixed IP
address that must be in the same subnet as the router.

The default IP address of the router is 192.168.1.254 and the subnet mask is
255.255.255.0 (i.e. any attached computer must be in the same subnet, and have an IP
address in the range of 192.168.1.1 to 192.168.1.253). The best and easiest way to
configure the computer is to get an IP address automatically from the router using DHCP.

If you encounter any problems accessing the router's web interface it may also be
advisable to disable any kind of software firewall on your computers, as they can cause
problems accessing the 192.168.1.254 IP address of the router. Users should make their
own decisions on how to best protect their network.

Please follow the steps provided in the following section to install and configure your
computer network environment. Before you begin, it is advisable to check your computer’s
network components to ensure that the TCP/IP protocol stack and Ethernet network
adapter are installed. If they are not installed, please refer to your Windows or other
operating system manuals to install them.

o OPEN MNetworks Pty Ltd | www.opennw.com 11
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3.1 Default Settings
This section will guide you through your iConnect625W router configuration via the web
interface. The iConnect625W router is shipped with a standard PPP configuration.

The following table lists the default settings for your iConnect625W router. These settings
may change depending on your ISP. Please check with your ISP for more information.

Setting Default Value
Login Username root
Login Password @P3N (the first character is a zero: zero-P-3-N)
<blank> Enter your username as
Username .
supplied by your ISP.
<blank> Enter your password as
Password .
supplied by your ISP.
PPPoE
WAN The PPPoE function is enabled to
Protocol automatically get the WAN port from
the ISP but you have to set the
username and password first for this
to happen.
VPI 8
VCI 35
DHCP Server function is set to Enabled.
. _ Start IP 192.168.1.100
DHCP Configuration
End IP 192.168.1.200
Lease Time 604800 seconds (or 7 days)
IP address 192.168.1.254
Management IP Subnet Mask 255.255.255.0
(LAN) ;Eragiiiﬁ?)i??on 101 IP addresses continuing from
192.168.1.100 through 192.168.1.200.
to PCs
T If you ever forget your login password, you may press the RESET button for
NOTE up to 10 seconds to restore the factory default settings.

m  Ensure that your computer is configured for DHCP mode and that proxies
Sy are disabled on your browser.

Q ®  You must also ensure that Java Script support is enabled in the browser
settings so that the browser does not display a login redirection screen.
TIP
m If any screen other than the Login screen appears, you may need to delete
your temporary Internet files, i.e. basically flush cached web page(s).
o OPEN Networks Pty Ltd | www.opennw.com 12
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3.2 Factory Default Settings
You can restore your Factory Defaults by resetting the iConnect625W to the default
configuration.

Follow the steps below to restore the Factory Default Settings.
Step 1:  Ensure that the iConnect625W router has been powered on for a minimum of
10 seconds.

Step 2:  Using a blunt implement such as a pencil or paperclip, press the Reset button
for 10 seconds.

During this time, the reset is in progress. DO NOT power the iConnect625W off

NGTE whilst it resets.

Step 3:  After 10 seconds, you may release it. The iConnect625W will be reset to its
factory defaults once the indicator lights have returned to green (non-blinking).

o OPEN Networks Pty Ltd | www.opennw.com 13
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3.3 Logging Into Your iConnect625W
Use the following procedure to log into your iConnect625W router.

Step 1: Open a web browser, and enter the following address in the Address bar:
http://192.168.1.254, then click Go. The following appears:

Please Log In to continue.

Modem Log In

Modem Username: root
Modem Password: ssss

Step 2: Enter the username and password of root and @P3N (zero-P-3-N) in the User
name and Password fields. These fields are case sensitive .

Step 3: Click the Log In button.

\ Congratulations! You have now successfully logged into the iConnect625W router!

If you have problems logging into the router, please refer to Section 4 to configure

NOTE
your network connection.

o OPEN Networks Pty Ltd | www.opennw.com 14
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4. PC Network Connection

This section demonstrates the steps required to configure your network connections for
the DHCP server to obtain an IP address automatically and to activate DNS Configuration,

depending on your PC's Operating System (OS).

4.1 Configuring Network Computers Using Windows XP

Step 1: Click Start / Control Panel (in Classic View). From the Control Panel window,
double-click Network Connections. The following appears:

B Control Panel
Fle FEdit Wew Favortes Tools Help "

© - F Osearn |7 rodes [

ress | [ Control Panel

ﬂ" Control Panel

[ Switch ta Cateaary visw

See Also

& Windows Update
@) Help and Support

Step 2:

Connechion
Status: Connected
Duration: 000534
Speed: 100.0 Mbps

Activity i
Sent %ﬂ Received

Biytes: 1403 | 1.749

I [ Froperties ]D Dizable ]
.

Cloze

Step 3:  Click Properties. The following appears:

- Local Area Connection Properties

General | Authentication | &dvanced |

Connect using:
| HE ASUSTeK/Broadcom 440x 104100 Integrated Cantialler

This connection uses the follawing items:

I3 Client for Microsaft Metwaorks

J5 File and Printer Sharing for Microsoft Metworks
4=l oS Packet Scheduler

Intermet Protocol [TCPAP]

Diesaription
Transmission Contral Protecol/intemet Protecol, The default
wide ares netwark pratacal that pravides communication
across diverss interconnected netwarks

[ Show icen in notification area when connected

[ oK | [ cancel |

Step 4: Ensure the General tab is active, and highlight Internet Protocol (TCP/IP),
then click Properties. The following appears:

o OPEN Networks Pty Ltd | www.opennw.com 15
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Internet Protocol (TCP/IP) Properties

General | Alemnate Configuration |

the appropriate IF settings.

2 Use the following P address:
1P address:

Subret mask:

Diefault gateway

Preferred DNES server.

Alternate DMS server

Yaou can get IP settings assighed automatically if your network. supparts
this capability. Othenvise. you need to ask your network administrator for

(& Obtain an [P address automatically

(& Obtain DNS server address automatically
3 Use the following DNS server addresses:

e
/T
e

/T
e

Step 5:

Highlight the Obtain an IP address automatically and the Obtain DNS server

address automatically radio buttons, then click OK to complete the

configuration.

o OPEN Networks Pty Ltd | www.opennw.com
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4.2 Configuring Computers in Windows 2000

Step 1. Click Start / Settings / Control Panel. From the Control Panel window,
double-click Network and Dial-up Connections. The following appears:

2 Network and Dial-up Connections o =]

| File Edk View Favortes Tools  Advanced  Help |

| 4eBack - = - ]| @search [YFolders  (Aristory | GE

| Address [30 netwark and Diakup Connections ~| fa |
= =l = - B
£l
& U s
= Make Mew a

Network and Dial- Connection
up Connections

Local Area Connection

Type: LAN Connection

Stahis: Fnahled -]

Step 2: Double-click the Local Area Connection name as required. The following
appears:

Local Area Connection Status 2l
General
— Connection
Status: Connected
Diuiration: 06:16: 26
Speed: 100.0 Mbps
— Activib
Y wE .
Sent — =1 ——  HReceived
L
Packets: 12215 I 109,427
Properties Dizable |
Cloze I

Step 3: From the Local Area Connection Status window, click Properties. The
following appears:

Local Area Connection Properties d |

General I

Connect using:

I BB ASUSTeK/Broadcorn 440x 104100 Integrated Controller

Components checked are used by this connection

Client for Microsoft Networks
File and Printer Sharing for Microsoft Metworks
Internet Protocal [TCPAP)

Install... Uninztall Properties

wide area network protocal that provides communic ation

Drescription
Transmission Contral Protocol/lnternet Protacol. The default
across diverse interconnected networks.

™ Show ican in taskbar when connected

aK I Cancel I

Step 4: Highlight Internet Protocol (TCP/IP) and click Properties. The following
appears:

o OPEN Networks Pty Ltd | www.opennw.com
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Internet Protocol (TCP/IP) Properties

General |

2lx|

ou can get IP settings assigned automatically if your network. supports
this capability. Otherwize. you need to ask your network. administrator for
the appropriate |P ssttings.

& Obtain an IP address automatically

— Usa the follawing IP addisss:

P address: I . .
Subniet mesk: I . .
Diefault aateway: [

& Obtain DNS server address automatically

— Use the following DNS server addiesses

Prefemed DNS senver: I
Alternate DB semver: I

Advanced...

carca_|

Step 5: Highlight the Obtain an IP address automatically and the Obtain DNS server
address automatically radio buttons and click the OK button to complete the

configuration.

o OPEN Networks Pty Ltd | www.opennw.com
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4.3 Configuring Computers In Windows 98/ME

Step 1: Click Start / Settings / Control Panel. From the Control Panel window,
double-click Network and highlight the Configuration tab to make it active.
The following appears:

Configuration | Identificationl

The following network components are installed:

S5 Realtek RTLAE139(4) PCI Fast Ethernet Adapter d
S TI LUSE Remate NDIS Netwark Device

N~ TCPAP -» DialUp Adapter

X TCPAR -» Intel(R) PROA100 WM Network Connection 3
4~ TCP/IP -» Linksys LME100T[+5) Fast Ethemet Adaptilll
1| »

Add... | Remove | Properties |

Primary Netwark Logan:
IMicrUsUfl Family Logon j

File and Frirt Sharing... |

Description

TCPAIP iz the protocal you use to connect ta the Internet and
wide-area networks.

Cancel |

Step 2: Highlight TCP / IP -> NE2000 Compatible, or the name of any Network
Interface Card (NIC) in your PC, and click the Properties button. The following
appears:

TCP/IP Properties 7| x

Bindings I Advanced I MetBlOS |
DMS Configuration I Gateway I WINS Configuration P Address

An IP address can be automatically assigned to this computer.
IF your network does not automatically assign IP addresses, ask
wour network administratar for an address. and then type it in
the space below,

& Obtain an P address automaticalls

" Specify an IP address:

0k I Cancel |

Step3:  Highlight the IP Address tab to make it active, then highlight the Obtain an IP
address automatically radio button.

Step 4: Highlight the DNS Configuration tab to make it active. The following appears:
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TCP/IP Properties

Step 5: Highlight the Disable DNS radio button, then click the OK button to complete

the configuration.

Hoj
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4.4

Step 1:
shown:

@ Internet

Internet Explorer

[, E-mail

42 Microsoft Office Outlook

I;[ Welcome Center

6 Windows Media Center

%[ Windows Ultimate Extras

[@ﬂ Windows Media Player
' " Windows Explorer

I@ Windows Photo Gallery

33‘ Windows Live Messenger Download

:a| Windows DVD Maker

=

Microsoft Office Word 2007

All Programs

Step 2:

7
g

&
/

Recent ltems

Computer

Help and Support

Run...

E@eriERp@eEcLtINolas € ENY

d

B

Configuring Computers In Windows Vista

Click Windows logo / Control Panel / Network and Sharing Center as

Mouse

Network and Sharing Center
Offline Files

Parental Controls

Pen and Input Devices

People Near Me

Perfermance Information and Tools
Personalization

Phone and Modem Options
Power Options

Printers

Problem Reports and Solutions
Programs and Features
Regional and Language Options
Scanners and Cameras
Security Center

Sound

Speech Recognition Options
Symantec Livelpdate

Sync Center

System

Tablet PC Settings

Taskbar and Start Menu

Text to Speech

TweakVl

User Accounts

Welcome Center

Windows CardSpace

-

The following page appears. Click the Manage network connections link.

@0-

File  Edit

Tasks

View computers and devices
Connect to a network

Set up a connection or netwaork

Manage network connections

Diagnose and repair

=5 Eo8 o)
L% » Control Panel » Metwork and Sharing Center - | +5 | | Search 2 |
View Tools Help
@ -~

Network and Sharing Center

NIMDA-PC COrp.CPEnnw,com Internet
(This computer)
_5' corp.opennw.com (Private network) Customize
Access Local and Internet =
Connection Local Area Connection View status

2 Sharing and Discovery

Metwork discovery © On
File sharing @ Off
Public folder sharing © Off
Printer sharing -]

Password protected sharing @ On
Media sharing © Off

Off ine printers installed)

View full map

=

& &8 &®E®

o OPEN Networks Pty Ltd | www.opennw.com

OPEN

21



iConnect625W ADSL/ADSL2+ Router User Guide

Step 3: The Network Connections page appears. Double click on the active Local
Area Connection icon.

r@ + Control Panel + Metwork Connections - [ 42 || search a2

File Edit VWiew Tools Advanced Help

W Organize ~ o= Views ~

Device Name Connectivity Netwaork Category Cwner Type Phone # or Host Addre...
~

T Mame Status

| Local Arca Connection 2
. _ Metwork cable unplugged
3¢ T Intel(R) PROAIDOD S Desktop ...

| Local Area Connection
= corp.opennw.com
@5 Broadcom NetXtreme Giga

2 items

Step 4: The Local Area Connection Status page appears. Click the Properties

button.
General
Connection
IPw4 Connectivity: Internet
IPv& Connectivity: Limited
Media State: Enabled
Duration: 00:35:30
Speed: 100.0 Mbps
Details. ..
Activity
ey
Sent — 8 — Received
2
Packets: 1,078 | 651
e — T =
‘ @Properﬁe_s_ [ @D@s_able ][ Diagnose ]
——

Step 5:  Under the Local Area Connection Properties page, highlight TCP/IPv4 and
click the Properties button.

OPEM
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e )

gt o e

Metworking | Sharing

Connect using:
? Broadcom MNetXtreme Gigabit BEthemet |

This connection uses the following tems:

% Cliert for Microsoft Metworks

4Bl (105 Packet Scheduler

Q File and Printer Sharing for Microsoft Networks
wiu |Intemet Protocol Wersion & {TCPAIPwE)
B8 Intemet Protocol Version 4 (TCP/IPwd)
& Link-Layer Topology Discovery Mapper 150 Driver
i Link-Layer Topology Discovery Responder

MEERERE

install... | Unnstal | [¢ Propeties |

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area netwark protocaol that provides communication
across diverse interconnected networlcs.

[ ok || cCancel |

Step 6: Highlight the Obtain an IP address automatically and the Obtain DNS server
address automatically radio buttons and click the OK button to complete the
configuration.

| Intemet Protocol Version 4 (TCP/IPyd) Properties A

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(7 Use the following

IP address;

Subret mask:

Defaulk gateway;

(@) Obtain DNS server address automatically
{71 Use the following DNE server addresses:

Preferred DNS server:

Alternate DMS server;

Advanced...
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5. Understanding The Web Interface

5.1 Web Interface Components

The buttons, commands and menus make up the browser-based user interface. Please
read the following carefully before you commence configuration of the iConnect625W
router.

511 Buttons

Please take note of the definitions for the buttons as follows:
o Apply
o Click to implement configuration changes. Clicking the Apply button does
not save the changes when the router is restarted.

o Cancel

o Click the Cancel button to revert to the last saved configuration.

51.2 Menus

At the configuration homepage, the navigation tabs at the top of the screen directs you to
the desired configuration page.

There are seven menu items/tabs on the web interface. These include:

o Home
Setup
Advanced
Wireless
Tools
Status
Help

0O 000 0o

The functions for each menu tab are described in detail in the following sections.
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6. Home

The Home page allows access to all the menu tabs for iConnect625W configuration. Its
basic layout consists of a page selection list of option tabs across the top of the browser
window.

The centre part of the screen provides descriptions of the option tabs supported on the
web interface pages.

The lower centre part of the page displays the iConnect625W status, connection
information, firmware version and other useful information.

Step 1: To access the Home page, click the Home tab at the top of the screen. The
following appears:

Q

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help |

Welcome to the OPEN Networks D5L Modem

Setup Advanced Wireless Tools Status Help

The Setup secion The Advanced section The Wireless seckion The Tools section allows | The Status section The Help section
allows you to create new | allows you to configure | allows you to configure | vou to carry out systern | dizsplays status, lag and | provides details about
connections, edit advanced features like |wireless related cormnmands and perforrn | statistical information configuration and
existing connections, R.IF, Firewall, MAT, features, suztemn tests, for all connections and settings for each

and configure other UPnP, IGMF, Bridge interfaces, configuration,

basic settings. Filters, and LAM clients,

Status Information

Swstern Uptirne: 0 hours 30 minutes
DSL Status: Connected
DSL Spead: 23994/1023kbps

Ethernet: Connected
Firrmware Yersion: 625W R10-27 OPEN
Rernote Web Access: Dizablad

D5L Trained Maode: ADSL_Zplus
S5ID: WLAN-AP-625W

wiirelezs RF: Enabled

The following table provides a brief description of each of the tabs and their functions.

Tab Function

Setup Configuration of new and existing LAN and WAN settings.

Configuration of advanced options within the iConnect625W such as

Advanced SNTP, routing and filtering.

Wireless Configuration of wireless features.

Tools Access tools and diagnostics to assist in debugging.

Status Status views of the modem network to all connections and interfaces.
Help View the extensive online Help topics.

Buttons Function

Log Out Click on this button to log out of the router.

Refresh Clicking on this button refreshes the details on the screen.
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7. Setup

The Setup page consists of two subsections: LAN Setup and WAN Setup. Using the
appropriate links provided on the left menu, you can configure these settings as required.

The LAN Setup consists of LAN configuration. This is where local hosts are connected.
The iConnect625W router is configured to automatically provide all the hosts on the LAN
network with IP addresses.

The WAN Setup consists of the setup of various connection types: PPPoA, PPPoE,
Static, DHCP, Bridged connection, CLIP connection and modem setups. The WAN

interface is also referred to as a broadband connection. It is different for every WAN
service provider used.

Step 1: To access the setup page, click the Setup tab on the top navigation panel. The
following page appears:

c ‘ GIEEN NE DREIEt Home Setup Advanced Wireless Tools Status Help |
LAN Setup Setup
LAM Configuration The Setup section allows you to create new connections, edit existing connections, and configure other
basic settings.
LAN Setup
LAN Select to assign physical interfaces to the LAN and

Configuration  configure LAN IP address and the LAM DHCP Server

VAN Setup

Mew Connection Seleck to configure a new WAN connection,

WAN Setup
S Modem Select to setup ADSL modulation types for your moder.

Modem @

SavefRestart Menu

Log Out
Save your configuration changes via the Save fRestart Menu link on the left

Refer to the following sections on how to configure LAN and WAN Setups.
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7.1 LAN Setup

By default, your iConnect625W has the DHCP server (LAN side) enabled. If you already
have a DHCP server running on your network, you must disable one of them. If you
connect a second DHCP server into the network, you will experience network errors and
the network will not function normally.

7.1.1 LAN Configuration

The LAN Group Configuration allows you to configure settings for each defined LAN
group. You can view the status of advanced services that can be applied to this LAN
group. A green status indicates that the services have been enabled, while a red status
indicates that the service is currently disabled.

The iConnect625W provides LAN Configuration for multiple LAN groups. Up to five LAN
Groups are supported:

LAN Group 1
LAN Group 2
LAN Group 3
LAN Group 4
LAN Group 5

The LAN interfaces include the following:

Ethernetl;

WLAN (Primary SSID);
SSID1;

SSID2;

SSID3

It is possible to assign any LAN interface to any bridge group but the Ethernet interface
needs to be in LAN Group 1.

The following interfaces are not valid until multiple SSID is enabled and the
secondary SSIDs are configured:

—

NOTE O SSID1 (corresponds to the first secondary SSID)
O SSID2 (corresponds to the second secondary SSID)
O SSID3 (corresponds to the third secondary SSID)

To setup LAN Configuration, follow the steps below.

Step 1: From the top menu, click the Setup tab.
Step 2: Click the LAN Configuration link on the left menu. The following appears:
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9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
LAN Setup LAN Configuration
LAMN Configuration
LAN group 1
m Ethernetl
MLAN Configure
LAN group 2
Interfaces
=501 [ dd -]
WAN Setup ISID?
New Connection SSID3
Modem a LAN group 3
LAN group 4
SavefRestart Menu m
Log Out
LAN group 5

Save your configuration changes via the Save fRestart Menu link on the left

Step 2: The Ethernet interface is defaulted to LAN Group 1 and should always remain
in this group. Click the Configure link within the LAN Group 1 box. The LAN
Group 1 Configuration page appears:

o ‘ OPEN NETWORKS
oren

Home Setup Advanced Wireless Tools Status Help
LAN Setup LAN Group 1 Configuration
LAMN Configuration
IP Settings Services Status

(O Unmanaged IF Filters Q

(O obtain an IP address autornatically Bridge Filters a

UPRP @

IF Address: :
| | LAN Clisnts Q

Metmask: | | Static Routing

(O PPP IF Address

WAN Setup IP address: | 192.168.1.254 |

|@ Use the following Static IP address |
1P Address: |192.168.1.254

New Connection

Modem @

Netrnask: | 265.265.255.0

Host Marne: |iCDnnect625W

|
|
Default Gateway: | |
|
|

Dornain: |

Save/Restart Menu i
@ Enable DHCFP Server [ Assign ISPDNS,SNTF

Start192.168.1.100
End
182,168,200

Lease
=252 (604800

(O Enable DHCF Relay

o [20.0.03

(O server and Relay Off

Log Out

Caneel

Save your configuration changes via the Save/Restart Menu link on the left

Step 3: The Use the following Static IP address radio button is highlighted by default.
The default IP Address field is set to: 192.168.1.254. Change this
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field to a different IP Address, if required.
Step 4. The default Netmask field is set to: 255.255.255.0.

Step 5: The Enable DHCP Server radio button is highlighted by default. Enter a
different Start IP in the field if the default value: 192.168.1.100 does not apply.
This address is the beginning of the range from which the DHCP Server starts
issuing IP addresses.

Step 6: Enter the End IP field if the default value: 192.1.168.200 does not apply. This
address is the end of the range from which the DHCP Server issues IP
addresses.

Step 7: The Lease Time field is defaulted to 604800 seconds (or 7 days).
Step 8: Click the Apply button.

Step 9: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the LAN Group Configuration fields and their definitions.

Field Definition

Unmanaged Unmanaged is a state when the LAN group is not configured
and no IP address has been assigned to the bridge.

Obtain an IP Highlight the radio button to select this option if the

Address iConnect625W router is acting as a DHCP client. When this

Automatically option is enabled, your iConnect625W router will request an
IP address from the DHCP server on the LAN side.

IP Address You can retrieve or renew an IP address
from the DHCP server using the Release
and Renew buttons.

Netmask This is the subnet mask of your
iConnect625W router.

PPP IP Address | Check this checkbox if PPP is providing addressing. The IP
address should be different from, but in the same netmask as
the WAN-side IP address.

Use the This is the default setting. It enables you to change the IP

Following Static | address of the iConnect625W router.

IP Address IP Address Enter a static IP address. The default IP
address for the iConnect625W router is
192.168.1.254.

Netmask Enter the static subnet mask. The default
Netmask for the iConnect625W router is
255.255.255.0. This subnet allows the
router to support 254 users. If you want
to support a larger number of users, you
can change the subnet mask.

Default Gateway | The default gateway is the routing device
used to forward all traffic that is
addressed to a station within the local
subnet. Enter the default gateway as
specified by your ISP. Otherwise leave
this field blank and it will be automatically
populated when an ISP connection is
made.

Host Name The host name is used in conjunction
with the domain name to uniquely identify
your iConnect625W router. The
hostname can be any alphanumeric
character that does not contain spaces.

Domain The domain name is used in conjunction
with the host name to uniquely identify
the iConnect625W.

Enable DHCP Highlighting this option turns on the DHCP server. This needs

Server to be disabled if a DHCP server is already running on the
LAN. The DHCP server (LAN side) is defaulted to Enabled.
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Field Definition
Assign ISPDNS, | Enables/disables the Assign ISPDNS,
SNTP SNTP feature. The default is set to
disabled.
Start IP This address is the beginning of the range

from which the DHCP server starts issuing
IP addresses. You need to ensure the
iIConnect625W Management IP Address
and any statistically defined addresses
are not within the DHCP start and end
address ranges. The default Start IP
address is 192.168.1.100.

End IP This is where the DHCP server stops
issuing IP addresses. The ending address
cannot exceed a subnet limit of 253. This
means that the maximum value for the
default gateway is 192.168.1.254. If the
DHCP server runs out of DHCP
addresses, users do not get access to
network resources. If this happens, you
can increase the End IP addresses (to the
limit of 254) or reduce the lease time.

Lease Time The Lease Time is the amount of time that
a network user is allowed to maintain a
network connection to the router using the
dynamic IP address. The client will
automatically renew the address after this
time has elapsed or a new IP address is
issued. If the LAN computer does not
renew the address after the lease period,
the lease information will be removed from
the DHCP database. This database can
be viewed under Tools>DHCP Clients.
The lease time is in units of seconds.

The default value is set to 604800
seconds (or 7 days).

Enable DHCP Highlighting this option configures the iConnect625W to
Relay forward the DHCP request to a remote DHCP server. Enter
the remote DHCP server address in the Relay IP field.
Relay IP The IP address of the DHCP relay server.

Server and Relay | This will disable the iConnect625W's DHCP server and relay
Off functionality.
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7.2 Setting Up a WAN Connection

A new WAN connection is a virtual connection over the physical DSL connection. Your
iConnect625W can support up to 8 different (unique) virtual connections. If you have
multiple different virtual connections, you may need to use the static and dynamic routing
capabilities of your iConnect625W to pass data correctly.

Before the router can pass any data between the LAN and WAN interfaces, the WAN
Setup must be configured and you must ensure that you have a DSL connection.

Depending on your ISP, you will need some or all of the information outlined below before
you can properly configure the WAN Setup.

The iConnect625W supports the following connection types:
. PPPoE

PPPoOA

Bridged

Static

DHCP

CLIP

Follow the steps to access the Setup page.

Step 1: To access the WAN Setup, click the Setup tab. The following page appears:

c ‘ GESN NETWOSES Home Setup Advanced Wireless Tools Status Help |
LAN Setup Setup
LAN Configuration The Setup section allows you to create new connections, edit existing connections, and configure other
basic settings,
LAN Setup
LAN Select to assign physical interfaces to the LAN and

Configuration  configure LAM IP address and the LAN DHCP Server,

WAN Setup

New Connection Select to configure a new WAN connection,

WAN Setup

3 Modem Select to zetup ADSL modulation types for your moderm,
Mew Connection B 2B &

Modem @

SavefRestart Menu

Log Out
Save your configuration changes via the Save/Restart Menu link on the left

Step 2: Click on New Connection or Modem to setup your WAN configuration.

The following sections will provide steps on how to configure each connection type.
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7.2.1 PPPoE Connection Setup

PPP, or Point-to-Point Protocol, is a method of establishing a network connection/session
between network hosts. It provides secure login, and traffic metering among other
advanced features.

PPPoE (PPP over Ethernet) is a protocol for encapsulating PPP frames in Ethernet
frames. It provides the ability to connect to a network of hosts over a simple bridging
access device to a remote access concentrator.

It was designed to bring the security and metering benefits of PPP to Ethernet
connections such as DSL. PPPoE allows ADSL users to be authenticated by the ISP’s
systems. Most broadband connections are Ethernet, hence PPP over Ethernet. It also
allows for ISPs to provide multiple services over multiple PPP sessions, i.e., rated
services, broadband specific content (movies, etc.), metered services, etc.

To configure PPPoE connection, follow the steps provided below.

Step 1: To begin, click the Setup tab on the top menu. Click the New Connection link.
The default PPPoE Connection Setup page appears:

g | OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |

LAN Setup I PPPoE Connection Setup |
LAN Configuration
Mame: ’W Type: |m| Sharing: IDisable VI
Options: EINAT gFirewall VLAN ID: |— Priority Bits: | [
PPP Settings PYC Settings
Username: || PYC: | Iew
Password: | | WPL: |8 .
WAN Setup Idle Timeout: |7 secs WCI |35 |
a Keep Alive: hu—l min Qos: ﬁi V|
Hacam Authentication: () Aute O CHAR O PAR . g
MTU: 1432 Ibytes SCR'i% F
on Demand: D Default Gateway: EI |— B
Enforce MTLU: @f Debug: O MBS: | cells
PPP Unnumbered: [ valid Rx: 07 LAN: | LAN group 1 covT: [0 usecs
SavefRestart Menu Host Trigaer: [0 PA\.I'U(EO: 0
Log Out DNS Selection (& Auto (O Manual
ous1| |
DNEZ

Apply | | Delete | | Cancel

Save your configuration changes via the Save/Restart Menu link on the left

Step 2. MyConnection is the default name displayed in the Name field. Enter a unique
name for your PPPOE connection. The name must not have spaces and cannot
begin with numbers.

Step 3: From the Type drop-down list, PPPoE is the default setting.

Step 4: The NAT and Firewall checkboxes are enabled by default under the Options
field. Leave these in the default mode.
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Step 5:

Step 6:

Step 7:

Step 8:

Step 9:

NAT enables the IP address on the LAN side to be translated to IP address on

NOTE the WAN side. If NAT is disabled, you cannot access the Internet.

If you want to enable VLAN, refer to the table at the end of this section as a
reference to configure the following fields:
m Sharing: Select VLAN to enable the VLAN ID and Priority Bits fields.

VLAN ID: Enter the VLAN ID.
m Priority Bits: Select the Priority Bits of the VLAN.

Enter your Username and Password in the respective fields under the PPP
Settings section as shown, as provided by your ISP.

0 ‘ OPEN NETWORKS
=

Home Setup Advanced Wireless Tools Status Help
LAN Setup PPPoE Connection Setup
LAN Configuration
Marne: |MyConnection Type: | PPPoE v Sharing:
options: [ NAT (¥ Firewall WLAN 1D Priority Bits: | [
PPP Settings PYC Settings
Username: |user@test.com | PUCE | Mew
Fassword: |essses \.-'PI:
WAN Setup Idle Tirmeaut: | R0 secs WCT
New Connection Keep Alive: - qos: |UBR L
Modem Q Authentication: () Auto () CHAF (O FAP PCR: D -
MTU: 1492
1492 Jbytes o i
On Dermand: [ Default Gateway: @
Enforce MTU: @ Debug: [ MBS cells
PPP Unnurmbered: ] valid Rx: [0 LAaN: [ LAM group 1 COVT: usecs
Save/Restart Menu Host Trigger: [ PAUU(ED-D

DNS Selection

(® Auta () Manual

Log Out
DSl

|

CNSsE

Disconnect

Apply | | Delete | | Cancel

Save your configuration changes via the Save/Restart Menu link on the left

In the PVC Settings section, enter the values for the VPI and VCI if they differ
from the default values: 8 and 35 respectively, as provided by your ISP.

If you need to use the VPI and VCI values in an existing connection, you will
need to open it and edit the settings. It is not possible to have more than one

NOTE . h
connection using the same VPI/VCI values.

Select the Quality of Service (QOS). Leave the default value as is if you are
unsure or if the ISP did not provide this information.

Click the Apply button and the Save / Restart Menu link on the left menu. The
following screen appears:
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‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
Remote Log - Router Systemn Cormrmands allow you to carry out basic systern actions, Press the button to execute a
comrand,

User Management

Preszs this button in order to permanently save the
current canfiguration of the Gateway, If vou do restart
the systern without saving your configuration, the
Gateway will revert back to the previously saved
configuration,

Update Gateway
Ping Test
Modem Test

Usze thiz button to restart the systern, If vou have not
saved vour configurations, the Gateway will revert back to
Restart the previously saved configuration upon restarting,
MOTE: Connectivity to the unit will be lost, “You can
reconnect after the unit reboots,

Use this button to restart the Wirelesz Access Point Itis
Restart Access Poinl important to Restart Access Point any time you change
vour Wireless settings.

Use this button to restore factory default configuration,
Restore Defaults MOTE: Connectivity to the unit will be lost, You can
Save/Restart Menu reconnect after the unit reboots,

Log Out

Step 10: Click the Save All button. The following screen appears. Click the OK button
to save the settings.

X]

Microsoft Internet Explorer

i ) SAVE ALL? This will permanently save wour configuration

L 8] 4 ] [ Cancel

Step 11: MyConnection has been created for this connection in the left-hand menu.
You can connect, disconnect, apply, delete or cancel this connection using the
buttons at the bottom of the MyConnection page.

©

| OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

LAN Setup PPPoE Connection Setup

Mame: |MyCunnectiun | Type: | PPFoE w Sharing: | [
Options: wNAT EFirewall WLAN ID: l:l Priority Bits: [

LAN Configuration

PPP Settings P¥C Settings

Usernarne: |user@test.com | PUCE | PMew

wri ]
ven[E |

QoS o

Password:

WAN Setup
Idle Timeout

New Connection

Madem @ Keep Alive

cps
cps

i
Authentication: () Auto () CHAR () PAP PR
On Dernand: [ Default Gateway: lj
Enfarce MTU: ﬁ Debug: [ ME s cells
FFF Unnumbered: [] valid R 0 LAaM: ] CDVT: I:I usecs
: 3 = < Auto
SavefRestart Menu Host Trigger: [ PYC: a

Log Out DNS Selection (8 Auto () Manual

Disconnect]

| Apply | | Delete | | Cancel

Save your configuration changes via the Save/Restart Menu link on the left
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The following table lists the PPPoE Connection Setup page fields and describes each of
the options:

Field Description
Network Address Translation is a feature that enables you
NAT to use private IP addresses on your computer or your LAN.
This is set to Enabled by default for standard operation.
Firewall This is set to Enabled by default for standard operation.

The following options are available:

e Disable: Disables connection sharing;
. e Enable: Enables connection sharing;
Sharing e VLAN: The VLAN ID and Priority Bits
fields are activated when VLAN is
selected, which enables you to create
VLAN.

Multiple connections over the same PVC
are supported, which requires the WAN
network to have VLAN support and for the
DSLAMS and routers on the ISP to handle
VLAN Tags.

VLAN Settings

VLAN ID Extended support is also available, which
allows multiple connections to be placed
over the single PVC without VLAN support
(VLAN Tag of 0 in this special case). In
this mode of operation, a received packet
is flooded on all the connections that
reside over it.

Priority is given to a VLAN connection
from O-7. All packets sent over the VLAN
connection have the priority bits set to the
configured level.

Priority Bits

PPP Settings | Each of the fields for PPP Settings is described as follows.

Your user name for the PPPoOE access
provided by your ISP. This field is
Username alphanumeric and the maximum limit is
64 characters. It cannot start with a
number.

Your password for the PPPoOE access
provided by your ISP. This field is
Password alphanumeric and the maximum number
of characters allowed is 128 characters.
It cannot start with a number.
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Field

Description

Idle Timeout

Specifies that the PPPoOE connection
should disconnect if the link has no
activity detected for n seconds. This field
is in conjunction with the On-Demand
feature and is enabled only when the On
Demand checkbox is checked. To
ensure that the link is always active,
enter a 0 in this field. You can also enter
a value larger than 10 (secs).

Keep Alive

When the On Demand option is not
enabled, this value specifies the time to
wait without being connected to your
provider before terminating the
connection. To ensure that the link is
always active, enter a 0 in this field. You
can also enter any positive integer
values into this field.

Authentication

This defines the authentication protocol
for your ISP. This is set to Auto by
default.

The authentication is

Auto )
automatic.

Stands for Challenge
CHAP Handshake Authentication
Protocol.

Stands for Password

PAP Authentication Protocol.

MTU

This is the Maximum Transmission Unit
that the DSL connection can transmit. It
is a negotiated value that packets no
more than n bytes can be sent to the
service provider. The PPPOE interface
default is 1492 (max) and PPPOoA is
1500 (max). The minimum MTU value is
64.

On-Demand

If selected, this enables on-demand
connectivity to the Internet. Your
Internet connection is activated when
traffic is generated from LAN clients.
The connection disconnects if no activity
is detected after the specified timeout
value. When checked, this field enables
the following fields:

e |dle Timeout;
e Host Trigger;
e Valid Rx.

Default
Gateway

If checked, this WAN connection acts as
the default gateway to the Internet.
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Field Description

This feature is enabled by default. It
forces all TCP traffic to conform with the
PPP MTU by changing the TCP
maximum segment size to the PPP
MTU. If it is disabled, you may have
issues accessing some Internet sites.

Check this checkbox to enable PPPoE
connection debugging facilities.

PPP Unnumbered is a special feature. It
enables the ISP to designate a block of
PPP public IP addresses to the customer
Unnumbered where it is statically assigned on the LAN
side. PPP Unnumbered is essentially like
a bridged connection.

Enforce MTU

Debug

This field is used in conjunction with the
On-Demand feature and is enabled only
when the On Demand field is checked.

When the On-Demand feature is
enabled and Valid Rx is unchecked, only
packets going from the LAN side to the
WAN side keep the link active. After the
iConnect625W times out, no packets can
Valid Rx be received from the WAN side to the
LAN side.

If Valid Rx is checked, the incoming
packets can keep the PPPoE WAN
connection active. There is one
condition: these incoming packets
should belong to a connection initiated
from a LAN-side device.
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Field

Description

Host Trigger

This field is used in conjunction with the
On-Demand feature and is enabled only
when the On Demand field is checked.
There are 3 types of packets:

e LAN packets (Type 1): packets
are generated by the
iConnect625W from the LAN to
the WAN.

e Proxied packets (Type 2):
packets are generated by the
iConnect625W after receiving
packets from the LAN side, such
as DNS Proxy.

e Locally generally packets (Type
3): packets are generated by the
iConnect625W such as Voice,
SNMP, etc.

When the On-Demand feature is
enabled and Host Trigger is unchecked,
only the flow of Type 1 packets keeps
the link active, i.e. if the iConnect625W
has not received Type 1 packets for x
amount of time (as specified in the
Timeout field), the connection times out.

If Host Trigger is checked, Type 2 and
Type 3 packets can keep the link active
as well. You can configure the packets
using the Trigger Traffic page, which is
accessed by clicking the Configure
button next to Host Trigger.

The following fields can be used to
identify the traffic of Type 2 and/or Type
3 packets that will keep the link alive:
e Source Port (the character * is
used to denote any port);
e Destination Port (the character *
is used to denote any port);
e Protocol (TCP, UDP, ICMP, or
Specify the protocol number)

LAN

The LAN field is associated with the PPP
Unnumbered field and is enabled when
the latter field is checked. You can
specify the LAN group the packets need
to go to when the PPP Unnumbered
feature is activated.
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Field

Description

PVC Settings

The Permanent Virtual Circuit is a fixed virtual circuit
between two users. It is the public data network equivalent
to a leased line. No call setup or clearing of procedures are

needed.

VPI

The VPI (Virtual Path Identifier) defines the
virtual path settings for the ADSL
connection between you and your ISP.
The VPI value entered here must be based
on the information provided by your ISP.

VCI

The VCI (Virtual Channel Identifier) defines
the virtual channel settings for the ADSL
connection between you and your ISP.
The VCI value entered here must be based
on the information provided by your ISP.

QoS

QoS is a characteristic of data transmission
that measures how accurately and how
quickly a message or data is transferred
from a source host to a destination host
over a network. The 3 QoS options are:

e UBR, CBR and VBR.

The QoS selected must be based on the
information provided by your ISP. This is
set to UBR by default.

UBR is the bandwidth
allocation service that does
not guarantee any throughput
UBR levels and uses only available
bandwidth. UBR is often used
when transmitting data that
can tolerate delays.

CBR is the bandwidth service
that requires the user to
determine a fixed bandwidth
requirement at the time the
connection is set up so that
the data can be sentin a
steady stream. CBR service is
often used when transmitting
fixed-rate uncompressed
video.

CBR
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Field Description

VBR is the bandwidth service
that allows users to specify a
throughput capacity (i.e., a
peak rate) and a sustained
rate but data is not sent
evenly. VBR is often used
when transmitting compressed
packetized voice and video
data, such as video
conferencing.

The Peak Cell Rate, measured in cells/sec,
PCR is the cell rate that the source may never
exceed.

VBR

Sustained Cell Rate, measured in cells/sec,
SCR is the average cell rate over the duration of
the connection.

The Maximum Burst Size is a traffic
parameter that specifies the maximum
number of cells that can be transmitted at
the PCR.

The Cell Delay Variation Tolerance is the
maximum amount of cell delay variation
that can be accommodated. Cell delay
CDVT variation measures the random inter-arrival
times of cells within an ATM connection
due to cell transfer delay caused by
buffering, multiplexing and so on.

MBS
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Field Description

The overall operation of the auto-sensing
PVC feature relies on end-to-end OAM
pings to defined PVCs. There are two
groups of PVCs:

e Customer default PVCs - defined by
the ISP and the backup PVCs. It
must have 0/35 as the first default
PVC.

e Backup list of PVCs - it must be of
the following VPI/VCI: 0/35, 8/35,
0/43, 0/51, 0/59, 8/43, 8/51 and
8/59. These are defined in XLM and
are configurable.

The Auto-sensing PVC feature itself is also
configurable in that the auto-search
mechanism can be disabled.

Upon DSL synchronization, end-to-end
OAM pings will be conducted for every
Auto PVC defined PVC. The result of the pings will be
recorded in an array for later use to
determine the usability of the particular
PVC for connectivity. This list helps the
PVC to manage the available PVC for use,
and needs to be synchronised with
connections made without auto-sensing
PVC.

Once the connection is established, the
PVC is stored in flash as the default PVC.
Therefore upon reboot, this PVC is
automatically chosen as the PVC for that
connection.

The list of default PVCs and backup PVCs
need to be global for the management of all
connections, non auto-sensing PVC
connection and auto-sensing connections.
These lists allow end users to establish
connectivity without keeping track of the
PVC used.

Click Connect to authenticate to your ISP via PPPoE and

Connect connect to the Internet.

Disconnect Click Disconnect to break your Internet connection.
Apply Applies the changes made to the connection.
Delete Deletes the connection.

Cancel Cancels the changes made to the connection.
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7.2.2 PPPoA Connection Setup

PPPOA (Point-to-Point Protocol over ATM) is a network protocol for encapsulating PPP
packets in ATM cells that are carried over the DSL line. It is used mainly with ADSL
services and is compliant with RFC 2364.

PPP is a method of establishing a network connection/session between network hosts. It
usually provides a mechanism of authenticating users. Logical Link Control (LLC) and
Virtual Circuit (VC) are two different methods of encapsulating the PPP packet. Contact
your ISP to determine which encapsulation is being used on your DSL connection.

To configure PPPOA connection, follow the steps below.

Step 1: To begin, click the Setup tab on the top menu. Click the New Connection link.
The default PPPoE Connection Setup page appears:

0 ‘ OPEN NETWORKS
o=

Home Setup Advanced Wireless Tools Status Help
LAM Setup | PPPoE Connection Setup |
LAN Configuration
Mame: |MyCDnnediDn | Type: | PPPoE v Sharing: | Disable V|
Cptions: EINAT aFirewall YLAM ID: |0 Priority Bits: [
PPP Settings PYC Settings
Usernarme: || PYC: | [Mew
Fassword: | | WPI |8
WAN Setup Idle Timeout: | 3600 sens YCI: |35 |
GG s
Modem aQ Authentication: () Auto () CHAP () PAP R |:: s
MTL: |1492 bytes | r—
| by sCR:|0 |Cps
on Dermand: [ Default Gateway: @ ——
Enforce MTU: [ Debug: [ MBS |:: cells
PPP Unnumbered: [ walid R 0 LaM: | LAN group 1 COVT:|[ usecs
Save fRestart Menu Host Trigger: PHUUéD: O
Log Out DNS Selection (& Auto (O) Manual
OHE1
DHE2

| Apply | | Delete | | Cancel |

Save your configuration changes via the Save fRestart Menu link on the left

Step 2: Enter a unique name for your PPPoA connection in the Name field. The name
must not have spaces and cannot begin with numbers.

Step 3: From the Type drop-down list, select PPPoA. The default PPP0A page
appears:
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0 ‘ OPEN NETWORKS
oren

Home Setup Advanced Wireless Tools Status Help
LAN Setup PPPoA Connection Setup
LAN Configuration
[tvame: | TestPPPoA | Type: |PPPoA w||  Sharing: | Dizable
Cptions: @NAT @Firewall WLAN 10 Priority Bits: [
PPP Settings PY¥C Settings
Encapsulation: () LLC(®) vC puC: | Mew
Username: | |
New Connection Idle Timeout: m
3600 | secs i
Modem e Keep Alive: _ i
Authentication: (&) Auta (O CHAP (O) PAP
MTU: 1492 bytes SRS
on Dermand: [ Default Gateway: @' MBS: l:l cells
PPP Unnumbered: [ valid Rx: [ LAaN: | LAN group 1 Auto
SavefRestart Menu Hvre O

Host Trigger: {1

Log Out
DNS Selection (&) Auto (O Manual

| Apply | | Delete | | Cancel

Save your configuration changes via the SavefRestart Menu link on the left

Step 4. The NAT and Firewall checkboxes are checked by default under the Options
field. Leave these in the default mode.

Step 5: If you want to enable VLAN, refer to the table at the end of this section as a
reference to configure the following fields:

m  Sharing: Select VLAN to enable the VLAN ID and Priority Bits fields.
s VLAN ID: Enter the VLAN ID.
m Priority Bits: Select the Priority Bits of the VLAN.

Step 6: In the PPP Settings section, select the Encapsulation Type (LLC or VC) by
highlighting the appropriate radio button. The default is set to VC. Your ISP
should be providing the Encapsulation Type. If you are unsure, maintain the
default mode.

Step 7: Enter your Username and Password in the respective fields as shown below,
as provided by your ISP.
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Step 8:

Step 9:

Step 10:
Step 11:

Hoj

LAN Setup
LAM Configuration

WAN Setup
New Connection

Modem

SavefRestart Menu

Log Dut

‘ OPEN NETWORKS

@

Home

Setup Advanced Wireless Tools Status Help
PPPoA Connection Setup
Hame: | TestPPPOA | Type: [PPPoA %] Sharing: | Dizsble
Options: (W NAT [ Firewall YLAN 1D | Priority Bits: [

PPP Settings PYC Settings
Encapsulation: (O LLC(®) ¥C pyC:

Username: :
|test@user.com -
Fassword: eeee
| VCI[36 |
Idle Timeout: | 3600 .
Q secs oos: liUEIR -
Keep alive: (10 i
P A | e pcr: [ s
Authentication: (&) Auto () CHAP () PAP —_—
| oo | SCR: |0
MTU: 1492 | bytes :’ cps
on Demand: [ Default Gateway: @ Mes: |0 cells
Debug: [] CONT: | 1 | Usecs
PPP Unnumbered: [ Walid Rx: [ LaN: | LAl group 1 AutoD
. - = = PWC:
Host Trigger: [
DNS Selection () Auto (O) Manual
DHS1| |
DhSZ| |

Apply | | Delete | | Cancel

Save your configuration changes via the Save/Restart Menu link on the left

In the PVC Settings section, enter the VPI and VCI values, as provided by your
ISP. These are defaulted to '8' and '35', respectively,

If you need to use the VPl and VCI values in an existing connection, you will need to open
it and edit the settings. It is not possible to have more than one connection using the
same VPI/VCI values.

Select the Qo0S. Leave the default value if you are unsure or if the ISP did not
provide this information.

Click the Apply button.

To save your configuration, please refer to the section under Save / Restart

Menu.

The following table lists the PPPoA Connection Setup screen fields and describes each of

the options:
Field Description
Network Address Translation is a feature that enables you to use
NAT private IP addresses on your computer or your LAN. This is set to
Enabled by default for standard operation.
Firewall Select to enable security for this connection. This is set to Enabled by

default for standard operation.

PPP Settings

Each of the fields for PPP Settings is described as follows.

Encapsulation

Encapsulation is the technique used by layered
protocols in which a layer adds header information
to the protocol data unit (PDU) from the layer
above. Two options are provided: LLC and VC.
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Field Description

With LLC encapsulation, a link control
header is added to the Ethernet packet that
LLC | identifies the protocol type (Ethernet). This
allows multiple protocols to be transmitted
over the ATM VC.

With VC multiplexing, .no link control header
VC is needed as the ATM VC is assumed to be
carrying a single protocol.

Your user name for the PPPoA access provided by
your ISP. This field is alphanumeric and the

Username maximum length is 64 characters. It cannot start
with a number.
Your password for the PPPoA access provided by
Password your ISP. This field is alphanumeric and the

maximum length is 128 characters. It cannot start
with a number.

Specifies that the PPPoA connection should
disconnect if the link has no activity detected for n
seconds. This field is in conjunction with the On-
Idle Timeout Demand feature and is enabled only when the On
Demand checkbox is checked. To ensure that the
link is always active, enter a 0 in this field. You can
also enter a value larger than 10 (secs).

When the On Demand option is not enabled, this
value specifies the time to wait without being
connected to your provider before terminating the
connection. To ensure that the link is always active,
enter a 0 in this field. You can also enter any
positive integer value in this field.

Keep Alive

This defines the authentication protocol for your
ISP. This is set to Auto by default.

Auto The authentication is automatic.

Authentication Stands for Challenge Handshake
CHAP o
Authentication Protocol.

Stands for Password Authentication

PAP Protocol.

This is the Maximum Transmission Unit that the
DSL connection can transmit. It is a negotiated
value that packets no more than n bytes can be
sent to the service provider. The PPPOE interface
default is 1492 (max) and PPPoA is 1500 (max).
The minimum MTU value is 64.

MTU

If selected, this enables on-demand mode. The
On-Demand connection disconnects if no activity is detected
after the specified timeout value.

Default If checked, this WAN connection acts as the default
Gateway gateway to the Internet.
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Field

Description

Debug

Check this checkbox to enable PPP connection
debugging facilities.

PPP
Unnumbered

PPP Unnumbered is a special feature. It enables
the ISP to designate a block of public IP addresses
to the customer where it is statically assigned on
the LAN side. PPP Unnumbered is essentially like a
bridged connection.

LAN

The LAN field is associated with the PPP
Unnumbered field. The packets need to go through
a specific LAN group when the PPP Unnumbered
feature is activated.

PVC Settings

The PVC Settings

are not mandatory except for the VPI and VCI fields.

VPI

The VPI defines the virtual path settings for the
ADSL connection between you and your ISP. The
VPI value entered here must be based on the
information provided by your ISP.

VCI

The VCI (Virtual Channel Identifier) defines the
virtual channel settings for the ADSL connection
between you and your ISP. The VCI value entered
here must be based on the information provided by
your ISP.

QoS

This field defines QoS at the ATM layer. Three
different Quality Of Service options are available in
the iConnect625W: UBR, CBR and VBR (refer to
the previous section under the PPPOE table for the
definitions). The QoS selected here must be based
on the information provided by your ISP. This is set
to UBR by default.

Click Connect to authenticate to your ISP via PPPoOA and connect to

Connect the Internet.

Disconnect Click Disconnect to break your Internet connection.
Apply Applies the changes made to the connection.
Delete Deletes the connection.

Cancel Cancels the changes made to the connection.

For VLAN and PVC field descriptions, please refer to the table under PPPOE section.
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7.2.3 Static Connection Setup

A Static Connection type is used whenever an ISP provides a Static IP address. Your ISP
should provide the information for the Subnet Mask and the Gateway. Up to three
Domain Name Server (DNS) addresses can be identified. These servers would enable
you to have access to other web servers using the host name.

To configure Static connection, follow the steps provided below.

Step 1: To begin, click the Setup tab on the top menu. Click the New Connection link.
The default PPPoE Connection Setup page appears:

9 ‘ OPEN NETWORKS Home Setup Advanced Wiresless Tools Status Help

LAM Setup | PPPoE Connection Setup |

Mame: |MyCDnnectiDn | Type: | PPPoE v Sharing: | Disable v
Cptions: @NAT @Firewall VLAN 1D Priarity Bits: [

PPP Settings PYLC Settings
| | PUC:

LAN Configuration

Username:

Password:

WAN Setup Idle Tirmeout: - WCI: |35
a1 g

e
UBR
Modem @ Authentication: (@ Auto (O CHAP () PAP PCR: ops

H

MTU: (1432 | bytes .

Default Gateway: g
Cebug: [

On Demand:

Enforce MTU:

0 =0

PPP Unnumbered: valid Rx: [ LAM: | LAM group 1 COVT: usecs
Save/Restart Menu Host Trigger: [0 Pnuuéo: O
Log Out DNS Selection (&) Auto (O Manual
DHEL

DhEz

|

Dizconnect

Apply | | Delete | | Cancel

Save vour configuration changes via the Save/Restart Menu link on the left

Step 2: From the Type drop-down list, select Static. The following page appears:

9 ‘ QEFN NETWOETS Home Setup Advanced Wireless Tools Status Help |
LAN Configuration
Narne: |TestStatic Type: | Static | Sharing: | Disahle '+
Cptions: ENAT @Firewall WLAN 1D D Priority Bits: [

Static Settings PYC Settings
Encapsulation: (8 LLC (O vC

PWC:
IF Address:|0.0.0.0

VPRI
WAN Setup wel: |35

New Connection Befadly Gateway:l:l
QoS

Modem a DS 1
DNS 2:

o
8]
=2 &
b = =
o
k=l
n

DMS 3: ens
Mode: (8 Bridged (O Routed MBS || cells
CDYT: | usecs
Save/Restart Menu Auto PYC: ]
Log Dut | Apply | | Delete ‘ | Cancel

Save your configuration changes via the Save/Restart Menu link on the left
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Step 3: Enter a unique name for your Static connection in the Name field. The name
must not have spaces and cannot begin with numbers.

Step 4: The NAT and Firewall checkboxes are checked by default under the Options
field. Leave these in the default mode.

Step 5: Select the Encapsulation Type (LLC or VC) by highlighting the appropriate
radio button. The default is set to LLC. If you are unsure about the option, leave
the default setting as it is.

Step 6: Inthe IP Address field, enter your assigned IP address based on the
information provided by your ISP.

Step 7: In the Mask field, enter the Subnet Mask based on the information provided by
your ISP.

Step 8: In the Default Gateway field, enter the Default Gateway based on the
information provided by your ISP.

Step 9: Inthe DNS1, DNS2 and DNS3 fields, enter the Domain Name Services values
based on the information provided by your ISP.

Step 10: For the static configuration in the Mode option, the default mode is set to
Bridged. You can select the Routed connection, if this is applicable.

Step 11: In the PVC Settings section, the VPI and VCI are defaulted to 8 and 35,
respectively. Make the changes in these fields, as provided by your ISP, if
required.

If you need to use the VPl and VCI values in an existing connection, you will need to open
ﬁ it and edit the settings. It is not possible to have more than one connection using the
same VPI/VCI values.

Step 12: Select the Qo0S. Leave the default value if you are unsure or if the ISP did not
provide this information. The PCR, SCR, MBS and CDVT fields are enabled /
disabled based depending on the selection for QoS. Your ISP should provide
these values.

Step 13: Click the Apply button.

Step 14: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the Static Connection Setup screen fields and their definitions:

Field Description
Network Address Translation is a feature that enables you to use
NAT private IP addresses on your computer or your LAN. This is set to
Enabled by default for standard operation.
. Select to enable security for this connection. This is set to Enabled by
Firewall :
default for standard operation.
Each of the fields for Static Settings is described as follows.
LLC or VC and two different methods of
encapsulating multiple sessions. The default is set to
LLC.
With LLC encapsulation, a link control
header is added to the Ethernet packet that
Encapsulation | LLC identifies the protocol type (Ethernet). This
allows multiple protocols to be transmitted
over the ATM Virtual Circuit (VC).
With VC multiplexing, no link control header
VvC is needed as the ATM VC is assumed to be
carrying a single protocol.
This is the static IP address that will be assigned to
IP Address the WAN interface of the iConnect625W router. The
Static information is based on the details provided by your
Settings ISP.
A Mask is used to determine which subnet an IP
address belongs to. This is the Subnet Mask that will
Mask be assigned to the WAN interface of the
iConnect625W router. The information is based on
the details provided by your ISP.
The Default Gateway is the host to which local
Default computers send data that is destined for a non-local
Gatewa machine. On the iConnect625W router, configure the
y default gateway to reach all computers that are not in
the same local IP subnet.
DNS service is used to translate a Domain Name into
DNS 1 - DNS 3 | a corresponding IP address. The DNS server name
should be obtained from your ISP.
Mode Select either the Routed or Bridged mode option.
Apply Applies the changes made to the connection.
Delete Deletes the connection.
Cancel Cancels the changes made to the connection.
s For VLAN and PVC field descriptions, please refer to the table under PPPOE section.
NOTE
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7.2.4 DHCP Connection Setup

Dynamic Host Configuration Protocol (DHCP) allows the iConnect625W to obtain an IP
address automatically from the server. With dynamic addressing, a device may have a
different IP address every time it connects to the network. Before configuration begins,
please check with your ISP to ensure that this mode is supported.

To configure DHCP connection, follow the steps provided below.

To begin, click the Setup tab on the top menu. Click the New Connection link.
The default PPPoE Connection Setup page appears:

Step 1:

0 ‘ OPEN NETWORKS
=

Home Setup Advanced Wireless Tools Status Help
LAN Setup | PPPoE Connection Setup |
LAM Configuration
Mame: |MyConnedion | Type: | PPPOE v Sharing: | Disahle ¥
Cptions: ﬁNAT gFirewall WLAN 1D - Priority Bits: [
PPP Settings PYC Settings
Usernare: || | PMC: | Newy
Password: WPL
VAN Setup Idle Timeout: |[3R00 secs WCIL
Modem ooy
e Authentication: (@ Auta (O CHAP (O PAFP PCR: o
MTU:
on Dernand: [ Default Gateway: M
. - es: cels
Enfarce MTU: M Debug: [
FPF Unnurnbered: [ Valid Rx: [ LAaN: | L&N group 1 CDUT:USECS
Save /Restart Menu Hast Trigaer: [ PAUU(ED- O
Log Out DNS Selection (8 Auto () Manual
Diztonnect
| Apply | | Delete | | Cancel |
Save your configuration changes via the Save/Restart Menu link on the left
Step 2: From the Type drop-down list, select DHCP. The following page appears:
9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
LAN Configuration
Marne: | TestDHCP Type: |DHCP » Sharing: | Disable v
options: [ NAT [ Firewall YLAM ID: l:l Priority Bits: (1
DHCP Settings PY¥C Settings
Encaps:{jatlon: ® Lo e e o
IF Address;
Mask: MR
WAN Setup Gateway: WCT:
New Connection a Default Gateway: D Qo |UBR e
Modem
mes: ool
covtifl usecs
Save/Restart Menu Auto PUC: (]
Log Out | Apply | | Delete | ‘ Cancel
Save your configuration changes via the Save fRestart Menu link on the left
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Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Step 9:

Enter a unique name for your DHCP connection in the Name field. The name
must not have spaces and cannot begin with numbers.

The NAT and Firewall checkboxes are checked by default under the Options
field. Leave these in the default mode.

Select the Encapsulation Type (LLC or VC) by highlighting the appropriate
radio button. The default is set to LLC. If you are unsure about the option, leave
the default setting as it is.

If your DSL line is connected and your ISP supports DHCP, click the Renew
button to retrieve an IP address, Subnet Mask and Default Gateway address.
Alternatively, you can click the Release button at any time to release the DHCP
address.

You can renew the DHCP address at any time by clicking the Renew button. This is not
NOTE | required in most cases as the process runs automatically.

From the PVC Settings section, the VPI and VCI are defaulted to 8 and 35,
respectively. Make the changes in these fields, if required, based on the
information from your ISP.

If you need to use the VPl and VCI values in an existing connection, you will need to open
NOTE | it and edit the settings. It is not possible to have more than one connection using the
same VPI/VCI values.

Select the Qo0S. Leave the default value if you are unsure or if the ISP did not
provide this information.

The PCR, SCR, MBS and CDVT fields could be enabled/disabled depending
on the QoS section. Your ISP should provide these values.

Click the Apply button.

Step 10: To save your configuration, please refer to the section under Save / Restart

Menu.
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The following table lists the DHCP Connection Setup screen fields and their definitions:

Field

Description

NAT

Network Address Translation is a feature that enables you to use
private IP addresses on your computer or your LAN. This is set to
Enabled by default for standard operation.

Firewall

Select to enable security for this connection. This is set to Enabled by
default for standard operation.

DHCP
Settings

Each of the fields for DHCP Settings is described as follows.

LLC and VC are two different methods of
encapsulating multiple sessions. The default is set to
LLC.

With LLC encapsulation, a link control
header is added to the Ethernet packet that
identifies the protocol type (Ethernet). This
allows multiple protocols to be transmitted
over the ATM Virtual Circuit (VC).

Encapsulation | LLC

With VC multiplexing, no link control header
VvC is needed as the ATM VC is assumed to be
carrying a single protocol.

This is the static IP address assigned by the DHCP
server.

IP Address

A Mask is used to determine which subnet an IP
address belongs to. This is the Subnet Mask that will
Mask be assigned to the WAN interface of the
iConnect625W router. The information is based on
the details provided by your ISP.

Gateway The Gateway is the IP address of your gateway.

Default If this field is enabled/checked, this WAN connection
Gateway will act as the default gateway to the Internet.

Renew

It may be necessary on occasion to get a new IP address or to update
the DHCP options sent by your ISP's DHCP server. Pressing this
button renews the DHCP lease.

Release

Clicking this button releases the current network settings from the
iConnectAccess264W router.

Apply

Applies the changes made to the connection.

Delete

Deletes the connection.

Cancel

Cancels the changes made to the connection.

For VLAN and PVC field descriptions, please refer to the table under PPPOE section.
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7.2.5 Bridged Connection Setup

In Bridge mode, Ethernet frames are bridged over ATM VC. The Ethernet frames are
encapsulated using either LLC Encapsulation or VC Multiplexing. Since the Ethernet
packets are bridged, the router's only functionality is to pass the Ethernet packets to and
from the ISP and the local network.

Your ISP assigns the IP addresses of the local network, either statically or dynamically. If
your ISP provides bridged service, you may select the Bridged connection type.

In this setting, the NAT and firewall rules are disabled. This connection method makes the
iConnect625W act as a transparent hub and passes packets across from the WAN
interface to the LAN interface transparently.

To configure Bridge connection, follow the steps provided below.

Step 1: To begin, click the Setup tab on the top menu. Click the New Connection link.
The default PPPoE Connection Setup page appears:

g ‘ DERNNE IWOES Home Setup Advanced Wireless Tools Status Help |
LAN Configuration p
Name: [MyConnection Type: |PPPDE V| sharing: |Disah\e V|
Cptions: MNAT gFirewaII WLAN 10 | Priarity Bits: | [
PPP Settings P¥LC Settings
Username: “ | PYC:
Password: | ‘ VPRI .E
WAN Setup Tdle Timeout: | 3600 . venfas |
T -
Modem @ o px % == =
Authentication: Auto CHAR P&P
uthentication EE) O o PCR: | 2
MTU: | 1452 |bytes SCR'I—I
e : ops
on Dernand: ] Default Gateway: M —— B
Enfarce MTU: o Debug: [ MBS0 Jeells
PPP Unnumbered: ] Valid Rx: [ LAM: | LaMN group 1 CDVT: [ usecs
Save/Restart Menu Host Trigger: {1 ;UU(ED- ]
Log Out DNS Selection  (s) Auto (O) Manual
st |
DMNEZ
| Apply | | Delete | | Cancel

Save your configuration changes via the Save fRestart Menu link on the left
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Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:
Step 9:

From the Type drop-down list, select Bridge. The following page appears:

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
LAN Setup Bridged Connection Setup
LAN Configuration
Msme: | TestBridge Type: Bridge » | Sharing: | Disable v
Options: VLAN ID: [ Priority Bits: [
Bridge Settings PY¥C Settings
Encapsulation: (& LLC (O v e e
Select LAN: LAN group 1+ VPRI

WAN Setup
New Connection

Modem Y

cells

o
I}
o R
==
Sll=
o
8
3

COWT:
Auto PYC: [

usecs

Save/Restart Menu

Log Out | Apply | | Delete | | Cancel |

Save your configuration changes via the Save fRestart Menu link on the left

Enter a unique name for your Bridged connection in the Name field. The name
must not have spaces and cannot begin with numbers.

Select the Encapsulation Type (LLC or VC) by highlighting the appropriate
radio button. The default is set to LLC. If you are unsure about the option, leave
the default setting as it is.

In the Select LAN field, select the appropriate LAN Group you wish to
configure for Bridge mode.

The VPI and VCI values are defaulted to 8 and 35, respectively. Make the
changes in these fields as provided by your ISP, if required.

If you need to use the VPI and VCl values in an existing connection, you will need to open
ﬁ it and edit the settings. It is not possible to have more than one connection using the
same VPI/VCI values.

Select the Qo0S. Leave the default value if you are unsure or if the ISP did not
provide this information.

The PCR, SCR, MBS and CDVT fields could be enabled/disabled depending
on the QoS section. Your ISP should provide these values.

Click the Apply button.

To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the Bridge Connection Setup screen and their definitions:

Field Description

Each of the fields for Bridge Settings is described as follows.

LLC and VC are two different methods of
encapsulating multiple sessions. The default is set to
LLC.

With LLC encapsulation, a link control
header is added to the Ethernet packet that
Encapsulation | LLC identifies the protocol type (Ethernet). This
allows multiple protocols to be transmitted
over the ATM Virtual Circuit (VC).

With VC multiplexing, .no link control header
VvC is needed as the ATM VC is assumed to be
carrying a single protocol.

Bridge Select the LAN Group (as defined in the LAN
Settings Configuration screen) for the bridged connection. The
options are:
e LAN Group 1
LAN Group 2
LAN Group 3
LAN Group 4
LAN Group 5
None

Select LAN

The Bridge connection is added to the LAN Group

configuration, unless you have selected the option:
None. In this case, the connection will be added to
the Interfaces box instead.

Apply Applies the changes made to the connection.
Delete Deletes the connection.

Cancel Cancels the changes made to the connection.

For VLAN and PVC field descriptions, please refer to the table under PPPOE section.
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7.2.6 CLIP Connection Setup

Classical IP Over ATM as defined in RFC1577 provides the ability to transmit IP packets
over an ATM network. CLIP support encapsulates IP in an AAL5 Packet Data Unit (PDU)
frame using RFC 1577 and it sends out an ARP request to a CLIP-enable ARP server,
which returns the ATM address.

To configure CLIP connection, follow the steps provided below.

Step 1: To begin, click the Setup tab on the top menu. Click the New Connection link.
The following page appears if no prior connection has been configured:

9 ‘ OFEN NETWORKS Home Setup Advanced Wireless Tools Status Help

LAN Setup | PPPoE Conneclion Setup |

Marne: |MyConnedion | Type: |PPFoE v Sharing: | Disahle
Cptions: @NAT gFirewall VLARN 1D Priority Bits: [

PPP Settings PYC Settings

LAN Configuration

Username: || | PV

Password:

WAN Setup Idle Timeout: secs vCl: 35
CeaE [ Join

=0
35|
BR

MTU: (1492 bytes SCR;DCDS

H

Modem [ s o
Authentication: (& Auto (O) CHAP () PAP PCR:
cps
on Dermand: [] Default Gateway: @ P
Enfarce MTU: ¥ Debug: [ MBS cells
PPP Unnumbered: [J valid Foe: 0 LAN: AR group | COVT: usecs
: . B z < Auto
Save/fRestart Menu Host Trigger: 0] P O
Log Out DNS Selection (8 Auto () Manual
CHE1

|

DME2

Connect Jisconnech

Apply | | Delete | | Cancel
Save your configuration changes via the Save fRestart Menu link on the left

Step 2: From the Type drop-down list, select CLIP. The following page appears:

g ‘ DERNNETIVOESS Home Setup Advanced Wireless Tools Status Help

LAN Configuration
Mame: |testCLIP Type: [CLIP % Sharing: | Disable
Options: @NAT ﬁFirewaII VLAN ID: (1 Priority Bits: [/

CLIP Settings P¥C Settings

=
1P Address: [0.0.0.0 Py
: WP
WAN Setup Mask: :I
New Connection ARP Server: 0000 Yo
Modem @ Default Gateway: Gos: |LUBR  »

FCR:

) —
o e
Al

cos
SCR: B
MBS cells
vt Jusecs
Save/Restart Menu Auta PYC [
Log Out | Apply | | Delete | | Cancel

Save your configuration changes via the Save/Restart Menu link on the left
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Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Step 9:

Step 10:

Step 11:

Step 12:

Enter a unique name for your Bridged connection in the Name field. The name
must not have spaces and cannot begin with numbers.

The NAT and Firewall checkboxes are checked by default under the Options
field. Leave these in the default mode.

In the IP Address field, enter your assigned IP address based on the
information provided by your ISP.

In the Mask field, enter the Subnet Mask based on the information provided by
your ISP.

In the ARP Server field, enter the ARP Server address based on the
information provided by your ISP.

In the Default Gateway field, the Default Gateway is blank. Enter this field
based on the information provided by your ISP.

In the PVC Settings section, the VPI and VCI values are defaulted to 8 and 35,
respectively. Make the changes in these fields, as provided by your ISP, if
required.

If you need to use the VPI and VCI values in an existing connection, you will need to open
NOTE | it and edit the settings. It is not possible to have more than one connection using the
same VPI/VCI values.

Select the Qo0S. Leave the default value if you are unsure or if the ISP did not
provide this information.

The PCR, SCR, MBS and CDVT fields could be enabled/disabled depending
on the QoS section. Your ISP should provide these values.

Click the Apply button.

To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the CLIP Connection Setup screen and their definitions:

Field Description
Network Address Translation is a feature that enables you to use
NAT private IP addresses on your computer or your LAN. This is set to
Enabled by default for standard operation.
. Select to enable security for this connection. This is set to Enabled by
Firewall :
default for standard operation.
Each of the fields for CLIP Settings is described as follows.
LLC and VC are two different methods of
encapsulating multiple sessions. The default is set to
LLC.
With LLC encapsulation, a link control
header is added to the Ethernet packet that
Encapsulation | LLC identifies the protocol type (Ethernet). This
allows multiple protocols to be transmitted
over the ATM Virtual Circuit (VC).
CLIP With VC multiplexing, .no link control header
Settings VC is needed as the ATM VC is assumed to be
carrying a single protocol.
IP Address The CLIP Server IP Address provided by
your ISP.
The CLIP Server Subnet Mask provided by
Mask
your ISP.
ARP Server The Address Resolution Protocol (ARP)
Server IP Address provided by your ISP.
If checked, this WAN connection acts as the
Default Gateway
default gateway to the Internet.
Apply Applies the changes made to the connection.
Delete Deletes the connection.
Cancel Cancels the changes made to the connection.
o For VLAN and PVC field descriptions, please refer to the table under PPPOE section.
NOTE
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7.2.7 Modify an Existing Connection
Follow the steps below to modify an existing connection.

Step 1. To begin, click the Setup tab on the top menu, and click the connection you
wish to modify from the left hand menu.

Step 2: Edit as applicable on the individual connection page.
Step 3: Click the Apply button.

Step 4. To save your configuration, please refer to the section under Save / Restart
Menu.
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7.2.8 Delete an Existing Connection
Follow the steps below to delete a WAN connection.

Step 1: To begin, click the Setup tab on the top menu, and click the connection you
wish to delete from the left hand menu.

Step 2: Click the Delete button on the applicable connection you wish to remove.

ey The changes take effect when you click Delete. However, if the iConnect625W
NOTE router configuration is not saved, these changes will be lost when you reboot the
iConnect625W router.

Step 3: To save your configuration, please refer to the section under Save / Restart
Menu.
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7.2.9 Modem Setup
To configure the ADSL modulation types, follow the steps below.

Step 1: To begin, click the Setup tab on the top menu. Click the Modem link. The
following page appears:

9 ‘ OEFNNETHaERS Home Setup Advanced Wireless Tools Status Help
LAN Configuration Select the rmodulation type,
[ MO_MODE

W ADsL_G.dmt
o apsL_Glite
W ADSL_G.dmt.bis
W ADSL_G.dmt.bis_DELT
o aDsL_zplus
o ADSL_zplus_DELT
@' ADSL_re-ads|
a o ADSL_re-ads|_DELT
o aDSL_ANSI_T1413
™ mMuLTI_MoDE
ADSL_G.dmt.bis_anxI
ADSL_G.dmt.bis_Anxd
o ADSL_G.dmt.bis_AnxM
ADSL_Zplus_AnxI
ADSL_Zplus_Anx]
o ADsL_zplus_anxM
G.shdsl
1DSL
HDEL
SDEL
YDSL

WAN Setup

New Connection

SavefRestart Menu
Log Out

Concel

Save your configuration changes via the SavefRestart Menu link on the left

Step 2: The Modulation Type checkboxes are defaulted to the above settings as
shown. It is recommended that the default settings remain.

The iConnect625W router is pre-configured to detect the ADSL modulation type
NOTE | automatically. In most cases, this screen should not be modified.

Step 3: If any modulation type has been amended, click the Apply button.

Step 4. To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the Modem screen fields and their definitions:

Field Description

There are multiple combinations of ADSL modulation modes to be selected.

No Mode No mode is defaulted to disabled.
G.dmt stands for G Discrete Multi-Tone. It supports ITU-U

ADSL_G.dmt ADSL over POTS (G.992.1).
ADSL_G.lite It support ITU-T ADSL over POTS (G.992.2)
ADSL_G.dmt.bis It supports ITU-T ADSL 2 over POTS (G.992.3)

ADSL_G.dmt.bis.DELT | It supports ADSL G.DMT.bis DELT
It supports ITU-T ADSL 2+ over POTS (G.992.5) and

ADSL_2plus speeds up to 24Mbps.

ADSL_2plus_DELT It supports ADSL 2+ and speeds up to 24Mbps.
ADSL re-adsl It supports ITU-T RE-ADSL 2 over POTS (G.992.3).
ADSL re-adsl| DELT It supports ADSL re-adsl DELT.
ADSL_ANSI_T1.413 This applies to ANSI T1.413-1998.

MULTI_MODE Multi-Mode is automatically detected.
ADSL_G.dmt.bis_AnxM | It supports ITU-T ADSL 2 G.992.3 Annex M.
ADSL2plus_AnxM It supports ITU-T ADSL 2+ G.992.5 Annex M.
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8. Advanced

The iConnect625W supports a host of advanced networking and routing features including
the setup of your LAN and WAN interfaces, security, port configuration, user management,
restarting the router and plug and play capability.

In addition, it allows you to performance advanced configuration functions for existing
connection such as enabling and disabling voice, voice provision, UPnP, SNTP, SNMP
and so on.

There should be at least one WAN connection configured before implementing advanced
WAN configuration features. Similarly, at least one LAN group must be defined before
advanced LAN configuration features can be implemented.

The features include:

Universal Plug and Play (UPnP)

Simple Networking Timing Protocol (SNTP)
Simple Network Management Protocol (SNMP)
Port Forwarding

IP Filters

LAN Clients

LAN Isolation between LAN groups

Remote Web Access

Bridge Filters

Dynamic DNS Client

Internet Group Management Protocol (IGMP) Proxy
Static Routing

Dynamic Routing

Policy Database

Ingress

Egress

Shaper

SSH Access Control

To access the Advanced configuration screen, follow the steps below.

Step 1: Click the Advanced tab to access the advanced configuration features. The
following page appears:
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© ‘ OPEN NETWORKS
=

Advanced Wireless

uPnP @
SNTP @
SNMP @

Port Forwarding
IP Filters
LAN Clients

LaN Isolation

Remote Web
Access a

Bridge Filters
Dynamic DNS Client
IGMP Prony a
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

S5H Access Control
SavefRestart Menu

Log Out

The Advanced section allows you to configure advanced features as follows:

Coanfigure UPRP far different connections, You must have at least ane active

URnP: WM connection before you can configure UPRP,

Canfigure SMNTP to synchronise the clock time between your computer and the

HHLE public SMTP servers,

Configure SHMP Managernent that will rernotely ronitor the state of the
SHMP network and collect information about Internet traffic events and device status
into a databasze,

Port % A L
Eowusiing Configure Firewall and MAT pass-through to your hosted applications.
IP Filters Configure Firewall to block your L&M PCs from accessing the Internet
LAN Clients Configure LAN Clients to list all your IP addreszes,

Disable traffic between LAN:s and secure informmation from other publicly

LAN Tsolation accessible LAN segrnents,

Remote Web

Configure ternparary router access on the WAN side,
Access

Select to setup Bridge Filkers to define rules that allow or deny access through

Enidge;Filters the routar,

Configure DONS dient so that vour router can be registered with a2 DNS server
DDMS Client and access it using the same host name each time. It is useful in web hosting
and FTP services,

IGMP Proxy Configure Multicast pass-through for different connections.

Configure Static routes that are specific pathways where network information

Static:Routing rmust travel to reach a specific host aor netwark,

Configure RIP routing, When enabled, Dynamic Routing determines the route

Dyna_mlc through which the package travels using the least nurmber of hops between the
Routing i :

source and destination,
Policy confi palicy Routi inf ti
Database onfigure Policy Routing information,

Configure Ingress information and enable QoS configuration for the packets as
Ingress -

soon as they are received,

Configure Egress information to enable CoS translation for packets going out of
Egress

the router,
Shaper Canfigure Shaper information.
SS5H Access .
Control Configure access contral for rermote S5H access,

Save your configuration changes via the Save/Restart Menu link on the left

Step 2: Please refer to the sections below on how to configure the advanced features.
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8.1 UPnP

UPnP is a networking architecture that provides compatibility among networking
equipment, software and peripherals such as game consoles, digital cameras and other
systems that connect by TCP/IP. It can be supported on any operating system, and
boasts device-driver independence and zero-configuration networking.

UPNP is a standard that uses Internet and Web protocols to enable the iConnect625W to
plug into a network and automatically recognise each other. This feature is set to
Disabled by default in the iConnect625W.

This feature requires one active WAN connection. In the presence of multiple WAN
connections, select a connection on which the incoming traffic is present, for example, the
default WAN connection.

Follow the steps below to enable UPnP.

Step 1: From the Advanced tab, click the UPnP link on the left menu. The following
page appears:

O ‘ OPEN NETWORKS
=

Home Setup Advanced Wireless Tools Status Help |
T R
SNTP [} Tao enable UPRP, check the Enable UPRP box and select a connection below,
SNMP @
Port Forwarding [ Enable uPNP
IP Filters WAN Connection: | My Connection
LAN:Elients LAM Connection:
LAN Isolation
Remote Web
Access @
Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress
s

GEH Arcess Conteal Save your configuration changes via the SavefRestart Menu link on the left

Save fRestart Menu
Log Out

Step 2: Check the Enable UPnP checkbox. This enables the WAN connection and LAN
connection fields.

Step 3: Select the required WAN Connection that will use UPnP by highlighting the
appropriate item from the drop-down list.
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m_o OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
UPnP a UPnP
SNTP ‘ To enable UPRP, check the Enable UPRP box and select a connection below,
SNMP @
Port Forwarding d Enable UPNP

IP Filters |WAN Connection:l

My Connection b
LAN Clients LAN Connection: ion

LAN Isolation

Remote Web
Access e

Bridge Filters
Dynamic DNS Client
IGMP Proxy a
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress
Shaper

Save your configui-ation changes via the SavefRestart Menu link on the left
S5H Access Control

SavefRestart Menu
Log Dut

Step 4: Select the LAN Connection that will use UPnP by highlighting the appropriate
item from the drop-down list.

BESRN NG Home Setup Advanced Wireless Tools Status Help
@ UPnP
e Tao enable UPAP, check the Enable UPAP box and select a connedtion below,
SNMP @
Port Forwarding G Enable UPNP
IP Filters WAN Connection: | htyConnection V|

LAN Clients LAM Connection: | LAM group 1 e
LAN Isolation

Remote Web
Access a

Bridge Filters
Dynamic DNS Client
IGMP Proxy e
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress
Shaper

Save your configuration changes via the Save fRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Out

Step 5: Click the Apply button to apply the settings.

Step 6: To save your configuration, please refer to the section under Save / Restart
Menu.

O OPEN Networks Pty Ltd | www.opennw.com 67
OPEN



iConnect625W ADSL/ADSL2+ Router User Guide

8.2 SNTP

SNTP ensures that the computer clock time can be synchronised in a network of
computers to the millisecond to the public SNTP servers. It uses the UDP protocol on port
123 to communicate between clients and servers.

When the SNTP feature is enabled, your iConnect625W starts verifying the time clock
information from the primary SNTP server. If it does not get a valid response within the
Timeout period, it makes additional attempts based on the number on the value of the
Retry Count field before it moves to the Secondary SNTP server. If there is no valid
response either for this server, it moves on to the Tertiary SNTP server. If it does not get a
valid response from all the servers, the program stops.

When it does receive a valid response from one of the servers, the program goes to sleep
for a few minutes as specified in the Polling Interval field before starting the whole process
again.

Follow the steps below to configure SNTP.

Step 1: From the Advanced tab, click the SNTP link on the left menu. The following
page appears:

0 ‘ OPEN NETWORKS
==

Home Setup Advanced Wireless Tools Status Help |
a
SNTP @ To enable SHTP, check the Enable SNTP box and enter a time server,

SNMP
[] Enable SNTP

Prirmary SNTP Server: |0 010 |

Port Forwarding
1P Filters

LAN Clients Secandary SNTP Server: i 0.0.0 |
LahTsalation Tertiary SNTP Server: |01 |
Remote Web ) —
Access @ Timeout: |5 | Secs
Bridge Filters . -

Polling Interval: | 50 Mins
Dynamic DNS Client x

Retry Count: |

IGMP Proxy -] ELRYL-0UNL)
Static Routing Time Zone: | (GT+10:00) Brishane. Svdney, Melbourme
Dynamic Routing Day Light: [J

Policy Database
Ingress

Egress

Save your configuration changes via the Save fRestart Menu link on the left
Web Access Control

SSH Access Control
Save/Restart Menu
Log Out

Step 2: Check the Enable SNTP checkbox as shown below.
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D,._,, | OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
UPnP a SNTP
SNTP .} Tao enable SMTP, check the Enable SNTP box and enter a time server,

SNMP @
; # Enable sNTP
Port Forwarding

Prirnary SNTP Server: [0.0.0.0

1® Filters
LAN Clients Secondary SMNTP Server: [[1.0.0.0
LAN Isolation Tertiary SNTP Server: |[.0.0.0
Remote Web )
Access @ Tirneout: Secs
Bridge Filters .
Polling Interval: Mins
Dynamic DNS Client
IGMP Proxy e eftyChunt: |2
Static Routing Time Zone: | (GMT+10:00) Brishane, Sydney. Melboume b
Dynamic Routing Day Light: (]
Policy Database
Ingress
Egress
i

e e bt Save your configuration changes via the Save fRestart Menu link on the left

Save/Restart Menu

Log Out

Step 3: Enter the Primary SNTP Server address as required in the Primary SNTP
Server field.

Step 4: Enter the Secondary SNTP Server address as required in the Secondary
SNTP Server field.

Step 5: Enter the Tertiary SNTP Server address as required in the Tertiary SNTP field.

Step 6: Enter a Timeout limit (in seconds) into the Timeout field. The default is set to
5sec.

Step 7: Enter a time (in minutes) in the Polling Interval field. The default is set to
30mins.

Step 8: Enter the number of times to retry connecting to the server in the Retry Count
field. The default value is 2.

Step 9: Select the Time Zone from the drop-down list. The time zone refers to the
location where the router is operating.

Step 10: Check the Day Light checkbox to activate daylight saving time (DST), if it is
applicable.

Step 11: Click the Apply button to save the settings.

Step 12: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the SNTP screen fields and their definitions:

Field

Description

Enable SNTP

Check this checkbox to enable the iConnect625W to
synchronise the system time to the public SNTP servers.

Primary SNTP Server

The IP address or the host name of the primary SNTP
server. Refer to your ISP for this information. The default
setting is 0.0.0.0.

Secondary SNTP
Server

The IP address or host name of the secondary SNTP server.
Refer to your ISP for this information. The default setting is
0.0.0.0.

Tertiary SNTP Server

The IP address or host name of the tertiary SNTP server.
Refer to your ISP for this information. The default setting is
0.0.0.0.

Timeout

The time in seconds that the iConnect625W will wait for an
SNTP server to respond. If the router fails to connect to an
SNTP server within the timeout period, it retries the
connection. The default is set to 5 seconds.

Polling Interval

The amount of time (in minutes) that the iConnect625W
checks the time between a successful connection with an
SNTP server and a new attempt to connect to an SNTP
server. The default setting is 30 minutes.

Retry Count

The number of retries before a backup server is polled, i.e.
the number of times the router tries to connect to an SNTP
server before it tries to connect to the next server in line. The
default setting is set to 2.

Time Zone The time zone where the router resides.
Select this option to enable daylight saving time (DST). DST
Daylight is not automatically enabled or disabled. This function needs
to be enabled manually.
o OPEN Networks Pty Ltd | 8 om 70




iConnect625W ADSL/ADSL2+ Router User Guide

8.3 SNMP

SNMP is used to remotely monitor the state of the network and collect information about
Internet traffic events and device status into a database. It is a troubleshooting and
management tool that uses UDP protocol on Port 161 to communicate between clients
and servers. For example, SNMP can be used to monitor the amount of traffic passing
through the network.

Step 1: From the Advanced tab, click the SNMP link on the left menu. The SNMP
Management page appears:

0 ‘ OPEN NETWORKS
orem

Home Setup Advanced Wireless Tools Status Help
SNTP e
lSNMP @ O Enable SNMP Agent

O Enable SMMP Traps
IR
Marme: [iConnect 25w |

Port Forwarding

IP Filters

Loc:ation:| |
LAN Clients

Contact:| |
Vendor OID:1.3.6.1.4.1.294

LAN Isolation

Remote Web

Access @
Bridge Filters Community

Marne Acocess Right

|pub|ic: | |Read0nly b

Dynamic DNS Client

IGMP Proxy .}

Static Routing | |

Dynamic Routing | |

Policy Database
Traps

Ingress Destination IP Trap Cormrmunity Trap \ersion

Egress | | | | |
| | | v
| | | |

SSH Access Control |

SavefRestart Menu

Save your configuration changes via the Save/Restart Menu link on the left

Step 2: Check the Enable SNMP Agent and Enable SNMP Traps checkboxes to
enable this feature as shown.
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9 ‘ OPEN NETWORKS Home Advanced Wireless Tools Status Help
UPnP a 5NMP Management
SNTP @
I e o Enable SNMP Agent
@ Enable SMMP Traps
Port Forwarding
Marme: |iConnect2bw
IP Filters
Location: [test Location
LAN Clients
LAN Isolation Contact: {testCantact
A vendor OID: 1.3.6.1.4.1,2594
Access @
Bridge Filters Community
Dynamic DNS Client Hame Access Right
ublic FeadOnly
IGMP Proxy e o | | y
Static Routing [ ]
Dynamic Routing N
Policy Database
Traps
Ingress Destination IP Trap Comrmunity Trap Version
Egress | | | | | vl
g | | | | | ]
SSH Access Control | | | | | vl
SavefRestart Menu 1

Log Out

Save your configuration changes via the Save fRestart Menu link on the left

Step 3: Enter an administrative name for the device in the Name field.

Step 4: Enter the physical location of the iConnect625W router in the Location field.

Step 5: Enter a contact for the iConnect625W in the Contact field.

Step 6: Enter a community name in the Name field under the Community section. The
default is set to Public.

Step 7: The Access Right is defaulted to the ReadOnly option. The alternative option
is the ReadWrite option from the drop-down list.

Step 8: Enter the Trap Community name in the Trap Community field. This should
match the Community Name on the server receiving the traps.

Step 9: Select the Trap Version of the SNMP to use from the drop-down list.

Step 10: Click the Apply button to apply the settings.

Step 11: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the SNMP screen fields and their definitions:

Field Description

Check this checkbox to enable SNMP on this device. Enter the
SNMP settings in the Community section of the screen.

Check this checkbox to enable SNMP trap service. Enter the
SNMP trap settings in the Traps section of the screen.

This is an administrative name that is assigned for the
iConnect625W router.

Location This is the physical location of the iConnect625W router.

This is the contact person and/or contact information for the
iIConnect625W router.

SNMP defines a community as a relationship between an
SNMP agent and one or more SNMP managers.

The default community name is set to Public with
read-only access mode created in the

Name configuration file. SNMP supports up to 3
communities including the default community
name Public.

Community The SNMP Read Only Community
string is like a user ID or password
Read Only .
that allows access to the router's
Access statistics.

Rights The SNMP Read Write Community
string allows a remote device to
Read Write | read information from a device and
to modify the settings on that
device.

Trap is an event notification. There are 4 standard traps that
are supported in the iConnect625W router:

WarmStartTrap;

LinkUpTrap;

LinkDownTrap;

AuthenticationFailureTrap.

This is the Destination IP Address of
the host to receive the SNMP traps.

This is the community name of the
trap. It should match the community
name on the server receiving the
traps.

Select the version of the SNMP to
use from the drop-down list:

e SNMP vl
e SNMP v2

Enable SNMP Agent

Enable SNMP Traps

Name

Contact

Destination IP

Traps

Trap Community

Trap Version
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8.4

Port Forwarding allows you to provide local services (for example, web hosting) for users
on the Internet or to play Internet games. When users send this type of request to your
network via the Internet, the iConnect625W router forwards these requests to the
appropriate computer. Hence, it allows you to direct incoming traffic to specific LAN hosts
based on a protocol port number and protocol.

Port Forwarding

Port Forwarding can be used with dynamic DHCP-assigned addresses and is
configurable per LAN group. For example, if you were configuring a Netmeeting server,
you would want to assign this server to a static IP address so that the IP address is not
re-assigned.

If Internet users are trying to access an Internet application, they must use the WAN IP
address. Port Forwarding translates the WAN IP address into a LAN IP address.

Before Port Forwarding can be configured, you must ensure that you have a LAN IP
Address configured in LAN Clients.

To configure Port Forwarding, follow the steps below.

Step 1: From the Advanced tab, click the Port Forwarding link on the left menu. The
following page appears:
2 ‘ OPEN NETWORKS Home Setup Adwvanced Wireless Tools Status Help |
SNTP @ 3
SHikiE a il A Connection:| My Connection v Hﬂ Allow Incarming Ping
Select LAN Group: | LAN group 1 v|
IP Filters LaN IP: |‘|92_‘|58_‘|_1DD vl Mew IP | DMZ Custorm Port Forwarding
LAN Clients
LAN Isolation Category Available Rules Applied Rules
REmaL Web e Alienvs Predator ~
y . ® Games Asheron's Call
Bridge Filters Diark Bein 2
Dynamic DNS Client O v Delta Force _
O audiovides | Doom ETER
b * 0 wpps Dune 2000
Static Routing ) igerees Di_reCH(?,B) Games
Dynamic Routing D User Eut:rzour;;
Policy Database Fighter Ace |l v
Ingress
Egress
i
SSH Access Control Save your configuration changes via the SavefRestart Menu link on the left
SavefRestart Menu
Log Out
Step 2: From the WAN Connection drop-down list, select the connection type for
which you wish to which port forwarding is applied.
Step 3: Check the Allow Incoming Ping (ICMP) checkbox if you wish to monitor the
connectivity between the IP devices. This is optional.
Step 4: From the Select LAN Group drop-down list, LAN group 1 is the default setting
that was previously configured under Setup>LAN Configuration.
Step 5: For the LAN IP drop-down list, select the IP address for which you
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wish to host the service.

It is recommended that the Static IP Addresses rather than the DHCP IP
ﬁ Addresses be used for Port Forwarding.

Step 6: If you wish to add a new LAN IP address, click the New IP button. The LAN
Clients page appears:

9 ‘ OPEN NETWORKS Hoame Setup Advanced Wireless Tools Status Help
uPnP a LA
SNTP @ To add a LAN Client, Enter IP Address and Hostname, then dick Apply,
SNMP [

Port Forwarding Select LAN Connection: | LAN group 1
IP Filters Enter IP Address: l:l
o s S —

LAN Isolation

semote e | E—

Access @
Bridge Filters

Dynamic Addresses
: i Reserve  IP Address Hostname MaC Type
Dpnamic BN Blienk [0  192.168.1.100 OPENDOSEE 00:16:17:3c:30:52 Dynamic

IGMP Proxy &
Static Routing
Dynamic Routing

Policy Database

Ingress
Egress
SSH Access Control Save your configuration changes via the Save/Restart Menu link on the left

SavefRestart Menu
Log Out

Step 7: Follow the instructions under the LAN Clients section for details on entering
the fields.

Step 8: To add a new rule for this connection, highlight the appropriate category radio
button for your configuration in the Category section, for example, Servers.

0 ‘ OPEMN NETWORKS
orem

Home Setup Advanced Wireless Tools Status Help
UPnP @ Port Forwarding
SNTP @
SNMP @ i A Connection:| MyCDnnection v|@' Allow Incoming Ping
Port Forwarding Select LAN Group: | LAMN group 1 V|
IP Filters LaM IP: [ 1921681100 New IP | DMZ Custorn Port Forwarding
LAN Clients
LAN Isolation [ Category 3 Awvailable Rules Applied Rules
Remote Web Web Server =
AcCcess & FTP S —
Bridge Filters O Games Bl |
9 O vei TELMNET Server
Dynamic DNS Client o DOMS Server :|
Audiofviden| L DAP Sarver - | IETE

IGMP P

iy » O apps MMTF Server |
Static Routing < SMTF Server -
Dynamic Routing o User gggg gewer

erser

Policy Database IMAP Server |
Ingress
Egress
Shaper
SSH Access Control Save your configuration changes via the Save /Restart Menu link on the left

SavefRestart Menu
Log Out
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Step 10: Click the Add button

Step 9: Select the Available Rules for a given category. The Available Rules window

displays the common Internet services within the selected category. Rules for
each service can be viewed by clicking the View button.

0 ‘ OPEMN NETWORKS
ores

uPnP @
SNTP @
SNMP @

Port Forwarding
IP Filters
LAN Clients

LAN Isolation

Remote Web
Access &

Bridge Filters
Dynamic DNS Client
IGMP Proxy &
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control
SavefRestart Menu
Log Dut

Home

Setup

Advanced

Wireless

Port Forwarding

AN Connection:| My Connection

Tools Status

v|@' Allow Incoming Ping

New IP DMZ  Custom Port Forwarding

Select LAN Group: | LAMN group 1 V|
LAM IP: [192.168.1.100
[ Category ) Available Rules
Web Serer Al
O Games FTF Server
O veh TELMET Server
DMNS Server =
O Audio/Video ||| DAF Server i m
O apps MMTF Server
(E o> |SMTP Server 2
o POP 2 Server
User POP 3 Sanver
IMAP Server ]
iew

Applied Rules

Save your configuration changes via the Save/Restart Menu link on the left

The Rule Management page appears:

o ‘ OPEN NETWORKS
2

uPnp -3
SNTP e
SNMP @

Port Forwarding
IP Filters
LAN Clients

LAN Isolation

Remote Web
Access

Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control
Save fRestart Menu
Log Dut

Home

Setup

Advanced

Wireless

Tools Status

Rule Management

Rule Mame: Web Server

Protocol Port Start Port End Port Map

TCP &0
TCP 443

=11]

443 443

Cancel

Save your configuration changes via the Save fRestart Menu link
on the left

the screen. Continue to add rules as they apply from each category.
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O ‘ OPEN NETWORKS
e

uPnP -3
SNTP @
SNMP @

Port Forwarding
IP Filters
LAN Clients

LAN Isolation

Remote Web
Access @

Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control
SavefRestart Menu
Log Out

Home Setup Advanced Wireless Tools Status Help

Port Forwarding

e A Connection:| My Connection V|ﬁ Allow Incoming Ping

Select LAN Group: | LAN group 1 V|

LAN IP: (1921681100 » Mew IP | DMZ Custorn Port Forwarding

Category Available Rules Applied Rules
Weh Server | Web Serer D
Q Games FTP Server
O TELMET Server
VPR DMNS Server
O audiosviden || DAF Server
O apps MNNTF Server |
SMTP Server |
s < Remove
8 S |PoP2 Server BT
ser FOP 3 Server
IMAP Server e

Save your configuration changes via the SavefRestart Menu link on the left

Step 11: Click the Apply button to apply the settings.

Step 12: To save your configuration, please refer to the section under Save / Restart
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The following table lists the Port Forwarding screen fields and their definitions:

Field Description

WAN Connection Select a defined WAN connection.

Ping is a protocol used mainly for monitoring the connectivity
between IP devices. Enabling this function allows remote
devices to use ping to check connectivity to your device.
Enable this function for monitoring purposes.

Select the LAN Group where the computer of the port to be
Select LAN Group forwarded to is a member. LAN Groups can be managed or
created under Setup>LAN Configuration.

This is the IP address to which the selected ports are
LAN IP forwarded. It is recommended that a static IP address be used.
This should be defined under the LAN Clients screen.

Clicking on this link leads to the LAN Client screen. Static
New IP addresses not listed under the LAN IP drop-down list can be
added here.

This links to the Demilitarised (DMZ) screen. Please refer to
the section on DMZ for details on this function.

Clicking on this link leads to the Custom Port Forwarding
Custom Port screen.

Forwarding Please refer to the section on Custom Port Forwarding for
details on this function.

With Port Forwarding, you can provide local services (for
example web hosting) for users on the Internet or play Internet
games. This is the Category section of the Port Forwarding
screen. To configure a service or game, select the external
connection (for e.g. the Internet connection), select the
computer hosting the service and add the corresponding
firewall rule.

Allow Incoming Ping

DMZ

A number of pre-defined categories and rules are available
here. These are Games, VPN, Audio/Video, Apps, Servers and
Users.

Categor
gory E.g. Web servers specify the following port forwarding profile.

Rule Management

Rule Marme: web Server

Protocol Port Start Port End Port Map
TCP ao a0 ao
TCP 443 4473 443

The categories available for Port Forwarding include: Games,
VPN, Audio/Video, Apps (or applications), Servers and Users.
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Field Description

Internet users are able to play Internet
games when this function is configured.

Games Examples of the games list include
Aliens and Predators, Doom, Dune
2000, etc.

VPN The default VPN settings are: IPSEC

L2TP and PPTP.

Net2Phone, Netmeeting and Quick
Audio/Video Time 4 Server can be configured for
Audio/Video services.

Various applications are set as defaults
Apps under this category, including: VNC,
Win2K terminals, PcAnywhere, etc.

The default servers include: Web

Servers Servers, FTP server, Telnet Server, and
SO on.
Users New user rules can be added here.

Each category has Available Rules that are pre-defined or
user-defined. Default rules such as Netmeeting is available
under the Audio/Video category and Web Server is an
available rule under the Servers category.

To view the profile allocated for each category and available

Available Rules

View rule, click the View button.

Add The Add button allows users to add the applied rule as
required.

Remove To delete an existing applied rule, click the Remove button.

Applied Rules This specifies the applied Port Forwarding rule for the selected

WAN Connection and the LAN IP.

8.4.1 Allow Incoming Ping

Enabling the Incoming Internet Control Message Protocol (ICMP) Ping will allow Echo
requests to come into the gateway. The gateway will respond with an ICMP Echo
response message. The option allows the DSL provider or ISP to determine the following:

" The status of the network;
" Tracking and isolating hardware and software problems;
" Testing, measuring and managing networks.

8.4.2 DMZ

Setting a computer on your local network as DMZ forwards any network traffic that is not
redirected to another computer via the Port Forwarding feature to the computer's IP
address. This opens access to the DMZ computer from the Internet.

The DMZ feature is disabled by default.
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Follow the steps below to enable DMZ.

Step 1:

Step 2:
Step 3:

Step 4.

Step 5:

Step 6:
Step 7:

From the Port Forwarding screen, click the DMZ link next to the New IP
button. The following page appears:

0 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
SNTP @
SNMP e [0 Enable DMZ
Port Forwarding Select your WAN Connection: | byConnection ~
IP Filters Select LAN Group: | LAN group 1 bt
LAN Clients Select a LAN IP Address: |192.168.1.100 + LAN Clients
LAN Isolation
Remote Web
Access @

Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Save your configuration changes via the Save/Restart Menu link on the left

Shaper
SSH Access Control
SavefRestart Menu
Log Out

Check the Enable DMZ checkbox. This is configurable per LAN segment.

From the Select Your WAN Connection drop-down list, select the connection
type for which you wish to add the DMZ.

From the Select LAN Group drop-down list, select the LAN group for which
you wish to enable the DMZ.

It is recommended that the Static IP Addresses rather than the DHCP IP
ﬁ Addresses be used for the DMZ host.

Select the DMZ Host IP Address from the Select a LAN IP Address drop-
down list. If your IP Address is not listed, click the LAN Clients link provided
and follow the instructions under the LAN Clients screen.

Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the DMZ Settings screen fields and their definitions:

Field Description
Enable DMZ E_nables/DlsabIes the DMZ feature. The default is set to
disabled.
Select your WAN List of WAN connections defined in the WAN Setup for which
Connection the DMZ feature is applied.

Select the LAN Group for which you wish to enable the DMZ

Select LAN Group from the drop-down list.

Select a LAN IP

This option refers to the Host computer to act as the DMZ.
Address

This link leads to the LAN Client page. Static addresses that
LAN Clients are not listed under the LAN IP drop-down list can be added
here.
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8.4.3 Custom Port Forwarding

The Custom Port Forwarding feature is only required when specifying IP Subnets or IP
Addresses not listed under LAN Clients. This feature allows you to create up to 15
custom Port Forwarding entries to support specific services or applications, such as
concurrent NAT/NAPT operation.

To configure Custom Port Forwarding, follow the steps below.

Step 1: From the Port Forwarding screen, click the Custom Port Forwarding link
provided. The following page appears:

g ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

uPnP @ |Cus|:nm Port Forwarding |
SNTP @
SNMP ]
Connection: Enable
Port Forwarding Il COmnEEian w
IP Filters Application: I:I Frotocol:
LAN Clients Source IP Address: I:I Source Netmask:l:l
LAN Isolation Destination IP Address:l:l Destination Metrmask: | 255 255 266 265 |
Remote Web - L
AcCcess @ Destination Port Start: l:l Destination Port End:l:l
Bridge Filters Destination Port Map: l:l
Dynamic DNS Client Enabled Marme Source IP Destination IP Port Start Protocol Edit Delete
IGMP Proxy a Mask Mask Port End
Port Map
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress

G5 fccess Cantral Save your configuration changes via the Save fRestart Menu link on the left

SavefRestart Menu
Log Out

Step 2: From the Connection drop-down list, select the connection name for which you
wish to configure port forwarding.

Step 3: Enter a unique name for the rule in the Application field.

Step 4: Select the protocol from the Protocol drop-down list. The options are: TCP,
UDP, TCP and UDP.

Step 5: Identify the traffic by entering the Source IP Address and Source Netmask.

Step 6: Enter the Destination IP Address and Destination Netmask of the server to
which the traffic is being forwarded.

Step 7: Enter the Destination Port Start and Destination Port End fields.

Step 8: Enter the Destination Port on which the server will respond, in the Destination
Port Map field.

Step 9: Click the Apply button to apply the settings.

Step 10: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the Custom Port Forwarding screen fields and their definitions:

Field Description

The name of the WAN connection on which you wish to
customise Port Forwarding.

Enable This checkbox is enabled by default.

Enter a unique name of the application for which your ports
must be opened.

Connection

Application

Select the protocol for your traffic. The options are: TCP, UDP
or TCP and UDP.

This is the IP address from which the incoming traffic is
allowed. You may enter 0.0.0.0 for all.

The Network Mask of the interface forwarding the traffic or
0.0.0.0 for all.

This is the LAN-side IP address of the device that is receiving
the traffic.

The LAN-side destination network mask of the device that is
receiving the traffic.

Protocol

Source IP Address

Source Netmask

Destination IP

Destination Netmask

Destination Port The starting destination port number that is made open for this

Start application.

Destination Port End The .end.lng destination port number that is made open for this
application.

The destination port number to which traffic is forwarded on
the LAN-side. There are two types of port mapping:

Destination Port Map e One-to-One where one port is mapped to another;
e Multiple-to-One where multiple ports are mapped to
one port.

Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.
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8.5 IP Filters

IP Filters allows you to block network access based on a user's computer IP Address on
the local LAN. You can use this option to block specific traffic (for e.g., block web access)
or any traffic from a computer on your local network.

If the Block All Traffic checkbox is checked, all network traffic from that computer will be
blocked. You can also add, edit or delete IP Filter rules without using the pre-defined
rules.

You will need to use Custom IP Filters when specifying IP subnets or IP address that is
not listed under LAN Clients. Otherwise, new filters can be defined in the User Category
of the Available Rules, and then mapped to the appropriate WAN connection and LAN IP.

To configure IP Filters, follow the steps below.

Step 1: From the Advanced tab, click the IP Filters link provided. The following page

appears:
g ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |

e e
SNTP @
T e Select LAN Group: | LAN group 1 bt
BN TG Lan 1P: [192168.1100 | New IP
Block all Traffic: [ [ Block Outgaing Ping  Custom IP Filters
LAN Clients
LAN Isolation Category Available Rules applied Rules
Remote Web Alien vs Predatar ~
Access @® Games Asheron's Call
Bridge Filters O ven Dark Rein 2

i i Delta Force —
Dynamic DNS Client O sudio/videa |Doom m
IGMP Prony ] O apps Dune 2000
Static Routing O Servers Dl_recM(?,B)Games

O EliteForce

Dynamic Routing User Ewvertuest
Policy Database Fighter Ace Il ]
Egress
b

SSH Access Control Save your configuration changes via the Save/Restart Menu link on the left

SavefRestart Menu

Log Dut

Step 2: From the Select LAN Group drop-down list, select the LAN Group for which
you wish to add the rule.

Step 3: From the LAN IP drop-down list, select the IP address for which you wish to
apply the rule. If your IP address is not listed, click the New IP button and follow
the instructions under the LAN Clients screen.

I It is recommended that Static IP Addresses rather than DHCP IP Addresses be
NOTE used for IP Filtering.

Step 4: In the Category area of the screen, highlight the appropriate radio button for
the category. The Available Rules area displays common Internet services
within the category selected. Rules for each service can be viewed by clicking
the View button.
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Step 5:

Step 6:

OPEN NETWORKS

bl Home Setup Advanced Wireless Tools Status Help

UPRnP a 1P Filters
SNTP -}

e e Select LAN Group: | LAM group 1 he!
Port Forwarding LaM IP: | 192.1658.1.100 » New IP

IP Filters Block all Traffic: [ [ Block Outgoing Ping  Custorn IF Filters
LAN Clients Pt
k. Category ) Guailahle RuIes) Applied Rules
LAN Isolation
Remote Web A 1 SEREr A
Access @ O Garies FTP Server
Bridge Filters O e TELMET Server
% . DMS Server =
Dynamic DNS Client O audiofvides |LDAP Sarver = m
IGMP Proxy e O apps NNTP Server
s 7
Static Routing ® servers POP 7 Senvor < Remove
Dynamic Routing O user POF 3 Server
|
Policy Database IMAP Server 2
Ingress r —
C¥iew 2
Egress
s
SSH Access Control Save your configuration changes via the Save/Restart Menu link on the left

Save fRestart Menu
Log Out

To add a rule for this connection, highlight the service or application from the
Available Rules window and click the Add button. The rule will appear in the
Applied Rules area of the screen.

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

UPnP a IP Filters
SNTP

a
. a Select LAN Group: | LAN group 1 it
BaitEbiiskding LaM IP: | 192.168.1.100 » New IP

IP Filters Block all Traffic: [ [ Block Outgoing Ping  Custorn IP Filters
LAN Clients e
. Category ) Guailahle RuIes) Applied Rules
LAN Isolation
Remote Web il (@
Access @ O Games
Bridge Filters o WEN TELMET Server
E " DMS Server =
Dynamic DNS Client QO audio/viden || DAR Server = @
IGMP Prouy @ O apps NMNTF Server
N ]
Static Routing @ Servers POP 2 Server = Remoye
Dynamic Routing O user FOF 3 Server
Policy Database IMAP Server o
Ingress =
[Fiew
Egress
i
SSH Access Control Save your configuration changes via the SavefRestart Menu link on the left

SavefRestart Menu
Log Out

Click the Apply button to apply the settings.

Step 7: To save your configuration, please refer to the section under Save / Restart

Menu.
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The following table lists the IP Filters screen fields and their definitions:

Field Description

Select the LAN Group where the computer of the port to be
Select LAN Group forwarded to is a member. LAN Groups can be managed or
created under Setup>LAN Configuration.

This is the IP address to which the selected ports are filtered. It
LAN IP is recommended that a static IP address be used. This should
be defined under the LAN Clients screen.

Clicking on this link leads to the LAN Client screen. Static
New IP addresses not listed under the LAN IP drop-down list can be
added here.

Checking this checkbox blocks all IP traffic from the specified

Block All Traffic LAN IP Address.

Highlighting this option blocks all ICMP traffic from the
specified LAN IP Address. This feature can be used if you host
has a virus that attempts a Ping-Of-Death Denial of Service
attack.

Block Outgoing Ping

Custom IP Filters Use this link to create filtering rules that are not pre-defined.

A database of pre-defined IP Filters allow you to apply one or
more filtering rules to one or more defined LAN groups. The
categories and rules available include: Games, VPN,
Audio/Video, Apps, Servers and Users.

E.g. Web servers specify the following profile.

Rule Management

Category Rule Mame: Wweb Server

Protocol Port Start Port End Port Map
TCP an an an
TP 4453 445 445

The categories available for IP Filters include: Games, VPN,
Audio/Video, Apps (or applications), Servers and Users.

Internet users are able to play
Internet games when this
function is configured.
Examples of the games list
include Aliens and Predators,
Doom, Dune 2000, etc.

Games

The default VPN settings are:

VPN IPSEC L2TP and PPTP.

Net2Phone, Netmeeting and
Quick Time 4 Server can be
configured for Audio/Video
services.

Audio/Video
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Field Description

Various applications are set
as defaults under this

Apps category, including: VNC,
Win2K terminal, PcAnywhere,
etc.

The default servers include:
Servers Web Servers, FTP server,
Telnet Server, and so on.

New user rules can be added
here.

Each category has Available Rules that are pre-defined.
Default rules such as Netmeeting is available under the
Audio/Video category and Web Server is an available rule
under the Servers category.

This specifies the applied IP filtering for the selected LAN IP
Address.

Users

Available Rules

Applied Rules
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8.6 LAN Clients

All current DHCP clients are automatically registered in the LAN Client database as a
dynamic address if DHCP is used. If a static IP address is used on a LAN device and you
wish to apply IP rules to this address, you must add the IP address to the LAN Clients list.
Once the IP address has been added, Port Forwarding and Access Control rules can be
added to this IP address.

To configure LAN Clients, follow the steps below.

Step 1: From the Advanced tab, click the LAN Clients link provided. The following
page appears:

g ‘ QEENNETWOEES Home Setup Adwvanced Wireless Tools Status Help
SNTP @ To add a Lad Client, Enter IP Address and Hostname, then dick Apply,
SNMP @
Port Forwarding Select LAM Connection: | LAN group 1 (%
IP Filters Enter IP Address: I:I
LAN Client: |
m Hostnare: | |
LAN Isolation g
Remote Web macaddress[ ]
Access 5]

Bridge Filters Dynamic Addresses

4 i Reserve  IP Address Hostname MaC Type
Lk e iR S Ecak [0  192.168.1.100 OPENOOSEE 00:16:17:3c:30:52 Dynamic

IGMP Proxy @
Static Routing
Dynamic Routing

Policy Database

Ingress
Egress
SS5H Access Control Save your configuration changes via the SavefRestart Menu link on the left

SavefRestart Menu

Log Dut

Step 2:  From the Select LAN Connection drop-down list, select the LAN group for
which you wish to apply the LAN Client.

Step 3: To add the LAN Client Address, enter the LAN IP Address in the Enter IP
Address field, e.g. 192.168.1.101.
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9 ‘ OEFN NEDHOERS Home Setup Advanced Wireless Tools Status Help
uPnpP @ LAN Clients
SNTP e To add = LAM Client, Enter IP Addrezs and Hostname, then dick Apply,

SNMP @

Port Forwarding Select LAN Connection: | LAN group 1 %

Lalilsd Enter IP Addressi 192.168.1.101

LAN Clients e

LAN Isolation m _
Access a
Bridge Filters

Dynamic Addresses

5 . Reserve [P Address  Hostname MAC Type
Dynamic DNS Client [0 152.168.1.100 OPENOOSSS 00:16:17:3¢:3b:52 Dynamic
IGMP Proxy a
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress
= =
| Cancel
Shaper @

SSH Access Control Save your configuration changes via the Save/Restart Menu link on the left

Save fRestart Menu
Log Out

Step 4. Enter the LAN's host name in the Host Name field if required. This is an
optional field.

Step 5: Enter the MAC address of the LAN Client in the MAC Address field.

Step 6: Click the Apply button to apply the settings. The IP address is allocated and it
shows up in the list of LAN clients as a Static Type.

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uPnP @ LAN Clients
SNTP e To add a LAM Client, Enter IP Address and Hostnarme, then dick Apply,

SNMP @

Port Forwarding Select LAN Connection: | LAM group 1 V:
IP Filters Enter IP Address: l:l

LAM Clients

LAN Isolation

Remote Web
Access e

Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing

Static Addresses

Delete  IP Address  Hostname MAC Type
(5] 1921681101 OPEM Static

Dynamic Addresses

Reserve  IP Address Hostname MaC Type
D 192.,168.1,100 OPEMOOSES 00:16:17:3c:3b:52 Dynamic

Dynamic Routing

Policy Database

Ingress
Egress 1
]

SSH Access Control Save your configuration changes via the Save fRestart Menu link on the left

SavefRestart Menu
Log Out

Step 7: Toreserve an IP entry, check the Reserve checkbox.
Step 8: Click the Apply button to apply the amended settings.

Step 9 To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the LAN Clients screen fields and their definitions:

Field Description
Select LAN Select the LAN Group to which you are adding the new LAN
Connection client.

The IP address of the server / host that you want to use for

Enter IP Address Port Forwarding or Access Control must be defined here.

Hostname An optional hosthame can be assigned to the above address.

MAC Address All MAC addresses of the host can be assigned here.
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8.7 LAN Isolation

LAN Isolation allows you to disable the flow of packets between two LAN groups. This
allows you to secure information in the private portions of the LAN from other publicly
accessible LAN segments.

Follow the steps below to block traffic from one LAN to another using LAN Isolation.

Step 1: From the Advanced tab, click the LAN Isolation link provided. The following
page appears:

g ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |

e

SNTP @ To block traffic from one LAN to another LAM, check the Disable chedk box,
SNMP @

Port Forwarding [ Disable traffic between LAN group 1 and LAN group 2

IP Filters

LAN Clients

LAN Isolation

Remote Web
Access @

Bridge Filters
Dynamic DNS Client
IGMP Proxy [}
Static Routing
Dymamic Routing
Policy Database
Ingress

Egress

e e Save your configuration changes via the Save fRestart Menu link on the left

Save/Restart Menu
Log Out

Step 2: If you wish to disable traffic between LAN groups, check the Disable traffic
between LAN group 1 and LAN group 2 checkbox as required.

Step 3: Click the Apply button to apply the settings.

Step 4: To save your configuration, please refer to the section under Save / Restart
Menu.
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8.8 Remote Web Access

The Remote Web Access page allows you to give temporary permission to a user to
access your router from the WAN side. From the moment the account is enabled, the
user is expected to log in within 20 minutes or the account expires. Once the user is
logged in, an inactive session of more than 20 minutes will log the user out and the
account expires.

To enable a temporary user account for remote access, follow the steps below.

Step 1: From the Advanced tab, click the Remote Web Access link provided. The
following page appears:

O) ‘ OPEN NETWORKS
=

Home Setup Advanced Wireless Tools Status Help |
upnp a
SNTP a To configure secure Web Access on WAN side
SNMP @
Port Forwarding [ Enable Remote Web Access

LAN Clients Fassword: l:l

LAN Isolation TR B
Remote Web X
Access @ Write Access: [

Bridge Filters
Dynamic DNS Client
IGMP Proxy .}
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

i

Save your configuration changes via the SavefRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Out

Step 2: Check the Enable Remote Web Access checkbox to give the account read
and write access to the iConnect625W router.

0 ‘ OPEN NETWORKS
o

Home Setup Advanced Wireless Tools Status Help |
upPnpP @ Remote Web Access
SNTP a To configure secure Web Access on WAN side
SNMP @
Port Forwarding @Enahle Remote Web Access

IP Filters Hser Mame:
LAN Clients Fassword: ICI
LAN Isolation HTTPS Port: |51003

Remote Web X
Access @ write Access: [

Bridge Filters

Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing

Policy Database

Ingress
Egress
Shaper

Save your configuration changes via the SavefRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Out
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Step 3:

Step 4:

Step 5:

Step 6:
Step 7:

Enter a unique user name in the User Name field for the WAN access account
as shown above.

Enter the user password in the Password field for the WAN access account as
shown above.

The default port number in the Port field is 51003. This is the port number to be
opened for the temporary WAN access.

Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.
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8.9 Bridge Filters

The Bridge filtering mechanism enables users to define rules which allow/deny access
through the iConnect625W, via the hardware (MAC Address) of network devices.

The User Interface for Bridge Filter allows the following functionality:

= Enabling filter rules;
= Adding / Editing / Deleting filter rules.

When bridge filtering is enabled, each frame is examined against every defined filter rule
in sequence. When a match is found, the appropriate filtering action (allow/deny) is
performed.

To enable Bridge Filters, follow the steps below.

Step 1. From the Advanced tab, click the Bridge Filters link provided. The following
page appears:

g ‘ OPEN NETWORKS Home Setup Adwvanced Wireless Tools Status Help
SNTP

[ Enable Bridge Filters

SNMP
[ Enable Bridge Filter Management Interface
Port Forwardin
a Select LAN: | LAMN group 1 V|
IP Filters -
Bridge Filter Management Interface: Cihemet]
LAN Clients
Src MAC Src Port Dest MAC Dest Port Protocol Mode
AN ety [oo-o0-o0-00-00-00 [Any v [oo-oo-ooooooo0  [any v PPR i
|00-00-00-00-00-00 | ARy | 00-00-00-00-00- oE Session ¥ | Deny
Remote Web
a
Bridge Filters
Dynamic DNS Client Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete
IGMP Proxy @

Static Routing
Dynamic Routing

Policy Database

Ingress
Egress
Shaper

Save your configuration changes via the SavefRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Out

Step 2: Check the Enable Bridge Filters checkbox to enable this feature as shown
and click the Apply button.
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O ‘ OPEN NETWORKS
ores

Home Setup Advanced Wireless Tools Status Help
UPnP @ Bridge Filters
SNTP @
|@ Enable Bridge Filters |
SNMP

[ Enable Bridge Filter Management Interface

Port F di
ort Forwarding Select LAN: | LAN group 1 |

IP Filters —
Bridge Filter Management Interface: Eihemet]
LAN Clients
Src MAC Src Port Dest MAC Dest Port Protocol Mode

Eiyi Taatating [oo-00-00-00-00-00  [ANY  ~|00-00-00-00-00-00 [ANY % PPPOE Session  v|Deny v|
Remote Web

Access @

Bridge Filters

Dynamic DNS Client Edit Src MAC src Port Dest MALC Dest Port Protocol Mode Delete
IGMP Proxy a

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control Save your configuration changes via the Save/Restart Menu link on the left

SavefRestart Menu
Log Out

Step 3: Check the Bridge Filter Management Interface checkbox as shown below to
enable the Bridge Filter Management Interface field. This ensures that you do
not get locked out of the iConnect625W on the interface of the LAN group
specified in the next two fields.

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uPnpP @ Bridge Filters
SNTP

@Enahle Bridge Filters
@ Enable Bridge Filter Management Interfacel

Port Forwardin
a Select LAN: | LAN group 1 v
IP Filters
Bridge Filter Management Interface: | Ethernet] v |

Src MAC Src Port Dest MAC Dest Port Protocol Mode

LAl ol Hon [00-00-00-00-00-00 | ANY v |00-00-00-00-00-00 |AMY v |PPPoE Session  v|Deny v|
Remote Web

Access @

Bridge Filters

SNMP

LAN Clients

Dynamic DNS Client Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete
IGMP Proxy @

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Save your configuration changes via the SavefRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Out

Step 4: Select the LAN group from the Select LAN drop-down list.

Step 5: Enter the source MAC address in the SRC MAC field. It must be in XX-XX-XX-Xx-
xX-xx format.

Step 6: Select the source port from the SRC Port drop-down list. You can choose from
Any, Ethernet, WLAN or WAN Bridge Connection Port for the particular bridge,
if available.
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Step 7: Enter the destination MAC address in the Dest MAC field.

Step 8: Select the destination port from the Dest Port drop-down list.

B Entering 00-00-00-00-00-00 in the Source or Destination MAC fields means that
NOTE ALL MAC addresses are matched.

Step 9: Select the protocol to be filtered from the Protocol drop-down list. You can
choose from the following options: PPPoE Session, PPPoE Discovery, IPX-
Ethernet Il, RARP, IPv6, IPv4 and Any.

Step 10: Select the mode from the Mode drop-down list. The options are Allow or Deny.

Step 11: Click the Add button.

A maximum of 20 MAC filter rules can be supported with bridge filtering.

NOTE

Step 11: Click the Apply button to apply the settings.

Step 12: To save your configuration, please refer to the section under Save / Restart
Menu.
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8.9.1 Editing Bridge Filters
Follow the steps below to edit an existing bridge filter.

Step 1: From the Bridge Filter screen, highlight the Edit radio button from existing
filter rules and edit the rule, as shown below.

g ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |
uPnP & Bridge Filters
SNTP

@Enahle Bridge Filters
@Enahle Bridge Filter Management Interface

Port Forwardin
g Select LAM: | LAN group 1+
IP Filters
Bridge Filter Management Interface: | Ethernet] +

SNMP

LAM Clients

J Src MAC Src Port Dest MAC Dest Port Protocol Mode
Lt {salating [po-00-00-00-00-00  [any v [00-00-000000-00 |ANY v |PPPoE Session  v|Deny v|
Remote Web
o
Bridge Filters
Dynamic DNS Client Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete
IGMP Proxy @ \_® /bo-00-00-00-00-00 ANY 00-00-00-00-00-00 SAINYt c PPPUEDSessmn Deny [

elec

Static Routing
Dynamic Routing

Policy Database

Ingress
Egress 1

Save your configuration changes via the SavefRestart Menu link on the left
SSH Access Control

Save/Restart Menu
Log Out

Step 2: Make the required changes to the MAC Address, Protocol and Mode options
and click the Apply button to apply the settings.

Step 3: To save your configuration, please refer to the section under Save / Restart
Menu.
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8.9.2 Deleting Filter Rules
Follow the steps below to delete an existing bridge filter.

Step 1: From the Bridge Filter screen, check the Delete checkbox for the rule to be
removed as shown in the image below.

0 ‘ OPEM NETWORKS
oren

Home Setup Advanced Wireless Tools Status Help
uPnpP a Bridge Filters
SNTP
wEnahle Bridge Filters
ShMP

@ Enable Bridge Filter Management Interface

Port Forwardin
g Select LAN: | LAN group 1 %
IP Filters
Bridge Filter Management Interface: | Ethernet] »

LaN Clients

2 Src MAC Src Port Dest MAC Dest Port Protocol Mode
Ok [00-00-00-00-00-00  [any v [00-00-00-00-00-00  [ANY | PPPoE Session  v[Deny |
Remote Web
Access ]
Bridge Filters
Dynamic DNS Client Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode fDelete
IGMP Proxy @ O 00-00-00-00-00-00 AMT 00-00-00-00-00-00 SAINYt il PPPDE‘:S|essmn Deny N\

elec

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress —

Save your configuration changes via the SavefRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Dut

Step 2: Click the Apply button to apply the settings.

Step 3: To save your configuration, please refer to the section under Save / Restart
Menu.
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8.10 Dynamic DNS Client

Dynamic DNS allows you to register with a Dynamic DNS provider. Each time you
connect to the Internet, your ISP assigns a different IP address to your iConnect625W
router.

The Dynamic DNS feature allows you to register your iConnect625W router with a DNS
server and access it each time using the same host name. It is useful in web hosting and
FTP services.

To enable Dynamic DNS Client, follow the steps below.

Step 1: From the Advanced tab, click the Dynamic DNS Client link provided. The
following page appears:

2 ‘ GEENLME T Home Setup Advanced Wireless Tools Status Help |

o

SNTP 2

SNMP e Connection | MyConnection %

Port Forwarding DONS Server | DynDNS v

IP Filters DDMS Client []

LAN Clients User Name —|

LAN Isolation !

gemote Web e Rassword ;
CCess :

Bridge Filters Rerain:bame

IGMP Proxy @

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress
i

Save your configuration changes via the Save fRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Dut

Step 2:  The Connection field is defaulted to the iConnect625W's WAN connection
over which your router will be accessed. Select another connection from the
Connection drop-down list.
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Step 3:

Step 4:

Step 5:

Step 6:

Step 7:
Step 8:

Select the DynDNS for the DDNS Server option. If there are different DDNS
service providers, select the other options provided as shown below.

g ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uPnpP @ Dynamic DNS Client
SNTP @
SNMP @ Connection
Port Forwarding DDNS Server | Dy
IP Filters DOMSE Clie 4
LAM Clients User Name
LAN Isolation
ﬁemote Web e Password I:I
CCESS ;
Bridge Filters Domain Hame |:|

Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing

Policy Database

Ingress
Egress

P T Y e Save your configuration changes via the Save/Restart Menu link on the left

SavefRestart Menu
Log Out

Check the DDNS Client checkbox to enable the DDNS client feature for the
WAN connection.

Enter your User Name and Password fields using the same user name and
password you have specified during the registration of the DNS hostname.
These fields are mandatory.

Enter the domain name of the DNS server into the Domain Name field.
Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save/Restart
Menu.
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8.11 IGMP Proxy

The iConnect625W router supports IGMP Proxy that handles IGMP messages. When
enabled, the iConnect625W acts as a proxy for a LAN host making requests to join and
leave multicast groups, or a multicast router sending multicast packets to multicast
groups on the WAN side. Multicasting is useful when the same data needs to be sent to
more than one device.

Multicasting is a form of limited broadcast. UDP is used to send datagrams to all hosts
that belong to what is called a "host group”. A host group is a set of one or more hosts
identified by the same destination IP address. The following statements apply to host
groups:

Anyone can join or leave a host group at will;
There are no restrictions on a host's location;
There are no restrictions on the number of members that may belong to a
host group;
" Non-group members may send UDP datagrams to the host group.

To enable IGMP Proxy, follow the steps below.

Step 1: From the Advanced tab, click the IGMP Proxy link provided. The following
page appears:

iConnect

aren Access Advanced Wireless Status Help
SNTP a 1GMP Praxy could be enabled on WAN and LAN connections.
SNMP @
Port Forwarding [ Enable IGMP Proxy
IP Filters
LAN Clients Interface Upstream/Downstream/Ignore

LAN Isolation

Remote Web
Access a LAaMN group 1

Bridge Filters

MyConnection

Web Filters

Dynamic DNS Client
°

Static Routing

Dynamic Routing

Policy Database

Ingress

Egress
Save your configuration changes via the Save/Restart Menu link on the left

Shaper
SSH Access Control
SavefRestart Menu
Log Out

Step 2: Check the Enable IGMP Proxy checkbox to enable IGMP proxy.

o OPEN Networks Pty Ltd | www.opennw.com 101

OPEN



iConnect625W ADSL/ADSL2+ Router User Guide

Step 3: Configure the MyConnection and LAN Group 1 interfaces using the
Upstream, Downstream or Ignore options as shown below.

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uPnP [} IGMP Proxy
SNTP @ IGMP Proxy could be enabled on WwAN and LAN connections.
SNMP @
Port Forwarding [J Enable IGMP Proxy
IP Filters
LAN Clients Interface UpstreamfDownstreamfIgnore
LAN Isolation ;
My Connection Ignore e’
Remote Web
Access Q@ LAN group 1 Upstrearm
Bridge Filters Diownstream
Dynamic DNS Client

IGMP Proxy @
Static Routing
Dynamic Routing

Policy Database

Ingress
Egress

Save your configuration changes via the Save/Restart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Out

Step 4: Click the Apply button to apply the settings.

Step 5: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the IGMP Proxy screen fields and their definitions:

Field Description

Checking the Enable IGMP Proxy checkbox allows you to
enable the iConnect625W router to receive multicast traffic for
your available WAN and LAN connections.

Enable IGMP Proxy
Multicast delivers IP packets to a group of hosts on the

network. IGMP is a session layer (Layer 3) protocol used to
establish membership in a Multicast group.

You can configure one of the following options for each WAN
or LAN interface.

The interface that IGMP requests from the
hosts is sent to the multicast router.

Interface The interface data from the multicast router
Downstream are sent to hosts in the multicast group
database.

No IGMP request nor data multicast are
forwarded when you select this option.

Configure using one of the 3 options for your WAN connection:
Upstream, Downstream or Ignore options.

Configure using one of the 3 options for your LAN connection:
Upstream, Downstream or Ignore options.

Upstream

Ignore

MyConnection

LAN Group 1
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8.12

Static Routing

If the iConnect625W is connected to more than one network, you may need to set up a
static route between them. A static route is a pre-defined pathway down which network
information must travel to reach a specific host or network.

To enable Static Routing, follow the steps below.

Step 1:

Step 2:
Step 3:

Step 4:

Step 5:

Step 6:
Step 7:
Step 8:

From the Advanced tab, click the Static Routing link provided. The following
page appears:

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
UPnP @
SNTP e
SNMP - Choose a connection: | MyConnection v
Port Forwarding New Destination 17 | |  mask:|255.255.255.0
IP Filters
Gateway:| | Metric:lﬂ |

LAN Clients

LAN Isolation

Remote Web
Access @

Bridge Filters

The Routing Table is empty.

Dynamic DNS Client
IGMP Proxy ]

Static Routing

Dynamic Routing
Policy Database
Ingress

Egress
Shaper

ik ceas b iitadl Save your configuration changes via the SavefRestart Menu link on the left

SavefRestart Menu
Log Out

Select a connection type from the Choose a Connection drop-down list.

Enter the new destination IP for the remote LAN network or host to which you
wish to assign a static route in the New Destination IP field.

Enter a subnet mask in the Mask field or leave the default value 255.255.255.0
asitis.

Enter the IP address of the new device to connect to the remote network or
host in the Gateway field.

Enter a metric in the Metric field or leave the default value 0 as it is.
Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.

The following table lists the Static Routing screen fields and their definitions:
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Field Description

Choose a Choose the connection profile from the drop-down list
Connection provided.

The New Destination IP is the address of the remote LAN
network or host to which you want to assign a static route.

Enter the subnet mask for the destination network. Use
255.255.255.255 for a host route. The subnet mask identifies
which portion of an IP address is the network portion, and
which portion of an IP address is the host portion.

The Gateway IP address should be the IP address of the
gateway device that allows for contact between the gateway
and the remote network or host. The iConnect625W examines
Gateway the destination address in the packet header and passes the
packet along to this gateway if the address is within the
specified range. A packet may go through 30 or more routers
in its travels from one host computer to another.

This field defines the number of hops between network nodes
that data packets travel. Enter the metric value to be assigned
to this static route. If you are unsure, leave the default value of
O as itis.

New Destination IP

Mask

Metric
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8.13 Dynamic Routing

Dynamic Routing allows the iConnect625W router to automatically adjust to physical
changes in the network. It determines the route through which the package travels based
on the least number of hops between the source and the destination. RIP protocol
regularly broadcasts routing information to other routers on the network.

To enable Dynamic Routing, follow the steps below.

Step 1: From the Advanced tab, click the Dynamic Routing link provided. The
following page appears:

2 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |
@
SNTP @

S @ [JEnable RIP
Peick Rosnnding Protocol:| RIP w2 b
IP Filters
[ Enable Password
LAN Clients ) _
LAN Isolation AR |:|
Remote Web
Access Q Interface Direction
Bridge Filters LAM group 1 Both
Dynamic DNS Client MyConnection In v
IGMP Proxy a

Static Routing

Dynamic Routing

Policy Database

Ingress
Egress
Shaper

Save your configuration changes via the SavefRestart Menu link on the left
SSH Access Control

SavefRestart Menu
Log Dut

Step 2: Check the Enable RIP checkbox.

Step 3: From the Protocol drop-down list, select the RIP version as appropriate. The
versions provided are: RIPv1, RIPv2 and RIPv1 Compatible, as shown below.
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9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uPnP @ Dynamic Routing
SNTP @
Enable RIP
SNMP a o

Protocal: | RIF },:2 v

Port Forwarding

IP Filters EBIF w2

EENCE e ’
LAN Clients = |RIF 1 Compatible.” |
LAN Isolation
Remote Web
Access @ Interface Direction
Bridge Filters LAM group 1 Both
Dynamic DNS Client MyCannection In v
IGMP Proxy @

Static Routing
Dynamic Routing

Policy Database

Ingress
Egress
Shaper

SEH i cess Bontial Save your configuration changes via the Save/Restart Menu link on the left

SavefRestart Menu
Log Out

The same RIP protocol should be used to enable dynamic routing on all routers
ﬁ on the network.

Step 4: Check the Enable Password checkbox as appropriate.

Step 5: If you have checked Enable Password checkbox, enter a password in the
Password field. This is an optional field for additional security purposes.

Step 6: Select the Direction for the LAN Group 1 and MyConnection interfaces from
the drop-down list. The options are: None, In, Out and Both.

Step 7: Click the Apply button to apply the settings.

Step 8: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the Dynamic Routing screen fields and their definitions:

Field Description

Enable RIP This enables RIP routing on the iConnect625W router.

There are three versions of RIP:
1. RIP v1 (UDP Protocol)
2. RIP v2 (multicast protocol)

Protocol . _ _
3. RIP v1-Compatible (UDP Protocol with multicast format)
Routers using RIP v1 or RIP v1-Compatible protocol can talk
to each other, but not to routers using RIP v2 protocol.
Direction determines the means through which RIP routers will
be updated. Select one of the options below.
In Selecting In means that the iConnect625W router will
only incorporate received RIP information.
out Selecting Out means that the iConnect625W router
Direction will only send out RIP information.

Selecting Both means that the iConnect625W router
Both will incorporate received RIP information and send
out updated RIP information.

None | Select this option if the function is not required.

Simple password authentication for RIP v2 was defined in RFC
Enable Password 1723. If you intend to use password authentication, you must
enable your password here.

Type the RIPv2 authentication password here. Ensure that all
routers are configured with this password for RIPv2 to work.

Password
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8.14

Policy Database

The Policy Database page enables you to configure policy routing and QoS. Policy
Database involves routing packets on the basis of various fields in the packet. For

example,

the current routing algorithms make decisions based on the destination

address, i.e. only the Destination IP Address and subnet mask are supported.

To configure Policy Database, follow the steps below.

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:
Step 6:

Step 7:

Step 8:
Step 9:
Step 10:

From the Advanced tab, click the Policy Database link provided. The following

page appears:

0 ‘ OPEN NETWORKS
o

Home Setup Advanced Wireless Tools Status Help
UPnP ] | Policy Database Configuration |
SNTP @
SNMP [". oo
Ingress Interface | LAN group 1 ¥ Bestination My Connection ¥
Port Forwarding Interface :
1P Filters Dlﬁsewpgiagfl:l Class of Service 1| Co31 +
LAN Clients
Remote Web Mask :I:I Mask :
Access @
Bridge Filters
Protocal :

Dynamic DNS Client

Source Port :l:l Destination Port ¢
IGMP Proxy a
Dynamic Routing
Poli Datab .

e e Local Routing Mark:l:l

Ingress
Egress Ingress Interface DSCP Source IP Destination IP Source Port Frotocal  Local Mark Delete
Shaper Dest Interface  CoS  Mask Mask Destination Port Source MAC
S5H Access Control
SavefRestart Menu Apply
Log Out

Save your configuration changes via the Save fRestart Menu link on the left

Select the incoming traffic interface from the Ingress Interface drop-down list.
The options are: LAN Interfaces, WAN Interfaces, Locally generated and Not
Applicable (N/A).

Select the outgoing connection from the Destination Interface drop-down list.

Enter the DiffServ Code Point in the field provided. This has to be configured
in conjunction with other fields like the Source MAC, IP and Ingress Interface.

Enter the Source IP and netmask addresses in the Source IP and Mask fields.

Select the protocol for the interface from the Protocol drop-down list. The
options are: TCP, UDP, ICMP, None or Specify.

If you have selected the option: Specify in the previous step, you have to enter
the protocol number in the box next to Protocol.

Enter the Source and Destination ports in the respective fields.
Enter the source MAC address into the Source MAC field.

Enter the Local Routing Mark field if Locally Generated Ingress Interface was
previously selected.
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Step 11: Select the Class of Service from the drop-down list. The options range from
CoS1 to CoS6.

Step 12: Enter the Destination IP and netmask addresses in the Destination IP and
Mask fields.

Step 13: Click the Apply button to apply the settings.
Step 14: To save your configuration, please refer to the section under Save / Restart
Menu.

The following table lists the Policy Database screen fields and their definitions:

Field Description

Source Information

The incoming traffic interface for a Policy Database rule. The
Ingress Interface options include LAN Interfaces, WAN Interfaces, Locally
generated (traffic), and Not Applicable.

The DiffServ Code Point or DSCP value ranges from 1 to 255.
This field cannot be configured alone. Additional fields like IP,
Source MAC and/or Ingress Interface should be configured at
the same time.

Source IP The IP address of the traffic source,
This is the Source IP netmask. This field is mandatory if the

DiffServ Code Point

Mask Source IP has been entered.
The selections are: TCP, UDP, ICMP, Specify and None. If
you choose Specify, you need to enter the protocol number in
the box next to the Protocol field.

Protocol

This field cannot be configured alone. It has to be configured
along with fields such as the IP, Source MAC and/or Ingress
Interface. In addition, this field is also mandatory if the Source
Port or Destination Port has been entered.

This is the source protocol port. You cannot configure this
field without entering the protocol first.

Source MAC This is the MAC address of the traffic source.

Source Port
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Field

Description

Local Routing Mark

This field is enabled only when Locally generated is selected
in the Ingress Interface field. The mark for DNS traffic
generated by different applications are described below:

o Dynamic DNS: OxE1l
Dynamic Proxy: OxE2
Web Server: OxE3
MSNTP: OXE4

DHCP Server: OXE5
IP tables Utility: OXE6
PPP Daemon: OxE7
IP Route: OXE8

ATM Library: OXE9
Net Tools: OXEA

RIP: OXEB

RIP v2: OXEC

UPNnP: OXEE

Busybox Utility: OXEF
Configuration Manager: OxFO
DropBear Utility: OxF1
Voice: 0

[y vy [y vy Sy [y Ay

Destination Information

Destination Interface

The outgoing traffic interfaces for a Policy Database rule. The
options include LAN Interfaces and WAN Interfaces.

Class of Service

The selections for CoS in order of descending priority are:
CoS1, CoS2, CoS3, CoS4, CoS5, CoS6 and N/A, where
CoS6 has the lowest priority.

Destination IP

The IP address of the traffic destination.

Mask

The netmask for the destination. This field is required if the
destination IP field has been populated.

Destination Port

This is the destination protocol or port range. Similar to the
source port, you cannot configure this field without entering
the protocol first.
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8.15 Ingress

Ingress enables you to configure QoS for packets as soon as they come into the router.
The domain mappings are converted to CoS (Class of Service) so that priority marking is
carried over.

There are four Ingress modes:

Untrusted mode
Layer 2

Layer 3

Static
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8.15.1 Untrusted Mode

Untrusted mode is the default Ingress page setting for all interfaces. In this mode, all

packets are treated as CoS6 (best effort).

To access and configure Untrusted Mode, follow the steps below.

Step 1: From the Advanced tab, click the Ingress link provided. The following page

appears:

0 OPEN NETWORKS
et ‘ Home Setup Advanced

o

WLAN '
Wy Connection /]

Class of Service

SNTP a

SNMP Y Interface
Port Forwarding (® Untrusted @] ﬂ
IP Filters

LAN Clients

LAN Isolation TOS
Remote Web —
Access @ all

Bridge Filters
Dynamic DNS Client
IGMP Proxy )
Static Routing
Dynamic Routing
Policy Database
Egress

Shaper

SSH Access Control
SavefRestart Menu
Log Dut

Status Help |

Cancel

Save your configuration changes via the Save/fRestart Menu link on the left

Step 2: Select the connection from the Interface drop-down list. The options will differ

depending on the connections you have created.

Step 3: The Ingress Untrusted Mode is the default setting for all the interfaces.

NOTE

All interfaces that are not configured has the default Untrusted Mode.

Step 4: If you wish to change from Layer 2 or Layer 3 modes to Untrusted Mode, select
the appropriate radio button and refer to the Save / Restart Menu section to

save the changes made.

o OPEN Networks Pty Ltd | www.opennw.com

OPEM

113



iConnect625W ADSL/ADSL2+ Router User Guide

8.15.2 Ingress Layer 2

Layer 2 enables you to map an incoming packet with VLAN priority to CoS. This feature
is only configurable on the WAN interfaces as VLAN is only supported on the WAN side.

To configure Layer 2, follow the steps below.

Step 1:

From the Ingress screen, select the WAN Interface to configure the CoS

incoming traffic from the Interface drop-down list as shown below.

0 ‘ OPEN NETWORKS
oren

Home Setup Advanced Wireless Tools

@

SNTP @

SNMP "y Interface : m
Ethernet]

Port Forwarding ® Untrusted 9] LA 1) Static

LAN Clients

LAN Isolation TOS Class of Service

Remote Web =

Access @ all CosE

Bridge Filters

Dynamic DNS Client

IGMP Proxy )

Static Routing

Dynamic Routing

Policy Database

Egress

Shaper

SSH Access Control

SavefRestart Menu

Log Dut

Status Help |

Cancel

Save your configuration changes via the Save/Restart Menu link on the left

A maximum of 8 rules can be configured for each interface.
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Step 2:

Step 3:

Step 4:

Highlight the Layer 2 radio option. The following page appears:

9 ! OFEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uUPnP @ INGRESS
SNTP @

;| MyCannection
Port Forwarding O Untrusted O Layers () Static

IP Filters

LAN Clients

LAN Isolation Class of Service :

gig:’st: web @ User Priority :

Bridge Filters User Priority Class of Service
Dynamic DNS Client

IGMP Proxy .

Static Routing

Dynamic Routing

Policy Database

Ingress

Egress

Shaper

SSH Access Control [ Reset | [ apply | [ cancel |

Save/Restart Menu Save your configuration changes via the Save/Restart Menu link on the left

Log Out

Select the CoS options from the Class of Service drop-down list as shown.
The selections are in order of descending priority, i.e. CoS6 has the lowest
priority.

9 ‘ QEEN NETWEES S Home Setup Advanced Wireless Tools Status Help
uPnP a INGRESS
SNTP @
. | MyConnection v
il a Interface :
Port Forwarding (O Untrusted ® Layerz (O Layers (O Static
IP Filters
LAN Clients
LAN Isolation Class of Service
Remote Web =
A iies a User Priority :
Bridge Filters User Priority Class of Service

Dynamic DNS Client

IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control | Reset | | Apply | | Cancel

Save/Restart Menu Save your configuration changes via the Save/Restart Menu link on the left

Log Out

For example, if you select CoS1 for Class of Service field and 5 for Priority Bits
field, this means that any packets that have a User Priority bit of 5 is mapped to
CoS1 - the highest priority. This is given to the high priority packets such as
video.

Alternatively, if you select CoS2 in the Class of Service field and 1 in the Priority
Bits field, this meant that any packets that have a User Priority of 1 is mapped
to CoS2, the second highest priority. This is normally given to voice packets.

Select the priority from the User Priority drop-down list. The
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selections are from O to 7.

Any User Priority bits that have not been mapped to a CoS is defaulted to CoS6,
NOTE the lowest priority.

Step 5: Click the Apply button to apply the settings.

Step 6: To save your configuration, please refer to the section under Save / Restart
Menu.
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8.15.3 Ingress Layer 3

The Layer 3 page allows you to map ToS (type of service) bits of incoming packets from

the IP network to CoS for each WAN/LAN interface.

To configure Layer 3, follow the steps below.

Step 1:
list as shown on the screen below.

From the Ingress screen, select a LAN Interface from the Interface drop-down

O ‘ OPEN NETWORKS
—

uPnp -3
SNTP e
SNMP @

Port Forwarding
IP Filters
LAN Clients

LAN Isolation

Remote Web
Access @

Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Egress

Shaper

SSH Access Control
SavefRestart Menu
Log Dut

Step 2:

0 ‘ OPEN NETWORKS
aren

upPnp @
SNTP &
SNMP @

Port Forwarding
IP Filters
LAN Clients

LAN Isolation

Remote Web
Access @

Bridge Filters
Dynamic DNS Client
IGMP Proxy a
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control
Save/Restart Menu
Log Dut

Home Setup

Advanced Wireless Tools Status Help

Ethernet]

(® Untrusted @] LA 1

Interface

Static

TOS Class of Service

al

CoSe

Cancel

Save your configuration changes via the Save/fRestart Menu link on the left

Highlight the Layer 3 radio option. The following page appears:

Home Setup Advanced Wireless Tools Status Help

INGRESS

Interface : | MyConnection
O Layerz (& Layer3) (O Static

Class of Service :
Tos : I:I Default Non-IP:

TOS Class of Service

O Untrusted

| Reset | | Apply | | Cancel

Save your configuration changes via the SavefRestart Menu link on the left

Step 3: Select the CoS1 from the Class of Service drop-down list. The
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Step 4:

Step 5:

Step 6:
Step 7:

selections are in order of descending priority, i.e. CoS6 has the lowest priority.

In the ToS field, if you enter 22 for instance, this means that any incoming
packet from the selected Interface in Step 1 (Layer 3) with a ToS of 22 is
mapped to CoS1, the highest priority. This is normally given to voice packets.

Leave the default value CoS1 option in the Default Non-IP drop-down list. This
is the highest priority.

Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.
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8.15.4

Static Configuration

The Static page enables you to configure a static CoS for all packets received on a WAN

or LAN interface.

To configure Static, follow the steps below.

Step 1:

From the Ingress screen, select a LAN or WAN Interface from the Interface

drop-down list as shown on the screen below.

O ‘ OPEN NETWORKS
oren

UPRP a
SNTP @
SNMP @
Port Forwarding

IP Filters

LAN Clients

LAN Isolation

Remote Web
Access Q

Bridge Filters
Dynamic DNS Client
IGMP Proxy a
Static Routing
Dynamic Routing
Policy Database
Egress

Shaper

55H Access Control
SavefRestart Menu

Log Dut

Step 2:

O ‘ OPEN NETWORKS
oren

uPnP a
SNTP @
SNMP @
Port Forwarding

IP Filters

LAN Clients

LAN Isolation

Remote Web
Access

Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper
SSH Access Control

Save fRestart Menu
Log Ont
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Ethernet]
(® Untrusted O 4

WLAN '
Wy Connection /|

Setup Help

Interface

Static

TOS Class of Service

all Cosh

Cancel

Save your configuration changes via the Save fRestart Menu link on the left

Highlight the Static radio option. The following page appears:

Home Setup Advanced Wireless Tools Status Help

INGRESS

Interface : | MyConnection v

O Untrusted o Layerz O Layers

Class of Service :

| Reset | | Apply | | l:ancel|

Save your configuration changes via the SavefRestart Menu link on the left
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Step 3: Select the Class of Service from the drop-down list.
Step 4: Click the Apply button to apply the settings.

Step 5:  To save your configuration, please refer to the section under Save / Restart
Menu.
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8.16 Egress

For packets going out of the router, the markings (CoS) need to be translated to the
mappings understood by the network domains. The reverse CoS and domain mapping is
configured using Egress.

There are 3 Egress modes:
= No Egress
= Layer 2 - not supported for this version.
= Layer3

8.16.1 No Egress

To access No Egress, follow the step below.

Step 1: From the Advanced tab, click the Egress link provided. The following page

appears:
9 ‘ OEEN NETWOESRS Home Setup Advanced Wireless Tools Status Help |
SNTP e
ion : | Ethernetl v
SNMP Y Connection @ e
Port Forwarding @ Mo Egress o Layerz o Layers
IP Filters
LAN Clients

LAN Isolation

Remote Web
Access @ Mo Egress TCA defined

Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing

Policy Database

Ingress
Shaper
SSH Access Control
SavefRestart Menu Save your configuration changes via the Save/Restart Menu link on the left
Log Out
I The No Egress mode is the default setting for all interfaces. In this mode, the
NOTE domain mappings of the packets are untouched.
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8.16.2

The Egress Layer 3 page enables you to map CoS to ToS so that the priority marking of
outgoing packets can be carried over to the IP network.

Egress Layer 3

To configure Egress Layer 3, follow the steps below.

Step 1: From the Advanced tab, click the Egress link provided. The following page

appears:
9 ‘ OFEN NETWORKS Home Setup Advanced Wireless Tools Status Help
e @
SNTP @
ion ;| Ethernetl v
i . Connsction : | Ethemett  v]
Port Forwarding @ Mo Egress O Layerz O Laver3
1P Filters
LAN Clients

LAN Isolation

Remote Web
Access a

Bridge Filters

No Egress TCA defined

Dynamic DNS Client
IGMP Proxy a
Static Routing
Dynamic Routing
Policy Database
Ingress

Shaper

S5H Access Control

Cancel

Save/Restart Menu Save your configuration changes via the Save/Restart Menu link on the left

Log Out

Step 2: Select the interface from the Connection drop-down list to configure QoS for

outgoing traffic to the IP network.

Step 3: Highlight the Layer 3 radio option. The following page appears:

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uPnP a EGRESS
SNTP @
ion ¢ MyConnection »
- e Connection ;| Mylonn

Port Forwarding
IP Filters
LAN Clients

o Mo Egress O Layer2 @ Layer3
LAN Isolation

Default Non-1P:
Remote Web - .
Access Q Class of Service : Translated Tos: I:l

Bridge Filters

Class of Service Translated TOS

Dynamic DNS Client
IGMP Proxy a

Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control
SavefRestart Menu
Log Out
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Step 4:

Step 5:

Step 6:

Step 7:
Step 8:

8.16.3
Step 1:

Step 2:

Select the CoS value for all unclassified outgoing packets on Layer 3 from the
Default Non-IP drop-down list. The options are between CoS1 to CoS6 and
are in descending order of priority. The default value is CoS1 (recommended).

Some locally generated packets may not have been classified and therefore do
ﬁ not have a CoS value, such as ARP packets.

Select the CoS from the Class of Service drop-down list. The options are in
descending order of priority.

Enter the ToS value into the Translated ToS field. The type of service takes
value from 1 to 255.

Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.

Resetting Egress Mode

If you are making changes from Layer 3 modes to No Egress mode, click the
Reset button as shown below.

0 ‘ OPEMN NETWORKS
ores

Home Setup Advanced Wireless Tools Status Help
uPnP @ EGRESS
SNTP @
SNMP @ Connection :
Port Forwarding () Mo Egress 0 Layer2
IP Filters
LAN Clients
LAN Isolation Default Non-IP:
Eizz:;t: il e Class of Service : Translated Tos: l:l
Bridge Filters
Dynamic DNS Client Class of Service Translated TOS
IGMP Proxy &
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress
Shaper
SSH Access Control { Reset} apply T

Save/Restart Menu Save your configuration changes via the Save/Restart Menu link on the left

Log Out

Refer to the Save / Restart Menu section to save your configuration.
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8.17
Three Shaper algorithms are supported:

Shaper

m  HTB Queue Discipline
= Low Latency Queue Discipline
PRIOWRR

8.17.1
To enable HTB Queue Discipline, follow the steps below.

HTB Queue Discipline

Step 1: From the Advanced tab, click the Shaper link provided. The following page
appears:
9 ‘ GEEN NETWOERS Home Setup Advanced Wireless Tools Status Help
SNTP @
SNMP @
Port Forwarding Titgetaces
IP Filters [0 HTB Queue Discipline Max Rate: l:\
LAM Clients [0 Low Latency Queue Discipline
LAN Isolation
Remote Web a Cos1 : l:l Kbits  cosz l:l Kbits
Access
Bridge Filters cosar | |Kos cosai | ke
D ic DNS Client
Ko i Cos5 l:l Kbits  cose \:\ Kbits
IGMP Proxy a
[J PRIOWRR

Static Routing

Dynamic Routing

CoSz; l:l% CoS3: I:I% Cosd I:I% CoS5: l:l% CoSe l:l%

Policy Database
Ingress
Egress

SSH Access Control

| Reset | | Apply | | Cancel

Save your configuration changes via the SavefRestart Menu link on the left
SavefRestart Menu

Log Out

Step 2:
Step 3:

Select the interface from the Interface drop-down list.

Check the HTB Queue Discipline checkbox to enable this feature. In the
example below, the MyConnection has a total of 300 kbits of bandwidth, of

which 100 kbits is given to CoS1 and another 100 kbits is given to CoS2. When
there is no CoS1 or CoS2 packets, CoS6 packets have the whole 300 kbits of

bandwidth.
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0 ‘ OPEN NETWORKS
oren

Home Setup Advanced Wireless Tools Status Help
UPnP a Shaper Configuration
SNTP @
SNMP @

Port Forwarding nterface : | MyConnection
IP Filters @ HTB Queue Discipline Max Rate: I:I

LAN Clients [ Low Latency Queue Discipline

LAN Isolation

Remote Web CoS1 :1 ‘ Kbits  cozz (oo - Kbits
Access @
Bridge Filters Cos3 I:I Kbits  cozdq l:l Kbits
Dynamic DNS Client e

CoS5 l:l Kbits cose; @D |kbits

IGMP Proxy @

=
=

Static Routing D FRIOWRE

Dynamic Routing CoZZ I:I% Cos3 I:I% CoSd I:I% Cos5 I:I% CoZ6 I:I%
Policy Database

Ingress

Egress

| Reset | | Apply | | Cancel

Shaper
$SH Access Control Save your configuration changes via the Save/Restart Menu link on the left
SavefRestart Menu

Log Out

Step 4: Click the Apply button to apply the settings.

Step 5: To save your configuration, please refer to the section under Save / Restart
Menu.
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8.17.2 Low Latency Queue Discipline

To enable Low Latency Queue Discipline, follow the steps below.

Step 1: From the Advanced tab, click the Shaper link provided. The following page

appears:
9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

uPRnP @

SNTP @

SNMP @

Pt FafwaFding nterface : | Ethemet]

IP Filters [ HTB Queue Discipline Max Rate:

LAN Clients [ Low Latency Queue Discipline

LAN Isolation
Remote Web Cosl:

[ kot coso: [ Jwois
Access aQ
Bridge Filters Cos3 l:IKbitS CoS4 l:l

Dynamic DNS Client

CoSE Kbits  cose

IGMP Proxy @
Static Routing D FRLOWRR

Dynamic Routing Cos2 I:I% Cos3 I:I% Cos4 I:I% CoS5 I:I% CoS6 I:I%
Policy Database
Ingress
Egress

| Reset | | Apply | | Cancel

S5H Access Control

Save your configuration changes via the Save fRestart Menu link on the left
SavefRestart Menu

Log Dut

Step 2: Select the interface from the Interface drop-down list.

Step 3: Check the Low Latency Queue Discipline checkbox. The MyConnection
example below has a total of 300 kbits of bandwidth, of which 100 kbits is given
to CoS2 when there is no CoS1 packets. When there is no CoS1 or CoS2
packets, CoS6 packets have the whole 300 kbits of bandwidth.
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O ‘ OPEN NETWORKS
.

uPnP -3
SNTP e
SNMP @

Port Forwarding
IP Filters
LAN Clients

LAN Isolation

Remote Web
Access @
Bridge Filters

Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

Shaper

SSH Access Control
SavefRestart Menu
Log Out

Home Setup Advanced Wireless Tools Status

Shaper Configuration

Interface : | MyConnection ¥
[ HTB Queue Discipline Max Rate: l:l
'I'ﬁ Low Latency Queue Discipline

Cast l:l Kbits  cogz Kbits
Cos3 l:l Kbits  cozd l:l Kbits
Ca%5 l:l Kbits  coge 3”” Khbits

[ PRIOWRR

CoSE l:l% CoS3 l:l% Cosd l:l% Cos5 l:l% CoS6 l:l%

| Reset | | Apply | | Cancel

Save your configuration changes via the Save fRestart Menu link on the left

Help

CoS1 is not rate-controlled so the field is disabled.
noe

Step 4: Click the Apply button to apply the settings.

Step 5:
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8.17.3 PRIOWRR
PRIOWRR stands for Priority Weighted Round Robin.

To enable PRIOWRR, follow the steps below.

Step 1: From the Advanced tab, click the Shaper link provided. The following page

appears:

Home Setup Advanced

9 ‘ OPEN NETWORKS Wireless Tools Status Help

uPnp a
SNTP -}
SNMP e

Port Forwarding
IP Filters
LAN Clients

LAN Isolation
Remote Web

Access @

Bridge Filters

Dynamic DNS Client

IGMP Proxy @

Static Routing

Dynamic Routing

Interface : | Ethernetl v

[0 HTB Queue Discipline

[0 Low Latency Queue Discipline

Cos1 : l:l Kbits  cozz . l:l Kbits

CoS3 l:l Kbits  Cosq l:l Khits

Cos5 l:l Kbits  cose l:l Kbits
[] PRIOWRR

CosZ l:l% CoS3 l:l% Cosd :l:l% Cas5 l:l% CoZ6 l:l%

Policy Database
Ingress
Egress

SSH Access Control

| Reset | | Apply ||l:ance|

Sawve your configuration changes via the Save/Restart Menu link on the left
SavefRestart Menu

Log Out

Step 2:
Step 3:

Select the interface from the Connection drop-down list.
Check the PRIOWRR checkbox to enable it, as shown.

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
uPnP a Shaper Configuration
SNTP @
SNMP @

Interface : | MyConnection ¥

Port Forwarding

1P Filters [] HTB Queue Discipline

LAN Clients [0 Low Latency Queue Discipline

LAN Isolation

Remote Weh CoS1 Kbits  cogz .
Access @

1 1
Bridge Filters Cos3 I:I Kbits  -psg . I:I Ebits
— | —

Khits

Dynamic DNS Client

CoS5 ! Kbits  cose Khits

Cos2: l:l% Cos3: l:l% Cosd l:l% Cos5 l:l% Cos6 l:l%

IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress

Egress

‘ Reset | | Apply | | Cancel

Shaper
S5H Access Control Save your configuration changes via the Save fRestart Menu link on the left
SavefRestart Menu

Log Dut

Step 4. PRIOWRR operates only on the number of packets being transmitted, so the

Max Rate field has been disabled.
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Step 5:  Only percentages can be assigned to CoS2 - CoS6 fields. In the MyConnection
example below, when there are no CoS1 packets, CoS2, CoS3 and CoS4 each
have 10% and CoS6 has 70% as shown in the screen image below. This is
similar to the Low Latency Queue Discipline, except that PRIOWRR is packet-
based and the other is rate-based.

9 ‘ R N Home Setup Advanced Wireless Tools Status Help
uPnpP @ Shaper Configuration
SNTP 2
SNMP 2

Port Forwarding nterface : | MyConnection
IP Filters [0 HTB Queue Discipline Max Rate: l:l

LAM Clients [ Low Latency Queue Discipline

LAN Isolation

Remote Web Cosl: Kbits  cozz .
Access @

Bridge Filters cosgr [ Niis goepe [ it

Dynamic DNS Client

Khits

Khits

CoS5 ¢ Kbits  coze

IGMP Proxy .}
Static Routing G ERIDWRR

Dynamic Routing OS2, °.-"o CoS3 :l% CoSd :°.-"o Cos5 l:l% CoS6 : Y

Policy Database

Ingress

Egress

SH | Reset | | Apply | | Cancel
SSH Access Control Save your configuration changes via the Save fRestart Menu link on the left

SavefRestart Menu
Log Out

Step 6: Click the Apply button to apply the settings.

Step 7: To save your configuration, please refer to the section under Save / Restart
Menu.
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8.18

SSH Access Control

The SSH Access Control feature allows you to access the iConnect625W remotely via
SSH from the WAN side.

To configure SSH Access Control, follow the steps below.

Step 1:

Step 2:
Step 3:
Step 4:

Step 5:
Step 6:
Step 7:

From the Advanced tab, click the SSH Access Control link provided. The
following page appears:

0 ‘ OPEN NETWORKS
orex

Home Setup Advanced Wireless Tools Status Help
SNTP L
B @ Enable: [
ForEFofwarding Choose a connection:| My Connection V|
IP Filters
LAN Clients Remote Host IP:
LAN Isolation Remote Netmask:
Remote Web
Access aQ
Bridge Filters
Dynamic DNS Client
IGMP Proxy @
Static Routing
Dynamic Routing
Policy Database
Ingress
Egress
Sthieper
Save your configuration changes via the SavefRestart Menu link on the left

SavefRestart Menu
Log Out

Check the Enable checkbox.
In the Choose a Connection field, leave the default WAN connection selected.

In the Remote Host IP field, enter the WAN-side IP address that you will use to
access the iConnect625W router. The default setting is 0.0.0.0.

In the Remote Netmask field, enter the netmask of your WAN-side IP address.
Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.
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0. Wireless

The Wireless main page provides access to the following features:

Setup
Configuration
Multiple SSID
Security
Management
WDS

To access the Wireless Main page, click the Wireless tab as shown on the screen below.

o,

OPEN NETWORKS

= Home Setup Advanced Wireless Tools Status Help
Configuration The Wireless section allows you to configure wireless related features as follows:
Multiple S5ID
Security Setup Select o setup basic wireless pararneters for prirmary SSID,
Management Configuration Select to configure advanced wireless parameters,
wWDS mMultiple 551D Configure Multiple SSIDs for the access points,

Security Configure Wireless Security,

Configure Wireless Managerment as an additional level of
Management security by creating an allowed access list or a banned
access list to your access point

wDs Configure Wireless Distribution Systermn parameters,

Save/Restart Menu
Log Dut

Save your configuration changes via the Save/Restart Menu link on the left

Each of the features on the left menu is described in the following sections.
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9.1

Setup

To configure Setup, follow the steps below.

Step 1:

Step 2:
Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Step 9:

From the Wireless tab, click the Setup link provided. The following page
appears:

0 ‘ OPEN NETWORKS
==

Home Setup Advanced Wireless Tools Status Help
Configuration
Multiple S5ID
Security Enable aAP: @
Management Primary SSID:
WDS Hidden 55100 [
VLAN IO D

Channel B/G:
§02.11 Mode:

4x: O
User Isolation: [
QoS Support: [

SavefRestart Menu

Log Dut Note: you must Restart Accass Point for Wireless changes to take sffect.

Save your configuration changes via the Save fRestart Menu link on the left

The Enable checkbox is enabled by default for the access point (AP).

The default setting for the Primary SSID field is WLAN-AP-625W and you can
assign a unigue SSID to your AP, if required.

The maximum number of characters for the SSID field is 32 characters.

Nove

The Hidden SSID checkbox is used to enable/disable this feature. When the
hidden SSID is enabled, the SSID is removed from the beacon frames that the
AP transmits. This hides the AP from being seen by any other station.

The VLAN ID applies to the primary SSID. The default value is 0. Enter the
VLAN ID as required.

Next, enter the Channel B/G field. The default channel is 1 but different
domains have different ranges of channels. For example, the FCC default
channel in 2.4 GHz is 11.

Select the 802.11 Mode from the drop-down list. The options are: Mixed
mode, 11b only Mode, 11b+ Mode and 11g only Mode.

Check the User Isolation checkbox if you wish to prevent wireless users from
directly accessing other wireless users.

Check the QoS Support checkbox to enable QoS configuration. The QoS
settings can be found in the table provided below.

Step 10: Click the Apply button to apply the settings.
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Step 11: To save your configuration, please refer to the section under Save / Restart

Menu.

The following table lists the Setup screen fields and their definitions:

Field

Description

Enable AP

Enables / Disables the access point (AP).

Primary SSID

The primary SSID is the primary service set identifier of the
AP. The SSID field allows up to a maximum field length of 32
characters.

Hidden SSID

Enables / Disables the Hidden SSID feature. When the SSID
is removed from the beacon frames that the AP transmits. The
AP will no longer be seen by any other station.

VLAN ID

This is the VLAN ID for the Primary SSID. By default, multiple
SSID is disabled and the VLAN of the primary SSID is O.
When you enable multiple SSID, you are prompted to change
the VLAN ID of the primary SSID to a unique value between 1
and 4095.

Channel B/G

This is the channel on which the AP and the wireless stations
communicate.

802.11 Mode

You can select from the following modes:
e Mixed Mode

0 Both 802.11b and g modes are supported. The
legacy supported rates information element (SR IE)
contains the 802.11b legacy supported rates and the
additional OFDM supported rates. Extended SR IE
contains the extended support rates, if present.

e 11b Only Mode

0 The legacy SR IE contains only the 802.11b legacy
supported rates. The extended SR IE is not present.

e 11b+ Mode

o Similar to the 802.1b-only mode except that 22Mbps
PBCC rate/modulation is included.

e 11g Only Mode

0 The legacy SR IE contains only the OFDM additional
supported rates. The extended SR IE contains the
extended rates, if present.

4x

Enables / Disables the 4x feature. This function is Tl (Texas
Instruments) proprietary and is only available when both Ti
wireless station card and Tl RG are used.
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Field

Description

User Isolation

When checked, wireless users will not be able to directly
access other wireless users. Access can be controlled by the
AP.

The 3 states of enabling User Isolation feature are:

1. AP disabled basic set (BSS) bridging: Before user
isolation is enabled, the stations can exchange data via
the AP. This is disabled when user isolation is enabled.

2. All data is sent to the WAN.

3. Enable / Disable flag: No station has direct access to
other stations as a result of user isolation.

QoS Support

Please refer to the QoS Settings table provided below.
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9.2 Configuration

The Wireless Configuration page provides the advanced wireless network parameter
settings.

To access and enable Configuration, follow the steps below.

Step 1: From the Wireless tab, click the Configuration link provided. The following
page appears:

9 DEFN NETWORES Home Setup Advanced Wireless Tools Status Help

Configuration
Multiple SSID X X

Beacon Period: msec: DTIM Period: |3
Security

RTE Threshald: |2347 Frag Threshald: |2346
Management -

! v

o Power Level

Multi Domain Capability: Country String: | A

Current Reg. Domain:

Mie | £
—| 3.
R
T m
=
]

Private Reg. Domain:

SavefRestart Menu

Log Out Mote: you rmust Restart Access Point for Wireless changes to take effect

Save your configuration changes via the Save/Restart Menu link on the left

Step 2: The default value for the time interval between beacon frame transmissions in
the Beacon Period field is set to 100 milliseconds. Modify this value, if
required.

Step 3: The default value for the Delivery Traffic Identification Map period in the DTIM
field is set to 3. Modify this value, if required.

Step 4: Enter the Request to Send threshold in the RTS Threshold field. The defaulted
value is 2347.

Step 5: Enter the Fragmentation Threshold in the Frag Threshold field. The defaulted
value is 2346.

Step 6: Select the Power Level from the drop-down list. The options are: Full, 75%,
50%, 25% and 6%.

Step 7: Click the Apply button to apply the settings.

Step 8: To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the Configuration screen fields and their definitions:

Field Description

This refers to the time interval between beacon frame
Beacon Period transmissions, ranging from 0 - 65535 milliseconds (msec).
The default value of this field is 100 msec.

DTIM stands for Delivery Traffic Identification Method period.
The number of beacon frame transmissions before frames are
targeted for stations operating in low-power mode will be
transmitted. The default value of this field is 3.

RTS stands for Request to Send threshold. It refers to the
number of bytes in a MAC protocol data unit (MPDU) below
RTS Threshold which an RTS / CTS handshake will not be performed. The
default value is 2347. However, when 4x is enabled on the
Setup page, the RTS threshold value changes to 4096.

DTIM Period

This refers to the minimum length of a frame that will be

Fragmentation fragmented. The default value is 2346. However, when 4x is
Threshold enabled on the Setup page, the fragmentation threshold value
changes to 4096.

Multi Domain

Capability Not Applicable for end users.
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9.3

Multiple SSID

This feature allows you to create multiple SSIDs for the AP. The Multiple SSID features
support up to two SSID classes - one primary and one secondary.

To configure Multiple SSID, follow the steps below.

Step 1:

Step 2:
Step 3:

Step 4:
Step 5:
Step 6:

Step 7:

Step 8:
Step 9:
Step 10:

From the Wireless tab, click the Multiple SSID link provided. The following
page appears:

.,... OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
Configuration
Multiple S5ID
Security [J Enable Multiple 351D
SavefRestart Menu
Log Out Note: you must Restart Access Point for Wireless changes to take effect, Apply

Save your configuration changes via the SavefRestart Menu link on the left

Check the Enable Multiple SSID checkbox to enable this feature.
Enter the secondary SSID in the Secondary SSID field.

The maximum number of Secondary SSIDs that are supported is 3, in addition
F= to the Primary SSID.

The maximum number of characters for the Secondary SSID is 32 characters

and it is unique from the Primary SSID.

Enter the VLAN ID in the field provided.
Click the Add button. The Available Secondary SSIDS(s) section appears.

Click the Setup link and change the VLAN ID of the primary SSID to a number
between 1 and 4095.

To delete an SSID, check the applicable SSID, and click Delete button in the
pop-up window.

To delete all the SSIDs, check the Delete All checkbox.
Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.

o OPEN Networks Pty Ltd | www.opennw.com 137

OPEM



iConnect625W ADSL/ADSL2+ Router User Guide

9.4 Security

The Security provides 4 wireless network security options for configuration. These
include:

m None
m WEP
n 802.1x
m WPA

These options will be described in detail as follows.

If you have Multiple SSID enabled, you can assign security to each SSID. There are a
few rules / limitations that you should follow:

WEP cannot be assigned to more than one SSID,;

802.1x cannot be assigned to more than one SSID;

WEP and 802.1x cannot both be assigned concurrently to different SSID;
When more than one SSID exists with security enabled, the Authentication type
for WEP cannot be Shared.

9.4.1 No security

To access the wireless Security, follow the steps below.

Step 1: From the Wireless tab, click the Security link provided. The following page
appears:

Q

OPEN NETWORKS

Advanced Wireless Status

Configuration

Multiple SSID

Select an 2510 and its security Ievel:

Flansgement ®  None O WP Q s0zix O wea

WDS

Save fRestart Menu

Log Out Mote: vou must Restart Access Paoint for Wireless changes to take effect

Save your configuration changes via the Save/Restart Menu link on the left

Step 2:  The default SSID is WLAN-AP-625W. Select a different SSID as required.

Step 3:  The default wireless network security option is set to None. This means that
no security is used.
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9.4.2 WEP

WEP is a security protocol for WLAN. WEP provides security by encrypting data that is
sent over the WLAN.

To configure wireless security for WEP, follow the steps below.

Step 1: From the Wireless tab, click the Security link provided. The following page
appears:

o

Configuration

OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

Multiple SSID

Select an SSID and its security level: | WLAN-AP-E25W v

Management ® Mone O  wEeP O s0zax O wpa

wDSs

SavefRestart Menu

Log Out Mote: vou rmust Restart Access Point for Wirelesz changes to take effect.

Save your configuration changes via the Save fRestart Menu link on the left

Step 2:  If there are multiple SSIDs used, select the Select an SSID and its security
level from the drop-down menu.

Step 3:  Select the WEP protocol from the security options provided. The following
page appears:

©

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help

Setup Wireless Security

Configuration

Multiple S51D

Security Select an S5I0 and its security level: WLAN-AP-B2EW
Management o
WDS

Hone ® WEP @) 802.1x O wea
[ Enable WEP Wireless Security
Authentication Type:  Cpen

Select Encryption Key

Enter 10, 26, aor 58 hexadecimal digits for 64, 128 or 256 bit
Encryption Keys respectively, &g, Af A4 A4 A4 A4 for a key length of

SavefRestart Menu &4 bits,

Log Out MNote! you must Restart Access Point for Wireless changes to take effed,

Save your configuration changes via the SavefRestart Menu link on the left

Step 4. Check the Enable WEP Wireless Security checkbox to enable WEP wireless
security for the selected SSID, as shown.
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Step 5:

Step 6:

Step 7:
Step 8:

)

OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

Setup Wireless Security
Configuration
Multiple S5ID

Security Select an SSI0 and its security level: | WLAN-AP-BZEW

Management o) - ® WEP @) 502.1x O wWPa

WwDS
W] Enable WEP Wireless Security
Authentication Type:
B —

Select| Encryption Key | | Cipher |
® B4 hits v
O | | [64bits v
O | | [64bits ]
O | | [64bits v

Enter 10, 26, or 58 hexadecirmal digits for 64, 125 or 256 bit
Encryption Keys respectively, e.g., A% A8 AA A4 A4 for a key length of

Save fRestart Menu e biks;

Log Out Mote: vou rmust Restart Access Point for Wireless changes to take effect

Save your configuration changes via the Save/Restart Menu link on the left

Select the Authentication Type: Open, Shared or Both. The default setting is
OPEN.

Select the Encryption Key and select Cipher in bits. You will need to enter the
same key for the first time configuration of each station.

Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table lists the WEP wireless security screen fields and their definitions:

Field

Description

Select an SSID and
its Security Level

If multiple SSID is enabled, use the drop-down menu to select
the SSID that you want to apply wireless security to.

Enable WEP
Wireless Security

Check this field to enable WEP wireless security on the
selected SSID.

Authentication Type

This refers to the authentication algorithm to use when the
security configuration is set to Legacy. This field is enabled
when the WEP security field is checked. There are 3 options:

e Open (default): In open-system authentication, the
access point accepts any station without verifying its
identity.

e Shared: Shared key authentication requires a shared
key (WEP encryption key) be distributed to the stations
before attempting authentication.

e Both: If Both is selected, the access point will perform
shared-key authentication, then open-system
authentication.

Encryption Key

This field is enabled when the WEP security is checked to
identify the key value that is used when the security
configuration is set to WEP. The key length must match the
WEP cipher.

WEP Cipher

This field is enabled when the WEP security is checked. You
can select from 64 bits, 128 bits, and 256 bits - these are the
WEP cipher that is used when the security configuration is set
to WEP. This field is not used when the security configuration
is set to 802.1x and WPA.
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9.4.3 802.1x

802.1x is a security protocol for WLAN. It is a port-based network access control that
keeps the network disconnected until authentication is completed. 802.1x is based on
extensible authentication protocol (EAP). EAP messages from the authenticator to the
authentication server typically use the remote authentication dial-in user server (RADIUS)
protocol.

To configure wireless security for 802.1x, follow the steps below.

Step 1: From the Wireless tab, click the Security link provided. The following page
appears:

O

Configuration

OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |

Multiple SSID

Select an SSID and its security level: | WLAN-AP-E25W

Management ® Mone O WEP O so0zax O wra

WwDSs

Save/Restart Menu

Log Out Note: you rust Restart Access Point for Wireless changes to take effact. Apply

Save your configuration changes via the Save fRestart Menu link on the left

Step 2:  Select the 802.1x protocol from the security options provided. The following
page appears:

Q

Lo LS e T Home Setup Advanced Wireless Tools Status Help

Setup Wireless Security
Configuration

Multiple SSID

Security Select an SSID and its security level: | WLAN-AP-BZEW
Management O Mane 2] WEP O wra

WwDS
Radius Settings

Server IP Address:
Port: 13127
Secret: |
Group Key Interval:

Save fRestart Menu

Log Out Mote: you must Restart Access Point for Wireless changes to take effect
Save your configuration changes via the Save/Restart Menu link on the left
Step 3: Enter the IP address of the server under the Server IP Address field.

Step 4: The default Port is set to 1812. Enter a different port number if
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required.

Step 5: Enter the secret that the AP shares with the RADIUS server in the Secret field.

Step 6: Enter the group

key interval in seconds in the Group Key Interval field. The

default value is set to 3600.

Step 7: Click the Apply button to apply the settings.

Step 8: To save your configuration, please refer to the section under Save / Restart

Menu.

The following table lists the WEP wireless security screen fields and their definitions:

Field

Description

Select an SSID and
its Security Level

If multiple SSID is enabled, use the drop-down menu to select
the SSID that you want to apply wireless security to.

Server IP Address

The IP address of the RADIUS server. This is used for
authentication purposes.

Port

This is the protocol port of the RADIUS server.

Secret

This is the secret that the AP shares with the RADIUS server.
You can enter up to 63 alphanumeric characters.

Group Key Interval

The group key interval that is used to distribute the group key
to 802.1x and WPA stations. The default value of this field is
3600 seconds.
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944 WPA

WPA is a security protocol for WLAN. WPA uses a sophisticated key hierarchy that
generates new encryption keys each time a mobile device establishes itself with an AP.
Protocols including 802.1X, EAP, and RADIUS are used for strong authentication.

Like WEP, keys can still be entered manually (pre-shared keys); however, using a
RADIUS authentication server provides automatic key generation and enterprise-wide
authentication. WPA uses temporal key integrity protocol (TKIP) for data encryption.
WPAZ2, also known as 802.11i, uses advanced encryption standard counter mode CBC-
MAC protocol for data encryption.

To configure WPA wireless security, follow the steps below.

Step 1: From the Wireless tab, click the Security link provided. The following page
appears:

Q

Configuration

Multiple S5ID

Select an S5I0 and its security level: | WLAN-AP-BZEWY

Management ®

OPEN NETWORKS

Advanced Wireless Status

Mone O WEP O so0zax O wea
WDS

Save fRestart Menu

Log Dut Mote: you must Restart Access Point for Wireless changes to take effed.

Sawve your configuration changes via the Save fRestart Menu link on the left

Step 2:  Select the WPA protocol from the security options provided. The following
page appears:

Q

OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |

Setup Wireless Security
Configuration

Multiple S5ID

Security Select an S5ID and its security |eve|:|WLAN—AP-525W b

Management o Nofis O WEP O 802.1x
wDS
®WPa Owraz O anywea

[ Enable WPAZ Pre-authentication

Group Key Interval: |3600 Hote: This is shared by all WPA options,

@ Radius Server IP Address: [
Fort: [1812
Secret

O Pre-Shared Key PSk String: |

SavefRestart Menu

Log Out Mote: you must Restart Access Paint for Wireless changes ta take effect Apply

Save your configuration changes via the Save fRestart Menu link on the left
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Step 3: The WPA radio option is highlighted by default as shown above. You may
select from 2 other options provided as applicable: WPA2, AnyWPA.

Step 4. The default Group Key Interval field is set to 3600 seconds. Enter a different
interval time if required.

Step 5: The Radius Server is the default radio option selected. Select Pre-Shared
Key radio option if a pre-shared secret with the AP is used instead.

Step 6: Enter the IP address of the Radius Server in the IP Address field.

Step 7: The default port number is set to 1812. Enter a different port number in the
Port field if required.

Step 8: Enter the Secret field.

Step 9: Click the Apply button to apply the settings.

Step 10: To save your configuration, please refer to the section under Save / Restart
Menu.

The following table lists the WPA wireless security screen fields and their definitions:

Field Description

Select an SSID and If multiple SSID is enabled, use the drop-down menu to select
its Security Level the SSID that you want to apply wireless security to.

Enables stations that support WPA v.1 to
WPA
connect to the AP.
WPA Options WPA2 Enables stations that support WPA v.2 to
connect to the AP.
Enables stations that support WPA v.1 and
Any WPA WPA v.2 to connect to the AP.

Enable WPA2 Pre- Enables / Disables WPA2 pre-authentication. This field is only
Authentication activated when WPA2 or AnyWPA is enabled.

This value is measured in seconds. The default value is 3600
seconds.

When selected, the WPA stations authenticate with the
RADIUS server using extensible authentication protocol -
transport layer security (EAP-TLS) over 802.1x.

IP Address | The IP address of the RADIUS server.

Group Key Interval

Radius Server

Port The protocol port of the RADIUS server.
This is the secret that the AP shares with the
Secret RADIUS server. You can enter up to 63

alphanumeric characters into this field.

When selected, the WPA stations do not authenticate with the
RADIUS server using EAP-TLS. Instead, they share a pre-
shared key secret with the AP (ASCII format).

Pre-Shared Key PSK stands for the pre-shared key string. The
. PSK string needs to be entered in the first time
PSK String . ’ .
configuration of each station. You can enter 8 -
63 alphanumeric characters in this field.
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9.5 Management

The wireless Management function gives another level of security to your AP. It allows
you to create either an allowed access list or a banned access list and view a list of
stations associated with your access point.

The Associated Stations page allows you to see a list of all the stations associated with
the AP. From this screen, you can ban any station if required.

To configure Management and access Associated Stations, please follow the steps
below.

Step 1: From the Wireless tab, click the Management link provided. The following
page appears:

g QEEN-NETICES Home Setup Advanced Wireless Tools Status Help |

Configuration

Multiple SSID

I Access List I Associated Stations

Security

aive [ Enable Access List
O allow Oean

Mac Address: |

SavefRestart Menu

Log Dut Mote: vou rust Restart Access Point for Wireless changes to take effect
Save your configuration changes via the SavefRestart Menu link on the left
Step 2: Check the Enable Access List checkbox.

Step 3:  Highlight the Allow radio button to create an allowed access list or Ban radio
button to create a banned list.

You cannot select both Allow and Ban; you can only select one option.

Step 4: Enter a MAC address of an allowed or banned station in the MAC Address
field.

Step 5: Click the Add button.

Step 6: Repeat this step for each station you want to add to your access list.
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Step 7: To view associated stations, click the Associated Stations button. The
following page appears:

©

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help

Setup Wireless Management

Configuration

Multiple SSID

Security -
Management Associated Stations
wDSs

There are no Associated Stations at this time.,

Save fRestart Menu

Log Out Mote: you rmust Restart Access Point for Wireless changes to take effect Apply

Save your configuration changes via the Save/Restart Menu link on the left

Step 8: Click the Apply button to apply the settings.

Step 9: To save your configuration, please refer to the section under Save / Restart
Menu.
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9.6

WDS

Wireless Distribution System (WDS) is a system that interconnects BSS (Basic Service
Set) to build a premise wide network. BSS are communicating stations on a wireless

LAN.

WDS network allows users of mobile equipment to roam and stay connected to the
available network resources. You can configure your iConnect625W router AP as WDS
mode using the WDS page.

To configure WDS, follow the steps below.

Step 1:

Step 2:
Step 3:

Step 4:
Step 5:

Step 6:
Step 7:

Step 8:

From the Wireless tab, click the WDS link provided. The following page
appears:

g OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help |
Setup I Wireless Distvibution System |
Configuration
Multiple SSID :
WDS Mode: | Disabled
Security
WDS Mame: [WWDE_TI
Management =
Activate as Root:
=

WDS Privacy: [ Secret:
Bridaing Direction Enable MAC address

Uplink: [

Ciownlink 1:

Downlink 2:
Downlink 3:

Downlink 4:

OO0O0oaQO

SavefRestart Menu

Log Out Mote: you must Restart Access Point for Wireless changes to take effect, Apply

Save your configuration changes via the SavefRestart Menu link on the left

Select the WDS Mode option from the drop-down list to enable WDS.

The WDS Name is used to identify the WDS network. It is defaulted to
WDS_TI.

Check the Activate as Root checkbox for the WDS hierarchy to work.

Check the WDS Privacy to use a secured connection between APs in the
WDS network.

WDS Privacy is not supported in Crude mode.
ey y pp

Enter the secret privacy key in the Secret field.

The Uplink checkbox enables the uplink to enter a MAC address to the upper
device in the WDS hierarchy. It cannot be configured if Root is enabled.

Check the Downlink 1 - 4 checkboxes as required. Enter the MAC address of
the lower device in the WDS hierarchy.
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Step 9: Click the Apply button to apply the settings.

Step 10: To save your configuration, please refer to the section under Save / Restart
Menu.

The following table lists the WDS screen fields and their definitions:

Field Description

The following WDS modes are available:
e Bridge: In Bridge mode, the AP BSS is enabled.

e Repeater: In Repeater mode, the AP BSS is disabled
when connection to the upper layer AP is established.

e Crude: In Crude mode, the AP BSS service is always
WDS Mode enabled, but the links between APs are configured
statically and are not maintained.

e Disabled (Default): WDS is inactive.

In both Bridge and Repeater modes, WDS uses management
protocol to establish and maintain links between APs.

This is the WDS name that identifies the WDS network. The
WDS Name field takes up to 8 characters. Two or more WDS networks
may exist in the same area.

This field must be checked for the root device in the WDS
Activate as Root hierarchy. Only one WDS root device may exist in the WDS
network. This field is not applicable for Crude mode.

Checking this field commands the WDS manager to use a
secured connection between APs in the WDS network.

WDS Privacy Security settings must be the same in all APs in the WDS
network.

Secret This is the 32-character alphanumeric privacy key.

Uplink This is the BSS ID of the upper device in the WDS hierarchy.

P This uplink cannot be configured if Root is enabled.

Downlink 1
Downlink 2 | These are the BSS IDs of the lower device in

Downlink - the WDS hierarchy connected to this AP. Up to
Downlink 3 | four downlinks can be configured.
Downlink 4
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10. Tools

The Tools main page provides access to the following features:

Systems Commands
Remote Log - Router
User Management
Update Gateway
Ping Test

Modem Test

9 ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

System Commands

Remote Log - Router The Tools section allows you to zave vour configuration settings, restart the gateway, update the
firrnware for your router, setup user and remaote log infarmation and run Ping and Modem tests,
User Management

Update Gateway

Save the current configuration, Restart the gateway

SystenyLommands and Restore to factory defaults,

Ping Test

Setup Remote Logging for ADSL Router that
Modumirost Remote Log - Router forwards all logged information to one or more
rernote servers.

Configure or make changes to vyour User Mame and

User Management
password,

Upgrade the Gateway Firrnware and configuration

Update Gateway filas

Fun a Ping Test to ensure that your network

Ring Test connecktion iz working

Check that the connedivity fram the moderm to the

Modem Test WaAN iz working properly,

savefRestart Menu
Log Out

Save your configuration changes via the Save/Restart Menu link on the left

The following sections describe these features in detail.
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10.1 System Commands

Systems Commands allows you to save all your new settings, restart the iConnect625W
router, restart the Wireless Access Point and to restore default configurations.

To access System Commands, follow the steps below.

Step 1: From the Tools tab, click the System Commands link provided. The following
page appears:

0 ‘ OPEN NETWORKS
=

Home Setup Advanced Wireless Tools Status Help |
Remote Log - Router Systern Commands allow you to carry out basic system actions. Press the button to execute a
commmand,

User Management

Prezs this button in arder to permanently save the
current configuration of the Gateway, If you do restart

Update Gateway

" the systerm without saving your configuration, the
Fingdo st Gateway will revert back to the previously saved
Modem Test configuration,

Use thiz button to restart the systern, If vou have not
saved your configurations, the Sateway will revert back o
Restart the previously zaved configuration upon restarting,
MOTE: Connectivity to the unit will be lost, vou can
reconnect after the unit reboots,

Use this button to restart the Wireless Access Point, It is
Restart Access Poinl important to Restart Access Point any time you change
wour Wireless settings,

Use thiz button to restore factory default configuration,
Restore Defaults MCTE: Conneckivity to the unit will be lost, You can
recannect after the unit reboats,

Save fRestart Menu
Log Out

Step 2: Read the definitions in the table below for the purpose of each of the System
Commands buttons: Save All, Restart, Restart Access Point and Restore
Defaults.

The following table describes the Systems Commands screen fields and their definitions:

Field Description

This command allows you to permanently save the current
configuration of your iConnect625W router. If you restart the
system without saving your configuration, the iConnect625W
reverts to the previously saved configuration.

Restart This command allows you to restart the system.

This command allows you to restart the wireless AP. It is
important to restart the AP anytime you change your wireless
settings.

Use this command to restore factory default configuration.

Restore Defaults 5~ | Connectivity to the unit will be lost. You can
NOTE reconnect after the unit reboots.

Save All

Restart Access
Point
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10.2 Remote Log

The Remote Log feature is used in conjunction with the PC tool (software provided with
your iConnect625W router). You can select the Log Level, add an IP address and select
a logging destination on the Remote Log page.

The Remote Log feature allows you to forward all logged information to one or more
remote syslog servers. The type of information forwarded to the remote server depends
on the Log Level selected. Each log message is assigned a severity level, which indicates
how seriously the triggering event affects the iConnect625W functions.

When you configure logging, you must specify a severity level. Log Levels that are rated
at that level or higher are sent to the syslog server and can be viewed using the syslog
server application.

To configure the router settings using Remote Log, follow the steps below.

Step 1: From the Tools tab, click the Remote Log - Router link provided. The following
page appears:

g ‘ OPEN NETWORKS Advanced Wireless

System Commands Remote Log - Router Settings

Remote Log - Router

User Management

Log Level

Update Gateway Log Level: |IRINEE v

Ping Test
Modem Test &dd an IF Address: | | Add

Zelect a logging destination: | None +

SavefRestart Menu

Save your configuration changes via the SavefRestart Menu link on the left

Step 2: Select the Log Level from the drop-down options, as shown below. For PPPoE
and PPPoA connections, you can select Debug if you want to log the
connection information. This is helpful when trying to debug connection
problems.

o OPEN Networks Pty Ltd | www.opennw.com 152

OPEN



iConnect625W ADSL/ADSL2+ Router User Guide

Step 3:

Step 4:

Step 5:

Step 6:
Step 7:

g ‘ CEENMETHICE RS Home Setup Advanced Wireless Toals Status Help
System Commands Remote Log - Router Settings
Remote Log - Router
User Management QLDQ Lev)e
Update Gateway Log Level: | Motice
Ping Test .Zlanic
Modem Test add an IP Address: [Crﬁiﬁal :I
Errar

Select a logging destination: | N i

SavefRestart Menu

Save your configuration changes via the Save fRestart Menu link on the left

When you select a log level, all log information within this severity level and
ﬁ levels above it (i.e. more severe levels) are sent to the remote station.

Enter the IP Address of the remote station, e.g. the syslog server that the log
information is to be sent to.

Click the Add button. This station will be added to the drop-down list of the
Select A Logging Destination field.

Select the Logging Destination. You can edit the logging destination listing
using the Add or Delete buttons.

Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.
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The following table describes the Remote Log - Router screen fields and their definitions:

Field Description
There are 8 log levels listed in order of severity. The default log
level is Notice.
_ When you select a log level, all log information within
.%.‘aﬁ this severity level and levels above it (i.e. more severe
levels) are sent to the remote station.
Panic System panic or other condition that causes the
iConnect625W router to stop functioning.
Conditions that require immediate correction, such
Alert
as a corrupted system database.
Log Level Critical | Critical conditions, such as hard drive errors.
Error conditions that generally have less serious
Error consequences than errors in the emergency, alert
and critical levels.
Warning | Conditions that require monitoring.
. Conditions that are errors but might require special
Notice :
handling.
Info Events or non-error conditions of interest.
Software debugging message. Specify the level only
Debug when so directed by a technical support

representative.

Add an IP Address

You should enter the IP address of the remote host to which you
want the log information to be forwarded. You can add more IP
addresses and any IP addresses added will appear in the drop-
down list of the next field, Select a Logging Destination.

Select a Logging

Destination

You can select a destination IP address to delete. You can
customize the destination using the Add or Delete button.
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10.3

User Management

The User Management feature allows you to change your login and password details and
to define the idle timeout lapse time.

To access and make changes in the User Management page, follow the steps below.

Step 1:

Step 2:

Step 3:

Step 4:
Step 5:

Step 6:
Step 7:

From the Tools tab, click the User Management link provided. The following
page appears:

O] ‘ OPEN NETWORKS
e

Home Setup Advanced Wireless Tools Status Help

Remote Log - Router User Managernent iz used o change vour User Marne or Password,
User Management
Update Gateway User Marme:
Modem Test ;

Confirmed Password: |

Idle Timeout: minutes

SavefRestart Menu

Save your configuration changes via the SavefRestart Menu link on the left

Your default user name is root. Enter a new user name in the User Name field,
if required.

Your default password is P3N (zero-P-three-N). Enter a new password in the
Password field, if required.

If you have forgotten your password, you may press and hold the Reset button
ﬁ located at the back of your router for 10 seconds or more. The iConnect625W
router will reset to its factory default configuration and all custom

configurations will be lost.

Enter your new password again in the Confirmed Password field.

The default Idle Timeout field is 30 minutes. You will have to log back into the
iConnect625W router after your session has been inactive for 30 minutes. You
can amend the timeout period in the field, if required.

Click the Apply button to apply the settings.

To save your configuration, please refer to the section under Save / Restart
Menu.
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10.4 Update Gateway

The Update Gateway page allows you to update the iConnect625W router's firmware and
configuration files.

To upload and download configuration files and firmware for your iConnect625W router
using Update Gateway, follow the steps below.

Step 1. From the Tools tab, click the Update Gateway link provided. The following
page appears:

0 ‘ OPEN NETWORKS
=

Home Setup Advanced Wireless Tools Status Help |
Remote Log - Router To update your gateway firmware, choose an updated firmuware image or configuration file in "Select a
File", and then dick the Updste Gateway buttan, Additionally, you may download vour configuration file
User Management fram the systemn by clicking Get Configuration,
Update Gateway )
Select a F|Ie:| |[ Browse... |
Ping Test N
(Max file size 3.5 MB)
Modem Test Firmware Image can be the combined single
image with or without digital signature,
Update Gateway

The systern will be restarted autornatically, after the Filesystem image is
successfully updated, You will need to reconnect again to configure your
=setup,

Get Configuration

The systern will give the configuration file only if it was sarlier saved by
pressing "Savedll" in Systermn Cormmand Menu,

SavefRestart Menu
Log Out Status:

Save your configuration changes via the Save/Restart Menu link on the left

Step 2: Upload Firmware: click the Browse button and select the location of the
firmware file to be uploaded, e.qg. 'C:\Program Files\firmware v1.1".

The file size should not exceed 3.5MB as specified on the Update Gateway

L5 screen.

Step 3: Click the Update Gateway button. The status of the uploading appears at the
bottom of the page. When the upload is completed, the iConnect625W router
reboots and you are prompted to log in again.

Step 4: Get Configuration: Click the Get Configuration button. The following
dialogue box appears. Click the Save button to download the configuration file.
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File Download x|

Do you want to save thiz file?

— Mame:  config. bin
Type: Urknown File Type

From: 192,163.1.254

Save ] [ Cancel

harm pour computer. IF you do not trust the source, do not zave thiz

@ YWhile files from the Intermet can be uzeful, zome files can potentially
file. WWhat's the rigk?

Step 5: Upload Configuration: Follow Step 1 above to select the configuration file to
upload. Click the Update Gateway button to upload the configuration file. The
status of the uploading appears at the bottom of the page. When the upload is
completed, the iConnect625W router reboots and you are prompted to log in
again.
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10.5 Ping Test

Once the iConnect625W router has been configured, it is a good idea to make sure that
you can ping the network. If you can ping an IP on the WAN side successfully, you should
be able to surf the Internet.

To perform a Ping Test, follow the steps below.

Step 1: From the Tools tab, click the Ping Test link provided. The following page

appears:
g ‘ OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help
System Commands
Remote Log - Router
User Management Enter IP Address to ping: |192.168.1.254
Update Gateway Packet size: b,,tes
Ping Test
Murnber of echo requests: |3
Modem Test

PING 192.168.1.254 (192.168.1.254): 32 data bytes &
40 bytes from 192,168.1.254; icrmp_seq=0 ttl=255
time=0.0 ms

40 bytes from 192.165.1.254: icrp_seq=1 ttl=255 -
time=0.0 ms

40 bytes from 192,168.1.254: icrmp_seq=2 ttl=255
time=0.0 ms B

--- 192.168.1.254 ping statistics ---

£

SavefRestart Menu

Log Out
Save your configuration changes via the Save/Restart Menu link on the left

Step 2: Change or leave the default settings of the following fields:

s Enter the IP Address to Ping field where default setting is 192.168.1.254.
This is the WAN-side IP address that you want to ping;

m Packet Size field where the default settings is 32 bytes. You can define the
packet size of the ping test;

» Number of Echo Requests field where the default settings is 3. You can
define how many times the IP address will be pinged.

Step 3: Click the Test button. The ping results are displayed in the box shown on the
page. If the ping test was successful, it means that the TCP/IP protocol is up
and running. If the ping test failed, you should restart the iConnect625W router.
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10.6 Modem Test

The Modem Test feature is used to check the connectivity to the WAN. There are four
test types: F4 End, F4 Seqg, F5 End, F5 Seg. Each of these types may take a few
seconds to complete. In order for the test to work, at least one WAN connection must be
configured and a valid DSL link is available. If the DSL link is not connected, the test will
fail.

The OAM (operation, administration and maintenance) loopback cells (F4/F5) are used to
verify the connection between the iConnect625W and the ATM network. For the
iConnect625W, OAM loopback provides a valuable tool for diagnosing problems with the
DSL line. The two main purposes of the F4/F5 cells are:

= Fault Management (detection and notification);
= Loopback testing and link integrity

The ATM OAM is divided into several levels:
s F4: VP Level
o OAM information flows between network elements (NEs) used within
virtual paths to report an unavailable path or virtual path (VP) that cannot
be guaranteed. Segment flows are processed, as well as end-to-end
flows that terminate in the management processor.

s F5:VC Level
o OAM information flows between network elements (NEs) used within
virtual connections to report degraded virtual channel (VC) performance
such as late arriving cells, lost cells and cell insertion problems.
Segment flows are processed, as well as end-to-end flows that terminate
in the management processor.

Both F4 and F5 flows can be configured as one of the test types:

= Segment
o0 This test verifies that ATM continuity exists between the virtual channel
link segments from the iConnect625W router to the DSL provider
network (typically this is a DSLAM at the DSL provider site). DSLAM
stands for Digital Subscriber Line Access Multiplexer.

= End-to-End
o This test verifies ATM continuity exists of the virtual channel link with the
ATM endpoint, such as a remote broadband access router located at the
DSL provider or ISP site.

Before you attempt any of these modem tests, ensure the following:
= Your DSL Provider / ISP supports them;
= You have a valid DSL link.

To perform a modem test, follow the steps below.

o DPEN Networks Pty Ltd | www.opennw.com 159
—



iConnect625W ADSL/ADSL2+ Router User Guide

Step 1: From the Tools tab, click the Modem Test link provided. The following page

w_, ‘ QEEN NETIOS Home Setup Advanced Wireless Tools Status Help
System Commands Modem Test
Remote Log - Router This test can be used to check whether vour Madern is properly connected to the Metwark, This test
rnay take a few seconds to complete, To perfarm the test, select your connection from the list and
User Management press the Test button,

Update Gateway
Connection  Type WPL:WCI
O MyConnection pppoe  8:35

Test Type:

Ping Test

Madern Test Result: Mo testis running

SavefRestart Menu

Log Dut

Save your configuration changes via the Save fRestart Menu link on the left

Step 2: Select the Connection you want to test and the Test Type.

You will not be able to perform a modem test without any WAN connections

ﬁ configured.

Step 3: Click the Test button. The modem test results are displayed on the page.
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The following table describes the Modem Test Types and their definitions:

Field

Description

Test Type

There are 4 Test Types available.

F5 End

Connectivity to the BRAS server can be verified by
initiating an F5 Seg loopback via the DSLAM and to
the authentication server. A DLSAM is a mechanism
at the service provider's central location that links
many customer DSL connections to a single-speed
ATM line.

F5 Seg

Lost and corrupted ATM cells can be quickly ruled
out in the field by initiating a F5 Seg loopback (also
known as ATM ping) to the DSLAM and have the
DSLAM respond by looping back the OAM cells. By
ruling out problems with the ATM Layer, the service
provider can then focus on examining higher layer
protocols and other configurations to isolate the
problem.

F4 Seg

Segment - the end of the connection segment.

F4 End

End-to-End - the end of t a VC/VP connection where
the ATM cells are terminated.
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11. Status

The Status tab of the iConnect625W web interface allows you to view the status and
statistics of different connections and interfaces. This page provides access to the
following status pages:

Network Statistics;
Connection Status;
DDNS Update Status;
DHCP Clients;
QOS-TCA NTCA Status;
Modem Status;
Production Information;
System Log;

WDS Report

Each of the features under the Status Tab is described in the following sections.

g QEENNET RIS Home Setup Advanced Wireless Tools Status Help |
Network Statistics
Connection Status The Status sedhion allows you to view the Status and Statistics of different connedbions and interfaces,

DDNS Update Status
. Wiew the Statistics of the transmitted and recaived
DHCP Clients e St packets for different interfaces -
Ethermet /DL Wirelezs, as well az collisions or
QoS5-TCA NTCA Status iy

Modem Status

Connection Status Wiew the Status sumrmary of different connedions,

Product Information
DDNS Update Status  View the status of DDNS updates,

System Log
DHCP Clients Wiew the list of DHCP clients,

WDS Report
DoS-TCA NTCA Status Yiew the QoS-TCA NTCA Status,

Wiew the Status and Statistics of your broadband

Modem Status (D5L) connection,

BroducE e aton wiew the Praduc Information and Saoftware

Wersions,
System Log Wiew all logged information.
WDS Report “Wiew the WDS report and Statistics of your rauter,

SavefRestart Menu

Log Dut
Save your configuration changes via the Save fRestart Menu link on the left
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111 Network Statistics

The Network Statistics page shows you details of transmitted and received packets for
your Ethernet and DSL connections, along with any collisions or errors.

From the Ethernet Network Statistics screen, you can view the network statistics of the
following interfaces by clicking the appropriate radio button at the top of the screen:

n Ethernet;
n DSL;
n Wireless.

To access and view the Network Statistics screen and interfaces, follow the steps in the
four sections below.

11.1.1  Ethernet Statistics
Step 1: Click the Status tab and the Network Statistics link. The following page
appears:
g QREENNETWORES Advanced Wireless Status
Connection Status Choose an interface to view your network statistics:
DDNS Update Status (® Ethernet O DsL O wireless
DHCP Clients Transmit
e A T gssg ¥§ grrzrgjcsast Frames éﬁ??ﬂ
Modem Status Good Tx Multicast Frames i}
Tx Total Bytes 7940129
Product Information Collisions o
Error Frames o
System Log Carrier Sense Errors 0
WDS Report Receive
Good Rx Frames 16630
Good Rx Broadecast Frames 529
Good Rx Multicast Frames El
Rx Tatal Bytes 2056460
CRC Errors o
Undersized Frames 1}
Overruns o
SavefRestart Menu
Log Out
Save your configuration changes via the SavefRestart Menu link on the left
Step 2: The default setting for the Network Statistics interface is Ethernet.
Step 3: Click the Refresh button to update the screen details of the network statistics.
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11.1.2 DSL Statistics

Step 1: From the Network Statistics page, highlight the DSL interface radio button to
view the DSL network statistics. The following page appears:

O]

OPEN NETWORKS

o Home Setup Advanced Wireless Tools Status Help
MNetwork Statistics Network Statistics
Connection Status Choose an interface to view your network statistics:

DDNS Update Status O Ethernst O wireless

DHCP Clients Transmit
QOS-TCA NTCA Status Tx PDUs S0zl
Tx Taotal Bytes 336186

Modem Status Tx Total Error Counts 0

Product Information Receive

Syst L Rx PDUs 3950
Lkl Rx Total Bytes 312690

WDS Report Rx Total Error Counts 0

SavefRestart Menu

Save your configuration changes via the SavefRestart Menu link on the left

Step 2: Click the Refresh button to update the screen details the DSL network
statistics.
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11.1.3 Wireless Statistics

Step 1:

From the Network Statistics page, highlight the Wireless radio button to view

the Wireless network statistics. The following page appears:

0]

OPEN NETWORKS

Home Setup Advanced

Network Statistics

Connection Status Choose an interface to view your network statistics:

DDNS Update Status O Ethernet O psL
DHCP Clients Transmit
QOS-TCA NTCA Status MPDUs
MSDUs
Modem Status Multicast MSDUs
2 Failed MSDUs
Product Information Retry MSDUs
System Log Receive
WDS Report MPDUs
MSDUs

Multicast MSDs
FCS Error MPDUs
MIC Failure MSDUs

Crecrypt Error MPDUs

SavefRestart Menu
Log Out

Wireless

Metwork Statistics

Tools Status Help
17202
19655
1)
2453
2453
1)
1933257
o
65535
o
o

Save your configuration changes via the SavefRestart Menu link on the left

Step 2:
statistics.
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11.2 Connection Status
The Connection Status screen displays a status summary of the ADSL connection.

To view the Connection Status, follow the steps below.

Step 1: Click the Status tab and the Connection Status link. The following page
appears:

Q

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help

Network Statistics Connec tion Status (1)

Connection Status

DDMNS Update Status

Description Tvpe 1P State Cnline Disconnect Reasaon
MyConnection pppoe 10.129.129.234 Connected 4hr Smin 19sec N/A

DHCP Clients
QOS-TCA NTCA Status
Modem Status
Product Information
System Log

WDS Report

SavefRestart Menu

Sawve your configuration changes via the Save/Restart Menu link on the left

The following table describes the Modem Test Types and their definitions:

Field Description
Description This is the name of the connected ADSL profile.
Tvne This is the authentication type of the ADSL connection. E.g.:
yp PPPOE, PPPOA, Static.

P The WAN IP Address is displayed here when the connection is
established.
The ADSL connection status is displayed here. This is the

State connection between your iConnect625W and the DSLAM at your

ISP. In normal operation, this must be connected.
This is the duration of the Internet connection time for the

Online connection Type specified.
Disconnect If the connection is not active, the reason for disconnection is
Reason displayed here.
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11.3 DDNS Update Status

DDNS stands for Dynamic Domain Name System. It provides you with a view of your
WAN connection and the DDNS update status of your iConnect625W.

To view the DDNS update status of your iConnect625W router, follow the steps below.

Step 1: Click the Status tab and the DDNS Update Status link. The following page

appears:
9 QEEN NETWOERS Home Setup Advanced Wireless Tools Status Help

Connection Status
DDNS Update Status Connection: MyConnediDn M
DHCP Clients )
QOS-TCA NTCA Status DDNS Server: | DynDMNS v
Modem Status
Product Information DDNS Client is disabled
System Log
WDS Report
Save fRestart Menu
Log Out

Save your configuration changes via the SavefRestart Menu link on the left

Step 2:  As shown on the screen above, the DDNS is disabled by default for your
iConnect625W router. To enable DDNS, refer to the section on Dynamic DNS
Client. When the DDNS client is enabled, the DDNS client updates every time
the iConnect625W router gets a new IP address.

Step 3:  Select the DDNS server from a list of DDNS service providers. The status and
error description (if any) will be displayed.
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The following table describes the DDNS Status fields and their definitions:

Field Description

This field defaults to your iConnect625W's WAN connection over
which your router can be accessed.

DDNS Server This is where you select the server from different DDNS service
providers. Only DynDNS and TZO are supported.

The status could be one of the following:

Connection

The IP address of the client has been
Updated changed and an update has been sent to the
Status DDNS server.
No Change The IP address of the client has not changed.
Error There is an error with the DDNS update.

If the DDNS update status is Error, this field gives a description

Error Description | v o error.
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11.4 DHCP Clients

If you have enabled the DHCP server, you can view a list of the DHCP clients on your
LAN from the DHCP Clients page.

To view DHCP Clients, follow the steps below.

Step 1: Click the Status tab and the DHCP Clients link. The following page appears:

9 e IO Home Setup Advanced Wireless Tools Status Help
Connection Status Select LAN:| LAM group 1 ¥
DDNS Update Status MAC Address IPF Address Host Mame Lease Time
DHCP Clients 00:16:17: 303052 192.168.1.100 COPEMOOSES & days 18:44:24

00S-TCA NTCA Status
Modem Status
Product Information
System Log

WDS Report

Save fRestart Menu

Save your configuration changes via the SavefRestart Menu link on the left

Step 2:  From the Select LAN drop-down list, select the LAN group whose DHCP
details you wish to view.

Step 3:  Click the Refresh button to update the screen details. The following
information of the DHCP LAN clients is displayed:

s MAC Address
m |P Address
m  Host Name
m Lease Time
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11.5 QoS-TCA NTCA Status

To view Qo0S-TCA NTCA Status, follow the steps below.

Step 1. Click the Status tab and the QoS-TCA NTCA Status link. The following page

appears:

OPEN NETWORKS

Network Statistics
Connection Status
DDMNS Update Status
DHCP Clients

I QOS-TCA NTCA Status

Modem Status
Product Information
System Log

WDS Report

SavefRestart Menu
Log Out

o OPEN Networks Pty Ltd | www.opennw.com
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Home

Setup

Advanced

Wireless

QO0S FrameWork : Enabled
Scheduling Algorithm : Strict Round-Robin

NQM Received Statistics

Cosd Phkts
CoszZ Pkts
Cos3 Phts
Cos4 Pkts
Cos5 Pkts
Cosk Pkts

received :
received :
received :
received :
received :
received

a

oo oo

: 41571

MM Congestion Control

Cosl Queus  Emphy
Cos2 Queus  Emphy
Cos3 Queue @ Empty
Cosd Queus  Emphy
CosS Queus  Emphy
Cosfé Queue ! Empty

Congestion State @

Save your configuration changes via the Save/Restart Menu link on the left

Mot Congested

Tools

NQM Dropped Statistics

Cosl Pkts received @

]

CosZ Pkts received : 0

Cos3 Pkts received @
Cosd Pkts received @
CosS Pkts received @
Cos6 Pkts received @

Packets Remarked :

oooo

Translation Statistics

529

Packets Unchanged : 0
Mon-Ip Packets Marked : 9

Unclassified Ip Packets Marked © 2

Status

Unclassified Mon-Ip Packets Marked : 1

Unclassified LayerZ Packets @

Classification Statistics

Classification Errors @

1}

UnClassified Packets : 0 Fragmented Packets = 0

]

Help
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11.6 Modem Status

The Modem Status page provides the status and statistics of your broadband (DSL)
connection.

To view Modem Status, follow the steps below.

Step 1: Click the Status tab and the Modem Status link. The following page appears:

o

Network Statistics

Connection Status

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help

Modemn Status
DDNS Update Status

Connection Status Connected
DHCP Clients Us Rate (Kbps) 1023
Ds Rate (Kbps) 23994

QOS-TCA NTCA Status US Margin &

Modem Status DS Margin 1z
ADEL_Zplus

Trained Modulation

Product Information LOS Errors i]
Sviban Lo DS Line Attenuation z
Us Line Attenuation o
WDS Report Peak Cell Rate 2412 cells per sec
CRC Rx Fast 202
CRC Tx Fast o
CRC Rx Interleaved ]
CRC Tx Interleaved o
Path Mode Fast Path

DSL Statistics

MWear End F4 Loop Back Count o
Mear End F5 Loop Back Count 1]

SavefRestart Menu

Save your configuration changes via the Save/Restart Menu link on the left

Step 2:  Click the Refresh button to update the screen details.
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11.6 Product Information

You can verify product information such as the model, driver, hardware and software
versions in the Product Information area of the web interface.

To view the Product Information page, follow the step below.

Step 1: Click the Status tab and the Product Information link. The following page
appears:

O

Network Statistics

Connection Status

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help |

DDMNS Update Status
DHCP Clients
QOS-TCA NTCA Status

Modem Status Product Information

Product Inf t Model Murnber iConnect 625w
roduct Information el Sl

System Log Zerial Murmber none

WDS Report Ethernet MAC 00:30:0A:77:00:93
DEL MAC 00:30:08:77:00:94
AP MAC 00:12:0E:53:48:E3

Software Yersions

Firmware VYersion 625W R10-07 OPEN

SavefRestart Menu
i Save your configuration changes via the SavefRestart Menu link on the left
og Ou

o OPEN Networks Pty Ltd | www.opennw.com 172

OPEM



iConnect625W ADSL/ADSL2+ Router User Guide

11.7 System Log

You can view all logged information in the System Log area of the web interface. This
page allows you to view all logged information.

Depending on the severity level, the logged information generates log reports to a remote
host (if remote logging is enabled). Up to 32 logs can be displayed on this page.

To view the System Log page, follow the steps below.

Step 1. Click the Status tab and the System Log link. The following page appears:

©

Network Statistics

Connection Status

OPEN NETWORKS Home Setup Advanced Wireless Tools Status Help

DDNS Update Status .
Co53 Phts Received

=10

DHCP Clients CoS4 Pkts Received = 0

C0S5 Pkts Received = 0
QO3 TLA NTEA Status CoS6 Pkts Received = 41571
-- MQM Dropped Statistics --

Modem Status C0o51 Pkts Dropped =10
Product Information CoZ2 Pkts Dropped
Co53 Pkts Dropped
CoS4 Pkts Dropped
CoS5 Pkts Dropped
WDS Report CoS6 Pkts Dropped
-- NQM Cangestion Control --

|2

(I T
coocoo

Co51 Queue = Empty
CoS2 Queus = Empty
CoS3 Queus = Empty
o34 Queue = Empty
Co%55 Queus = Ermpty
CoS6 Queue = Empty
Congestion State = Not Congested

|€

SavefRestart Menu

Save your configuration changes via the Save fRestart Menu link on the left

Step 2:  Click the Refresh button to update the screen details.
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11.9 WDS Report

The WDS report allows you to view the following WDS-related wireless activities of your
iConnect625W router:

= WDS configuration and states;
WDS management statistics;
WDS database

To view the WDS Report page, follow the steps below.

Step 1: Click the Status tab and the WDS Report link. The following page appears:

©

Network Statistics

Connection Status

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help |

DDNS Update Status

WDS is disabled,
DHCP Clients WS is disabled,
WDS is disabled,
QOS-TCA NTCA Status
Modem Status
Product Information

System Log

WDS Report

SavefRestart Menu

Save your configuration changes via the SavefRestart Menu link on the left

Step 2:  Click the Refresh button to update the screen details.
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12. Help
The Help tab allows you to access the various Help sections for the following:

n Firewall
n Bridge Filters
n LAN Clients
n LAN Group Configuration
n PPP Connnection
" UPnP
" RIP
" QoS
g ‘ QEEN NETWEIERS Home Setup Advanced Wireless Tools Status Help
SavefRestart Menu
Log Out The Help zection contains information about Firewall, Bridge Filters, LAM Clients, LAN Group
Configuration, PPP Connection, UPRP, RIP and QoS
& I Help section for Part Forwarding, Access
Hrewal Caontral, and Advanced Security,
Bridge Filters Help section for Bridge Filters,
LAN Clients Help section for LaN Clients,
_ Help secion for Configuring LAN
LAN Group Confiquration Groups with static IP Address,
POP Connection Help sec.tion far establishing a PPP
e Connecion,
uPnp Help section for URPRP,
Help section for RIP (Routing
RIE: Information Protocal),
Dos Help section for QoS5
Save your configuration changes via the Save/Restart Menu link on the left
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13. Save / Restart Menu

The Save / Restart Menu link on the left menu is the same page as that of Systems
Commands. It allows you to save all your new settings, restart the iConnect625W router,
restart the Wireless Access Point and to restore default configurations.

To access Save/Restart Menu, follow the steps below.

Step 1: From the left menu, click the Save/Restart Menu link provided. The following
page appears:

0 ‘ OPEN NETWORKS
oren

Home Setup Advanced Wireless Tools Status Help |
Systemn Commands System Commands
Remote Log - Router Systermn Cornrmands allow you to carry out basic systermn actions, Press the button to execute a
cornrnand,

User Management

S Press this button in order to permanently save the
pdate Gateway current configuration of the Gateway, If you do restart

Ping Test m the systern without saving your configuration, the

Gateway will revert back to the previously saved
Modem Test configuration.

Use thiz button to restart the systern. If you have not
zaved your configurations, the Gateway will revert back to

the previously saved configuration upon restarting.

MSTE: Connectivity to the unit will be lost, You can
reconnect after the unit reboots,

Uze thiz button to restart the Wireless Access Point, It iz

Restart Access Poind important to Restart Access Paint any time you change

wour Wireless settings,

Use this button to restare factory default configuration,

Restore Defaults MOTE: Connacdivity to the unit will be last, Yaou can
e st e | Restore Defaults | v

reconnect after the unit reboots,

Log Out

Step 2: Click the Save All button to save the configurations made. A message dialogue
box appears. Click the OK button to save your configurations permanently.

Microsoft Internet Explorer |E|

\ ? } SAVE ALL? This will permanently save wour configuration

[ 8] 4 J [ Cancel

Step 3: Click the Restart button if you wish to restart the router.

Step 4: Read the definitions in the table below for the purpose of each of the System
Commands buttons: Save All, Restart, Restart Access Point and Restore
Defaults.
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The following table describes the Save/Restart Menu screen fields and their definitions:

o OPEN Networks Pty Ltd | www.opennw.com

OPEN

Field

Description

Save All

This command allows you to permanently save the current
configuration of your iConnect625W router. If you restart the
system without saving your configuration, the iConnect625W
reverts to the previously saved configuration.

Restart

This command allows you to restart the system. If you have
not saved your configurations

Restart Access
Point

This command allows you to restart the wireless AP. It is
important to restart the AP anytime you change your wireless
settings.

Restore Defaults

Use this command to restore factory default configuration.

s Connectivity to the unit will be lost. You can
NOTE | reconnect after the unit reboots.
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14.

Log Out

After you have completed configuring your iConnect625W router, you may log out of the

router.

To Log Out, follow the steps below.

Step 1:

Step 2:

Step 3:

Before you log out of the router, ensure that you have saved any changes
made.

Click the Log Out link on the left menu. The following page appears with the
message prompt: Are you sure you want to Log Out?

©

Save fRestart Menu

OPEN NETWORKS

Home Setup Advanced Wireless Tools Status Help |

Are you sure you want to Log Out?

Save your configuration changes via the Save/Restart Menu link on the left

Click the Log Out button to exit, or click the Cancel button to return to the
main menu.
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15.

Troubleshooting

If the router is not functioning properly, first check this chapter for simple troubleshooting
before contacting your service provider.

15.1

Problems starting up the router

Problem

Corrective Action

None of the LEDs
are on when you
turn on the router.

Check the connection between the adaptor and the router. If the
error persists, you may have a hardware problem. In this case you
should contact technical support.

You have
forgotten your
router login
and/or password.

Try the default login and password by referring to Section 3. If this
fails, you can restore your router to its factory settings by holding the
Reset button on the back of your router for more than 6 seconds.

15.2

Problems with the WAN Interface

Problem

Corrective Action

Initialization of
the PVC
connection
(“linesync”)
failed.

Ensure that the telephone cable is connected properly from the
ADSL port to the wall jack. The ADSL LED on the front panel of the
router should be on. Check that your VPI, VCI, encapsulation type
and type of multiplexing settings are the same as those provided by
your ISP. Reboot the router. If you still have problems, you may
need to verify these settings with your ISP.

Frequent loss of
ADSL linesync
(disconnections).

Ensure that all other devices connected to the same telephone line
as your router (e.g. telephones, fax machines, analogue modems)
have a line filter connected between them and the wall socket
(unless you are using a Central Splitter or Central Filter installed by
a qualified and licensed electrician), and ensure that all line filters
are correctly installed and the right way around. Missing line filters
or line filters installed the wrong way around can cause problems
with your ADSL connection, including causing frequent
disconnections.

15.3

Problems with the LAN Interface

Problem

Corrective Action

Cannot ping any
computers on the
LAN.

Check the Ethernet LEDs on the front panel. The LED should be on
for a port that has a computer connected. If it is off, check the
cables between your router and the computer. Make sure you have
uninstalled any software firewall for troubleshooting.

o OPEN Networks Pty Ltd | www.opennw.com

OPEN

179




iConnect625W ADSL/ADSL2+ Router User Guide

16. Glossary Table

Term Definition
ADSL Asymmetric Digital Subscriber Line
ANSI American National Standards Institute
AP Access Point
ARP Address Resolution Protocol
ATM Asynchronous Transfer Mode
BRAS Broadband Routing Authentication Service
BSS Basic Service Set
CDVT Cell Relay Variation Tolerance
CHAP Challenge Handshake Authentication Protocol
CoS Class of Service
DDNS Dynamic Domain Name System
DHCP Dynamic Host Control Protocol
DMZ Demilitarized Zone
DNS Domain Name System
DoS Denial of Service
DSCP Differentiated Service Code Protocol
DSLAM Digital Subscriber Line Access Multiplexer
DTIM Delivery Traffic Identification Map
EAP Extensible Authentication Protocol
HTTP Hypertext Transfer Protocol
ICMP Internet Control Message Protocol
IGMP Internet Group Management Protocol
IP Internet Protocol
ISP Internet Service Provider
LAN Local Area Network
LED Light Emitting Diode
LLC Logical Link Control
MAC Media Access Control
MBS Maximum Burst Size
MBPS Megabits per second
MTU Maximum Transmission Unit
NAT Network Address Translation
PAP Password Authentication Protocol
PCR Peak Cell Rate
PPP Point-To-Point Protocol
PPPOA Point-To-Point Protocol over ATM
PPPoE Point-To-Point Protocol over Ethernet
PPTP Point-To-Point Tunnelling Protocol
PRIOWRR Priority Weighted Round Robin
PVC Permanent Virtual Circuit
QoS Quality of Service
RFC Request for Comments
RIP Routing Information Protocol
SCR Sustained Cell Rate
SNMP Simple Network Management Protocol
SNTP Simple Network Time Protocol
SPI Stateful Packet Installation
SR IE Supported Rate Information Element
SSID Service Set Identification
TCP/IP Transfer Control Protocol/Internet Protocol
TKIP Temporal Key Integrity Protocol
ToS Type of Services
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Term Definition

UDP User Datagram Protocol
UPnP Universal Plug and Play
VAD Voice Activity Detection

VC Virtual Circuit

VCI Virtual Channel Identifier
VLAN Virtual Local Area Network
VolP Voice Over Internet Protocol
VP Virtual Path

VPI Virtual Path ldentifier

WAN Wide Area Network

WDS Wireless Distribution System
WEP Wireless Equivalent Privacy
WLAN Wireless Local Area Network
WPA Wi-Fi Protected Access
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