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Introduction

Congratulations on your purchase of theSitecom Greyhound AC2600 WFi Router With a

powerful 1.4 GHz DualCore Qualcomm® InterneProcessor supporting combined WiFi speads

of up to 2600 Mbps, theSitecom Greyhound AC2600 WFi Router delivers smooth Ultra HD

video streaming, lagfree online gaming and handles demanding tasks like no other. Thanks to
Qualcomm® MU| EFX MMIMO, QualconmE ¢ St r eamBoost Ecand¢Beamfor mir
offers faster WiFi, a bigger range and greater stability than any other 802.11ac router.

With four Gigabit Ethernet LAN ports, two USB 3.0 ports, an Sfard slot and analogue and

digital audio connectors it is dso a NAS, an audio bridge, a VPN server and so much more.
Connectc¢cspeakerscgctocthiscaccroutercandc¢cpl aycyour
and access your vacation photos from any device in the network. With the Sitecom Greyhound

AC2600 WiFi Router you have almost endless possibilities.

AirPlay & DLNA streaming, AirPrint, printer server, FTP server, download client, time machine
support. Greyhound has it all As the first ac router with a fully customized OpenWrt user
interface, the Sitecan Greyhound AC2600 Wi Router offers endless possibilities for
experienced users. Less experienced users can use the basic mode of the user interface or the
app to access the Wi router.



Technical Specifications

Standards IEEE 802.114a, IEEE 802.11b, IEEE 802.11g, IEEE 802.11n,, IEEE 802.11ac

Frequency 24 GHz & 5 GHz

Signal Rate 5 GHz: up to 1750 Mbps, 2.4 GHz: up to 800 Mbps*

Functions Enable/Disable Wireless radio, Wirele:ss statistics, Guest networks (1 x 2.4
GHz, 1 x 5 GHz), Auto-Channel-Selection

Security 64/128-bit WEP, WPA / WPA2, WPA-PSK/ WPA2-PSK encryption

Advanced functions

Qualcomm” MU|EFX Multi-User MIMO, Beamforming, Band steering

Interfaces

4x 10/100/1000 Mbps LAN Ports, 1x 10/100/1000 Mbps WAN Port, 2x USB
3.0 Port, 1x S/PDIF port, 1x 3.5 mm jack port, 1x SD Card

Buttons

1x Power On/Off, 1x Reset, 2x OPS (1x 2.4 GHz, 1x 5 GHz)

LED Indicators

4x LAN, 1x WAN, 1x OPS, 1x Power, 1x 2.4 GHz, 1x 5 GHz, 1x SD Card, 2x
USB 3.0

4x adjustable high-gain (5 dBi), high-power (400/800mW) dual-band

Antennas

antennas
CPU 1.4 GHz Dual-Core Qualcomm® Internet Processor

512 MB DDR3 RAM memory, 128 MB NAND Flash memory, 16 MB SPI
Memory

Flash memory

Operating System

Customized OpenWrt firmware, Sitecom MyWiFi app for iOS and Android

Audio Playback

AirPlay and DLNA

IPv4: Compatible with Dynamic IP, Static IP, PPPoE, PPTP internet
connections

WAN Type IPv6: Compatible with Native, PPPoX (PPPoA and PPPOE), DS-Lite, 6RD
internet connections
DHCP Server/Client/DHCP Client List, Address Reservation

Quality of Service

Qualcomm’ StreamBoost for fully automatic QoS

Port Forwarding

Virtual Server, Port Triggering, UPnP, DMZ

Dynamic DNS

More than 15 options including DynDns and NO-IP

VPN Support

IPSec Pass-Through, PPTP Pass-Through, L2TP Pass-Through, VPN Client

Access Control

URL filter, Port filter




Firewall Security

DoS/SPI Firewall, IP Address Filter/MAC Address Filter/Domain Filter, IP &
MAC Address Binding

USB Sharing

Support Samba (supports hard drives with up to 4TB) / Printer Server /
Virtual USB / FTP

Print Server

Multifunctional printer support (Windows/MacOS), LPR protocol support,
AirPrint support

Media Server

Samba, DLNA

Back-up Feature

Supports Apple Time Machine

* Theoreticalwireless signal rate based on IEEE standard of 802.11a, b, ,qaachipset used.
Actual throughput may vary. Network conditions and environmental factors lower actual
throughput rate. All specifications are subject to change without notice.




Package Contats

Open the package carefully, and make sure that none of the items listed below are missing. Do
not discard the packing materials, in case of return; the unit must be shipped back in its original

package.
CD

Greyhound Wi-Fi Router AC2600 Network cable

Network detail flyer Power adapter




Cautions

Thi sc¢cr out e rmasufactuees hagyoue safetyig mind. In order to safely and effectively
use this router, please read the following before usage.

Usage Cautions

The user should not modify this router. The environmental temperature should be within +5 ~
+35 degrees Celsius

Power
Theraut er 0s¢cpower ¢c\WB@A.t ageci s¢DCc¢cl2Veg

When using this router, please connect the supplied AC adapter or AC adapter cable to the

router osc¢cpower ¢ aacdka.pct Vehr egnccapbl | aec, t getghagkicejeksgbe e ¢ i t ¢ c an
subject to pressure. Toeduce the risk of electric shock, unplug the adapter first before cleaning

it. Never connect the adapter to the router in a humid or dusty area. Do not replace the adapter
or¢ccabl eds¢cwirecorgcconnector.

Repair

If the router has a problem, you should take ito an appointed repair center and let the
specialists do the repair. Never repair the router yourself, you might damage the router or
endanger yourself.

Disposing of the Router

When you dispose of the router, be sure to dispose it appropriately. Sommuntries may
regulate disposal of an electrical device, please consult with your local authority.

Others

When using this router, please do not let it come into contact with water or other liquids. If
water is accidentally spilled on the router, please usa dry cloth to absorb the spillage.
Electronic products are vulnerable, when using please avoid shaking or hitting the router, and
do not press the buttons too hard.

1 Do not let the router come into contact with water or other liquid.

1 Do not disassemble, epair or change the design of the router;any damage done will
not be included in the repair policy.

1 Avoid hitting the router with a hard object, avoid shaking the router and stay away from
magnetic fields.

9 If during electrostatic discharge or a strong eletromagnetic field the product will
malfunction, unplug the power cable. The product will return to normal performance
the next time it is powered on.



Product Layout

AUDIO LAN4 LAN3 LAN2 LAN1 WAN ON/OFF DCIN RESET

 J

Port Description

3.5mm connector Connect a 3.5mm audio jack cable for audio output
USB Port Connect a USB device to this port

LAN @lack Connect your PCs or network devices to these ports
WAN Grey) Connect your ADSL/Cable modem to this port
Power button Press to turnthe router on or off

Power connector Connect the 12V DC adapter to this port

Reset button Press to reset the router




Backlabeland Network Details Folder

The Network Details Folderdescribes the IP address, login detailsetwork name, security code

and OPS button functionality.

GREYHOUND

All your network details in one place

L J

NEW 2.4 GHz network name ~ NEW 5 GHz network name

| | | |

NEW 2.4 GHz password NEW 5 GHz password

| ) | |

Ifyou have changed your network names or passwords you can write them down here.

Button Description

Do you want to customize network names, passwords or other settings?
Choose one of the following login options:

Web browser: MyWiFi App:

Type the following address in
your browser: http://sitecom.router

Download the MyWiFi app on your
phone or tablet

Login with: Usemame: admin

Password: [ }

Reset your router with

one push of a button:
Press 2 sec. =
Factory default

—

-

OPSbhutton

Pressfor 2 seconds for WPEOPSmode

Reset button _
starts flashing.

Press for2 seconds or until the Greyhound logo on the front




LED Definition

As shown fom the top to the bottom .

Power Shows the device is turned on.

WAN Shows the WAN cable is connected.
LAN Shows the cable is connected.

LAN Shows the cable is connected.

LAN Shows the cable is connected.

LAN Shows the cable is connected.

WPS Shows OPS activity.

USB 1 Shows when aUSB device is connected.
USB 2 Shows when a USB device is connected.
SD Shows when a SD card is inserted.
5GHz WiFi Shows 5GHz WiFi activity.

2.4GHz WiFi Shows 2.4GHz WiFi activity.

All LEDs are white.



Network and System Requirements

To begin using therouter, make sure you meet the following as minimum requirements:

Network Requirements

An Ethernetbased broadband modem

Web-based Configuration

Computer with the following:

- Windows®, Macintosh, or Linwbased operating
system
- Aninstalled Ethernet adapter or wireless adapter
- Supported Browsers:
Internet Explorer 9 or higher
Firefox
Safari 4 or higher
Chrome




Setup your Router

You can place therouter on a desk or other flat surface, or you can mount it on a wall. For
optimal performance, place yourrouter in the center of your home (or your office) in a location
that is away from any potential source of interference, such as a metal wall or microwaoesgen.
This location must be close to a power connection and your ADSL/Cable modem.

J

Connect the supplied power-adapter to the power inlet port and connect it to a wall outlet.
Switch the router on by pushing the button on the back of the device. The router automatically
enters the selftest phase. During seHtest phase, theGreyhound logo will be blinking to
indicate that this product is starting up.



Setup your Computer

Windows, Manual Connection

9 Click on the icon forwireless connectivity. This is usually located in the System Tray, next
to the clock.

1 Select the Sitecom network. The correct network name can be found on the sticker on
bottom of the router, or in the Network Details Folder.

1 Fillin the password for the wireless network. The correct password can be found on the
sticker on the bottom of the router, or in the Network Details Folder.

T Waitcforgthecicongtocgcdi splayg¢thatcitosgconnec

m-

-




Windows, OPS Connection

9 Click an the icon for wireless connectivity. This is usually located in the System Tray, next
to the clock.

I Select the Sitecom network. The correct network name can be found on the sticker on
bottom of the router, or in the Network Details Folder.

1 Push the OPS Button on the router. For 2.4GHz, prabgs 2.4GHz button For 5GHz, press

the 5GHz button.
M Push ops button
s )>

1 Waitcforcthecicongctocdi splayc¢cthatcitoscconnec

o -

-




Mac OSX

9 Click on the icon for wireless connectivity. This is usually located the System Tray, next
to the clock.

I Select the Sitecom network. The correct network name can be found on the sticker on
bottom of the router, or in the Network Details Folder.

D = A ¢ Thul544 Q

1 Fillin the password for the wireless network. The correct password can beund on the
sticker on the bottom of the router, or in the Network Details Folder.

. The Wi-Fi network “Sitecom829€FC" requires a
" WPA2 password.

Passwor o

Show password
¥ Remember this network




Login to your Router

LOGIN procedure

A OPEN your browser (e.g. Internet Explorer).

e @ © ©

A Type http://sitecom.router in the address bar and press [Enterplternatively, type
http://192.168.0.1i n¢t he¢caddr essc¢barcandg¢gpressc¢c|[ Enter
screen:

(_;/'QE }I///—// C7 ( //\/D Current Firmware : v1.1

Authorization Required
Please enter your username and password.

Username

Password

A Typethe password. The default username ialready filledin; the password can be
found on the back lakel on the bottom of your router or in the Network Details Flyer.

A Click Login
A You will see the home page of theGreyhound Router.


http://192.168.0.1/

Configure your Internet connection

Fromgt hec¢ méddvanced Bladéde ct ¢ i

Restart

English E]

Current Firmware : v1.1

Status

'.‘ ‘ , Internet Status

IP address

Wi-Fi settings Guest network OPS Activation
settings CPU Usage

RAM Usage

Jj »7 O

Print Server & Audio / Music StreamBoost Firmware
Airprint Player Technology Update

Qualcomm® StreamBoost™

SITECOM

Fromcthectopgcmenu, ¢s el e c torgconfigaringlPvll @orneciodsc andc¢ct heng

Restart

Current Firmware : v1.1

Wi-FH Interfaces StreamBoost Filesystems Apps Firewall Task manager Administration Tool Box

Status Uptime: Oh 45m 45s
MAC address: 64:D1:A3:3B:D9:1A
RX: 80.04 MB (62650 Pkts)
TX:2.27 MB (27179 Pkts)
IPv4:37.77.57.156/29
IPv6: 2A00:8640:1008:11:CAFE:BABE:11B8:6463/128

Protocol DHCP EI

Save & Apply

SITECOM




Depending on the chosen setting, you may need to enter your user name and password, MAC
address or hostname in the following window. After you haveentered the correct information,
click Save & Apply.



IPv6 Configuration
The IPv6 (Internet Protocol version 6) section is where you configure your IPv6 Connection type.

Fromgcthectopgcmenu, ¢cselectcilnterf aammestidns.andc¢ct heng

Logout | Restart

English B

Home  Wi-H Interfaces ~ StreamBoost ~ Filesystems ~ Apps  Firewall — Taskmanager  Administration  Tool Box

Current Firmware : v1.1

Status Uptime: Oh 46m 41s
MAC address: 64:D1:A3:3B:D9:1A
RX:80.04 MB (62701 Pkts.)
TX: 228 MB (27251 Pkts)
IPv6: 2A00:8640:1008:11:CAFE:BABE:11B8:6463/128

Protocol Autoconfiguration EI

DNS Type © Dynamic @ Static

Save & Apply

SITECOM

IPv6 Connection Type

There are several connection types to choose from: Static IPv6, Autoconfiguration, 6RD and
Link-local only. If you are unsure of your connection method, please contact your IPv6 Internet
Service Provider.

Static IPv6 Male

This mode is used when your ISP provides you with a set IPv6 addresses that does not change.
The IPv6 information is manually entered in your IPv6 configuration settings. You must enter
the IPv6 address, Subnet Prefix Length, Default Gateway, Primar{N® Server and Secondary
DNS Server. Your ISP providgsu with all this information.

6RD Mode
In the 6RD mode, no additimal configuration is necessary.
Link-local Mode

The Linklocal address is used by nodes and routers when communicating with neighborig
nodes on the same link. This mode enables IPw&pable devices to communicate with each
other on the LAN side.



Configure your Routeri Basic Mode

This is the page you see when first logging in to the web interface. It contains easily accessible
buttons that allow you to look at or modify the most commonly used features, laid out in a
simple page.

Logout | Restart

Current Firmware : v1.1
English B
Advanced mode >

Status

_— (L A . Internet Status
= “ ]

IP address 37.7757.156

Wi-Fi settings Guest network OPS Activation
settings CPU Usage

RAM Usage

7)) €9 (e

Qualcomm® StreamBoost™

Print Server & Audio / Music StreamBoost Firmware
Airprint Player Technology Update

SITECOM




Wi-Fi settings

On this page you can see the network name (SSID) and password for both the 2.4GHz and 5GHz.
Bycclickingc¢cthechfEGdi tisabehhe WiFisignahara secwity, chargatheb | e
net workc¢cnamecand¢cchangec¢cthecgcpassword. ¢Clickg

Logout | Restart

Current Firmware : v1.1

Adbarpe e >

= Wi-Fi settings Status

Internet Status
IP address 37.7757.156

Wi-Fi Signal CPU Usage

Wi-Fi Name Sitecom3BD918 faMUEadc

Wi-Fi Security

Qualcomm® StreamBoost™
Wi-Fi Password X3562L3TRC53

Wi-Fi Signal
Wi-Fi Name Sitecom3BD919
Wi-Fi Security

Wi-Fi Password 38CZ3K7VP5YP

SITECOM



Guest Network Settings

The Guest network is a separate network that only allows an internet connection. There is no
interaction between devices connected on the Guest network, as well as between the Guest

network and the regular WiFi network.

On this page you can see the network name (SSID) and password for both the 2.4GHz and 5GHz
Guestcnet wor k. ¢ Boytipreybu cankemnablegog dishbée ¢hd \BABI signal and
security,c¢cchangecthec¢gnet wor k¢ n apmeycoacntdoggcshaavneggetcht ehce

modifications.

Current Firmware : v1.1

13 Guest network settings

Wi-Fi Signal

Wi-Fi Name Sitecom3BD918_GUEST

Wi-Fi Security

Wi-Fi Password

Wi-Fi Signal
Wi-Fi Name Sitecom3BD919_GUEST
Wi-Fi Security

Wi-Fi Password

SITECOM

Logout | Restart
Engish B

Status

Internet Status
IP address 37.7757.156
CPU Usage

RAM Usage

Qualcomm® StreamBoost™



OPS Activation

On this page you can activate the OPS/WPS function of the router. By pushing eittadrthe
buttons, the router starts transmitting the WPS beacon. You can also activate the function by
pushing the physical buttons on the router as described a couple of pages back. After clicking
the button you can connect your client to the network without entering a password.The time-
out is 2 minutes.

Logout | Restart

English

" OPS Activation Status

Internet Status

e W VA B
& il ;‘ /_,// C ) C Current Firmware : v1.1

24Ghz WiFi IP address ETAZAYAL
4Ghz Wi-Fi

(CPU Usage

5Ghz Wi-Fi RAM Usage

Qualcomm® StreamBoost™

SITECOM




Storage USB/SD

On this page you can activate the various functions for the USB and/or SD card connections that
are present on the Greyhound router.

Logout | Restart

e e

Storage USB/SD Status

Internet Status

Current Firmware : v1.1

IP address 37.7757.156

Sharing DLNA BT FTP Time-machine

CPU Usage

RAM Usage n 2t

Save

Qualcomm® StreamBoost™

SITECOM

AStoragec¢cSettingsoc¢s howeddotthe §SBamdioriSDE€ad;t hat carecgco
connections. By clicking the various options you can enable or disable the feature.

Sharing : By selecting this feature you enable the SMB servét.network share will
become visible in your home network and you can copy files from and to this
share. Additional configuration can be done in the Advanced mode under
Filesystemsi Network Share.

DLNA : By selecting this feature you enable the DLNA serkel'he media content
(music/photos/videos) will be shared on the network and can be played back on
devices that support this feature.

BT : By selecting this feature you enable the Bittorrent download clientAdditional
configuration can be done in the Advanded mode under Filesystemd
Transmission.

FTP : By selecting this feature you enable the FTP servérhis acts as a fileserver in
your home network. Additional configuration can be done in the Advanced
mode under Filesystems FTP.

Time machine : By sdecting this feature you enable the Time machine featureTime machine is
a backup software application that comes with Apple Mac OSX. Please note that
this feature cannot co-exist with the Sharing feature.

AfStoragecAvail abl e 0 ¢ oo thesSB dnd/gr 8y Gaid ldevibek thag drer e e ¢ s p @
connected to the router.



Print Server & APrint

On this page you can enable or disable the Print Server function. You can connect a USB printer
to one the USB ports on the Greyhound router. Doing this resulti& the printer becoming a
network device, so every client device on the network can print to this printerThe Sitecom USB
Control Center software is used for this, which is described further down in this manual.

AirPrint is a feature used on Apple Mac OSX and Apple iOS devices. Using this method you can
directly print to the printer without installing drivers or configuring anything.

Logout | Restart

=D EN LI -
GH /: ) /7/ Li) Current Firmware : v1.1 m

Print Server & Airprint Status

Internet Status

IP address 37.7757.156

£3

USBPort 2 o1 @B use:

Qualcomm® StreamBoost™

SITECOM

After enabling the Print server you can choose between the two available USB ports. Tpent
server can only beactive on a single USB port at ime.



Audio / Music Player

On this page you can configure the builtin audio stream functionality. The Greyhound supports
both Apple AirPlay and DLNA.

Logout | Restart
fichaeen e >

JJ Audio / Music Player Status

Internet Status

Current Firmware : v1.1

IP address 37.7757.156

Airplay / DLNA CPU Usage

S/pdif

Qualcomm® StreamBoost™

Airplay / DLNA Device Name RAM Usage [ :

Audio Jack

SITECOM

After enabling the feature, you can assign a device name. This is the name that will be shown in
the list of available output devices on an AirPlay/DLNA compatible player. You can also choose
between the S/PDIF and 3.5mm jack output on the back of the roet. Both outputs cannot be

active atthe sametimeCl| i ck cAAppl yoctogcsavecthecgcsettings.



StreamBoost Technology

On this page you can modify the StreamBoost settingsStreamBoost is automatic network
bandwidth management / traffic shaping technology. It intelligently manages network
bandwidth and latency, giving each application the bandwidth it needs for the best possible
user experience.

Logout | Restart

English B
A e

Status

Current Firmware : v1.1

4 StreamBoost Technology

Internet Status

StreamBoost

IP address 37.7757.156

Enable StreamBoost v CPU Usage

Run Bandwidth Test

Qualcomm® StreamBoost™
Please check if the above values match your intemet

subscription. If not, please modify the values manually or use
the button below.

Test Bandwidth

Save & Apply

SITECOM

When the page is opened for the first time, StreamBoost tries to detect the speed of the internet
connection by running a speedtest. You can also manually enter the details of your internet
connection,c¢corcusecthe¢cinTest¢cBandwi dt ho¢gbuttongt

bY

Belowthe settingsy ou ol | cseecacgraphg¢crepresentingc¢cyour ¢hon
can also viewthe used bandwidth in real time.You can click on the device icon to display more
information . Note that devices may not show up until they transmit data.



Firmware update

Ong¢gthi sgpagecyouccancgcviewcgthecgcurr enrtltgvilldlsomwar ec¢ v
show the available version on our update server.

Logout | Restart

Current Firmware : v1.1

e e

(@) Firmware Update Status

Internet Status

IP address 37.7757.156

Current Firmware version
CPU Usage

RAM Usage

Available Firmware version

Qualcomm® StreamBoost™

The¢ciAVi ewgChangel ogdo¢buttongshowsc¢cthegcchangescth
thatoscavailablecongcourcupdatecgcserver.c¢cThec¢cfiChec

check on the update server for a new firmware version.



Configure your Routeri Advanced Mode

By¢cclickinggcthe¢ciAdvanced¢Modeogcbuttongyouol |l ¢gen
more extensive configuration of the various features of the router.

Home

The System status section allows you to monitor the current status of your router, tHdP time,
hardware information and serial number as well as firmware version information is displayed
here.

Logout | Restart

English B

Home Wi-Fi Interfaces StreamBoost Filesystems Apps Firewall Task manager Administration Tool Box

Current Firmware : v1.1

Model Name GREYHOUND

Firmware Version 11

Kernel Version 34103

Local Time Mon Feb 8 13:28:29 2016

Uptime 0h 43m 57s

rv
Total Available

Free

Cached 138764 kB / 478456 kB
Buffered 13288 kB / 478456 kB




Wi-Fi Settings

You can set parameters that are usetbr the wireless stations to connect to this router for the

2.4 GHz radio or 5 GHz radio. The parameters include Mode, ESSID, CebNomber and
Associated Client, amongst others.

Wi-Fi Overview

On this page you can @able or disablethe Wireless radios sparately, including the Guest
network. By clicking the Edit button you enter the settings page.

Logout | Restart

English B

Home Wi-Fi Interfaces StreamBoost Filesystems Apps Firewall Task manager Administration Tool Box

Current Firmware : v1.1

802.11B/G/N Wireless Controller

Channel: 8 (2447 GHz)

SSID: Sitecom3BD918 | Mode: Master

BSSID: 64:D1:A3:3B:09:18 | Encryption: WPA2/PSK AES

SSID: Sitecom3BD918_GUEST | Mode: Master
Wireless is disabled or not associated

802.11AC/N Wireless Controller
Channel: 44 (5220 GHz)

SSID: Sitecom3BD919 | Mode: Master
BSSID: 64:D1:A3:3B:D9:19 | Encryption: WPA2/PSK AES

SSID: Sitecom3BD919_GUEST | Mode: Master
Wireless is disabled or not associated

SSID MAC address IPv4 Address

Sitecom3BD918 fcf8:aee6:ae:24 192.168.0248

SITECOM




Wi-Fi settingsi Device Configuration

Status Mode: Master | SSID: Sitecom38D918
BSSID: 64:D1:A3:3B:D9:18 | Encryption: psk2+ccmp

Wireless network is enabled

Green Mode

Band Steering

Channel

Transmit Power

Mode

HT mode

Channel: 8 (2447 GHz)

© Enabled @ Disabled

© Enabled @ Disabled

® Enabled © Disabled

Auto

Auto

802.11 B/G/N

40 MHz

Data Rate Auto

Fragmentation Threshold

RTS Threshold

Beacon Interval

DTIM Period

ETS—
TR
PR

Preamble Type O Long Preamble @ Short Preamble

CTS Protection O Auto @ Always @ None

A Green Mode This modedynamically adjusts the system's WFi transmit power
depending on the distance between therouter and the client device.
A Band Steering Band steering is a technology that detects whether or not the

wireless client is dualband capable, and if it is, it will push the client to connect to
the less congested 5GHz networkPlease note thatthe 2.4GH ¢ and ¢ 5 GHz ¢ SSI Do s
to be identical for this feature to work.

A Channel The channel used by the wireless LAN. All devices in the same wireless LAN
should use the same channel.
A TransmitPower. The transmit power can be set to a bare minimum or maximum

power for better performance or power saving.

A Mode: Allows you to set the AP fixed at 802.11b or 802.11g mode. You can also
select B+G mode to allow 802.11b and 802.11g clients at the same time. For the
5GHz modeyou can set 802.11a, 802.11802.11a/nor 802.11acmode.

A HT Mode Allows you to specify whether the AP should transmit on 20MHz or 40MHz
bandwidth.

A DataRate ¢ Theci Dat acRatedci scthecratecthatcthis
packets. The access point will use the highest possible select transmission rate to
transmit the data packets.

A Fragmentation Threshold This featurespecifies the maximum size of a packet
during the fragmentation of data to be transmitted. If you set this value too low, it
will result in bad performance.

A RTS Thresbld: When the packet size is smaller than the RTS threshold, the wireless
router will not use the RTS/CTS mechanism to send this packet.

A Beacon Interval This is the interval of time that this wireless router broadcasts a
beacon. A Beacon is used to synchnize the wireless network.



DTIM Period DTIM stands for Delivery traffic indication map or message and is an

additional message added after the normal beacon broadcast by your router or

access point.Depending on the timing set for your router,ther out er ¢ 7T buf f er s &
broadcast and multicast dataandlesc | i ent sgcknowgcwhenctoci wakeg
those data.

Preamble Type ¢ Theg¢i Long¢Preambl ed¢ccangprovidecghbet
whilectheci Short¢cPreambled¢ccamrw@rovi decbett
CTS ProtectionClear to send (CTS) protection mode is a wireless setting that

ensuresclients on a network can connect to an ARvhen many communication

devices are present.



Wi-Fi settingsi Interface Configuration

Mode Access Point
ESSID Sitecom3BD918

Hide ESSID

Separate Clients . Prevents client-to-client communication

Wireless Security © Enabled @ Disabled

Security Mode WPA2-PSK

Encryption E

Passphrase

Group Key Update Interval

MAC address Filter

A ESSID This is the name of thevireless signal which is broadcasted. All the devices in
the same wireless LAN should have the same SSID.

A Hide ESSIDHdesthe network name (SSID from being broadcast publicly.
A Separate Clients Prevents clientto-client communication on this network.

Security

This router provides complete wireless LAN security functions, included are WEP, IEEE 802.11x,
IEEE 802.11x with WEP, WPA with pgbared key and WPA with RADIUS. With these security
functions, you can prevent your wireless LAN from illegal accesBlease make sure your wireless
stations use the same security function, and are setup with the same security key.



Mode Access Point

ESSID Sitecom3BD918

Hide ESSID

Separate Clients . Prevents client-to-client communication

Wireless Security O Enabled @ Disabled

Security Mode WPA2-PSK
Encryption £

Passphrase

Group Key Update Interval

MAC address Filter

Disable
When you choose to disable encryption, it is very insecure to use the router
WEP

When you select 64bit or 128-bit WEP key, yolhave to enter WEP keys to encrypt data. You can
generate the key by yourself and enter it. You can enter four WEP keys and select one of them
as a default key. Then the router can receive any packets encrypted by one of the four keys.

A Input Type: You may elect ASCII Characters (alphanumeric format) or Hexadecimal
Digits (in the "AF", "af" and "0-9" range) to be the WEP Key.

A Key Length You can select the WEP key length for encryption, 83t or 128-bit. The
larger the key will be the higher level of sectity is used, but the throughput will be
lower.

A Keyl- Key4 The WEP keys are used to encrypt data transmitted in the wireless
network. Use the following rules to setup a WEP key on the device. -®&&t WEP: input
10-digits Hex values (in the "AF", "af" and "0-9" range) or 5digit ASCII character as
the encryption keys. 128bit WEP: input 26digit Hex values (in the "AF", "af" and "0O-
9" range) or 13digit ASCII characters as the encryption keys.

ClickSave & Mply at the bottom of the screen to save the &ove configuration.
WPAPSK/WPAZPSK/WPAPSK Mixed

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use asheged key to
authenticate wireless stations and encrypt data during communication. It uses TKIP or CCMP
(AES) to change theencryption key frequently, so the encryption key is not easy to be cracked
by hackers. This is the best security available.



Group Key Update IntervalEnter the amount of time before the group key used for
broadcast and multicast data ischanged (3600 isdefault).

PassphraseEnter a WiFi password (key/passphrase). The password must be between 8
63 characters.

WPA/WPA2/WPA MixedEnterprise

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use an external RADIUS
server to authenticate wireless stations and provide the session key to encrypt data during
communication. It uses TKIP or CCMP (AES) to charige encryption key frequently.

T

1

Group Key Update IntervalEnter the amount of time before the group key used for
broadcast and multicast data ischanged (3600 is default).

RADIUS Serveitter the IP Address of your RADIUS server.

RADIUS Server ParEnter the port you are using with your RADIUServer.The default
port is 1812.

RADIUS Secrefnter the security key.



MAC Filter

MAC filter

MAC address Filter

Thiswireless router supports MAC Address Control, which prevents unauthorized clients from
accessing your wireless network.

A Enable wireless access controEnables the wireless access control functiorYou can
choosecbet weencinAl |l owxlcieptteed g snleld®d¢cor ¢cAAll o
A Adding an address into the list Select the client to be added from the list and then
click "Save & Apply".You can add more clients by pressing the + sign.
A Remove an address from the listif you want to remove aclient from the "MACList",

select theclient that you want to remove in the list and then clickthe - sign. Click
i Savec¢c&cApplydctocgcsave.

ClickSave & Mply at the bottom of the screen tosave the above configurations.



Wi-Fi - Guest Network

Guest Network Access provides securd/i-Fi access for guests to share your home or office
network. When you have visitors in your house, apartment, or workplace, you can enable the
guest network for them. You can set different access options for Guest Network users, which is
very effective toensure the security am privacy of your main network.

Guest network © Enabled @ Disabled
ESSIR Sitecom3BD918_GUEST

Hide ESSID

Separate Clients &/ Prevents client-to-client communication

Wireless Security ® Enabled © Disabled

MAC address Filter

IP Address 192.168.169.1

Subnet Mask 255.255.255.0

ic DHCP Server Settings

Starting IP Address 192.168.169.100

Ending IP Address 192.168.169.149

WINS Server IP 0.0.0.0

ESSID This is the name of the wireless signal which is broadcasted as the Guest

Network. This name cannot be the same as the default SSID.

Hide ESSIDHdesthe network name (SSID from being broadcast publicly.

Separate Clients Prevents clientto-client communication on this network.

IP Address The gateway address for the Guest Network. This address cannot be the
samecascthecdefaul t¢gcrouteroscl PcAddr ess.
Subnet Mask The Subnet Mask for the Gest network. This address cannot be the
samecasc¢cthecdefault¢crouterosc¢cSubnet ¢Mask.

Guest Start IP + End IPYou can select a particular IP address range for your DHCP
server to issue IP addresses to your LAN Clients. The default IP range is
192.168169.100~ 192.168.169.149This address pool cannot be the same as the
defaultc¢crouterods¢cDHCP¢cAddresscpool

To o o Do I Do



WiFii OPS

One Push Setup (OPS$3 the simplest way to establish a connection between the wireless clients

andct hecgcwirel essc¢r outtthaenceyptionunpde and dilltincalloagy e ¢t o¢gs el ec
encryption passphrase every time when you try to setup a wireless connection. You only need

to press a button on both wireless tient and wireless router, and ®S will do the rest for you.

The wireless router suppats two types of OPS: OPS via Push Button and”S via PIN code. If you

want to use the Push Button, you have to push a specific button on the wireless client or in the

utility of the wireless client to start the OPS mode, andswitch the wireless router toOPS mode.

You can simply pushtheOP S¢cbutt on¢cof ¢t hecwirel ess¢gcrouter, ¢cor
in the web configuration interface. If you want to use the PIN code, you have to know the PIN

code of the wireless client and switch it to @S mode then fill-in the PIN code of the wireless

client through the web configuration interface of the wireless router.

Logout | Restart
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Wireless Network: OPS-2.4GHz

0OPS O Enabled @ Disabled

OPS Current Status Configured  Release Configuration
PIN code 16043183

SSID Sitecom3BD918

Authentication Mode WPA2/PSK AES

(OPS Via Push Button Start to Process

Disable PIN O Enabled @ Disabled

SITECOM

OPS Check the box to enableOPS function and uncheck it to disable theDPS

function.

OPS Current Statuslf the wireless securitfencryption) function of this wireless
routerciscproperlyc¢cset,cyouollc¢cseecacinConfi
AUnConfiguredo.

Pin Code This is the @S PIN code of the wireless router. You may need this

information when connecting to other OPSMWPSenabled wireless devices.

SSID This is the network broadcast name (SSID) of the router.

Authentication Mode: It shows the active authentication mode for the wireless
connection.

Passphrase Keyit shows the passphrase key that is randomly generatday the
wireless router during the WPS process. You may need this information when using
acdevicecwhich¢cdoesnot¢csupportc¢cWPS.

A OPS via Push ButtorPress the button to start the @°S process. The router will wait
for the OPSWPS request from the wireless deges within 2 minutes.

>

Do o P> I



A OPS via PINYou can fillin the PIN code of the wireless device and press the button
to start the OPS process. The router will wait for th©OPSWPS request from the
wireless device within 2 minutes.



Interface Settings

Interfacesi Overview

On this page you can see the various wired connections of your router. You can also connect
andg¢g¢di sconnect¢thegcWANgportgtogctroubl eshootgyour
enter the settings page.
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Network Status Actions

LAN Uptime: 0h 45m 17s
MAC address: 64:D1:A3:3B:D9:18
RX:2.16 MB (31669 Pkts)
TX: 8847 MB (76836 Pkts)
1Pv4: 192.1680.1/24
1Pv6: 2A00:8640:1008:8500:0:0:0:1/64

Uptime: 6h45m 11s

MAC address: 64:D1:A3:3B:D9:1A

RX:80.04 MB (62624 Pkts)

TX:2.27 MB (27145 Pkts)

IPv4: 37.77.57.156/29

IPv6: 2A00:8640:1008:1 1:CAFEBABE:11B8:6463/128

Disconnect

Uptime: 0h 45m 125

MAC address: 64:D1:A3:3B:D9:1A

RX:80.04 MB (62624 Pkts)

TX: 2.27 MB (27145 Pkts)

IPv6: 2A00:8640:1008:11:CAFE:BABE:11B8:6463/128

Disconnect

SITECOM




Interfaces- LAN

The LANtab gives you the opportunity to change the IP settings of therouter.

IPv4 address

IPv4 netmask

DNS Type

Physical Setting

Enable STP

DHCP Server

DHCP server

Start

End

Lease Time

Uptime: Oh 45m 295

MAC address: 64:D1:A3:3B:D9:18
RX:2.17 MB (31770 Pkts)

TX: 8860 MB (77008 Pkts)

IPv4: 192.1680.1/24

IPv6: 2A00:8640:1008:8500:0:0:0:1/64

192.168.0.1

255.255.255.0 B

© Dynamic ® Static

. Enables the Spanning Tree Protocol on this bridge

© Enabled @ Disabled

EX
a
Half day H i

ClickSave & Mply at the bottom of this screen to save any changes.

A

A
A

IPv4 address 192.168.01 t ¢ci s¢t hecr outer 0s¢LANc¢c!|I Pcaddr es
gateway IP address).

IPv4 netmask 255.255.255.065pecify a Subnet Mask for your LAN segment.

DHCP ServeiEnabled by default. You can enable or disable the DHCP server. When

DHCP is disabled no igaddresses are assigned to clients and you have to use static
ip-addresses. When DHCEBerver is enabled your computers will be assigned an ip

address automatically until the lease time expires.

IP Address PoolYou can select a particular IP address range for your DHCP server to

issue IP addresses to your LAN Clients. The default IP rang@92.168.0.100 ~
192.168.0.200.¢lfgcyougcwantgcyourc¢PC(s)ctocgcha
have to choose an IP address outside this IP address Pool

Lease TimeHalf day. In the Lease Time setting you can specify the time period that

the DHCP énds an IP address to your LAN clients. The DHCP will change your LAN
clientoscl Pcaddress¢cwhenc¢cthisc¢cti megcthreshol
Domain Name You can spedy a Domain Name for your LAN ojust keep the default
(sitecom.router).



Static DHCP IP

If you want aclient to always have the same IP address assigned, you can create a DHCP
reservation. The router will assign the IP address only to thatient. This IP address must be
within the DHCP IP Address Range specified above, under DHE&rver.

IP address MAC address

This section contains no values yet

Click the + sign to add a client to the list.

1 IP AddressEnter the P Addressyou want to assign to theclient. This IP Address must be
within the DHCP IP Address Range.

T MAC address Enter theMAC Addressof the client.

ClickBave & Applyto save yourselections.



Interfacesi WAN

Depending on the chosen setting, you may need to enter your user name and password, MAC
address or hostname in the following window. After you have enteredhe correct information,
click Save & Aply.
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Status Uptime: 0h 45m 455
MAC address: 64:D1:A3:3B:D9:1A
RX: 80.04 MB (62650 Pkts)
TX:2.27 MB (27179 Pkts)
IPv4:37.77.57.156/29
IPv6: 2A00:8640:1008:1 1:CAFE:BABE:11B8:6463/128

Protocol

Save & Apply

SITECOM
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Uptime: Oh 46m 41s

MAC address: 64:D1:A3:3B:D9:1A

RX: 80.04 MB (62701 Pkts)

TX:2.28 MB (27251 Pkts)

IPv6: 2A00:8640:1008:11:CAFE:-BABE:11B8:6463/128

Protocol Autoconfiguration B

DNS Type © Dynamic @ Static

SITECOM

IPv6 Connection Type

There are several connection types to choose from: Static IPv6, Autoconfiguration, 6RD and
Link-local only. If you are unsure of your connection method, please contact your IPv6 Internet
Service Provider.

Static IPv6 Mode

This mode B used when your ISP provides you with a set IPv6 addresses that does not change.
The IPv6 information is manually entered in your IPv6 configuration settings. You must enter
the IPv6 address, Subnet Prefix Length, Default Gateway, Primary DNS Server aswbSdary

DNS Server. Your ISP providgsu with all this information.

6RD Mode
In the 6RD mode, no additimal configuration is necessary.
Link-local Mode

The Linklocal address is used by nodes and routers when communicating with neighboring
nodes on thesame link. This mode enables IPv6apable devices to communicate with each
other on the LAN side.



Interfacesi Switch

A VLAN is a switched network that is logically segmented by function, project team, or
application, without regard to the physical locations of the users. VLANs have the same
attributes as physical LANs, but you can group end stations even if they are not physically
located on the same LAN segment. Any switch module port can belong to a VLAN, and unicast,
broadcast, and multicast packets a& forwarded and flooded only to end stations in the VLAN.
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Switch

Enable VLAN functionality

VLANID CPU LAN 4 LAN 3 LAN 2 LAN 1 WAN RGMI

Port status 1000baseT ik 1o link rolink o link 100baseT 1000baseT
full-duplex full-duplex full-duplex

D 7 N OB CEE EE 00 CHC
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Interfacesi Routes

Static routing is a form of routing that occurs when a router uses a manuaHlgonfigured routing
entry, rather than information from a dynamic routing traffic. Unlike dynamic routing, static
routes are fixed and do not change if the network is changed or reconfigured.
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Routes

Static IPv4 Routes

Destinatiol N IP Subnet Mask Default Gateway Metric Interface +

I N I . e

Save & Apply
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91 Destination LAN IP The IP address of the network to include in the routing table

1 Subnet Mask Thesubnet mask for this destination. If the denation is a single host,
type 255.255.255.255

1 Default Gateway This nust be a router on the same LAN segment as the router.
Metric: Represents the number of routers between your network and the destination.
1 Interface: Select WAN or LAN, depending on whitside you want the route to be active.

=

Clickcthec+c¢si gnct SaveadAgpiyntotroecesr aovuet getsh. egcCsl ei tetkignig s .



StreamBoost

StreamBoost is automatic network bandwidth management / traffic shaping technologylt
intelligently manages network bandwidth and latency, giving each application the bandwidth it
needs for the best possible user experience.

StreamBoosti Priorities
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Priority

Priority i Type

1 : 64:bc:0c:82:21:fa 3 64:bc:0c:82:21:fa Unknown
d8:bb:2c:e4:0c:f5 d8:bb:2c:e4:0c:f5 iPhone 6

fc:f8:ae:e6:ae:24 Windows

SITECOM

You can select the priority of each device on your local network. The priority control buttons are
the arrows within the boxes to the left of each icon representing a device. Click the up arrow to
move the device higher in the priority list, or click the down arrow to lower the priority.



StreamBoosti Up Time
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Top 5 Flows By Time

Last Day B

Al LAN Hosts B

30

Minutes

20
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Here you can view the Active Time (in minutes) and see whapplications are being used. You
can select the time frame from the dropdown menu. Choose from last month, last week, or last
day.



StreamBoosti Downloads
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36Mb- 5%
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762Mb - 95%
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Here you can view the type of traffic that is mostly used on your network, including the
consumed bandwidth.



StreamBoosti Consumption Per Device
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Current Firmware : v1.1

Consumption Per Device

Biling Period

Period:
2/1/2016 to 2/31/2016 B
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Here you can view the bandwidth consumption per device. You can click on the device to
highlight it. You can select the timeframe from the drop-down menu.



StreamBoosti Consumption per Flow
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Consumption Per Flow

Billing Period
)
® o  General Traffic
L

Period:
2/1/2016 to 2/31/2016 EI

o
o-0O® Web
." ‘.
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Here you can view the bandwidth consumption per traffic type. You can click on traffic type to
highlight it. You can select the timeframe from the drop-down menu.



File System Settings

File Systemd Mount Points

Restart
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Filesystem Mount Points Available Used

tfs 476 MB/5.13 MB 7% (372.00 KB)
mtd:rootfs /rom 0.00B/21.75 MB 100% (21.75 MB)
tmpfs /tmp 23252 MB/ 23362 MB 0% (1.10 MB)
tmpfs /dev 512.00KB/ 51 KB 0% (0.00 B)
/dev/mtdblock14 /overlay 476 MB/5.13 MB 7% (372.00 KB)
overlayfs/overlay / 476 MB/5.13 MB 7% (372.00 KB)

/dev/sdal /mnt/sdal 1434GB/ 1444 GB 1% (96.55 MB)

Mount Points define at which point a memory device will be attached to the filesystem

Enabled Device Mount Points Filesystem Options

This section contains no values yet

If your physical memory is insufficient unused data can be temporarily swapped to a swap-device resulting in a higher amount of usable RAM. Be aware that
swapping data is a very slow process as the swap-device cannot be accessed with the high datarates of the RAM.

Enabled Device +

This section contains no values yet

Save & Apply

SITECOM

On this page you will find all thestorage points that the OpenWRT operating system uses.
Underc¢cthe¢ciAMount cPointsodog¢gsectiongcyouollc¢cfindcgthe



File Systemd FTP

Home Wi-Fi Interfaces StreamBoost Filesystems Apps Firewall Task manager Administration Tool Box

e
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IP Settings

Add User Edit User

User List
] Read/Write/Delete
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On this page you can configure the users that have access to the FTP server. The default admin
useralready has access.

1 Add User Click here to add a new user. You can enter a username and a password and
choosectocassign¢cfiReado, ciRead/ Writeo, cAiRead/
on the storage device attached to the router.

1 Edit User Click on the radio button in front of the user you want to edit and click the
button. ¢cNowgyougccangmodi fygcthegcsamegsettingsoeg

1 Remove User Click on the radio button in front of the user you want to edit and click the
button. The user will be removed.



File Systemd Network Shares
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mba

Server Name SMBSERVER

Workgroup WORKGROUP

Description (optional)

Administrator Username

New Password

Confirm Password

SITECOM

On this page you can edit the settings for the SMB server.

=

Server name Enter a name for the network share.

Workgroup: If you wish to add the share to your workgroup enter the workgroup name
here.

Description: Enter a desired description for the share.
Administrator: Enter a desired username for access to the share.

New Password Enter the password for access to the share and confirm this password by
re-entering it in the Confirm password field



File Systemd Transmission
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preallocation

Automatically start added torrents
DHT enabled

uTP enabled

Binding address IPv4 0.0.0.0

Peer port 51413

Port forwarding enabled

Alternative speed enabled
Speed limit down enabled

Speed limit up enabled

ication required

Save & Apply
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On this page you can edit the settings for the Bittorrent client Transmission. Transmission has its
owng¢cwebcinterfacecthatccancbecopenedc¢gviacthec¢ciOp

1 Preallocation: Whether to fill the space for chunksnot yet downloaded with "0" (helps
avoiding fragmentation).

1 DHT enabled Whether to enable dht (distributed hash tables)
Encryption: Whether to use encrypted connections only

1 uTP enabled Whether or not to enable the Micro Transport Protocol. This funain is
intended to mitigate poor latency and other congestion control issues found in
conventional BitTorrent.

1 Binding address Where to listen for peer connections

=



=

Peer port The fixed port transmission listens to incoming connections
Alternative speedenabled: Whether transmission should use two speed limit settings

RPC authentication requiredWhether transmissiondaemon should be remote
controlled by a GUI on a host machine



App Settings

This page allows you to install OpenWRT packages. With thisique feature you can easily add
or remove functionality to your router, just like installing and uninstalling applications on your
computer. For more information on this, please go tdttps://wiki.ope nwrt.org/doc/packages.
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Actions  Configuration

No package lists available Update lists
Free space ' 93% (4.75 MB)

Download and install package

OK

41

1stalled Packag
Package name Version
6rd
6tunnel 0.11rc2-3
;ISa4|b 1.024.1-1
alsa-utils 102422
angular 0.1-gffab5c4-v1.2.0-rc2
angularloadcontent g8402b96-1

angular-mocks 0.1-gdeea515-v1.2.0-c3

Package name Version Description

none none none

SITECOM

Yougcancaddg¢gcpackagescbyctyp
cancremovegcpackageschbycsel e
button.


https://wiki.openwrt.org/doc/packages

Firewall Settings

Firewalli Enable

The router provides extensive firewall protection by restricting connection parameters, thus
limiting the risk of hacker attacks, and defending against a wide array of common Internet
attacks. However, for applications that require unrestricted accss to the Internet, you can
configure a specific client/server as a Demilitarized Zone (DMZ).

Note: To enable the Firewall settings select Enable and cliSave & Apply.
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Enable or disable Firewall module function © Enabled @ Disabled

Save & Apply
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Firewalli DMZ

If you have a client PC that cannot run an Internet application (g. Games) properly from

behind the NAT firewall, then you can open up the firewall restrictions to unrestricted twevay
Internet access by defining a DMZ Host. The DMZ function allows you to-tBrect all packets
going to your WAN port IP address to a paitular IP address in your LAN. The difference
between the virtual server and the DMZ function is that the virtual server relirects a particular
service/lnternet application (e.g. FTP, websites) to a particular LAN client/server, whereas DMZ
re-directs all packets (regardless of services) going to your WAN IP address to a particular LAN

client/server.
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@ Enable DMZ

Public IP Address Client PC IP Address

C ole:
NO. Public PC IP Address Client PC IP Address

Delete Selected Delete All
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1 Enable DMZEnable/disable DMZ
1 Public IP AddressThe IP address of the WAN port or any other Public IP addresses given
to you by your ISP

1 Client PC IFAddress Fill-in the IP address of a particular host in your LAN that will
receive all the packets originally going to the WAN port/Public IP address above.

ClickSave & Aply at the bottom of the screen to save the above configurations.



Firewalli DoS

The Broadband router's firewall can block common hacker attacks, including Denial of Service,
Ping of Death, Port Scan and Sync Flood. If Internet attacks occur the router can log the events.
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Denial of Service feature

Discard Ping on WAN v
{7 NMAP FIN / URG / PSH
/| Xmas tree
./ Another Xmas tree

Port scan ] | Null scan
2 SYN/RST

V) SYN/FIN
|& SYN/ (only unreachable port)

Save & Apply Save
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Ping of Death Protectionfrom Ping of Death attacls

Discard Phg FromWANT he¢r out er os ¢ WAN¢cportc¢cwill ¢cnotgres
Port Scan Protects the router from Port Scans.

1 Sync Flood Protects the router from Sync Flood attack.

=A =4 =4

ClickSave & Mply at the bottom of the screen to save the above configuration.



Firewalli Access

You can restrict users from accessing certain Internet applications/services (e.g. Internet
websites, email, FTP etcAccess Control allows users to define the traffic type permitted in your
LAN. You can control which PC client can lva access to these services.
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MAC Filtering table:
(@ Enable MACfiltering © Deny @ Allow
NO. Client PC MAC Address Comment

Add Delete Selected Delete All

IP Filtering table:
. Enable IP filtering © Deny @ Allow
[\ [0 PC Description PCIP Address Client Service Protocol Port range Select

Add Delete Selected Delete All

SITECOM

9 Deny.l fcyoucgcsel ectci Denydcthencallc¢clientscwilo/l
the clients in the list below.

T Alow:l f cyoug¢selectc¢ci All owd¢gthencgcallcgclientscgwil
the PCs in the list below.

1 FilterclentPCbyMAC ¢ Checkc¢ci Enabl e¢cMACc¢cFilteringdoctocge
T AAdPC ¢Fil Il ¢cinci Client¢cPC¢MACCe hatis allenedstd candci Col
accesscthecgclnternet, cand¢cthencclickg¢gci Addo. ¢ f
to retype again, just click "Reset" and the fields will be cleared.
1 Remove PCIf you want to remove some PC from the "MAC Filtering Table", seld¢oe
PC you want to remove in the table and then click "Delete Selected". If you want to
remove all PCs from the table, just click the "Delete All" button. If you want to clear the
selectionandres el ect cagain, ¢cjustcclickc¢i Resetd.

1 FilterclientPCsbyIFi | | ¢ci n¢ci | P¢cFiltering¢Tabledg¢gtocgf il
Add PC You can click Add PC to add an access control rule for users by IP addresses.

1 Remove PCIf you want to remove some PCs from the "IP Filtering Table", select the PC
youwanttoremoveinthe ¢t abl ecandc¢t heng¢gclickc¢ci Del etecgSel
all PCs from the table, just click the "Delete All" button.

=

ClickSave & Aply at the bottom of the screen to save the above configuration.



Firewalli URLblock

You can block access to som@/eb sites from particular PCs by entering a full URL address or
just keywords of the Web site.
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URL block

@ Enable URL Blocking

URL / keyword

Delete Selected Delete All

SITECOM

1 Enable URL Blocking Enable/disable URL Blocking
1 Add URLkeyword:Fi | | ¢i n¢ci URL/ Keyworddgcandc¢cthencclick
address or the keywordof the web site you want to block.
1 Remove URIkeyword: If you want to remove some URL keywords from the "Current
URL Blocking Table", select the URL keyword you want to remove in the table and then
click "Delete Selected". If you want remove all URL kewwds from the table, just click
"Delete All" button. If you want to clear the selection and reselect again, just click
i Resetd. ¢

ClickSave & Mply at the bottom of the screento save the above configuration.



Firewalli Virtual Server

Use the Virtual Server function when you want different servers/clients in your LAN to handle
different service/Internet application type (e.g. Email, FTP, Web server etc.) from the Internet.
Computers use numbers called port numbers to recognize a partidar service/lnternet
application type. The Virtual Server allows you to relirect a particular service port number

(from the Internet/WAN Port) to a particular LAN private IP address and its service port number.

Logout | Restart

English B

Home Wi-F Interfaces StreamBoost Filesystems Apps Firewall Task manager Administration Tool Box
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Virtual Server

@ Enable Virtual Server
Local IP Local Port Type Public Port Comment

I D X DN

Current Virtual Server Table

\[0X Local IP Local Port Type Public Port Comment

Delete Selected Delete All

SITECOM

1 Enable Virtual ServerEnable Virtual Sever.

1 Local IPThis is the LAN client/host IP address that the Public Port numbeacket will be
sent to.

1 Local Port This is the port number (of theabove Private IP host) that thébelow Public
Port number will be changed to when the packet enters youlL AN (to the LAN
Server/Client IP).

1 Type: Select the port number protocol type (TCP, UDP or both). If you are unsure, then
leaveitt o¢ct heg¢def aul t¢i bothdg¢gsetting.

1 Public Port Enter the service (service/lnternet application) port number from the
Internet that will be re-directed to the above Private IP address host in your LAN

1 Comment: The description of this setting.

T Add:Fi |l Il ¢cingthec¢c"PrivateclliPdg RJIrPtrd vaart eg¢"POa mmhe gt
setting to be added and then clickthe + sign. Then this Virtual Server setting will be
added into the "Current Virtual &rver Table" below.
1 Resetlf you want to remove Virtual Server settings from the "Current Virtual Serve
Table", select the Virtual Server settings you want to remove in the table and then click
"Delete Selected". If you want to remove all Virtual Server settings from the table, just
click the "Delete All" button. Click "Reset" wiltlear your current seletions.

ClickSave & Aply at the bottom of the screento save the above configuration



Firewalli ALG

An application gateway is an application program that runs orthe router. When a client
program establishes a connection to a destination service, tonnects to an application
gateway, or proxy. The client then negotiates with the proxy server in order to communicate
with the destination service. In effect, the proxy establishes the connection with the destination
behind the firewall and acts on behalfof the client, hiding and protecting individual computers
on the network behind the firewall.

This creates two connections: one between the client and the proxy server and one between
the proxy server and the destination. Once connected, the proxy makedlgacket-forwarding
decisions. Since all communication is conducted through the proxy server, computers behind
the firewall are protected.
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. Support for H323/netmeeting.

. Support for TFTP.

. Allows DCC to work though NAT and connection tracking.
Amanda . Support for Amanda backup tool protocol.
FTP . Support for FTP.

/! Support for IPsec passthrough

,, Support for PPTP passthrough

|7 Support for L2TP passthrough

Save & Apply

SITECOM

You can selecttheprepr ogr ammed¢c ALGOSsSc¢congt hi sgpage.



Task manager

System Logs
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System logs
Status © Enabled @ Disabled

Log type

GREYHOUND kern.warn kernmel: [ 3801.770008] [wifi0] EWLOG: [3980765] WAL DSGID TX BA SETUP
kern.warn kernel: [ 3899.761574] [wifi0] FWLOG: [3978183] WAL_DSGID TX_BA SETUP
kern.warn kernel: [ 3B98.757325] [wifi0] FWLOG: [3977495] WAL_DBGID TX_BA SETUP
user.warn igmpproxy[4517]: The source address 192.168.0.1 for group 239.255.255.
user.warn igmpproxy[4517]: No interfaces found for seurce 37.77.57.138
kern.warn kernel: [ 3875.650637] [wifi0] EWLOG: [3953744] WAL DSGID TX BA SETUP
kern.warn kernel: [ 3874.655388] [wifi0] FWLOG: [3953022] WAL DSGID TX BA SETUP
cron.info crond[4507]: crond: USER rcot pid 5018 omd /usr/sbin/check mem.sh
cron.info crond[4507]: crond: USER root pid 5016 omd /usr/sbin/check mem.sh
cron.info crond[4507]: crond: USER root pid 5015 cmd /usr/sbin/check mem.sh
user.warn igmpproxy[4517]: The source address 192.168.0.1 for group 239.255.255.250,
kern.warn kernel: [ 3856.578012] [wifi0] EWLOG: [3934676] WAL DSGID TX BA SETUP ( Oxd
localO.notice drflocs[3984]: (NOTICE): using channel nodes.ipaddr.drflocs for mac-to-i
local0.notice drflocs[3984]: (NOTICE): using channel drflocs.features for feature discc
locall.notice drflocs[3984]: (NOTICE): using channel connection.events for connection ¢
locall.notice drflocs[3984]1: (NOTICE): using channel classifications for classificatia
locall.notice drflocs[3984]: (NOTICE): offload disabled
localO.err drflocs[3984]: (ERROR): unable to resolve sfe family FC: -12
localO.err drflocs[3984]: (ERROR): unable to resolve nss family ECMCLNL: -12

GREYHOUND daemon.err sead[3692]: connection event is not a close

m
]

Refresh

Clear

Remote Log @ Enabled © Disabled

SITECOM

xternal ¢l o

On this page you can find the systemlogl f ¢y o ce
og ycandcenter ¢

u
enabl ecthe¢ciiRemoteclL 0c¢
field.



Kernel log
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0x0, 0x2, 0x0)
[2310.101562] [wifi0] FWLOG: [2357670] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x6, 0x3c, 0x40, 0x1)
[2312.109747] [wifi0] FWLOG: [2359437] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0xd18, 0x40, Ox1)
[2316.126241] [wifi0] FWLOG: [2363254] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, Ox6, 0x0, 0x2, 0x0 )
[2329.179943] [wifi0] FWLOG: [2377126] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, Ox6, 0x3d, 0x40, 0x1)
[2334.200531] [wifi0] FWLOG: [2381611] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0x0, 0x2, 0x0 )
[2336.208841] [wifi0] FWLOG: [2384470] WAL_DBGID_TX_BA_SETUP { 0x43ff08, 0x0, Oxd22, 0x40, 0x1)
[2339.221087] [wifi0] FWLOG: [2387730] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, Ox6, 0x0, 0x2, 0x0 )
[2345.245735] [wifi0] FWLOG: [2393848] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0x0, 0x2, 0x0 )
[2352.274539] [wifi0] FWLOG: [2400021] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x6, Ox3e, 0x40, 0x1)
[2357.295251] [wifi0] FWLOG: [2406087] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, Ox6, 0x0, 0x2, 0x0 )
[2361.311590] [wifi0] FWLOG: [2410193] WAL_DBGID_TX_BA_SETUP { 0x43ff08, Ox6, 0x3f, 0x40, 0x1)
[2363.319806] [wifi0] FWLOG: [2411721] WAL_DBGID_TX_BA_SETUP { 0x43ff08, 0x0, 0xd26, 0x40, 0x1)
[2367.336332] [wifi0] FWLOG: [2416285] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x6, 0x0, 0x2, 0x0 )
[2373.361355] [wifi0] FWLOG: [2422405] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0x0, 0x2, 0x0 }
[2375.369572] [wifi0] FWLOG: [2423754] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x6, 0x40, 0x40, 0x1)
[2380.390190] [wifi0] FWLOG: [2429548] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x6, 0x0, 0x2, 0x0 }
[2390.431334] [wifi0] FWLOG: [2439780] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0xd29, 0x40, 0x1)
[2396.456076] [wifi0] FWLOG: [2445871] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0x0, 0x2, 0x0 }
[2406.497188] [wifi0] FWLOG: [2456176] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, Oxd2a, 0x40, Ox1)
[2412.522149] [wifi0] FWLOG: [2462178] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0x0, 0x2, 0x0 }
[2422.563417] [wifi0] FWLOG: [2472400] WAL_DBGID_TX_BA_SETUP ( 0x43ff08, 0x0, 0xd2b, 0x40, 0x1)

Here you can view the messages the kernel patout.

Processes

Here you can see the running processes. There are 3 buttons to alter the functionality of the
process.

1 Hang up: This signal is used to report the termination of the controlling process on a
terminal to jobs associated with that sessionthis termination effectively disconnects all
processes in the session

1 Terminate: Ageneric signal used to cause program terminationlt is the normal way to
politely ask a program to terminate.

















































































