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CHAPTER 1 | Introduction

Congratulations on your purchase of the EZ Connect™ Wireless Cable Modem Gateway. SMC is
proud to provide you with a powerful yet simple communication device for connecting your
local area network (LAN) to the Internet.

Features and Benefits

e EZ 3-Click Installation Wizard - A new and improved way to install your Gateway
Modem. In 3 simple clicks, you will be connected to the Internet.

e Internet connection to cable modem service via an integrated cable modem port

Local network connection via 10/100 Mbps Ethernet ports or 54 Mbps wireless

interface.

802.11g - interoperable with multiple vendors.

Wireless: WEP and WPA encryption, Hide SSID, and MAC Filtering

DHCP for dynamic IP configuration, and DNS for domain name mapping.

Firewall with Stateful Packet Inspection, client privileges, hacker prevention, DoS, and

NAT.

Virtual Private Network (VPN) end-point support using PPTP, L2TP, or IPSec

e VPN pass-through support using PPTP, L2TP, or IPSec

e User-definable application sensing tunnel supports applications requiring multiple
connections

e Built-in Parental controls allow you to limit certain web sites - configurable by time
and date.

o Email alerts when hacking attempts on the users network are made

e Easy setup through a web browser on any operating system that supports TCP/IP

e Compatible with all popular Internet applications
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Package Contents

Before installing the EZ Connect™ Wireless Cable Modem Gateway, verify that you have the
items listed under below. Also be sure that you have the necessary cabling. If any of the items
are missing or damaged, contact your local SMC distributor.

1 - EZ Connect™ Wireless Cable Modem Gateway
1 - Power adapter (12V/1.25A)
1 - CAT-5 Ethernet cable
1 - USB Cable
Installation CD, including:
0 User Guide
0 USB Drivers

If possible, retain the carton and original packing materials in case there is a need to return
the product.

Please register your product on SMC’s web site at http://www.smc.com.

System Requirements
You must meet the following minimum requirements:

e Provisioned Internet access from a cable operator that has approved the SMC8014W-G

e A computer equipped with a wired or wireless network adapter with TCP/IP installed.

e A Java-enabled web browser, such as Microsoft Internet Explorer 5.5 or above, or
Netscape Communicator 5.0 or above.

e Windows 98 Second Edition or higher is required for USB driver support.
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CHAPTER 2 | Getting to Know the EZ Connect™ Wireless Cable
Modem Gateway

The EZ Connect™ Wireless Cable Modem Gateway is the perfect all in one solution, for the
home or business environment. This full-featured device has:

An approved DOCSIS 1.1 and 2.0 Cable modem

Advanced SPI Firewall Gateway

High-speed 54 Mbps 802.11g Wireless Access Point

Comprehensive LEDs for network status and troubleshooting

Reset Button

4 -10/100 Mbps Auto-Sensing LAN ports with Auto-MDI MDIX feature
1-USB 1.1 LAN Port for PC connectivity

NOTE: Cable modems provide up to 38 Mbps downstream and 10 Mbps upstream. However, you
should note that the actual rate provided by specific service providers may vary dramatically
from these upper limits.

LED Indicators

The Gateway includes LED indicators on the front panel that simplify installation and network
troubleshooting.

The Gateway includes LED indicators on the front panel that simplify installation and network
troubleshooting.

LABEL LED COLOR | ON FLASHING OFF
Power Green Power is supplied to the Power is not
PP N/A supplied to the
Gateway
Gateway
Diag Amber System Failure. Reboot N/A Normal Operation
Gateway
Cable Green Successfully connected to | Attempting to
N/A
cable network connect to network
Traffic Green Cable Modem has finished | Attempting to N/A
CMTS registration register with CMTS
WLAN Green Good Wireless Link Data transmitting No Wireless Link
LAN (1-4) | Green Connected at 10 or 100 - No Ethernet link
Data transmitting
Mbps detected
UsB Green USB port connected Data transmitting No USB link detected
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Rear Panel Description

CATV
LAN Connector
Ports

Item

Description

Power

Connect the included power adapter to this port.

Reset

Use this button to reset the power or restore the default factory settings.

LAN 1-4

Four 10/100 Auto-sensing switch ports (RJ-45). Connect devices on your local
area network to these ports (such as a PC, hub, or switch).

USB

Connect a USB Cable from your PC to this port.

CATV

Connect your cable line to this port.

Rebooting and Restoring the EZ Connect™ Wireless Cable Modem Gateway

The Reset button is located on the rear panel of the Gateway. Use a paper clip or a pencil tip
to push the Reset button.

Reboot

If the Gateway is having problems connecting to the Internet, simply hold down the reset
button for less than 2 seconds then release.

Restore Factory Defaults
If rebooting the Gateway does not resolve your issue, then you can follow these steps:

1. Leave power plugged into the Gateway.
2. Locate the reset button on the back panel, press and hold button for at least 5 seconds.
3. Release reset button.
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CHAPTER 3 | Installation

The EZ Connect™ Wireless Cable Modem Gateway can be installed in any location where you
have cable Internet access, and your cable Internet service provider has approved the
Gateway. To confirm you meet these 2 criteria points, please contact your cable operator.

For general installation please follow the guidelines outlined below to best performance:

o Keep the Gateway away from any heating devices.

e Do not place the Gateway in a dusty or wet environment.

e For optimum wireless performance, install the Gateway away from other electronic
devices, such as Monitors / TV / 2.4GHz Cordless Phones. These devices can hamper
your wireless throughput and distance.
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Basic Installation Procedure

1. Connect the LAN: You can connect the Gateway to your PC, or to a hub or switch. Run
Ethernet cable from one of the LAN ports on the rear of the Gateway to your computer’s
network adapter or to another network device. You can use either a standard straight
through or cross over Ethernet cable since the Gateway incorporates Auto-MDI MDIX
functionality.

You can also connect the Gateway to your PC (using a wireless client adapter) via radio
signals.

NOTE: It is recommended that for first-time setup you use a wired connection.

y

2. Connect the WAN: Connect a coax cable to the CATV port on the back of the Gateway
from a cable port located in your home. When connecting to the CATV port, use only
manufactured coaxial patch cables with F-type connectors at both ends for all connections.

Note: If this modem was NOT installed by your cable provider (ISP) or is being used to
replace another cable modem - please contact your Cable Operator to register the
SMC8014W-G. Without registering the modem with your cable operator it will be unable to
connect to the cable network system.

3. Power on: Connect the power adapter to the Gateway.

Warning: Only use the power adapter that was provided with the Gateway, using another
power adapter may damage your unit and void the warranty.
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CHAPTER 4 | Configuring your Computer

The information outlined in this chapter will guide you through the configuration for the

following Operating Systems:

Windows 95/98
Windows Me
Windows 2000
Windows XP
Apple Macintosh

Configuring Windows 95/98/Me
1. Access your Network settings by clicking

[ x|

[Start], choose [Settings], and then select Eariig.sckon | itarietion | Aocuss ot
[Control Panel]. TR e et
Cleari Ty MiCiotoli Medporks =
2. In the Control Panel, locate and double-click 5;:3“:;;::’““" :|
the [Network] icon. SMCEZ Card 1041 00 (SMC121 1T
d- TCPAF 2 D i Up tdapial
3. Highlight the TCP/IP line that has been _
assigned to your network card on the || B
[Configuration] tab of the [Network] fﬁ:ﬁiﬁlh o
properties window. (see network dialog box to -
the right) _EmiPiedsharg. |
D cipiioh
A A . TCPAF & the pikacol you uesba oonnect K the nbared Sd
4. Next, click the [Properties] button to view ek bl s
that adapter’s TCP/IP settings.
5. From the TCP/IP Properties dialog box, click O |_Cocd |
the [Obtain an IP address automatically]
o_ptlon. (see TCP/IP dialog box to the e e e
right)
Brdegn | Adenced | Hepms |
. . DS Configrsion | Gafemsy | WINS: Corfgursion P Adduss
6. Next click on the [Gateway] tab and verify
the Gateway field is blank. If there are IP e bt i g
addresses listed in the Gateway section, ecrnmonk Bkt T b kS, md il s
highlight each one and click [Remove]
until the section is empty. T e ——
= Sy mn I adders
7. Click the [OK] button to close the TCP/IP
Properties window. . i |
EEEE]
8. On the Network Properties Window, click
the [OK] button to save these new |
changes.
NOTE: Windows may ask you for the =
original Windows installation disk or Tl EET
additional files. Check for the files at
c:\windows\options\cabs, or insert your Windows CD-ROM into your CD-ROM drive and
check the correct file location, for example, D:\win98, D:\win9x. (Assume “D” is your
CD-ROM drive).
9. Windows may prompt you to restart the PC. If so, click the [Yes] button. If Windows

does not prompt you to restart your computer, do so anyways to ensure your settings.
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Configuring Windows 2000

1.

6.

7.

Access your Network settings by clicking
[Start], choose [Settings], and then
select [Control Panel]

In the Control Panel, locate and double-
click the [Network and Dial-up
Connections] icon

Locate and double-click the [Local Area
Connection] icon for the Ethernet
adapter that is connected to the
Gateway. When the Status dialog box
window opens, click the [Properties]
button.

On the [Local Area Connection]
Properties box, verify the box next to
Internet Protocol (TCP/IP) is checked.

Local Area Connection Status
General |
— Cotinection
Statuz Cannected
Diwration: B days 22:2236
Speed: 100.0 Mbps
—Activity
mf :
Sent —— =1 —— Received
L4
Packets: 178131 | 1EE. 487
! Froperties Dizable |

LCloze |

Then highlight the Internet Protocol (TCP/IP), and click the Properties button.

Select Obtain an IP address automatically to configure your computer for DHCP. Click
the [OK] button to save this change and close the Properties window.

Click the [OK] button again to save these new changes.

Reboot your PC.

Configuring Windows XP
The following instructions assume you are running Windows XP with the default interface. If
you are using the Classic interface (where the icons and menus look like previous Windows
versions), please follow the instructions for Windows 2000 outlined above.

1.

Access your Network settings by
clicking [Start], choose [Control
Panel], select [Network and Internet
Connections] and then click on the
[Network Connections] icon.

Locate and double-click the Local
Area Connection icon for the Ethernet
adapter that is connected to the
Gateway. Next, click the [Properties]
button.

On the [Local Area Connection]
Properties box, verify the box next to
Internet Protocol (TCP/IP) is checked.
Then highlight the Internet Protocol
(TCP/1P), and click the Properties
button.

-t Local Area Connection Status

General | Support

Conmection
Statuz Connected
Diuration: 23521
Speed: 100.0 Mbps
Signal Strength:
Ativity X

Sent -:ﬂ Received

L5
Packets: B3.125 75,381
| Properties |[ Disable ]

2)x

Close

Select Obtain an IP address automatically to configure your computer for DHCP. Click
the [OK] button to save this change and close the Properties window.

Click the [OK] button again to save these new changes.
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6.

Reboot your PC.

Configuring a Macintosh Computer
You may find that the instructions here do not exactly match your screen. This is because these
steps and screen shots were created using Mac OS 10.2. Mac OS 7.x and above are all very

similar, but may not be identical to Mac OS 10.2.

1.

Pull down the Apple Menu. Click System Preferences and select Network. Make sure

that

Built-in Ethernet is selected in the Show field.

On the TCP/IP tab, select Using DHCP in the Configure field.

Close the TCP/IP dialog box.

ao Network =
Location: | Autematic i
Show: | Built-m Ethernet T{
F TCRIIP * PPPoE I ApplaTalk ] Prowias |
Configure: | Using DHCP #
NS Sarvers ll:lp1lr.n-1ll_
IF Aaidress: 19.1.28.83
IProuided by DHCP Serveri
Subnet Mask: 255.255252.0
Reuter 10128 254 Search Damaing iOpzianall
DHCP Cllernt iD: |
(D pticmal)
Exampla applocam
Ethermet Address: O0:50ced-00: 206 earthirknet
E' Click the lock to prevend further chamges. r gﬁwn; Ny f .a.pp.h,-'m "‘
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CHAPTER 5 | Configuring the EZ Connect™ Wireless Cable Modem
Gateway

After you have configured TCP/IP on a client computer, use a web browser to configure the EZ
Connect™ Wireless Cable Modem Gateway. The Gateway can be configured by any Java-
supported browser including Internet Explorer 5.0 or above, or Netscape Navigator 5.0 or
above. Using the web management interface, you can configure the Gateway features and view
its settings.

Before you attempt to log into the Gateway’s Web-based Administration, please verify the
following:

1. Your browser is configured properly. (see below)

2. Disable any firewall or security software that may be running.

3. Confirm that you have a [link] LED where your computer is plugged into the Gateway.
If you don’t have a [link] light, try another cable.

Browser Configuration

Confirm your browser is configured for a direct connection to the Internet using the Ethernet
cable that is installed in the computer. This is configured through the options/preference section
of your browser.

Disable Proxy Connection

You will also need to verify that the “HTTP Proxy” feature of your web browser is disabled. This
is so that your web browser will be able to view the web-based configuration pages. The
following steps are for Internet Explorer and for Netscape. Determine which browser you use and
follow the appropriate steps.

Internet Explorer (5.0 or above)
1. Open Internet Explorer. Click [Tools], and then select [Internet Options].
2. In the [Internet Options] window, click the [Connections] tab.
3. Click the [LAN Settings] button.
4. Clear all the check boxes and click [OK] to save these LAN settings changes.
5. Click [OK] again to close the [Internet Options] window.

NOTE: To ensure proper screen refresh after a command entry, be sure that Internet Explorer
5.0 is configured as follows: Under the menu “Tools/Internet Options/General/Temporary
Internet Files/Settings,” the setting for “Check for newer versions of stored pages” should be
“Every visit to the page.”

Netscape (5.0 or above)
1. Open Netscape. Click [Edit], and then select [Preferences].
2. In the [Preferences] window, under [Category], double-click [Advanced], then select
the [Proxies] option.
3. Check [Direct connection to the Internet].
4. Click the [OK] button to save the changes.
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Accessing the EZ Connect™ Wireless Cable Modem Gateway’s Web Management
To access the EZ Connect™ Wireless Cable Modem Gateway’s web-based management screens,
follow the steps below:

1. Launch your web-browser.

NOTE: Your computer does not have to be ONLINE to configure the EZ Connect™
Wireless Cable Modem Gateway.

2. In the Address Bar, type: http://192.168.0.1

fddress |ﬂj http:ff192.168.0.1,

3. When the Gateway’s Login screen appears, enter the default username and password,
and click the [Login] button to access the Gateway.

LOGIN USER PASSWORD

Username:
Password:
LOGINl CAMCEL |

There are 2 default login accounts, one for the User and one for the Installer:

Installer Login - for use by cable operator only
USERNAME: mso
PASSWORD: msopassword

User Login - for use by subscriber
USERNAME: cusadmin
PASSWORD: password

NOTE: Usernames and Passwords are case sensitive

4. Once you have logged into the Gateway’s web-based admin screen, you have several
options and features which can be configured.

All features available and how to configure each one is outlined in the next section
Chapter 6 | Navigating the Web-based Administration.
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CHAPTER 6 | Navigating the Web-based Administration

The EZ Connect™ Wireless Cable Modem Gateway’s management interface allows you to
configure both basic and advanced features and options. Some of these advanced functions
include: hacker attack detection, IP and MAC address filtering, intrusion detection, port
forwarding setup, virtual DMZ hosts, as well as other advanced functions.

Making Configuration Changes
Once a configuration change has been made on a page, be sure to click the [Apply] or [Next]
button at the bottom of the page to enable the new setting.

SYSTEM

This section is used to configure the device mode and administration options including
passwords and remote management settings.

To access the System Settings configuration page, on the Side Navigation bar, click on [System]
link.
System Settings

This page includes all the basic configuration tools for the SMCE014WE, such as password management and remote access
managerment. Users can set up the router name in this page. If necessary, users can disable all the Commercial gateway function by
checking the Disable All Commercial Gateway Functions checkbox.

[ Disable &ll Commercial Gateway Functions

Router Name :

@0

Selecting the [Disable ALL Commercial Gateway Functions] sets the Gateway to operate as a
bridging cable modem. In this mode all LAN interfaces are enabled including Ethernet, USB,
and Wireless, but all Gateway functions are disabled including Firewall, NAT, DHCP Server, URL
Blocking, and VPN end points.

A Router Name for the Gateway can also be set on this page.
Password Settings
From this section you can configure new passwords for the [mso] and [cusadmin] administrator

accounts.

You can also set the Idle Time Out value that the SMC8014W-G will keep an admin account
logged in for. The default Idle Time Out value is 10 min.

To access the Password Settings configuration page, on the Side Navigation bar, click on
[System] link and then click on the [Password Settings] link.
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Password Settings

Set a password to restrict management access to the SMCB014WWE. Also a timeout value could be set here for automatic logout if the
page is not active for the timeout period

+ Current Password : o Idle Time Out - [10 i
s Nlew Password

+ Re-Enter Passward for Werification :

+ Customer Mew Password

s Re-Enter Custormer Mew Password for YWerification ©

If your password is lost, or you cannot gain access to the user interface, press the Reset button
on the rear panel (holding it down for at least five seconds) to restore the factory defaults.

From this section you can also configure the RADIUS, TACACS+ and TACACS authentication.
Note: only one form of authentication can be enabled at any one time.

[T RADIUS Authentication

-,

e EE

T |

|3 seconds
|

|_ TACACS+ Authentication

ID _ID -ID -ID
|49
Authentication

Algorithm Im

Shared Secret I"""

TACACS+ Server IP

[T TACACS Authentication
TACACS Server 1P [ NN O A
49

Algorithm

Line 1

|
|
Authentication I uthentication j
|
|
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Remote Management

Allows a remote PC to configure, manage, and monitor the Gateway using a standard web

browser.

To access the Remote Management configuration page, on the Side Navigation bar, click on
[System] link and then click on the [Remote Management] link.

If users on the Internet want to remotely manage the SMCB014WE,| there are two ways, telnet and web, for them. For remote wehb
rmanagernent, they must specify the WAN IP and the specific remote managerment port for the URL. Or they can telnet to the device by
using the WAN IP and the specific remote telnet managerment port which is between 1 and B5535. If users want to change the default
port, the range of the remote management port is between 1024 and 65535 for HTTP. The web default port is 8080 and telnet port is 2323,
Far example, if the WAN IP is 123.45.67 8 and web managerment port is 8080, the rermote user rmust use “http:/f123.45.67 .8:8080" to
access the SMCE0T4WE's web management function.

WAN IP Address

Https Port
Mso remote management
Customer remote management

Limit remote management to:

IV All IP Addresses

|Sing|e Address j | | |

Permitted IP
Addresses:

Delete |

20.2020.1
[poan | O
[e3za | |
[fran ] |
I
=
to | | | | At

This feature has several options to configure:

HTTP Remote Management

Configure the HTTP remote management port (default port: 8080)
Configure the Telnet remote management port (default port: 2323)
Configure the HTTPS remote management port (default port: 8181)
Specify if MSO remote management is allowed (i.e. “mso” login)

Specify if Customer remote management is allowed (i.e. “cusadmin” login)
Customize the remote management access list (default: All IP addresses)

The default setting for this is enabled on port 8080. To access the remote management web
page you would access it at http://XxX.XxX.XxX.xxx:8080 (where xxx.XxXxX.XxX.Xxx is your WAN |P

listed on the status page). If you change the port to another setting then simply change the

information in the URL.

NOTE: Do not set the remote management port to use a port that is already in use by the
gateway or PC on the private LAN. For example, if a remotely accessible WEB or FTP server is
running on the private LAN (i.e. a Port Forwarding rule has already been created for this
service) you cannot set the remote management port to 80, 20, or 21.

Telnet Remote Management Port

The default setting for this is disabled on port 2323. Telnet enables access to the Command
Line Interface (CLI). Refer to Appendix A for CLI commands.

Enable Customer Remote Management
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This feature enables the customer to remotely access the web-based administration screen
with their username and password (default: cusadmin/password). To enable this feature,
check the [Customer Remote Management] checkbox.

Remote Management Access Rule
This option will allow you to limit who can access the remote management web login from the
Internet.

The [Everyone] option allows any Internet user to access the web management login.

The [IP address range] option allows you to set a range of public Internet IP addresses. You can
access the web management login from any IP address in the specified range.

The [Single Address] option allows you to set just 1 public Internet IP address. This is the ONLY
IP address that you access the web management login screen.

A combination of one or more IP address ranges and single addresses can be configured.

WAN
From this section you can configure all the WAN Settings.

To access the WAN configuration page, on the Side Navigation bar, click on [WAN] link.

You can setup the SMC8014W-G to support the Pubic LAN IP as the WAN IP by selecting the [Use
public LAN IP as the WAN IP] checkbox. The Public LAN IP can be configured in the LAN
Settings section.

Click the DHCP WAN IP [Release/Renew] button to release and renew the WAN IP address.
WAN Seftings

The SMCE0144%5 can be connected to your cable service provider either by DHCP or by a static IP. The DMS can alzo be assigned
staticly or through DHCP process.

« Do you want to assign your own WAN IP address? @ No " Yes
= Use public LAN IP as the WAN IP

WAN IP Address ID _ID _ID |0
WAN IP Subnet Mask ID _ID _ID |0
WAN Gateway IP Address ID _ID _ID |0

DHCP WAN IP EBeleaze/Fenew

» Do you want to assign your own DNS address?  ® No  © Yes

Primary DNS ID ID ID 1]
Secondary DNS ID ID ID 1]
For DHCP request, the Host Marne is optional, but may be required by some Service Providers for authentication.
Host Hame : (If Required)

DNS Settings
You can also configure the Gateway to use custom DNS servers.

NOTE: DNS is short for Domain Name System. The DNS IP is a server that that translates
domain names into IP addresses.

Host Name

The Host Name setting is an optional configuration and is used when required by your cable
operator. Contact your cable operator to determine if this setting is required.
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MAC Spoofing

This is an optional configuration that may or may not be required by your cable operator. For
more information about MAC Clone/Spoofing please contact your cable operator to determine
if this is a required setting.

To access the MAC Spoofing configuration page, on the Side Navigation bar, click on [WAN] link
and then click on the [MAC Spoofing] link.

MAC Spoofing

If users want to use DHCP to get the YWAN IP for NAT translation, some cable Internet companies will only assign IP for a particular MAC
address, i.e. the NIC card's MAC address of the user's PC. In such scenario, MAC Cloning allows the user to substitute a different MAC
address for the factory default YWAN MAC address.

If users choose to use the public static LAM IP as the WAN IP for NAT translation, then no spoof MAC is necessary and the fields below
would be dirmmed to prohibit the input.

MAC Address List:

| |
Clone MAC Address : IDD ;|13 ;IF? ;IDS ;|42 ;ICC

LAN
From this section you can configure the following settings:

e The PUBLIC LAN IP settings, including IP Address, Subnet Mask, and Domain Name - this
option can also be enabled to act as the WAN IP.

The PRIVATE LAN IP settings, including IP Address, Subnet Mask, and Domain Name.
Enable or Disable the integrated DHCP server

Configure the DHCP Lease time for your DHCP clients

The IP Address Pool range for DHCP clients

e The PPTP IP Address Pool for PPTP VPN clients

To access the LAN configuration page, on the Side Navigation bar, click on [LAN] link.

LAN IP

Use the LAN section to configure the LAN IP address for the Gateway and to enable the DHCP
server for dynamic client address allocation. You can also configure the Lease Time for the
DHCP clients on your network.

Public LAN IP Settings

Define a range of public IPs that are used on the LAN. The combination of IP address and
Subnet Mask settings determine the Public LAN subnet and IP addresses within this network are
assigned to servers on the LAN. Optionally, the Public LAN IP address can be used as the
Gateway’s WAN IP address.
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LAN Settings

Users can set up the public LAN P, also the private LAN P in this page. The private LAN 1P is also the IP of the DHCP server which will
dynamically allocate IP address for the client PCs behind the Gateway. The private IP range is & class C address which can be set up
from 2 to 254, The default address pool is from 10 to 59

Public LAN IP

T e
v

Domain Name Imypuhgateway net
=TT

Private LAN IP Settings
Define the Gateway’s private LAN settings. The IP address configured here is the Gateway’s
(default: 192.168.0.1).

NOTE: Port Forwarding and Access Control rules will be based on the network scope defined

here. If either of these types of rules were previously setup and the Private LAN IP address is
changed, then those rules will need to be recreated to reflect the new Private LAN IP network.

Private LAN IP

IP address [ IR (0N IR £

IP Subnet Mask [ ESIIN ES AT

Domain Hame |mygateway.net

DHCP Server Settings

The Gateway’s DHCP Server can be turned enabled/disabled here. Also the DHCP client Lease
Time can be adjusted from the default One Week setting. The Gateway functions as a DNS
proxy by default. DNS proxy can be disabled by configuring Primary and Secondary DNS values
here, which LAN DHCP clients will receive in their lease.

Enable DHCP Server v

Lease Time IOneWeek "l

Assign DNS Manually N

Primary DNS [ N O A [

Secondary DNS [ (NN N CHRA [

Private IP Address Pool

The scope of LAN DHCP IP addresses that the Gateway will assign to clients is 192.168.0.10 to
192.168.0.59 by default. IP addresses from 192.168.0.2 to 192.168.0.9 and from 192.168.0.230
to 192.168.0.254 are available for static IP address assignments.
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Private IP Address Pool

start 1P [ EEEREN (ECH COR ALt

[taz |Jes [0 |[s9

NOTE: You cannot use the IP address of the Gateway (192.168.0.1 - default IP) in the client
address pool.

PPTP IP Address Pool

When the Gateway is configured to act as a PPTP VPN server in the VPN Settings section, PPTP
clients will be assigned IP addresses in this range for their PPTP WAN interface.

PPTP IP Address Pool

I o | feoo

I 1o | fees

ROUTING
From this section you can configure Static Routes and RIP Control settings.

Static Routes
Use this section to configure Static Routes on your network. A static route setting will allow
you to configure a different Gateway for a Specific Destination IP.

To access the Static Routes configuration page, on the Side Navigation bar, click on the [WAN]
link and then select the [Static Route] link.

Static Routes

This page allows the user to add static routes to assign specific paths to networks connected to the LAN.

Static Routing Table {up to 8 items)

[ [#] Name | DestinationlP | __ SubnetMask | __GatewaylP | Active |
Addl Editl Deletel

<

NOTE: Users cannot add any static routes to a public network assigned by your cable operator.
Users can add other private networks that are located on the LAN side of the SMC8014W-G.

Adding Static Routes

The screen shot below shows the Configuration Page for adding a Static Route to your network.
To access this screen, click on the [Add] button from the main [Static Routes] page (shown
above).
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Add Static Routes

In this page, users can add static routes to the routers connected to the SMCB01AWG, containing different networks and subnets. Users
can specify a name for the route as a way to easily rermember which entry is linked to which route. The Destination [P and its Subnet
Mask are the network [P address of the destination network and its subnet mask. The Gateway IP is the locally-assigned IP address on
the Gateway LAM netwark. For example, a router 'SMC'is connected to the SMCE014WGE, which has a subnet address "111.22233.0°
attached to it, and its IP in the SMCB014WGE subnet is 192 168.100.33". We can add a static route called 'SMC" and its destination [P is
111.222.33.0°, subnet mask is 255.255.255.0" and itsgateway P is '192.168.100.33"

——
L
L
|

192 [tes || |

Destination IP

Gateway IP

Elackl Applyl Cancel |

RIP Control

Use this section to configure the RIP control settings. RIP is used by some cable operators to
advertise Public LAN IPs to their network. Below is an outline of the RIP control options:

1. RIP Send Version:
Options are to send RIP1] RIP2] RIP1 and RIP2] DO NOT SEND.

2. RIP Receive Version:
Options are to receive RIP1] RIP2] RIP1 and RIP2] DO NOT RECEIVE.

3. Update Interval:
Time period for RIP daemon to send out its routing information to other routers.

4. Default Metric:
This variable indicates the metric that is to be used for the default route entry in RIP
updates originated on this interface. A value of zero indicates that no default route
should be originated. For CM, it is not necessary to send out its own default route to
the CMTS. So, this value should be zero.

5. Authentication Type (only for RIPv2):
This value is used when users choose RIP2 for the RIP SEND/RECEIVE. The options are
No authentication] Simple Password] MD5. The Simple Password option uses a clear
text password. Usually, MD5 is preferred for security reason. Please be aware that the
CMTS's RIP setting must match with the CM's RIP setting.

6. Authentication Key & ID (only for RIPv2):
These two values are used with item 5 above. If “Simple Password” or “MD5” is chosen
for authentication type, they must match the values set in the CMTS.

7. Neighbor: Usually RIP are sent out by broadcast or multicast. If users want to unicast
the RIP to a specific neighbor router, they can specify the destination IP here. Then
only that particular neighbor router would receive the RIP messages.

NOTE: It is best to use RIP2 when using non-classful IP addresses. In other words, use RIP2 for
those networks that are subneted (e.g. a subnet mask other than 255.0.0.0 for a Class A IP
address). RIP1 does not support classless inter-domain routing (CIDR) which is the method used
to subdivide networks with subnet masks.

To configure the RIP settings via Web Ul, please follow the steps outlined below:
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1. You will need to confirm the network is setup with a valid Public LAN IP in [LAN] page
before they enable the RIP setting.

NOTE: The RIP setting is disabled by default.

LAN Settings

Users can set up the public LAN IP, also the private LAN IP in this page. The private LAN IP is also the IP of the DHCP server which will
dynamically allocate IP address for the client PCs behind the Gateway. The private [P range is a class C address which can be set up
fram 2 to 254, The default address poal is from 10 to 55

Public LAN IP

1P address [ XN EORRN AN

IP Subnet Mask [l S ES I EEA

Domain Name Imypubgateway.net

r

2. After you confirm the LAN Settings, then you will need to configure the RIP Settings.

RIP Control

This page allows the users to control the RIP protocol which could be used to exchange the routing information between routers. The
routing inforrmation could be used to build up/modify/age out the routes dynarmically

RIP Control Tahle

Interface Name Cahle

Update Interval ISD— sec
Default Metric lﬁl
Authentication Type MDE -

Authentication Key & ID |[SEECI masa Io: |0
Neighbor I I H

oo

These settings will need to be configured based on how your cable operator network is set up.

WIRELESS

This section allows you to configure the Gateway’s built-in 54 Mbps 802.11g Access Point. To
setup the wireless connections, you will need to do define the Service Set Identifier (SSID),
Channel, Encryption options, and other optional settings.

To access the Wireless Settings page shown below, on the Side Navigation bar, click on
[Wireless] link.
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The Wireless Mode can be set to Mixed (default), 11B only, 11B+ only, or 11G only. Also, the
Gateway’s wireless interface can be disabled if not being used.

Wireless Settings

The gateway can be quickly configured as a wireless access point far roaming clients by setting the access identifier and channel
number. [t also suppaorts data encryption and client filtering. Users could also choose which maode would be run for this access point.
There are 11b, 11b+, 11g, or mixed mode. If necessary, users can also disable the wireless module by checking the Disable Wireless
Module checkhox.

% Mixed mode © 1MBonly © 11B+only  11G only

[T Disable Wireless Module

Channel and SSID
You must specify a common radio channel and SSID (Service Set ID) to be used by the Gateway
and all of your wireless clients. Be sure you configure all of your clients to the same values.

To access the Channel and SSID configuration page, on the Side Navigation bar, click on
[Wireless] link and then click on the [Channel and SSID] link.

Channel and SSID

This page allows you to define 51D and Channel ID for wireless connection. In the wireless environment, this gateway can be acting as a
wireless access point. These parameters are used for the mobile stations to connect to this access point.

WLAN

Channel |1 'l

¥ Hide SSID

XY

SSID: This is the Wireless ID or Service Set ID of your wireless network. This should be set to
the same value as the other wireless devices in your network.

NOTE: The SSID is case sensitive and can consist of up to 32 alphanumeric characters.

Channel: The radio channel through which the Gateway communicates to clients over the
wireless network.

NOTE: If you are not getting good wireless performance try another wireless channel - because
this Gateway operates in the 2.4GHz spectrum - it can be affected by some other products,
such as cordless phones.

Hide SSID: This option will cause the Gateway to not broadcast its SSID. By selecting this
option, wireless clients will not be able to use their Site Survey feature to locate this wireless
network.

Encryption
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If you are transmitting sensitive data across wireless channels, you should enable either Wired
Equivalent Privacy (WEP) or WiFi Protected Access (WPA) encryption. Encryption requires you
to use the same set of encryption/decryption keys for the Gateway and all of your wireless
clients.

To access the Encryption configuration page, on the Side Navigation bar, click on [Wireless] link
and then click on the [Encryption] link.

Encryption

Encryption transmits your data securely over the wireless network. Matching encryption keys must be setup on your Cormmercial
Wireless Gateway and wireless client devices to use encryption

Security WEP 'l

Authentication Type

WPA Passphrase

WEP KEY
B4 Bit

& 128 Bit

WEP
Select [WEP] from the [Encryption Type] drop down menu. Select the Automatic, Open System,
or Shared Key from the [WEP Authentication Type] drop down menu.

Authentication Type Shared Key j

Automatic

WPA Passphrase

You can choose between standard 64-bit or 128-bit encryption keys. Below are the
configuration options for 64-bit WEP. A passphrase or a manual key can be used.

NOTE: To enter a manual WEP key you will need to enter hexadecimal values (A-F and 0-9).

WEP KEY

* B4 Eit

S T
Key 2 UXIW
Key 3 UXIW
Key 4 UXIW
Default Key m

128 Bit

Passphrase

Generate Keys

To automatically generate a 64-bit WEP key, enter in a Passphrase (keyword - ex. Home) and
click the [Generate Keys] option. Once you do this, the Gateway will dynamically generate 4

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

keys. Simply configure the Default Key to the one key that you will be using across your
network.

On the wireless clients, you can use the passphrase option, and client utility will generate the
same 4 keys - or you can manually type in the selected KEY that is configured on the Gateway.

For more security, you can use 128-bit WEP encryption. To use this mode, click the [128 Bit
Encryption] option and the configuration section will be displayed. You can manually enter in
the 26-digit hexadecimal key or use the passphrase option to generate random dynamic keys.

WEP KEY
' B4 Bit

125 Bit

DxlﬂUDDUDDDDDDDDDDDDDDDDDDDDD

Key 2 DxlDDDDDDDDDDDDDDDDDDDDDDDDDD

Key 3 DKIDDDDDDDDDDDDDDDDDDDDDDDDDD

Key 4 DKIDDDDDDDDDDDDDDDDDDDDDDDDDD

Default Key IW 'l
Passphrase |

Generate Keys

NOTE: If you are having a difficult time getting the wireless connection up after enabling WEP -
please confirm that you have configured the SAME WEP key on both the Gateway and Client
card.

WPA-PSK

Select [WPA-PSK] from the [Encryption Type] drop down menu. Next, enter a passphrase value
between 8 and 63 characters in the [WPA Passphrase] field.

Authentication Type IShared = 'l
wp Passphras [N
MAC Filtering

The Gateway can allow the wireless client stations to connect over a wireless connection in 2
different ways:

1. By allowing all wireless stations access;
2. Or by allowing only Trusted PCs.

To access the MAC Filtering configuration page, on the Side Navigation bar, click on [Wireless]
link and then click on the [MAC Filtering] link.
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MAC Filtering

The SMCE0T4WGE can allow the wireless client stations to connect to your SMCB01AWGE in any of these ways:

@ All Wireless stations  Allow all wireless stations to access the Intemet through the SMCE0148MG.
¢ Trusted PCs only Allow some particular wireless client stations to access the Internet through the SMCE014WE. You can

use the following table to add/delete the clients.

Wireless Access List (up to 16 items)

[ | #|  DeviceName | MAC Address
Delete |

Auto-Learned Wireless Devices

B Device Hame MAC Address

Manually-Added Wireless Devices

ﬂl Cancel |

You can also configure a [Device Name] that is associated with a specific MAC address. In doing
this, you can easily recognize the computers that you are in your access list.

NOTE: MAC filtering only applies to Wireless Clients.

NAT
Network Address Translation (NAT) allows multiple users at your local site to access the
Internet through a single public IP address.

Port Forwarding

The Gateway supports port forwarding that enables customers to host servers on their LAN.
You can configure this feature to redirect the external service request to the appropriate
internal server and port.

For example, if you are running a WEB server, you can configure all traffic on port 80 to be
redirected to the IP address of the WEB server running on your network.

To access the Port Forwarding configuration page, on the Side Navigation bar, click on [NAT]
link and then click on the [Port Forwarding] link.
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Port Fonwarding

Users can configure the SMCB014WGE to provide the port forwarding services which allow the Internet users to access local services such
as the Web server or FTP server at your local site. This is done by redirecting the combination of the ¥WAN IP address and the semice
port to the local private I[P and its serice por. The maximuom total number allowed for predefined and customer-defined serices is 100

Predefined Service Table
[ [#]  Sewice Name | LAN Server IP |____Remote IPs | _Active |
Addl Edit Delets |

Customer Defined Service Table

Iﬂ LAN Server IP Remote IPs Public Port Private Port m
Addl Edit| Delete |

This Port Forwarding function supports 2 types of Services:

e Predefined Service
e Customer Defined Service

Predefined Service

The Predefined Service option has a pull-down menu with several popular Service Applications,
such as HTTP (80), FTP (20/21), and AIM/ICQ (5190).

Predefined Service

Predefined service allows users to choose the traffic type to be allowed-in from Intermet.

| Al CQTCP:5190) |
LaN Server 1P | EEERIN KEERNRN CORR
Remote IPs (MY -
Start 1P [ O OO A [
| EO O CIA [

Back | Apply | Cancel

To configure Port Forwarding with a Predefined Service rule, follow the steps below:

1. Select the [Service] that you want to have access through the firewall to your LAN from
the pull-down menu.

2. Enter in the [LAN Server IP] for the LAN PC that is running this service or application

3. You can also configure [Remote IPs] option to allow access to this specific port from
the WAN side. This can be configured for 3 different access types:

a. Any IP Address [Any] - choose this option to allow access from any public IP
address.

b. Single IP Address [Single Address] - choose this option to only allow access from
a single public IP address.

c. IP Address Range [Address Range] - choose the option to only allow a range of
public IP addresses.
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4. Click the [Apply] button to save your changes and return to the Port Forwarding main
screen

Customer Defined Service Rule (Custom)
The Customer Defined Service section allows you to custom configure a Port Forwarding rule
with any Traffic type (TCP/UDP/TCP and UDP), Public Port, and Private Port.

Customer Defined Service

Customer-defined service allows users to define their traffic type to be allowed-in from Internet.

|

Type TCP -

LaN Server 1P [ TEFRIN (RN |

Remote IPs Ay A

=

Joo o o

=] =

Jo o o

Public IP Ports IPort Fange 'l

Start Public Port

End Public Port

i

Private Ports "' Enable Port Range

Elackl Applyl Cancel |

To configure this custom option, please follow the steps below:

[N

Enter in a Description [Name] for this custom setting

2. Configure the Traffic or Data [Type] that you want to forward. The options are TCP |
UDP | TCP/UDP.

3. Set the [LAN Server IP] of the PC that you want this traffic/data redirected to

4. You can also configure [Remote IPs] option to limit access to this specific port from the

WAN side. This can be configured for 3 different access types:

a. Any IP Address [Any] - choose this option to allow access from any public IP
address.

b. Single IP Address [Single Address] - choose this option to only allow access from
a single public IP address.

c. IP Address Range [Address Range] - choose the option to only allow a range of
public IP addresses.

5. Set the [Start Public Port] and [End Public Port] that this application will use on the
WAN (Internet) side. The Gateway will listen for incoming traffic/data to its WAN IP on
these ports.

6. Set the [Private Ports] that the Gateway will forward this traffic to on the LAN. If
there is a range of ports, enter the starting private port in [Private Ports], select
[Enable Port Range] checkbox, and the Gateway will automatically calculate the end
private port. The LAN PC server will listen for traffic/data on this/these ports.

Below is an example setting for a WEB server on an Internet connection, where port 80 is
blocked from the WAN side, but port 8000 is available.

Name: Web Server

Type: TCP
LAN Server IP: 192.168.0.100
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Remote IPs: Any (allow access to any public IP)
Public Port: 8000
Private Port: 80

With this configuration, all HTTP (Web) TCP traffic on port 8000 from any IP Address from the
WAN side will be redirected through the firewall to the Internal Server (192.168.0.100) on port
80.

NOTE: This configuration is useful because you don’t have to reconfigure your web server to
accept traffic on a different port, you can do this configuration on the Gateway.

FIREWALL

The Gateway provides a stateful inspection firewall (SPI), which is designed to protect against
Denial of Service (DoS) attacks. Its purpose is to allow a private local area network (LAN) to be
securely connected to the Internet. To provide a flexible solution, the firewall section has the
following features:

Firewall Enable/Disable
To access the Security Settings configuration page, on the Side Navigation bar, click on
[Firewall] link.

To enable this feature, check the [Enable Firewall Module] checkbox.

Security Settings {Firewall)

The SMCE014YYG provides the extensive firewall protection by restricting connection parameters to limit the risk of hacker attack.
However, for applications that require unrestricted access to the Intermet, users can configure a specific client/server as a demilitarized
zone (DMZ). For this special DMZ host, it will be exempted from the limitation of the firewall, but also the protection fram the firewall. A
checkbox is provided to enable/disable the whole firewall function.

¥ Enable Firewall Module

&6
Access Control

The Access Control section allows the setting of two types of rules: enable access to services on
your public LAN network from the Internet or to block services on the private LAN from
accessing the Internet. Access Rules can be configured to a specific LAN IP Address or a range
of LAN IP Address’s.

To access the Access Control configuration page, on the Side Navigation bar, click on [Firewall]
link and then click on the [Access Control] link.

To enable this feature, check the [Enable Access Control] checkbox.
There are 2 sections in that can be configured for Access Control Rules.

The first section is used to configure the Access Rules for the Public LAN from the Internet.
These rules will enable services on the public LAN to be accessed by the Internet.
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Access Control

By default all the access attemption from Intemet to the LAMN would be hlocked no matter what destination it would be. In the NAT page,
users can set up the port forwarding for the private AN, Here, users can set up the accessing rules to allow the Intemet users to access
the public LAN service directly. The maximum total number allowed for predefined and customer-defined accessing rules is 35

[¥ Enable Access Control

Predefined Service Table
[ [#]  sewviceName | RemowelPs | localles | Allowed |
Add | Edit] Delete

Customer Defined Service Tahle

| [#] _ SewiceName | Type | RemotelPs | _locallPs | Port | __Allowed |
Add | Edit Delete

The second section is used to configure Access Rules for the Private LAN to the Internet. These
rules will block services on the private LAN to the Internet.

The following two tables allow users to define the trafiic type not-permitted from LAN site to the Intemet. This page includes predefined [P
filtering and customer-defined IP filtering. The masximum total number allowed for predefined and costomer-defined filters is 35

Predefined Filtering Table
[ & ] SewiceName | LAN IPs Blocked
Add | Edit Delete |

Customer Defined Filtering Table
| |# | SeviceName | Type | __LANIPs Blocked
Add | Edit Delete |

From this section, you can also choose to have the Gateway to [Respond to Ping on Internet
WAN Port]. If you check this option, the Gateway will respond to PING requests to the WAN IP
address. By default this option is enabled.

I Respond to Ping on Internet WAHN Port

For convenience, each Access Control section includes 2 filtering options:

e Predefined Filtering
e Customer Defined Filtering

Predefined Filtering Access Rule:

1. On the Side Navigation bar, click on [Firewall] then select [Access Control]
2. Under the Predefined Section, click on the [Add] button

3. On the Predefined Filter page, select the service that you want to block from the pull-
down menu

Predefined Filter

Predefined filter allows users to choose the traffic type to be blocked fram LAN site to the Internet.

[AMICQTCPE130) =
LAN IPs Ay -

[y
|

R C O

Elackl Applyl Cancel
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4. Select the [LAN IPs] that you want this access rule to apply to. You can choose to apply
this rule to Any IP Address, a Single IP Address, or a Range of IP Addresses.

a. Any IP Address [Any] - choose this option to block all LAN clients. You don’t
need to configure the [Start IP] or [End IP] options.

b. Single IP Address [Single address] - choose this option to block a single LAN
client. Enter the LAN IP address of the PC in the [Start IP] field.

c. IP Address Range [Address Range] - choose this option to block a range of LAN
clients. Enter the starting LAN IP address in the [Start IP] field and the ending
LAN IP address of the range you want in the [End IP] field.

5. When your configuration is complete, click the [Apply] button to save your changes and
return to the main Access Control page.

Customer Defined Filtering Access Rule (Custom):

1. On the Side Navigation bar, click on [Firewall] then select [Access Control]

2. Under the Customer Defined Section, click on the [Add] button

3. On the Customer Defined Filter page, define a Name for the service/application that
you want to block.

Customer Defined Filter

Customer-defined filter allows users to define their traffic type to be blocked from LAN site to the Internet

Elackl Applyl Cancel |

NOTE: The Name is only for reference purposes.

4. Then select the protocol type from the pull-down menu that they would like to block.
The options are TCP | UDP | TCP/UDP.

5. Select the [LAN IPs] that you want this access rule to apply to. You can choose to apply
this rule to Any IP Address, a Single IP Address, or a Range of IP Addresses.

a. Any IP Address [Any] - choose this option to block all LAN clients. You don’t
need to configure the [Start IP] or [End IP] options.

b. Single IP Address [Single address] - choose this option to block a single LAN
client. Enter the LAN IP address of the PC in the [Start IP] field.

c. IP Address Range [Address Range] - choose this option to block a range of LAN
clients. Enter the starting LAN IP address in the [Start IP] field and the ending
LAN IP address of the range you want in the [End IP] field.

6. To complete the configuration enter in the [From Port] and [To Port] information will
be blocked on the network.

NOTE: Usually every application has its own corresponding port number. Users should
find out the correct port number from the application vendor. For example, if you are
trying to block access to a Peer-2-Peer file sharing application then you should visit
that applications web site to see the ports that application uses.
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7. When your configuration is complete, click the [Apply] button to save your changes and
return to the main Access Control page.

Special Application

Some applications, such as Internet gaming, videoconferencing, Internet telephony, and others
require multiple connections. Rules are based on the port or range of ports that the
application sends data to the server on (destination port). When the Gateway sees traffic sent
to the configured port(s), it dynamically allows all incoming traffic from the server on any port
for the specified time.

To access the Special Application configuration page, on the Side Navigation bar, click on
[Firewall] link and then click on the [Special Application] link.

To enable this option, click the [Enable Triggering] checkbox.
Special Application

Special Application allows the firewall to automatically open ports for the outgoing and incoming sessions of some multi-session
protocols and applications, such as H.323, efc.

¥ Enable Triggering

Trigger Table (up to 20 items)

| [#] Name | Type | Port | _nteval | __IPReplace | ___3rd Hostinit |

@00

To configure a Special Application Rule, follow the steps outlined below:
1. On the Side Navigation bar, click on [Firewall] then select [Special Application]

2. Click on the [Add] button on the Special Application page to access the [Trigger]
configuration section.

Trigger

Users can define their port trigger here to allow the specific multiple session protocols to pass through the firewall.

1

Type ITCP 'l
S ——

| wenar WO
IP Replacement |Disab|e address replacementj

Allow sessions initiated r

from/to the 3rd host

Elackl Apply | Cancel |

3. Enter in the [Name] that you want to use for this rule.

4. In the [Type] pull-down menu, select the data/traffic type that this rule will apply to.
The options are TCP | UDP.

5. Configure the [Port Number] that your application will be using as the outgoing trigger
ports.
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6. Set the [Interval] of the rule. This is the time in between the outgoing and incoming
data traffic.

NOTE: If you set this value too low, the incoming ports will be closed before the return
data arrives at the firewall and the connection will be broken and the application will not
work.

7. The last 2 options are for Advanced Users, most users can leave this at the default
settings:

e |R Replacement - Default Setting: Disable address replacement
o Allow sessions initiated from/to the 3™ host - Default Setting: unchecked

8. When your configuration is complete, click the [Apply] button to save your changes and
return to the main Special Application page.

URL Blocking
This section allows you to control the content network. This feature is good for both business
and parents looking to control the content accessible from a web browser.

To access the URL Blocking configuration page, on the Side Navigation bar, click on [Firewall]
link and then click on the [URL Blocking] link.

To enable this option, click the [Enable Keyword Blocking] checkbox

URL Blocking
You can block access to certain Yeh sites from all intermal PCs by entering either a full URL address or just a keyword of the Web site

You also can specify a particular PC which will be exermpted from the "URL Blocking" and allowed to have full access to all weh sites

¥ Enable Keyword Blocking

oo o o o
Add Trusted Host

Exempted PC List {up to 10 hosts):

Delete | Clear All |

Keyword/Domain Name |Type new Keyword/Dormain here
Add Keyword

Blocked Keyword/Domain Name List (up to 50 items]):

Delste |  Clear Al |

To configure URL blocking, follow the steps outlined below:

1. On the Side Navigation bar, click on [Firewall] then select [URL Blocking]
2. Check the [Enable Keyword Blocking] checkbox to turn URL blocking on.
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3. Enter in a new keyword or URL address that you want to block in the [Keyword/Domain
Name] input box.

4. Press the [Add Keyword] button to save this keyword or URL.

5. The new keyword or URL address would be listed in the text box below.

NOTE: This list will support 50 Keywords or URLs.

If you want a PC on your network to bypass these rules you will need to set that PC as an
Exempted PC/Trusted Host. To configure this option, check the [Add Trusted Host] option and
enter the LAN IP address of the PC that you want to bypass the URL/Keyword blocking function
with.

Schedule Rule
This feature will block Internet content based on the URL blocking function for PCs on your
network based on the day and or time.

NOTE: The URL/Keyword blocking feature must be configured to use this schedule rule.

To access the Schedule Rule configuration page, on the Side Navigation bar, click on [Firewall]
link and then click on the [Schedule Rule] link.

To enable this option, click the [Enable Schedule Function] checkbox.

Schedule Rule

This page defines the schedule rule you want to use with the "URL Blocking” page

| WeekbDay |

Every Day
Sunday
Monday
Tuesday

Wednesday
Thursday
Friday
Saturday

IR AR

mEa=

¥ &l Day

17 houd [0 Jiminy [AM 2]
12 lihoun |0 (mln)lAM 'I

eeo

To configure Schedule Rules, follow the steps outlined below:

On the Side Navigation bar, click on [Firewall] then select [Schedule Rule]

In the [Week Day] table check the Days that you want to apply URL/Keyword Blocking.
Define the appropriate settings for a schedule rule.

Click the [OK] button to approve rule.

Then click the [APPLY] button to save your settings.

O~ wN P

Email/Syslog Alert

The Gateway can provide network log and alert information to keep you updated. The
Gateway can send an e-mail to as many as 4 users alerting them of an attempted intrusion or
hacker attack. The Gateway also supports a Syslog Client so you can export your Network Log
entries to a Syslog Server.

To access the Email/Syslog Alert configuration page, on the Side Navigation bar, click on
[Firewall] link and then click on the [Email/Syslog Alert] link.
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Email/Syslog Alert
When the firewall feature is enabled, The user can be notified about the blocked trafiic by email and/or syslog.

The SMCE014WS firewall can notify the user about the intrusion andfor the attermps to access the blocked URL, also the notification
could be sent out immediately or by the predefined time schedule.

™ Enable Email Alerting

Altering Email

SMTP Server Address I
Sender's E-mail Address I

Email Server Authentication

I
I |

Recipient list (up to 4 items)
A | Edit Delete

" Enable Syslog Alerting

Syslog Server Address

Alert Options

When intrusion is detected O
When attempt to access blocked site O

m Email Address

eoo

There are 3 sections to configure on this page:

e Email Alerting
e Syslog Alerting
e Alerting Schedule

To enable the Email Alert feature, click the [Enable Email Alerting] checkbox.
Follow the steps below to configure the Email Alert feature:
1. Enter in your SMTP Server Address (this is also referred to as the outgoing mail server)
2. Enter in the [Sender’s E-mail Address] - this is the email address that is associated with
the outgoing mail server account.

3. Enter in your email [User Name].
4. Enter in your email [Password].

NOTE: If you don’t have your SMTP or outgoing mail server information, please contact
your cable operator.
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" Enable Email Alerting

Altering Email

SMTP Server Address I
Sender’s E-mail Address |

Email Server Authentication

User Name I
Password |

Recipient list (up to 4 items)
Addl Editl Delete |

5. To add an email address to the Alert List, click the [Add] button. The configuration
page shown below will be displayed:

m Email Address

Recipient Adding
Users could input and edit the email alert recipient list here.

Recipient’s Email Address |

Elackl Applyl Cancel

NOTE: The email alert feature will allow you to send email alerts to 4 different email
accounts. For example you could send an email to your home, work, and school email
address.

6. Enter in the [Name] of the person/account that you want to send this to

7. Enter in the [Recipient’s Email Address] as the email address you want to send the
alert to

8. When complete, click the [Apply] button to save your settings and return to the main
Email/Syslog Alert configuration page

If you need to edit or delete an existing email account, follow the steps below

1. Check the radio button next to the

email entry Recipient list {up to 4 items)
L [Name| Email Address |
2. Click the [Edit] or [Delete] button. e smc | email@sme. com

Add| Edit| Delete |

To enable the Syslog Alert feature, click the [Enable Syslog Alerting] checkbox.

To configure the Syslog Server, enter the LAN IP of the [Syslog Server Address].

¥ Enable Syslog Alerting

Syslog Server Address |
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Immediate Alerts can be generated for both the email and Syslog alerts. To configure the type
of Alert that you want to get:

- An Intrusion is detected - this is a hacker attack attempt from the WAN

- Attempts to access a blocked site - alert to any attempts to access a site or keyword listed in
your URL/Blocking list.

Alert Options

When intrusion is detected O
When attempt to access blocked site O

DMZ Host (Demilitarized Zone)

If you have a client PC that cannot run an Internet application properly from behind the
firewall, then you can open the client up to unrestricted two-way Internet access. Enter the IP
address of a DMZ host to this screen. Adding a client to the DMZ (Demilitarized Zone) may
expose your local network to a variety of security risks, so only use this option as a last resort.

To access the DMZ configuration page, on the Side Navigation bar, click on [Firewall] link and
then click on the [DMZ] link.

To enable this option, click the [Enable DMZ Host] checkbox.

DMZ (Demilitarized Zone)

If you have a local client PC that cannot run an Internet application properly behind the MAT firewall, then you can set this client up o
unrestricted two-way Internet access by setting it to be the Wirtual DMZ Host. Please be careful since this setting is also meaning there
is no protection for this host

[¥ Enable DMZ Host:  |192 168 .IU I

XL

To configure a DMZ host, Enter in the LAN IP Address of the PC on your network in the input
fields.

TOOLS

The Tools menu allows a user to Backup the current configuration, Restore a previously saved
configuration, Restore factory settings, and Reboot the Gateway. The Gateway configuration
file is a clear text format.

Configuration Tools
From this section you can:

Locally backup your Gateway’s settings to a configuration file
Remotely backup your Gateway’s settings to a configuration file
Restore settings from a local or remotely stored configuration file
Restore the Gateway to Factory Defaults

To access the Configuration Tools configuration page, on the Side Navigation bar, click on
[Tools] link and then click on the [Configuration Tools] link.
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Configuration Tools

Use the "Backup" tool to save the SMCBO14WE current configuration to a file named "sme.cfy” on your local PC. You can then use the
"Restore” tool to restore the saved configuration to the SMCE014WE, Alternatively, if you want to backup or restore the SMCE014WG
configuration remotely, you can use the "Remately backupfrestore Gateway settings” tool. To use this tool, you need to fill in the remate
TFTP server address and Gateway config filename manually. Then press "Restore” button to retrieve the file from the TFTP server, or
"Backup” to save the file to the TFTP server. Also, you can use the "Restore to Factory Defaults” tool to force the SMCBO0T4WE to
perform a powsr reset and restore the ariginal factory settings

= Locally backup current settings

Back Llp

= Locally restore saved settings from file

I Browse... |
Restore
« R ly backup/restore Gateway ing

TFTP Server Address I
Gateway Config Filename

Fiestore Backup |

s Restore to Factory Defaults

Factory Reset

o0
Locally Backup Settings to Configuration File
The first Tools option is to [Back Up] your configuration settings of your Gateway. This
includes, but is not limited to, Port Forwarding, Special Application, and Alert Emails.

» Locally backup current settings

Back Up |

To save the Gateway settings to a configuration file, follow the steps below:

[N

Click on the [Back Up] button
Click [Save] on the File Download dialog box
3. Save this file to a location on your network or local hard drive.

N

NOTE: You can rename the file as need, but you CANNOT change the file extension.
Locally Restore Settings from Configuration File

The second Tools option is used to restore the Gateway settings from the file that you backed
up using the Back Up tool.

+ Locally restore saved settings from file

| Browse. .. |
Restore |

To restore the Gateway settings from a configuration file, follow the steps below:

1. Click the [Browse] button to browse to the directory where you saved the backup file
or type in the complete location (e.g. C:\backup\smc.cfg) in the input box
2. Click the [Restore] button to begin the process.
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3. Click [OK] to confirm the restore process

Microsoft Internet Explorer ﬂ

‘WWarning!Restoring setkings From a config file will erase all the current settings.
Are you sure you wish to do this?

Zancel |

4. To complete the Restore process the Gateway will reboot.

NOTE: This file format (.cfg) is the only format that you can use to restore settings from. This
is format that is provided by the Backup option.

Remotely Backup/Restore Gateway Settings

To backup your configuration settings of your Gateway to a TFTP server, select the [Backup]
option.

» Remotely backup/restore Gateway settings

TFTP Server Address

Gateway Config Filename |

Festore | Backup |

To save the Gateway settings to a remotely stored configuration file, follow the steps below:

1. Enter the [TFTP Server Address]
2. Enter the [Gateway Config Filename]
3. Click on the [Backup] button

To restore the Gateway settings from a remotely stored configuration file, follow the steps
below:

4. Enter the [TFTP Server Address]
5. Enter the [Gateway Config Filename]
6. Click on the [Restore] button
Restore EZ Connect™ Wireless Cable Modem Gateway to Default Settings.

The third Tools option is used to restore to Gateway to the default settings of the last software
load.

+ Restore to Factory Defaulis

Factory Reset

To restore your Gateway to Default Factory Settings, follow the steps below:

1. Click the [Factor Reset] button
2. Click [OK] on the confirmation dialog box
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Microsoft Internet Explorer X|

WarninglLoading the Fackary Defaulk Settings will erase all the current settings.
Are wou sure you wish o do this?

Cancel |

3. To complete the Restore process the Gateway will reboot.

Reboot
In the event that the system stops responding correctly or functioning properly, you can
perform a reboot.

To access the Reboot option page, on the Side Navigation bar, click on [Tools] link and then
click on the [Reboot] link.

Reboot

In the event that the system stops responding correctly or in some way stops functioning, you can perform a reboot. ¥our settings will
not be changed. To perform the reboot, click on the APPLY button below. You will be asked to confirm your decision. The reboot will be

complete when the power light stops blinking
B
APPLY,

To reboot the Gateway, follow the steps below:

1. Click the [Apply] button
2. Click [OK] on the confirmation dialog box

Microsoft Internet Explorer x|
?)

J’} Do you really wank ta reset the Commercial Gateway 77

\_ﬁ
(] 4 I Zancel |

3. The Gateway will reboot.
NOTE: The Reboot will be complete when the power LED stops blinking.

Diagnostics
This section can be used to troubleshoot connection and setup issues. You can do the following:

e Trace Route - enter in the IP/Domain Name and click [tracert] to begin the trace from
the Gateway.

e Ping - enter in the IP/Domain Name and click the [ping] button to begin the ping from
the Gateway.

e Send Inspected Traffic to Log Server - enter in the IP Address of your log server and
the amount of time you want to inspect and then click the [Apply] button. The
Gateway will then capture all the data frames seen by the cable modem interface and
send the results to the configured log server.
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Diagnostics

In this page users can use tracer to trace the routing path to the destination, use ping to check if the destination is available, specify the
log server and the snifiing time to record the upstream and downstream traffic

« Trace Route

li tracert

s Ping

s Send inspected traffic to Log Server:

IU_IU_IU_IU_ furl_ secsﬂl

ee

VPN
The VPN section allows you to setup VPN end points on the Gateway. By doing so, an
encrypted tunnel will be established between the Gateway and the remote VPN end point.

To access the VPN configuration page, on the Side Navigation bar, click on [VPN] link.

VPN

If necessary, users can disable the WPM functions by checking the Disable IPsec VPN Functions , Disable PPTP VPN Functions and/or
the Disable L2TP VPN Functions checkboxes.

¥ Disable IPsec VPN Functions
¥ Disable PPTP VPN Functions

p Disable L2TP over IPsec VPN Functions

eeo

The Gateway supports 3 types of VPN termination:
e |PSec
e PPTP
e L2TP over IPSec

To enable a VPN end point protocol, deselect the appropriate option on the VPN settings page
and click [Apply]. By default, all VPN end point options are disabled.

Create an IPSec VPN Tunnel

To enable and configure an IPSec end point, follow the steps below. Ensure that each end
point is assigned a different LAN IP Subnet.

1. On the Side Navigation bar, click on the [VPN] link
2. On the VPN settings page, deselect the [Disable IPsec VPN Functions] option

VPN

If necessary, users can disable the PN functions by checking the Disable IPsec VPN Functions | Disable PPTP VPN Functions and/or
the Disable L2ZTP ¥PH Functions checkboxes

" Disahle IPsec WPN Functions
¥ Disable PPTP VPN Functions

[ Disable L2TP over IPsec VPN Functions

XL
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3. Click the [Apply] button to save your changes
4. On the Side Navigation bar, click on the [Access Control] link

Access Control

The SMCE014WE can allow the PC clients behind the gateway to access the lpsec YPN tunnel.
IV Allow all PC clients behind the gateway to access [PSec VPN Tunnel Apply

VPH Access List (up to 32 items)
[ | & | MAC Address
Delete

Auto-Learned CPE Devices

[ ] MAC Address

o 00:12:79:BD:Ea: Al

Manually-Added CPE Devices

MAC Address

eo

5. Enable LAN clients that will access the IPSec VPN by adding them to the VPN Access
List. There are two ways to add a LAN client to the VPN Access List. Either select the
radio button next to an [Auto-Learned CPE Device] or manually enter the LAN clients
MAC address in the [Manually-Added CPE Devices] section, then select [Add]

6. On the Side Navigation bar, click on the [IPsec Tunnel Configuration] link

VPN - Tunnel Configuration

Tunnel Table (up to 15 items)

IH Remote IPSec ID Remote Gateway IP Uptime & Count Active Type
Add | Editl Delete |

VPN Log

NOTE: There is a VPN Log on this page that displays VPN event messages.
7. Click on the [Add] button to configure the IPSec VPN

VPN - Adding VPN Tunnel

Local Host Settinglintranet Configuration Protect Private Lan | Protect Public Lan

o [ —
oo ]
s |

Remote Gateway

Remote Gateway ID I
Remote Gateway Address I I I I
Preshared Key I
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Key Management/IKE

IKE Life Duration I (»IPSec Life Duration)
Authentication method IPreshared Key 'l
IKE Hash IMDS vl

IKE Encryption DES

4

IPSec Operation IESP 'I
ESP Transform DES hd
espAuTH [IEGREM|
Tunnel Type IPuinc 'I
IPSec Life Duration I—(>: 60 sec)

a. Either the Gateway’s Private LAN IP address or Public LAN IP address can be
configured as the end point for the VPN tunnel. Select either [Protect Private
Lan] or [Protect Public Lan] to enable the entire Private or Public LAN to be
part of the VPN tunnel and the respective Gateway LAN IP address will
populate the [Intranet Address] and [Intranet Subnet Mask] fields.

Local Host Setting/ntranet Configuration Protect Private Lan | Protect Fublic Lan |

b. Enter the [Local ID] which must match the “Remote ID” of the remote VPN end
point.

—
[
B s s

c. Enter the [Remote Gateway ID] which must match the “Local ID” of the remote
VPN end point.

Remote Gateway

Remote Gateway ID I
Remote Gateway Address I I I I
Pre-shared Key I

d. Enter the [Remote Gateway Address]

e. Enter the [Pre-shared Key] which must match the “Pre-shared Key” value of
the remote VPN end point.

f. Enter the [IKE Life Duration] value

Key ManagementKE

IKE Life Duration I [#IPSec Life Duration)
Authentication method IF’reshared Ky 'I
IMDE vl

IKE Encryption DES -
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g. Enter the [Authentication method]. Currently, the Gateway only supports
[Preshared Key].

h. Enter the [IKE HASH]. The options are MD5 | SHA.

i. Enter the [IKE Encryption]. The options are DES | IDEA | BLOWFISH | RC5 |
3DES.

J. Enter the [IPSec Operation]. The options are ESP | AH.

IPSec

IPSec Operation m
ESP Transform DES -
esp autH [EENEE|
[vDs I
Tunnel Type Im
IPSec Life Duration li(:s: B0 =zec)

k. Enter the [ESP Transform]. The options are DES | IDEA | BLOWFISH | RC5 |
3DES. This option is only available when ESP [IPSec Operation] is selected.

I. Enter the [ESP AUTH]. The options are NONE | MD5 | SHA | DES. This option
is only available when ESP [IPSec Operation] is selected.

m. Enter the [AH] encryption method. The options are MD5 | SHA | DES. This
option is only available when AH [IPSec Operation] is selected.

n. Enter the [Tunnel Type]. The options are Public | Private.

0. Enter the [IPSec Life Duration] value.

p. Configure the remote VPN end point LAN network address(es) in the Tunnel
Host Remote Configuration section. Select either [IP Subnet] and enter the
remote network address [IP Address] (e.g. 10.0.0.0) and [Subnet Mask] (e.g.
255.255.255.0) or select [IP Range] and enter [Starting IP] and [Ending IP].

Tunnel Remote Host Configuration

IP type IH:> Subnet Vl

IP Address Subnet Mask
I I [ I I I
IP type ||F> Subnet Vl
2 IP Address Subnet Mask
I I I I
IP type IH:> Subnet 'l
IP Address Subnet Mask

Elac:k| Applv| Cancel |

g. Click [Apply] to save the configuration. You will be returned to the IPSec
Tunnel Configuration page.

8. Establish the tunnel in the IPSec Tunnel Configuration page by: in the [Tunnel Table],
under [Active Type], select [Negotiate] then [Apply].
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VPN - Tunnel Configuration

Tunnel Table (up to 15 items)
-H Remote IPSec ID | Remote Gateway IP Uptime & Count Active Type
(o test2 9.9.9.9 Broken 00h:00m:00s. 0 |Negotiate -] Aeply |

. Broken

Phase 2 negotiate

9. The [Status] should now be [Phase 2 Completed].

Create a PPTP VPN Tunnel

To enable and configure a PPTP server on the Gateway, follow the steps below. Note that
remote PPTP clients that connect into the Gateway will be assigned IP addresses from the PPTP
IP Address Pool on the LAN Settings page for their PPTP WAN interface.

1. On the Side Navigation bar, click on the [VPN] link
2. On the VPN settings page, deselect the [Disable PPTP VPN Functions] option

VPN

If necessary, users can disable the WP functions by checking the Disable IPsec VPN Functions , Disable PPTP VPN Functions and/or
the Disahle LZTP VPN Functions checkboxes.

[ Disable IPsec VPN Functions
" Disable PPTP VPN Functions

[ Disable L2TP over IPsec VPN Functions

@00
3. Click the [Apply] button to save your changes
4. On the Side Navigation bar, click on the [PPTP/L2TP Configuration] link

VPN - PPTP/L2TP User Configuration

PPTP/L2TP User Table (up to 30 users)

|« |  Usemame | Password
ﬂl ﬂl Delelel

LZTP/IPsec Pre-Shared Phrase

Pre-Shared Phrase

209

5. Under the [PPTP/L2TP User Table] click the [Add] button.
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Adding PPTP User

Set up the user account for PPTR/L2TR tunnel here.

.

Elau:kl Applyl Cancel |

6. Enter the [User Name] and [Password]. User Name must be at least 3 characters and
password must be at least 6 characters.
7. Click [Apply] to save the settings. You will be returned to the PPTP/L2TP Configuration

page.

Create a L2TP over IPSec VPN Tunnel
To enable and configure a L2TP over IPSec end point, follow the steps below.

1. First, follow the steps to setup an IPSec tunnel in the Creating an IPSec VPN Tunnel
section above.

2. On the VPN settings page, deselect the [Disable L2TP over IPsec VPN Functions] option
and ensure the [Disable IPsec VPN Functions] option is also deselected.
VPN

If necessary, users can disable the %PM functions by checking the Disable IPsec VPN Functions , Disable PPTP ¥PH Functions and/or
the Disable L2TP WYPN Functions checkboxes.

™ pisable IPsec ¥PN Functions
¥ Disable PPTP VPN Functions

™ pisable L2TP over IPsec WP Functions

LT
Click the [Apply] button to save your changes

On the Side Navigation bar, click on the [PPTP/L2TP Configuration] link
Under the L2TP/IPsec Pre-Shared Phrase, enter the [Pre-Shared Phrase]

ok w

LZTP/IPsec Pre-Shared Phrase

Pre-Shared Phrase |

6. Click [Apply] to save the settings.
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STATUS
The Status screen summarizes important information about the Gateway including WAN/LAN

connection status, Wireless settings, software version and hardware versions, and uptime
statistics.

Status

You can use the Status screen to see the connection status for the SMCB014WGE WWANLAN interfaces, firmware and hardware version
nurnbers, any illegal atternpts to access your netwaork, as well as information on all DHCP client PCs currently connected to your
SMCB0TAWG.

RG Functions: Enabled

Current Time: SAT JAN D1 21:30:07 2005  System Up Time: 000 days 21h:30m:24s

INTERNET GATEWAY INFORMATION
YWWAN P 0.0.0.0 DHCF Gateway |P Address: Software Yersion: 4.01.04-TWC
WYAN Subnet Mask: 0.0.0.0 192.168.0.1 Hardware “ersion: 14
WWAN Gateway [P: 0.0.0.0 Subnet Mask: 255255.255.0 RF Cable MAC
Address: 00:13:F7:05:40:52
Prirmary DMS:  0.0.0.0 DM Proxy IP Address: 192.168.0.1  USE MAC Address: 00:13:F7:05:40:83
Secondary DMS: 0.0.0.0 Wireless MAC
Address: 00:13:F7:05:40:54
RG WWAN WAL

Address: 00:13:F7:05:40:86
Serial Murn: 5007054082

WIRELESS Interfaces Uptime and Traffic Count

SSI0: WWLAN LAMN Uptirme: 21h:30m:24s  Receiving 341772 bytes |
Encryption Type: WEP Sending 1223621bytes

Encryption length: 128 Bits YWWAN Uptime: 21h:30m:24s  Receiving 0 bytes | Sending
Encryption Pass Phrase: Obytes

Channel Being Used: 1

The Network Log shows both firewall and network activity

Network Log

“iew netwaork activity and security logs.
(171705 04:19:14) 192.168.0.35 mso logout ﬂ

(1/1/05 04:19:18) 192.168.0.35 mso login

o o

Clearl Refresh | Send the Logs |

The LAN Client Log shows the clients connected to the Gateway and the type of connection
(Ethernet or Wireless). This also shows the IP address assigned to the client and the MAC
Address of the client’s network adapter.

LAN Client Log

Wiew information on LAN clients currently linked to the SMCE014WG.
DHCPHF192.168.0.35, Device:cpersing, MACODTZ73ED:85:A1, Interface:

Refrash IP Release
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The Cable Modem System Event Log shows diagnostic information about your connection and
cable system.

Cable Modem System Event Log

“iew Cable Modem operation (start up, get time etc).

o o

Clearl Refreshl Send the Logs |

The Cable Status page shows the users the initialization process the SMC8014W-G has been
through, and also includes the information about the downstream channel and the upstream
channel the modem is connected on.

Cable Status
Cable status shows the users the cable initialization procedures, also the cable downstream and upstream status.

d q

Initialize Hardware Success

Acquire Downstream Channel Success
Upstream Ranging Success

DHCP Bound [EES{isl=

Set Time-of Day [EE={ia:t4

Downloading CM Config File [EESIIHSEEE

=
=
=
]
=
S
=
-
i
o
o
®
=
S
®

Registration [EE=il:EE
Traffic Enable!

Downstream Channel
Downstream Frequency [SEENNNNENFS
Lock Status QeS|
Modulation [sHERENY]
Symbol Rate [ERESEEYRNENGREET
Downstream Power [EEEReRl=TiY
35128 dEB

Upstream Channel

MEOEETG NS G TEN T 25000000 Hz
Lock Status QeS|
Modulation CPSK

T LTI ETCI 2560000 sym/sec
Upstream Power R0
Channel ID [
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APPENDIX A | Telnet and SSH CLI Commands

Refer to the Remote Management section in Chapter 6 to enable and configure Telnet and
SSH settings.

Refer to the 8014 CLI document for command specifics.

To remotely access the CLI of the SMC8014W-G via Telnet, open a DOS/Command Prompt
and type: telnet IP remote mgmt port Enter

NOTE: Telnet remote management is not enabled by default. To enable, first log into
the Gateway via the HTTP web admin page and go to System/Remote Management and
select the check box next to Telnet Port

For example, open a command prompt and type: telnet xxX.Xxx.xxx.xxx 2323 Enter
(where xxx.xxx.xxx.xxx is your WAN IP listed on the status page)

Enter the same user and password as used for the GUI/HTTP

Commands are case sensitive

Type help and then Enter for a list of commands

Use an SSH client of your choice for SSH remote management.
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APPENDIX B | Troubleshooting

This appendix describes common problems you may encounter and possible solutions to them.

B.1 | Verify you are connected to the EZ Connect™ Wireless Cable Modem Gateway

If you are unable to access the Gateway’s web-based administration pages, then you may not
be properly connected or configured. The screen shots in this section were taken on a Windows
2000 machine, but the same steps will apply to Windows 95/98/Me/XP.

To determine your TCP/IP configuration status, please follow the steps below:

Click [Start] then choose [Run]

Type “cmd” or “command” (without the quotes) to open a DOS prompt.

In the DOS window, type “ipconfig” and verify the information that is displayed.

If you computer is setup for DHCP, then your TCP/IP configuration should be similar to
the information displayed:

A WN P

e |P Address: 192.168.0.X (x is number between 100 and 199)
e Subnet: 255.255.255.0
e Gateway: 192.168.0.1

WINDOWS system32', command.com

Microsoft (B> Windows DOS
(C>Copyright Microsoft Corp 1998-2001.

C:\DOCUME™1~CPERSI™1 .SMC>ipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : mygateway.net
IP Address. . . - . =« « = = = . - = 192_.168.8.35
Subnet Mask : 255.255.255.8
Default Gateway : 192.168.8.1

Ethernet adapter Wireless Metwork Connection:

Media Btate : Media disconnected

C:S\DOCUME™1~CPERSI ™1 .SMC>

If you have an IP address that starts with 169.254.XXX.XXX then see section A.2.

If you have another IP address configured, see section A.3.

B.2 | | am getting an IP Address that starts with 169.254 XXX.XXX

If you are getting this IP Address, then you need to check that you are properly connected to

the EZ Connect™ Wireless Cable Modem Gateway.

Confirm that you have a good link light on the Gateway’s port to which this computer is
connected. If not, please try another cable.

If you have a good link light, please open up a DOS window as described in section A.1 and type
“ipconfig /renew” (without the quotes)

If you are still unable to get an IP Address from the Gateway, reinstall your network adapter. If

anti-virus software is running on your computer, disable it before reinstalling the network
adapter. Please refer to your adapter manual for instructions.
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B.3 | | have another IP Address displayed
If you have another IP address listed, then the PC may not be configured for a DHCP
connection. Please refer to Chapter 4 | Configure your Computer for information.

Once you have confirmed your computer is configured for DHCP, follow the steps below.

1. Open a DOS window as described above.
2. Type “ipconfig /release” (without the quotes)

ommand.com

Microsof t(R> Windows DOS
(CrCopyright Microsoft Corp 1990-2801.

C:~DOCUME™~1~CPERSI™1 .SMC>ipconfig ~release

Windows IF Configuration

Mo operation can be performed on Wireless Network Connection while it has its me
dia disconnected.

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Address. . . . . - . . . .
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .
Ethernet adapter Wireless Network Connection:
Media State . . . . : Media disconnected

C:~DOCUME™~1~\CPERSI™1 .8MC>_

3. Then type “ipconfig /renew” (without the quotes)
C:~DOCUME™~CPERSI™ .SMC>ipconfigy ~renew

Windows IP Configuration

Mo operation can be performed on Wireless Metwork Connection while it has its me
dia disconnected.

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix
IP Address. . . . . . . . . - .
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

mygateway.net
192.168.08.35
255.2585.2585.08
192.168.8.1

Ethernet adapter Wireless Network Connection:

Media State . . . . . . . . . . . & Media disconnected

C:~\DOCUME™1~CPERSI™1 .SMC>_

Once you are able to get a valid IP address from the Gateway, you can now access the web-
based Administration pages.

If you still are not getting an IP address from the Gateway, please reset the hardware as
outlined in Chapter 2 and follow the steps outlined in this appendix again. Note: all configured
settings will be erased.

If you still cannot access the Gateway once you have reset it, please contact your cable
operator for assistance.
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B.4 | Pinging the EZ Connect™ Wireless Cable Modem Gateway

To verifying Your TCP/IP Connection is configured properly and you are able to access the EZ
Connect™ Wireless Cable Modem Gateway’s web-based management screens - you can use the
‘Ping” command in DOS. To access the DOS dialog window please follow the steps below:

1. Click Start, then choose Run

2. Windows 98/Me users type “command” and click the [OK] button.
Windows 2000/XP users type “cmd” and click the [OK] button.

3. At the prompt, type: ping 10.1.10.1
After you click [enter] to execute the PING command you will get some information
back, below is an outline of the possible return messages:

Good Connection
C:w>ping 192.168.8.1

Pinging 1922.168.8.1 with 32 bytes of data:

Reply from 172.168.8.1: bhytes=32 time<imz TTL=64

Reply from 1922.168._68.1: bytes=32 time=48msz TTL=64
Reply from 172.168.8.1: bytes=32 time<imz TTL=64

Reply from 122.168.8.1: bhytes=32 time<ims TTL=64

Ping statistics for 192_.168 _6O_1:
Packet=z: Sent = 4, Received = 4, Lost = @ <Bx
Approximate round trip times in milli-—seconds:
Hinimum = Bmsz,. Maximum = 48mz, Average = 1Z2ms

Bad Connection

WINDOWS system32 ,command.com

Microsof t (R} UWindows DOS
(CrCopyright Microsoft Corp 1998-2081.

G:~DOGUME™1~CPERSI™1 .5MC>ping 192.168.8.1

Pinging 192.168.8.1 with 32 bytes of data:

Destination host unreachable.
Destination host unreachahle.
Destination host unreachahle.
Destination host unreachable.

Ping statistics for 192.168.8.1:
Packets: Sent = 4. Received = B, Lost = 4 {188 loss),

C:=~\DOCUME™~1~CPERSI™1 .SMC>

There may be something wrong in your installation procedure. Check the following
items in sequence:

1. Is the Ethernet cable correctly connected between the Gateway and the computer?

2. The LAN LED on the Gateway and the Link LED of the network card on your
computer must be on.

3. Is TCP/IP properly configured on your computer?

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

B.5 | Symptom / Action Troubleshooting

The Gateway can be easily monitored through panel indicators to identify problems. Please
refer to Chapter 2 - Section 2.0 | LED Definitions to confirm you have the correct LED status. If
not, then refer to the symptoms and actions outlined below:

SYMPTOM: Power LED is Off
ACTION:
e Check connections between the Gateway, the external power supply, and the wall
outlet.
o |f the power indicator does not light when the power cord is plugged in, you may have
a problem with the power outlet, power cord, or external power supply.
e |f the unit powers off after running for a while, check for loose power connections,
power losses, or surges at the power outlet.
e |f you cannot isolate the problem, then the external power supply may be defective. In
this case, contact your cable operator for assistance.

SYMPTOM: Diag LED is On
ACTION:

o Power Cycle the Gateway. Unplug the Gateway - wait 5 seconds - plug it back into
power.

e |f the Diag LED is still on, reset the hardware as outlined in Chapter 2 and power cycle
the Gateway again.

o If this does not resolve your problem, contact your cable operator for assistance.

SYMPTOM: Cable LED is Off or Flashing

ACTION:
e Power Cycle the Gateway. Unplug the Gateway - wait 5 seconds - plug it back into
power.
e Confirm your cable operator is not having network issues and the network is up and
running.

e |f you cannot isolate the problem contact your cable operator for assistance.

SYMPTOM: Wireless LED is Off
ACTION:
e Check to insure the wireless card in the back panel is firmly plugged into the card slot.
If not, unplug Gateway and put the wireless card firmly into the PC Card slot.
e Confirm wireless option is enabled in the web-management
e Reboot the Gateway.
e |If you cannot isolate the problem contact your cable operator for assistance.

SYMPTOM: Cannot connect using the web browser
ACTION:

e Confirm that you are using a Java-supported browser such as Internet Explorer 5.0 or
above, or Netscape Navigator 5.0 or above.

e Disable any firewall or security software that may be running on your PC.

e You will also need to verify that the “HTTP Proxy” feature of your web browser is
disabled. Refer to Chapter 5 | Configuring the EZ Connect™ Wireless Cable Modem
Gateway for more information.

e Check that you have a valid network connection to the Gateway.

e Check the network cabling between the management station and the Gateway.

SYMPTOM: Forgot or lost the password
ACTION:

e Contact your cable operator for assistance.
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SYMPTOM: Internet users can not access my service/server hosted on a LAN computer
ACTION:
e Configure a Port Forwarding rule as described in the NAT section of CHAPTER 6.
e Contact your cable operator for assistance if you do not have this option available in
your login.

SYMPTOM: My Gateway is wireless enabled and | can not connect to the wireless network
ACTION:
e Confirm that your computer’s wireless adapter is configured with the same SSID and
encryption (if enabled) of the Gateway. Refer to the Wireless section of CHAPTER 6.
e |f Wireless MAC Filtering is enabled (Trusted PCs only), ensure that the wireless
computer’s MAC Address has been added to the Wireless Access List.
e Contact your cable operator for assistance if you do not have these options available in
your login.

SYMPTOM: My VPN, VolIP, multimedia, or other application is not working
ACTION:
e Configure a Special Application rule as described in the Firewall section of CHAPTER
6.
e Confirm that an Access Control (Port Filtering) rule is not blocking the ports used by
the application. Refer to the Firewall section of CHAPTER 6.
e Contact your cable operator for assistance if you do not have this option available in
your login.

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

APPENDIX C | Technical Specifications

Standards

e 802.3 10BaseT Ethernet

e 802.3u 100BaseTX Fast Ethernet
e 802.11g

WAN Interface
e F-type RF Connector

LAN Interfaces

e 4 -10BASE-T/100BASE-TX RJ-45 ports
e 1-USB 1.1 Type B Connector

e 1-801.11g Access Point

Wireless Interface

e 54Mbps IEEE 802.11g Wireless LAN

e WPA encryption

e 64/128 bit WEP encryption

e Auto data rate of: 54, 48, 36, 24, 18, 12, 9,
6 Mbps (802.11g) and 11, 5.5, 2, and 1
Mbps (802.11b)

Cable Modem Interface

e DOCSIS 1.1 and 2.0 RFI compliant

e 64/256QAM auto detection

e  Supports maximum DOCSIS transfer rates

e Independent resets for downstream and
upstream blocks

e Fragmentation and concatenation
enabling

Networking

e |EEE 802.1d compliant bridging
e DHCP Client and Server

e DNS Relay

e ICMP, FTP/TFTP, and Telnet

Security

Password protected configuration access
Stateful Packet Inspection (SPI) Firewall
Network Address Translation (NAT)
Application Level Gateways (ALG)

WPA and WEP encryption

Wireless MAC filtering

Disable SSID Broadcast

Intrusion Detection logging

Denial of Service (DoS) prevention
Email Alerts

Downloaded from www.Manualslib.com manuals search engine

Management
e Browser-based management

Indicator Panel

e Power - Green

Diagnostics - Green

Cable - Green

Traffic - Green

WLAN - Green

LAN (1-4) (10Mbps - Amber /
100 Mbps - Green)

e USB - Green

Dimensions
e 10.5”x8”x1.64”

Weight
e 1.35lbs

Input Power
e 12V/1.25A

Operating Environment
e Operating Temp. 0C to 40C (32F to 104F)
e Storage Temp. -20C to 70C (-4F to 158F)

Humidity
e 5% to 85% (non-condensing)

Compliances

FCC Part 15B Class B
FCC Part 68

CD mark EN55024
FCC Part 15C Class B
CE Class B

VCCI Class B

CSA International

UL

Warranty
e One-year
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APPENDIX D | Compliances

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against radio interference in a commercial environment. This equipment can
generate, use and radiate radio frequency energy and, if not installed and used in accordance
with the instructions in this manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause interference, in which case
the user, at his own expense, will be required to take whatever measures are necessary to
correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility, EN
55022/A1 Class B, and EN 50082-1. This meets the essential protection requirements of the
European Council Directive 89/336/EEC on the approximation of the laws of the member states
relation to electromagnetic compatibility.

Compliances
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APPENDIX E | Technical Support

At this time, the SMC8014W-G is only distributed through cable operators. Contact your cable
operator with any technical support needs you may have.

PHONE

From U.S.A. and Canada (24 hours a day, 7 days a week)
e (800) SMC-4-YOU
e (949) 679-8000
e Fax: (949) 679-1481

From Europe (8:00 AM - 5:30 PM UK Time)
e 44 (0) 118 974 8700
e Fax: 44 (0) 118 974 8701

INTERNET

E-mail addresses:
e techsupport@smc.com
e european.techsupport@smc-europe.com

Driver updates:
e http://www.smc.com/index.cfm?action=tech_support_drivers_downloads

World Wide Web:
e http://www.smc.com/
e http://www.smc-europe.com/
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