
W300DW300DW300D

W300D

Wireless-NWireless-NWireless-N

Wireless-N

ADSL2+ADSL2+ADSL2+

ADSL2+

RouterRouterRouter

Router

1



W300DW300DW300D

W300D

Wireless-NWireless-NWireless-N

Wireless-N

ADSL2+ADSL2+ADSL2+

ADSL2+

RouterRouterRouter

Router

2

CopyrightCopyrightCopyright

Copyright

StatementStatementStatement

Statement

is the registered trademark of Shenzhen

Tenda Technology Co., Ltd. All the products and

product names mentioned herein are the trademarks

or registered trademarks of their respective holders.

Copyright of the whole product as integration,

including its accessories and software, belongs to

Shenzhen Tenda Technology Co., Ltd. Without the

permission of Shenzhen Tenda Technology Co., Ltd,

any individual or party is not allowed to copy,

plagiarize, imitate or translate it into other languages.

All the photos and product specifications mentioned

in this manual are for references only. As the

upgrade of software and hardware, there will be

changes. And if there are changes, Tenda is not

responsible for informing in advance. If you want to

know more about our product information, please

visit our website at www.tenda.cn.

http://www.tenda.cn
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ProductProductProduct

Product

OverviewOverviewOverview

Overview

1.11.11.1

1.1

ProductProductProduct

Product

IntroductionIntroductionIntroduction

Introduction

W300D ADSL2+ 300M Wireless Broadband Router

provides up to 24Mbps downstream rate and 1Mbps

upstream rate, which integrates ADSL2+ Modem,

wireless router, four-port LAN switch and firewall in

one. W300D utilizes advanced MIMO technology and

increases over 8 times of transmission range of

ordinary 802.11g products. Compatible with

IEEE802.11n (Draft 2.0) and IEEE802.11g/b

standards, it can provide up to 300Mbps stable

transmission rate.

It supports WDS (Wireless Distribution System)

function for repeating and amplifying the signals to

extend the wireless network coverage. Besides, it

can disable SSID broadcast manually. WPS (PBC and

PIN) encryption method, port filtering and MAC

address filtering can protect your network from

malicious attack. W300D can be managed through

local/remote Web management interface anywhere.
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Moreover, the WMM function can make your voice

and video smoother. Powerful and exquisite, it is the

best choice for SOHOs and small-sized enterprises to

share the wireless network.

1.21.21.2

1.2

ProductProductProduct

Product

FeaturesFeaturesFeatures

Features

 Integrates ADSL2+ Modem, wireless router,

four-port LAN switch and firewall

 Complies with IEEE802.11n (Draft 2.0),

IEEE802.11b and IEEE802.11g standards

 MIMO technology utilizes reflection signals to

increase 8 times transmission distance of

original 802.11g standard and reduces the "dead

spots" in the wireless coverage area

 Provides 300Mbps receiving rate and 300Mbps

sending rate

 Supports WMM to make your voice and video

more smooth

 Supports 64/128-bit WEP, WPA, WPA2

encryption methods and 802.1x security

authentication standard

 Supports ATM Forum UNI 3.0, 3.1 and 4.0

Permanent Virtual Circuits standard
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 Setup Wizard support for fast and easy

configurations

 WPS (PBC and PIN) encryption method to free

you from remembering long passwords

 Supports remote/local Web management

 Supports wireless Roaming technology to ensure

high-efficient wireless connections

 Supports wireless SSID stealth mode and MAC

address access control

 Supports Auto MDI/MDIX

 Provides system log to record the status of the

router

 Supports MAC address filtering, IP address

filtering, URL filtering and NAT rules

 Supports UPnP and DDNS

 Supports access control over 30 MAC address

entries

 Supports DHCP server/client

 Supports SNTP

 Supports virtual server and DMZ host

 Supports bandwidth control based on IP address

range

 Built-in firewall to prevent hacker attack

 Supports auto wireless channel selection
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 Supports WDS function (Wireless Distribution

System)

1.31.31.3

1.3

PackagePackagePackage

Package

ContentsContentsContents

Contents

 One W300D Wireless-N ADSL2+ Modem Router

 One CD-ROM (User Guide, Setup Wizard, etc.)

 One Quick Installation Guide

 Two RJ11 Telephone Lines

 One RJ45 Ethernet Cable

 One Power Adapter

 One Voice Splitter

If any of listed items are missing or damaged, please

contact the Tenda reseller from whom you purchased

for replacement immediately.
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GettingGettingGetting

Getting

tototo

to

KnowKnowKnow

Know

thethethe

the

RouterRouterRouter

Router

2.12.12.1

2.1

RearRearRear

Rear

PanelPanelPanel

Panel

andandand

and

PortPortPort

Port

DescriptionDescriptionDescription

Description

Rear Panel View：

Rear Panel Description：

Rear Panel
Interface Description

LAN(1-4)
Connect with your computer’s
NIC or uplink to hub or switch.
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2.22.22.2

2.2

FrontFrontFront

Front

PanelPanelPanel

Panel

andandand

and

LEDLEDLED

LED

DescriptionDescriptionDescription

Description

Some LED indicators on the front panel of W300D

are located here, shown as below:

RESET/WPS

Note: press this button for 7
seconds, the settings you
configured will be deleted and
restored to factory default
setting. If press for 1 second,
the WPS (PBC) is enabled.

DSL
Connect with DSL telephone
line.

POWER For AC12/1.0A connection
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2.32.32.3

2.3

HardwareHardwareHardware

Hardware

InstallationInstallationInstallation

Installation

Before the Router’s setting, please follow the next

steps to connect with. For better wireless

performance, please locate the Router in the center

LED
Indicator

State Description

POWER Always ON
Indicates it is powered
on well.

SYS Blinking
Indicates the system
works on well.

DSL
Always ON

Indicates it is
connected with DSL
termination well.

Blinking
Indicates it is going on
connection negotiation

WLAN

Always ON Indicates the wireless
module works well.

Blinking
Indicates it is
transmitting and/or
receiving data.

LAN(1/2/3/4)

Always ON Indicates it is
connected well.

Blinking
Indicates the router’s
LAN port is transmitting
and/or receiving data.

WPS Blinking
Indicates the Router is
negotiating with WPS
clients in WPS Mode.
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of wireless coverage.

1. Connect to the Router’s DSL port with telephone
line.

2. Use the delivery-attached power adapter to power
the Router.
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3. Connect the LAN port of the Router to the network
adapter of your computer with one cable.
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IMPORTANT:IMPORTANT:IMPORTANT:

IMPORTANT:

PleasePleasePlease

Please

useuseuse

use

thethethe

the

includedincludedincluded

included

powerpowerpower

power

adapter.adapter.adapter.

adapter.

UseUseUse

Use

ofofof

of

aaa

a

differentdifferentdifferent

different

powerpowerpower

power

adapteradapteradapter

adapter

couldcouldcould

could

causecausecause

cause

damagedamagedamage

damage

andandand

and

voidvoidvoid

void

thethethe

the

warrantywarrantywarranty

warranty

forforfor

for

thisthisthis

this

product.product.product.

product.
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：

GettingGettingGetting

Getting

tototo

to

ConnectConnectConnect

Connect

thethethe

the

BroadbandBroadbandBroadband

Broadband

RouterRouterRouter

Router

For easy and fast configuration, the following steps

for network configuration are required.

3.13.13.1

3.1

HowHowHow

How

tototo

to

SetSetSet

Set

thethethe

the

NetworkNetworkNetwork

Network

ConfigurationsConfigurationsConfigurations

Configurations

forforfor

for

MyMyMy

My

ComputerComputerComputer

Computer

1. Right click “My Network Places” and select

“Properties”.
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2. Right click “Local Area Network Connection” and
select “Properties”.

3. Select “Internet Protocol (TCP/IP)” and click
“Properties”.
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4. Select “Obtain an IP address automatically” and

“Obtain DNS server address automatically”. Click

“OK” to save the configurations.

Or select “Use the following IP address” and enter

the IP address, Subnet mask, Default gateway as

shown below. Of course, you need to input the DNS

server address provided by your ISP. Otherwise, you

can use the Router’s default gateway as the DNS

proxy server. Click “OK” to save the configurations.
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3.23.23.2

3.2

HowHowHow

How

tototo

to

CheckCheckCheck

Check

thethethe

the

NetworkNetworkNetwork

Network

ConnectionConnectionConnection

Connection

1. Select Start”—”Programs”—“Accessories”
—“Command Prompt”.

2. Input the “ping 192.168.0.1” and press “Enter”. If
the screen displays as the below figure, it means
your PC is connected to your router successfully. If
not, please make sure the hardware installation
and network adapter are OK.
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3.33.33.3

3.3

HowHowHow

How

tototo

to

AccessAccessAccess

Access

thethethe

the

Web-basedWeb-basedWeb-based

Web-based

ConfigurationConfigurationConfiguration

Configuration

UtilityUtilityUtility

Utility

1. To access the Router’s Web-based Utility, launch a

web browser such as Internet Explorer or Firefox

and enter the Router’s default IP address,

http://192.168.0.1. Press “Enter”.

2. Input the “admin” in both User Name and

Password. Click “OK”.



W300DW300DW300D

W300D

Wireless-NWireless-NWireless-N

Wireless-N

ADSL2+ADSL2+ADSL2+

ADSL2+

RouterRouterRouter

Router

17

3. If you enter the correct user name and password,

the following page appears.
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ChapterChapterChapter

Chapter

444

4

：：：

：

DSLDSLDSL

DSL

SettingSettingSetting

Setting

This section deals with how to configure the Router’s

basic setting via Web interface.

4.14.14.1

4.1

DSLDSLDSL

DSL

SettingSettingSetting

Setting

This guide can assist you to configure the Router’s

connection mode and basic parameters fast. The

Router supports five common connection modes

(Bridging, MER, IPoA, PPPoE, PPPoA). Select one

according your actual requirements.
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After the setting is completed, please click “Apply”.
The device will reboot and the settings will go into
effect.

The device’s status will be refreshed in the following
page:
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NetworkNetworkNetwork

Network

StatusStatusStatus

Status

：：：

：

ConnectionConnectionConnection

Connection

StateStateState

State

：：：

：

To check if it is connected well with ISP
ConnectionConnectionConnection

Connection

ModeModeMode

Mode

：：：

：

Show the connection mode for Internet
access.

WANWANWAN

WAN

IPIPIP

IP

、、、

、

SubnetSubnetSubnet

Subnet

MaskMaskMask

Mask

、、、

、

GatewayGatewayGateway

Gateway

、、、

、

PrimaryPrimaryPrimary

Primary

DNSDNSDNS

DNS

ServerServerServer

Server

、、、

、

SecondarySecondarySecondary

Secondary

DNSDNSDNS

DNS

ServerServerServer

Server

：：：

：

After the Router connects well with ISP, the
TCP/IP parameters are obtained. Or you can
specify by manual.
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ConnectionConnectionConnection

Connection

TimeTimeTime

Time

：：：

：

The communication time for the Router and
ISP

DSLDSLDSL

DSL

StateStateState

State

：：：

：

ConnectionConnectionConnection

Connection

StateStateState

State

：：：

：

Show If the DSL is connected well.
VirtualVirtualVirtual

Virtual

CircuitCircuitCircuit

Circuit

：：：

：

Show the VPI/VCI value.
UpstreamUpstreamUpstream

Upstream

RateRateRate

Rate

：：：

：

The upstream rate resulted from the
negotiation between DSL and ISP.

DownstreamDownstreamDownstream

Downstream

RateRateRate

Rate

：：：

：

The downstream rate resulted from the
negotiation between DSL and ISP.

ServerServerServer

Server

StateStateState

State

：：：

：

IPIPIP

IP

AddressAddressAddress

Address

：：：

：

The IP address for the Router’s Web
interface login.

DHCPDHCPDHCP

DHCP

ServerServerServer

Server

、、、

、

NATNATNAT

NAT

、、、

、

FirewallFirewallFirewall

Firewall

：：：

：

Enable or disable.
SystemSystemSystem

System

StatStatStat

Stat

ususus

us

：：：

：

SystemSystemSystem

System

TimeTimeTime

Time

：：：

：

The running time of the Router.
SystemSystemSystem

System

DateDateDate

Date

：

The system date of the Router
ClientClientClient

Client

：：：

：

The client number connected with the device

ConnectionConnectionConnection

Connection

ModeModeMode

Mode

111

1

：：：

：

BridgingBridgingBridging

Bridging

If you want to configure the device’s connection

mode as Bridging, please select “Bridging” in the

Encapsulation field under Internet Connection Mode.
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RegionRegionRegion

Region

selection:selection:selection:

selection:

Country, City, Provider. If the city

or ISP is not listed in the drop-down menu, you can

enter the VPI and VCI value. “Encapsulation Mode”,

“DSL Modulation” are suggested to select the default

value. If there is something wrong, you can inquire

your local ISP.

ConnectionConnectionConnection

Connection

ModeModeMode

Mode

222

2

：MERMERMER

MER

If your ISP provides your connection way as Dynamic

IP (it means you obtain different IP address each

time to access the Internet), select “MER” in

“Encapsulation” field and “Auto obtain IP address” in

“WAN IP setting”.
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RegionRegionRegion

Region

selectionselectionselection

selection

: Country, City, Provider. If the city

or ISP is not listed in the drop-down menu, you can

enter the VPI and VCI value. “Encapsulation Mode”,

“DSL Modulation” are suggested to select the default

value. If there is something wrong, you can inquire

your local ISP.

If your ISP provides your connection way as Dynamic
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IP (it means you obtain different IP address each

time to access the Internet), select “MER” in

“Encapsulation” field and “Use the following IP

address” in “WAN IP setting”. You need input the “IP

address”, “Subnet Mask”, “Default Gateway”, “DNS

Server”, “Secondary DNS Server” into the

corresponding fields.

OtherOtherOther

Other

Settings:Settings:Settings:

Settings:

MTUMTUMTU

MTU

:

Maximum Transmission Unit. The default

value is 1500. Don’t modify the default

value unless necessary.
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ConnectionConnectionConnection

Connection

ModeModeMode

Mode

333

3

：IPoAIPoAIPoA

IPoA

If your ISP provides your connection way as IPoA,

select “IPoA” in “Encapsulation” field. You need input

the “IP address”, “Subnet Mask”, “Default Gateway”,

“DNS Server”, and “Secondary DNS Server” into the

corresponding fields.
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RegionRegionRegion

Region

selection:selection:selection:

selection:

Country, City, Provider. If the city

or ISP is not listed in the drop-down menu, you can

enter the VPI and VCI value. “Encapsulation Mode”,

“DSL Modulation” are suggested to select the default

value. If there is something wrong, you can inquire

your local ISP.

OtherOtherOther

Other

Settings:Settings:Settings:

Settings:

MTUMTUMTU

MTU

:

Maximum Transmission Unit. The default

value is 1500. Don’t modify the default

value unless necessary.
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ConnectionConnectionConnection

Connection

ModeModeMode

Mode

444

4

： PPPoE

If your ISP provides your connection way as PPPoE,

select “PPPoE” in “Encapsulation” field. You need

input your user name and password provided by ISP

or network administrator in “PPPoE Setting”

corresponding fields.
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RegionRegionRegion

Region

selectionselectionselection

selection

: Country, City, Provider. If the city

or ISP is not listed in the drop-down menu, you can

enter the VPI and VCI value. “Encapsulation Mode”,

“DSL Modulation” are suggested to select the default

value. If there is something wrong, you can inquire

your local ISP.

OtherOtherOther

Other

Settings:Settings:Settings:

Settings:

MTUMTUMTU

MTU

: Maximum Transmission Unit. The default value
is 1492. Don’t modify the default value unless
necessary.

ServiceServiceService

Service

NameNameName

Name

:
The current PPPoE connection name. Don’t
modify the default value unless necessary.

ServerServerServer

Server

NameNameName

Name

:
The Server’s name. Don’t modify the default
value unless necessary.

ConnectConnectConnect

Connect

AutomaticallyAutomaticallyAutomatically

Automatically

:

When the device is powered on or

disconnected, it connects automatically.

ConnectConnectConnect

Connect

bybyby

by

manualmanualmanual

manual

:

When it is disconnected, connect again by

manual.

ConnectConnectConnect

Connect

ononon

on

DemandDemandDemand

Demand

:

When the data access the device, connect

automatically.

ConnectConnectConnect

Connect

ononon

on

FixedFixedFixed

Fixed

TimeTimeTime

Time

:

Connect to the Internet on fixed time.
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Note:Note:Note:

Note:

OnlyOnlyOnly

Only

youyouyou

you

havehavehave

have

setsetset

set

thethethe

the

currentcurrentcurrent

current

timetimetime

time

ininin

in

TimeTimeTime

Time

Setting,Setting,Setting,

Setting,

thenthenthen

then

“““

“

ConnectConnectConnect

Connect

ononon

on

FixedFixedFixed

Fixed

TimeTimeTime

Time

”””

”

cancancan

can

bebebe

be

used.used.used.

used.

ConnectionConnectionConnection

Connection

ModeModeMode

Mode

555

5

： PPPoA

If your ISP provides your connection way as PPPoA,

select “PPPoA” in “Encapsulation” field. You need

input your user name and password provided by ISP

or network administrator in “PPPoA Setting”

corresponding fields.
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Dial-upDial-upDial-up

Dial-up

TimeoutTimeoutTimeout

Timeout

：：：

：

During a fixed time, if the auto dial-up fails,

the dial-up will stop.

IdealIdealIdeal

Ideal

TimeoutTimeoutTimeout

Timeout

：：：

：

If there is no communication in the fixed

time, the link will be disconnected.

RegionRegionRegion

Region

selectionselectionselection

selection

:

Country, City, Provider. If the city or ISP is

not listed in the drop-down menu, you can

enter the VPI and VCI value.

“Encapsulation Mode”, “DSL Modulation” are

suggested to select the default value. If

there is something wrong, you can inquire

your local ISP.

OtherOtherOther

Other

Settings:Settings:Settings:

Settings:

MTUMTUMTU

MTU

: Maximum Transmission Unit. The default value

is 1500. Don’t modify the default value unless

necessary.

NoteNoteNote

Note

：：：

：

ItItIt

It

isisis

is

recommendedrecommendedrecommended

recommended

usingusingusing

using

thethethe

the

SetupSetupSetup

Setup

WizardWizardWizard

Wizard

tototo

to

configureconfigureconfigure

configure

thethethe

the

fivefivefive

five

connectionconnectionconnection

connection

modes:modes:modes:

modes:

Bridging,Bridging,Bridging,

Bridging,

MER,MER,MER,

MER,

IPoA,IPoA,IPoA,

IPoA,

PPPoEPPPoEPPPoE

PPPoE

andandand

and

PPPoA.PPPoA.PPPoA.

PPPoA.
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ChapterChapterChapter

Chapter

555

5

：：：

：

AdvancedAdvancedAdvanced

Advanced

SettingSettingSetting

Setting

This section will guide you to configure the Router’s

advanced settings, including LAN setting, MAC

address clone and DNS setting.

5.15.15.1

5.1

LANLANLAN

LAN

SettingSettingSetting

Setting

This page focuses on how to configure LAN Setting.

MACMACMAC

MAC

AddressAddressAddress

Address

：：：

：

The Router’s physical MAC address as

seen on your local network, which is

unchangeable
IPIPIP

IP

AddressAddressAddress

Address

：：：

：

The Router’s LAN IP address (not your
PC’s IP address). Once you modify the
IP address, you need to remember it
for the Web-based Utility login next
time. 192.168.0.1 is the default value.
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NoteNoteNote

Note

：：：

：

IfIfIf

If

youyouyou

you

havehavehave

have

changedchangedchanged

changed

thethethe

the

IPIPIP

IP

address,address,address,

address,

youyouyou

you

needneedneed

need

useuseuse

use

thethethe

the

newnewnew

new

IPIPIP

IP

addressaddressaddress

address

tototo

to

loginloginlogin

login

thethethe

the

RouterRouterRouter

Router

’’’

’

sss

s

WebWebWeb

Web

interfaceinterfaceinterface

interface

nextnextnext

next

time,time,time,

time,

andandand

and

thethethe

the

defaultdefaultdefault

default

gatewaygatewaygateway

gateway

ofofof

of

allallall

all

computerscomputerscomputers

computers

ininin

in

thethethe

the

LANLANLAN

LAN

mustmustmust

must

bebebe

be

viaviavia

via

thisthisthis

this

IPIPIP

IP

addressaddressaddress

address

tototo

to

accessaccessaccess

access

thethethe

the

Internet.Internet.Internet.

Internet.

SubnetSubnetSubnet

Subnet

MaskMaskMask

Mask

：：：

：

The Router’s subnet mask for

measurement of the network

size.255.255.255.0 is the default value.

5.25.25.2

5.2

MACMACMAC

MAC

AddressAddressAddress

Address

CloneCloneClone

Clone

Some ISPs require end-user's MAC address to access

their network. This feature copies the MAC address of

your network device to the Router. Input the MAC

address to be registered in the field, click “Apply” to

implement this feature.
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MACMACMAC

MAC

AddressAddressAddress

Address

：：：

：

The MAC address to be registered with

your Internet service provider.

CloneCloneClone

Clone

MACMACMAC

MAC

AddressAddressAddress

Address

：：：

：

Register your PC's MAC address.

RestoreRestoreRestore

Restore

DefaultDefaultDefault

Default

MACMACMAC

MAC

AddressAddressAddress

Address

：：：

：

Restore the default hardware MAC

address.
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5.35.35.3

5.3

DNSDNSDNS

DNS

SettingsSettingsSettings

Settings

DNS is short for Domain Name System (or Service),

an Internet service that translate domain names into

IP addresses which are provided by your Internet

Service Provider. Please consult your Internet Service

Provider for details if you do not have them.

DNSDNSDNS

DNS

SettingSettingSetting

Setting

：：：

：

Click the checkbox to enable the DNS server.
The Router’s DHCP server then will assign
the DNS for client’s request.

PrimaryPrimaryPrimary

Primary

DNSDNSDNS

DNS

AddressAddressAddress

Address

:
Enter the necessary address provided by
your ISP.

SecondarySecondarySecondary

Secondary

DNSDNSDNS

DNS

Address:Address:Address:

Address:

Enter the second address if your ISP
provides, which is optional.

ForForFor

For

example:example:example:

example:

Your ISP provides the following address:
PrimaryPrimaryPrimary

Primary

DNSDNSDNS

DNS

AddressAddressAddress

Address

:::

:

202.96.128.166
SecondarySecondarySecondary

Secondary

DNSDNSDNS

DNS

AddressAddressAddress

Address

: 202.96.134.133
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ChapterChapterChapter

Chapter

666

6

：：：

：

WirelessWirelessWireless

Wireless

SettingsSettingsSettings

Settings

This section mainly deals with the wireless settings,

including Basic Settings, Security Setting, Access

Control and Advanced Settings.

6.16.16.1

6.1

BasicBasicBasic

Basic

SettingSettingSetting

Setting

NetworkNetworkNetwork

Network

Mode:Mode:Mode:

Mode:

Select one mode from the following:

802.11b/g mixed, 802.11b, 802.11g and

802.11b/g/n mixed.

MainMainMain

Main

SSIDSSIDSSID

SSID

：：：

：

SSID (Service Set Identifier) is the unique
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name of the wireless network. This device

has two SSIDs and the main SSID is

necessary.

MinorMinorMinor

Minor

SSID:SSID:SSID:

SSID:

Minor Service Set Identifier. It is optional.

BroadcastBroadcastBroadcast

Broadcast

(SSID)(SSID)(SSID)

(SSID)

：：：

：

Select “enable” to enable the device's SSID

to be visible by wireless clients.

APAPAP

AP

IsolationIsolationIsolation

Isolation

：：：

：

When this feature is enabled, each of your

wireless clients will be in its own virtual

network and will not be able to

communicate with each other. This feature

is deployed when you have many guests

that frequent your wireless network. For

example, configure main SSID as AP1,

minor SSID as AP2. PC1 connects to AP1

via wireless adapter; PC2 connecting to AP2.

After the feature is enabled, two PCs can

not communicate and share network

resource each other. (It is essential to

enable two SSID before the feature is

enabled.) The default AP isolation is

disabled.
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MBSSIDMBSSIDMBSSID

MBSSID

APAPAP

AP

IsolationIsolationIsolation

Isolation

：：：

：

When it is enabled, the wireless clients

connected with AP can not access each

other to isolate completely access control in

WLAN.

BSSIDBSSIDBSSID

BSSID

：：：

：

Business Service Set Identifier of wireless

network. In IEEE802.11, BSSID is the MAC

address of wireless access point.

ChannelChannelChannel

Channel

：：：

：

Specify the effective channel (from 1 to 14)

of the wireless network.

ExtensionExtensionExtension

Extension

ChannelChannelChannel

Channel

：：：

：

To increase data throughput of wireless

network, the extension channel range is

used in 11n mode.

ChannelChannelChannel

Channel

BandwidthBandwidthBandwidth

Bandwidth

：：：

：

Select channel bandwidth to improve

wireless performance. If the wireless

network has 11b/g or 11n-compliance,

select bandwidth as 40M; if there is no 11n-

compliant client, select 20M.
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6.26.26.2

6.2

WirelessWirelessWireless

Wireless

SecuritySecuritySecurity

Security

SettingsSettingsSettings

Settings

This page is used to configure the device’s network

security setting. Here presents the common six

encryption methods, including Mixed WEP, WPA-

personal, WPA-enterprise, WPA2-personal, WPA2-

enterprise, etc. It is recommended to use WPA2-

personal encryption method.

6.2.16.2.16.2.1

6.2.1

MixedMixedMixed

Mixed

WEPWEPWEP

WEP

WEP (Wired Equivalent Privacy), a basic encryption

method, usually encrypts wireless data using a series

of digital keys (64 bits or 128 bits in length). By

using the same keys on each of your wireless

network devices, you can prevent unauthorized

wireless devices from monitoring your transmissions

or using your wireless resources. WEP is based on

RSA algorithm from RC4. It is the original and weak

encryption method, so it is recommended not to use

this method. Select Mixed WEP to enter the following

window:
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SSIDSSIDSSID

SSID

ChoiceChoiceChoice

Choice

：：：

：

Select the SSID (main SSID or minor SSID)
to configure security setting from the drop-
down menu.

SecuritySecuritySecurity

Security

ModeModeMode

Mode

：：：

：

From the drop-down menu select the
corresponding security encryption modes.

WEPWEPWEP

WEP

KeyKeyKey

Key

：：：

：

Set the WEP key with the format of ASCII
and Hex.

KeyKeyKey

Key

DescriptionDescriptionDescription

Description

：：：

：

Enter ASCII code (5 or 13 ASCII characters.
Illegal character as “/” is not allowed.) or
10/26 hex characters.

DefaultDefaultDefault

Default

KeyKeyKey

Key

：：：

：

Select one key from the four configured
keys as the current available one.
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6.2.26.2.26.2.2

6.2.2

WPA-WPA-WPA-

WPA-

PersonalPersonalPersonal

Personal

WPA (Wi-Fi Protected Access), a Wi-Fi standard, is a

more recent wireless encryption scheme, designed to

improve the security features of WEP. Select “WPA-

personal” from the drop-down menu to enter the

following window:

WPAWPAWPA

WPA

Algorithms:Algorithms:Algorithms:

Algorithms:

Select one encryption type, AES or TKIP.
(AES is stronger than TKIP.)

PassPassPass

Pass

Phrase:Phrase:Phrase:

Phrase:

Enter the key which must have 8-63 ASCII
characters.

KeyKeyKey

Key

RenewalRenewalRenewal

Renewal

Interval:Interval:Interval:

Interval:

Enter the key renewal period. It is to tell
the Router how often to change the keys.
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6.2.36.2.36.2.3

6.2.3

WPA2-PersonalWPA2-PersonalWPA2-Personal

WPA2-Personal

WPA2 (Wi-Fi Protected Access version 2), It's more

secure than Wired Equivalent Privacy (WEP) and easy

to set up.

WPAWPAWPA

WPA

Algorithms:Algorithms:Algorithms:

Algorithms:

Select key Algorithms such as TKIP, AES
and TKIP&AES.

PassPassPass

Pass

Phrase:Phrase:Phrase:

Phrase:

Enter the key which must have 8-63 ASCII
characters.

KeyKeyKey

Key

RenewalRenewalRenewal

Renewal

Interval:Interval:Interval:

Interval:

Enter the key renewal period. It is to tell
the Router how often to change the keys.
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6.2.46.2.46.2.4

6.2.4

WPA-EnterpriseWPA-EnterpriseWPA-Enterprise

WPA-Enterprise

This security mode is used when a RADIUS server is

connected to the device. Select “WPA-enterprise”

from the drop-down menu to enter the following

window:

RadiusRadiusRadius

Radius

IPIPIP

IP

AddressAddressAddress

Address

：：：

：

Enter the IP address of the Radius server.
RadiusRadiusRadius

Radius

PortPortPort

Port

：：：

：

Enter the authentication port of the Radius
server. The default is 1812.

SharedSharedShared

Shared

KeyKeyKey

Key

：：：

：

Enter the shared key for authentication
server with 8~63 ASCII characters.

SessionSessionSession

Session

TimeoutTimeoutTimeout

Timeout

：：：

：

The authentication interval period between
AP and authentication server. The default is
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3600s.

6.2.56.2.56.2.5

6.2.5

WPA2-EnterpriseWPA2-EnterpriseWPA2-Enterprise

WPA2-Enterprise

This security mode is also used when a RADIUS

server is connected to the Router.

RadiusRadiusRadius

Radius

IPIPIP

IP

AddressAddressAddress

Address

：：：

：

Enter the IP address of the Radius server.
RadiusRadiusRadius

Radius

PortPortPort

Port

：：：

：

Enter the authentication port of the Radius
server. The default is 1812.

SharedSharedShared

Shared

KeyKeyKey

Key

：：：

：

Enter the shared key for authentication
server with 8~63 ASCII characters.

SessionSessionSession

Session

TimeoutTimeoutTimeout

Timeout

：：：

：
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The authentication interval period between
AP and authentication server. The default is
3600s.

6.2.6.2.6.2.

6.2.

666

6

802.1X802.1X802.1X

802.1X

AuthenticationAuthenticationAuthentication

Authentication

This security mode is used when a RADIUS server is

connected to the device. 802.1x, a kind of Port-based

authentication protocol, is an authentication type and

strategy for users. The port can be either a physic

port or logic port (such as VLAN). For wireless LAN

users, a port is just a channel. The final purpose of

802.11x authentication is to check if the port can be

used. If the port is authenticated successfully, you

can open this port which allows all the messages to

pass. If the port isn’t authenticated successfully, you

can keep this port “disable” which just allows 802.1x

authentication protocol message to pass. Select

“802.1x” from the drop-down menu to enter the

following window:
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WEPWEPWEP

WEP

：：：

：

Click “Enable/Disable” to enable or disable

the WEP algorithm.

RadiusRadiusRadius

Radius

IPIPIP

IP

AddressAddressAddress

Address

：：：

：

Enter the IP address of the Radius server.

RadiusRadiusRadius

Radius

PortPortPort

Port

：：：

：

Enter the authentication port of the Radius

server. The default is 1812.

SharedSharedShared

Shared

KeyKeyKey

Key

：：：

：

Enter the shared key for authentication

server with 8~63 ASCII characters.

SessionSessionSession

Session

TimeoutTimeoutTimeout

Timeout

：：：

：

The authentication interval period between

AP and authentication server. The default is

3600s.
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NOTE:NOTE:NOTE:

NOTE:

ToToTo

To

improveimproveimprove

improve

securitysecuritysecurity

security

level,level,level,

level,

dododo

do

notnotnot

not

useuseuse

use

thosethosethose

those

wordswordswords

words

whichwhichwhich

which

cancancan

can

bebebe

be

foundfoundfound

found

ininin

in

aaa

a

dictionarydictionarydictionary

dictionary

ororor

or

tootootoo

too

easyeasyeasy

easy

tototo

to

remember!remember!remember!

remember!

WirelessWirelessWireless

Wireless

clientsclientsclients

clients

willwillwill

will

rememberrememberremember

remember

thethethe

the

WEPWEPWEP

WEP

key,key,key,

key,

sososo

so

youyouyou

you

onlyonlyonly

only

havehavehave

have

tototo

to

inputinputinput

input

thethethe

the

WEPWEPWEP

WEP

keykeykey

key

ononon

on

wirelesswirelesswireless

wireless

clientclientclient

client

once,once,once,

once,

andandand

and

ititit

it

isisis

is

worthworthworth

worth

tototo

to

useuseuse

use

complicatedcomplicatedcomplicated

complicated

WEPWEPWEP

WEP

keykeykey

key

tototo

to

improveimproveimprove

improve

securitysecuritysecurity

security

level.level.level.

level.
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6.36.36.3

6.3

WPSWPSWPS

WPS

SettingSettingSetting

Setting

WPS (Wi-Fi Protected Setting) can be easy and quick

to establish the connection between the wireless

network clients and the Router through encrypted

contents. The users only enter the PIN code to

configure without selecting encryption method and

entering secret keys by manual.

WPSWPSWPS

WPS

SettingSettingSetting

Setting

：：：

：

To enable or disable WPS function. The

default is to disable.

WPSWPSWPS

WPS

ModeModeMode

Mode

：：：

：

Supports two ways to configure WPS
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settings: PBC (Push-Button Configuration)

and PIN code
PBCPBCPBC

PBC

：：：

：

Select the PBC or press the WPS button on
the front panel of the device for one second
(Press the button for one second and WPS
indicator will be blinking for 2 minutes,
which means the WPS is enabled. During
the blinking time, you can enable another
device to implement the WPS/PBC
negotiation between them. At present, the
WPS only supports up to 32 clients access.
Two minutes later, the WPS indicator will be
off. If more clients are added, repeat the
above steps).

PINPINPIN

PIN

：：：

：

If this option is enabled, you need to enter
a wireless client’s PIN code in the field and
keep the same code in the client.

WPSWPSWPS

WPS

SummarySummarySummary

Summary

：：：

：

Show Wi-Fi current protection state,
authentication mode, encryption method,
etc.

NoteNoteNote

Note

：：：

：

PressPressPress

Press

thethethe

the

WPS/ResetWPS/ResetWPS/Reset

WPS/Reset

buttonbuttonbutton

button

forforfor

for

111

1

secondsecondsecond

second

ononon

on

thethethe

the

frontfrontfront

front

panelpanelpanel

panel

tototo

to

runrunrun

run

PBC.PBC.PBC.

PBC.

PressPressPress

Press

forforfor

for

777

7

seconds,seconds,seconds,

seconds,

thethethe

the

devicedevicedevice

device

’’’

’

sss

s

settingsettingsetting

setting

willwillwill

will

restorerestorerestore

restore

tototo

to

defaultdefaultdefault

default

setting.setting.setting.

setting.

TheTheThe

The

accessaccessaccess

access

clientclientclient

client

hashashas

has

tototo

to

supportsupportsupport

support

WPSWPSWPS

WPS
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functionfunctionfunction

function

whenwhenwhen

when

youyouyou

you

implementimplementimplement

implement

WPSWPSWPS

WPS

settings.settings.settings.

settings.

6.46.46.4

6.4

WDSWDSWDS

WDS

SettingSettingSetting

Setting

WDS (Wireless Distribution System) can be used to

expand your current wireless network coverage. The

Router supports three modes: Lazy, Bridge and

Repeater.

LazyLazyLazy

Lazy

：：：

：

In this mode, the connected wireless device
should be in Bridge or Repeater mode, and
select the Router’s BSSID to implement
wireless connection.

BridgeBridgeBridge

Bridge

：：：

：

In this mode, you can connect two or more
wired networks via wireless signals. In this
mode, you need add the Wireless MAC
address of the connecting device into the
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Router's AP MAC address table or select one
from the scanning table.

RepeaterRepeaterRepeater

Repeater

：：：

：

In this mode, you need add the MAC
address of the connecting device into the
Router's AP MAC address table to amplify
and repeat wireless signals.

EncryptEncryptEncrypt

Encrypt

Type:Type:Type:

Type:

You can select WEP mode, TKIP mode, AES
mode for security here.

KeyKeyKey

Key

：：：

：

Enter the encryption key for the connecting
devices.

APAPAP

AP

MACMACMAC

MAC

AddressAddressAddress

Address

：：：

：

Input the MAC address of the connected
wireless device.

NOTE:NOTE:NOTE:

NOTE:

TwoTwoTwo

Two

wirelesswirelesswireless

wireless

routersroutersrouters

routers

mustmustmust

must

useuseuse

use

thethethe

the

samesamesame

same

band,band,band,

band,

channelchannelchannel

channel

number,number,number,

number,

andandand

and

securitysecuritysecurity

security

settingsettingsetting

setting

sss

s

!!!

!
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6.56.56.5

6.5

AdvancedAdvancedAdvanced

Advanced

WirelessWirelessWireless

Wireless

SettingSettingSetting

Setting

This section is to configure the advanced wireless

setting of the Router, including the Radio Preamble,

802.11g/n Rate, Fragmentation Threshold, RTS

Threshold, Beacon Period and DTIM Interval.

BGBGBG

BG

ProtectionProtectionProtection

Protection

ModeModeMode

Mode

：：：

：

For 11b/g wireless client, it is easier to
connect with 11n wireless device. The
default is “Auto”.

BasicBasicBasic

Basic

DataDataData

Data

RatesRatesRates

Rates

：：：

：

In term of different requirements, you can
select one of the suitable Basic Data Rates
from the drop-down menu. Here, default
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value is (1-2-5.5-11Mbps…).
BeaconBeaconBeacon

Beacon

IntervalIntervalInterval

Interval

：：：

：

The frequency interval of the beacon, which
is a packet broadcast by a router to
synchronize a wireless network. The default
value is 100 ms. It is recommended not to
modify the default value.

FragmentFragmentFragment

Fragment

ThresholdThresholdThreshold

Threshold

：

The fragmentation threshold defines the
maximum transmission packet size in bytes.
The packet will be fragmented if the arrival
is bigger than the threshold setting. The
default size is 2346 bytes.

RTSRTSRTS

RTS

ThresholdThresholdThreshold

Threshold

：：：

：

RTS stands for “Request to Send”. This
parameter controls what size data packet
the frequency protocol issues to RTS packet.
If the device works in SoHo, do not modify
the default value.

TXTXTX

TX

PowerPowerPower

Power

：：：

：

Set the wireless output power level. The
default value is 100.

WMMWMMWMM

WMM

CapableCapableCapable

Capable

：

To enhance wireless multimedia transfer
performance (0n-line video and voice). If
you are not clear about this, enable it.

APSDAPSDAPSD

APSD

CapableCapableCapable

Capable

：：：

：

It is used for auto power-saved service. The
default is disabled.
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6.66.66.6

6.6

WirelessWirelessWireless

Wireless

AccessAccessAccess

Access

ControlControlControl

Control

To secure your wireless LAN, the wireless access

control is actually based on the MAC address

management. Select “Wireless Setting-Access

Control” to popup the following window:

MACMACMAC

MAC

AddressAddressAddress

Address

FilterFilterFilter

Filter

：：：

：

Enable/disable MAC address filter. Select
“Off” to malfunction MAC address; “Block”
to prevent the MAC addresses in the list
from accessing the wireless network;
“Allow” to allow the MAC address in the list
to access the wireless network.

MACMACMAC

MAC

AddressAddressAddress

Address

ManagementManagementManagement

Management

：：：

：

Input the MAC address to implement the
filter policy. Click “Add” to finish the MAC
adding operation.

MACMACMAC

MAC

AddressAddressAddress

Address

ListListList

List

：：：

：

Show the added MAC address. You can add
or delete them.
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6.76.76.7

6.7

WirelessWirelessWireless

Wireless

ConnectionConnectionConnection

Connection

StatusStatusStatus

Status

This page is to show the current wireless access

status. Click “Refresh” to update the wireless

connection information.

MACMACMAC

MAC

AddressAddressAddress

Address

：：：

：

Shows the connecting PC’s MAC address.

Bandwidth:Bandwidth:Bandwidth:

Bandwidth:

Shows the channel bandwidth of the host to
be connected.
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ChapterChapterChapter

Chapter

777

7

：：：

：

DHCPDHCPDHCP

DHCP

ServerServerServer

Server

7.17.17.1

7.1

DHCPDHCPDHCP

DHCP

ServerServerServer

Server

SettingSettingSetting

Setting

DHCP (Dynamic Host Control Protocol) is to assign an

IP address to the computers on the LAN/private

network. When you enable the DHCP Server, the

DHCP Server will allocate automatically an unused IP

address from the IP address pool to the requesting

computer in premise of activating “Obtain an IP

Address Automatically”. So specifying the starting

and ending address of the IP Address pool is needed.

DHCPDHCPDHCP

DHCP

Server:Server:Server:

Server:

Activate the checkbox to enable server.
IPIPIP

IP

AddressAddressAddress

Address

Start/End:Start/End:Start/End:

Start/End:

Enter the range of IP address for DHCP
server assignment.

LeaseLeaseLease

Lease

Time:Time:Time:

Time:

The time length of the IP address lease.
For example: set the lease time as one hour.
Then the DHCP server will recycle and
assign the IP address again.
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7.27.27.2

7.2

DHCPDHCPDHCP

DHCP

ClientClientClient

Client

ListListList

List

The Static IP assignment is to add one specific static

IP address to the assigned MAC address. You can

view the related information in the DHCP server list.

IPIPIP

IP

Address:Address:Address:

Address:

Enter one IP address for the computer on
the LAN network.

MACMACMAC

MAC

Address:Address:Address:

Address:

Enter the MAC address of the computer you
want to assign the above IP address. Click
“Add” to add the entry in the list.

HostnameHostnameHostname

Hostname

:
The name of the computer which is added a
new IP address.

LeaseLeaseLease

Lease

TimeTimeTime

Time

：：：

：

The time length of the corresponding IP
address lease.
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ChapterChapterChapter

Chapter

888

8

：：：

：

VirtualVirtualVirtual

Virtual

ServerServerServer

Server

8.18.18.1

8.1

SingleSingleSingle

Single

PortPortPort

Port

ForwardingForwardingForwarding

Forwarding

The Router can be configured as a virtual server on

behalf of local services behind the LAN port. The

given remote requests will be re-directed to the local

servers via the virtual server. This section deals with

the single port forwarding mainly. The Single Port

Forwarding allows you to set up kinds of public

services such as web servers, ftp, e-mail and other

specialized Internet applications on your network.
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ExternalExternalExternal

External

PortPortPort

Port

：：：

：

This is the external port number for server

or Internet application, for example, port 21

for ftp service.
InternalInternalInternal

Internal

Port:Port:Port:

Port:

This is the port number of LAN computer

set by the Router. The Internet traffic from

the external port will forward to the internal

port. For example, you can set the internal

port NO.66 to act as the external port

NO.21 for ftp service.
IPIPIP

IP

Address:Address:Address:

Address:

Enter the IP address of the PC where you

want to set the applications.

Protocol:Protocol:Protocol:

Protocol:

Select the protocol (TCP/UDP/Both) for the

application.
EnableEnableEnable

Enable

：：：

：

Only click this option to make this rule go

into effect.
DeleteDeleteDelete

Delete

：：：

：

To delete this rule.

In Well-known Service Port, list the common ports,

you can select one from them and add one ID

number from the drop-down menu, click “Add” to add

the port in the above table. If the port does not list in

the Well-known service port drop-down menu, you
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can add it by manual.

AddAddAdd

Add

:
To add the well-know port to ID you

selected.

If the host with IP address 192.168.0.10 in

the LAN provides Web service via port 80,

and you want to forward this service to port

40, configure it as the above setting.

NOTENOTENOTE

NOTE

:

IfIfIf

If

youyouyou

you

setsetset

set

thethethe

the

virtualvirtualvirtual

virtual

serverserverserver

server

ofofof

of

thethethe

the

serviceserviceservice

service

portportport

port

asasas

as

80,80,80,

80,

youyouyou

you

mustmustmust

must

setsetset

set

thethethe

the

WebWebWeb

Web

managementmanagementmanagement

management

portportport

port

ononon

on

RemoteRemoteRemote

Remote

WebWebWeb

Web

ManagementManagementManagement

Management

pagepagepage

page

tototo

to

bebebe

be

anyanyany

any

valuevaluevalue

value

exceptexceptexcept

except

808080

80

suchsuchsuch

such

asasas

as

8080.8080.8080.

8080.

Otherwise,Otherwise,Otherwise,

Otherwise,

theretherethere

there

willwillwill

will

bebebe

be

aaa

a

conflictconflictconflict

conflict

tototo

to

disabledisabledisable

disable

thethethe

the

virtualvirtualvirtual

virtual

server.server.server.

server.
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8.28.28.2

8.2

PortPortPort

Port

RangeRangeRange

Range

ForwardingForwardingForwarding

Forwarding

This section deals with the port range forwarding.

The Port Range Forwarding allows you to set up a

range of public services such as web servers, ftp, e-

mail and other specialized Internet applications to an

assigned IP address on your LAN.

Start/EndStart/EndStart/End

Start/End

Port:Port:Port:

Port:

Enter the start/end port number which
ranges the External ports used to set the
server or Internet applications.

IPIPIP

IP

Address:Address:Address:

Address:

Enter the IP address of the PC where you
want to set the applications.
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Protocol:Protocol:Protocol:

Protocol:

Select the protocol (TCP/UDP/Both) for the
application.

Well-KnownWell-KnownWell-Known

Well-Known

ServiceServiceService

Service

Port:Port:Port:

Port:

Select the well-known services as DNS, FTP
from the drop-down menu to add to the
configured one above.

Delete/Enable:Delete/Enable:Delete/Enable:

Delete/Enable:

Click to check it for corresponding operation.

In Well-known Service Port, list the common ports,

you can select one from them and add one ID

number from the drop-down menu, click “Add” to add

the port in the above table. If the port does not list in

the Well-known service port drop-down menu, you

can add it by manual.

Add:Add:Add:

Add:

To add the well-know port to ID you selected.

If the host with IP address 192.168.0.10 in the LAN

provides Web service via port 80, and you want to

forward this service to port 40, configure it as the

above setting.

NOTE:NOTE:NOTE:

NOTE:

IfIfIf

If

youyouyou

you

setsetset

set

thethethe

the

virtualvirtualvirtual

virtual

serverserverserver

server

ofofof

of

thethethe

the

serviceserviceservice

service

portportport

port

asasas

as

80,80,80,

80,

youyouyou

you

mustmustmust

must

setsetset

set

thethethe

the

WebWebWeb

Web

managementmanagementmanagement

management

portportport

port

ononon

on

RemoteRemoteRemote

Remote

WebWebWeb

Web

ManagementManagementManagement

Management

pagepagepage

page

tototo

to

bebebe

be

anyanyany

any

valuevaluevalue

value

exceptexceptexcept

except

808080

80

suchsuchsuch

such

asasas

as

8080.8080.8080.

8080.

Otherwise,Otherwise,Otherwise,

Otherwise,

theretherethere

there

willwillwill

will

bebebe

be

aaa

a

conflictconflictconflict

conflict

tototo

to

disabledisabledisable

disable

thethethe

the

virtualvirtualvirtual

virtual

server.server.server.

server.
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8.38.38.3

8.3

PortPortPort

Port

TriggerTriggerTrigger

Trigger

SettingSettingSetting

Setting

When internal clients have access to external server

in the Internet for some application, the clients

request to connect with severs, and the server will

also ask to connect with client. But in the default

setting, router will refuse to accept any request from

WAN, which will bring communication halt. The port

triggering is used to define triggering rules. So when

clients have access to the server, the device will open

the port through which the server sends the request

to client.

IPIPIP

IP

Range:Range:Range:

Range:

The internal IP address range for requesting
external server application.

TriggerTriggerTrigger

Trigger

PortPortPort

Port

：：：

：

The port range through which the internal



W300DW300DW300D

W300D

Wireless-NWireless-NWireless-N

Wireless-N

ADSL2+ADSL2+ADSL2+

ADSL2+

RouterRouterRouter

Router

63

clients send request traffics to external
server with the range of 1～ 65535. Note
that the low number first and two blanks
can keep the same number if needed.

ExternalExternalExternal

External

Port:Port:Port:

Port:

The port range through which the external
server send request traffics to internal
clients with the range of 1～ 65535. Note
that the low number first and two blanks
can keep the same number if needed.

Apply:Apply:Apply:

Apply:

To enable or disable the rule.
Add:Add:Add:

Add:

After edit the rule, click the “add” button to
add the current entry to port triggering list.

Apply:Apply:Apply:

Apply:

Click “Apply” to activate the current rule.

Cancel:Cancel:Cancel:

Cancel:

Click “Cancel” to drop all setting saved last
time.

It is allowed to delete or modify the previous rules in

the list table.

Note:Note:Note:

Note:

TheTheThe

The

specialspecialspecial

special

applicationapplicationapplication

application

cancancan

can

bebebe

be

onlyonlyonly

only

usedusedused

used

ininin

in

oneoneone

one

PC.PC.PC.

PC.

IfIfIf

If

theretherethere

there

isisis

is

moremoremore

more

thanthanthan

than

oneoneone

one

PCPCPC

PC

tototo

to

openopenopen

open

thethethe

the

samesamesame

same

triggeringtriggeringtriggering

triggering

port,port,port,

port,

thethethe

the

externalexternalexternal

external

portportport

port

willwillwill

will

bebebe

be
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connectedconnectedconnected

connected

tototo

to

thethethe

the

lastlastlast

last

PCPCPC

PC

forforfor

for

thethethe

the

application.application.application.

application.
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8.48.48.4

8.4

ALGALGALG

ALG

ServiceServiceService

Service

SettingSettingSetting

Setting

ALG (Application Layer Gateway) in the context of

computer networking, an ALG or application layer

gateway consists of a security component that

augments a firewall or NAT employed in a computer

network. It allows customized NAT traversal filters to

be plugged into the gateway to support address and

port translation for certain application layer

"control/data" protocols such as FTP, Bit Torrent, SIP,

RTSP, file transfer applications etc.

In order for these protocols to work through NAT or a

firewall, either the application has to know about an

address/port number combination that allows

incoming packets, or the NAT has to monitor the

control traffic and open up port mappings (firewall
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pinhole) dynamically as required. Legitimate

application data can thus be passed through the

security checks of the firewall or NAT that would

have otherwise restricted the traffic for not meeting

its limited filter criteria.

Usually allowing client applications to use dynamic

ephemeral TCP/ UDP ports to communicate with the

known ports used by the server applications, even

though a firewall-configuration may allow only a

limited number of known ports. In the absence of an

ALG, either the ports would get blocked or the

network administrator would need to explicitly open

up a large number of ports in the firewall; rendering

the network vulnerable to attacks on those ports.

In the default ALG settings, the following protocols

have enabled. It is recommended to keep the

settings unchanged.

1, FTP

2, TFTP

3, PPTP

4, IPSec

5, L2TP
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8.58.58.5

8.5

DMZDMZDMZ

DMZ

HostHostHost

Host

The DMZ function is to allow one computer in LAN to

be exposed to the Internet for a special-purpose

service as Internet gaming or videoconferencing.

DMZDMZDMZ

DMZ

HostHostHost

Host

IPIPIP

IP

Address:Address:Address:

Address:

The IP address of the computer you want to
expose.

Enable:Enable:Enable:

Enable:

Click the checkbox to enable the DMZ host.

IMPORTANT:IMPORTANT:IMPORTANT:

IMPORTANT:

WhenWhenWhen

When

enabledenabledenabled

enabled

thethethe

the

DMZDMZDMZ

DMZ

host,host,host,

host,

thethethe

the

firewallfirewallfirewall

firewall

settingssettingssettings

settings

ofofof

of

thethethe

the

DMZDMZDMZ

DMZ

hosthosthost

host

willwillwill

will

notnotnot

not

function.function.function.

function.



W300DW300DW300D

W300D

Wireless-NWireless-NWireless-N

Wireless-N

ADSL2+ADSL2+ADSL2+

ADSL2+

RouterRouterRouter

Router

68

8.68.68.6

8.6

UPnPUPnPUPnP

UPnP

SettingSettingSetting

Setting

It supports latest Universal Plug and Play. This

function goes into effect on Windows XP or Windows

ME or this function would go into effect if you have

installed software that supports UPnP. With the UPnP

function, host in LAN can request the router to

process some special port switching so as to enable

host outside to visit the resources in the internal host.

EnableEnableEnable

Enable

UPnP:UPnP:UPnP:

UPnP:

Click the checkbox to enable the UPnP.
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ChapterChapterChapter

Chapter

9:9:9:

9:

TrafficTrafficTraffic

Traffic

ControlControlControl

Control

Traffic control is used to limit communication speed

in the LAN and WAN. Up to 20 entries can be

supported with the capability for at most 254 PCs'

speed control, including for IP address range

configuration.

EnableEnableEnable

Enable

TrafficTrafficTraffic

Traffic

Control:Control:Control:

Control:

To enable or disable the internal IP
bandwidth control.

Interface:Interface:Interface:

Interface:

To limit the uploading and downloading
bandwidth in WAN port.

Service:Service:Service:

Service:
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To select the controlled service type, such
as HTTP service.

IPIPIP

IP

StartingStartingStarting

Starting

Address:Address:Address:

Address:

The first IP address for traffic control.
IPIPIP

IP

EndingEndingEnding

Ending

Address:Address:Address:

Address:

The last IP address for traffic control.
Uploading/Downloading:Uploading/Downloading:Uploading/Downloading:

Uploading/Downloading:

To specify the traffic heading way for the
selected IP addresses: uploading or
downloading.

Bandwidth:Bandwidth:Bandwidth:

Bandwidth:

To specify the uploading/ downloading Min.
/Max. traffic speed (KB/s), which can not
exceed the WAN speed.

Apply:Apply:Apply:

Apply:

To enable the current editing rule. If not,
the rule will be disabled.

Add:Add:Add:

Add:

After edit the rule, click the “add to list”
button to add the current rule to rule list.

Save:Save:Save:

Save:

Click “Save” to activate the current rule.

Cancel:Cancel:Cancel:

Cancel:

Click “Cancel” to drop all setting saved last
time.
It is allowed to delete or modify the
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previous rules in the list table.

ChapterChapterChapter

Chapter

101010

10

：：：

：

SecuritySecuritySecurity

Security

SettingSettingSetting

Setting

10.110.110.1

10.1

ClientClientClient

Client

FilterFilterFilter

Filter

SettingsSettingsSettings

Settings

To benefit your further management to the

computers in the LAN, you can control some ports

access to Internet by data packet filter function.

ClientClientClient

Client

Filter:Filter:Filter:

Filter:
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Check to enable client filter.

AccessAccessAccess

Access

Policy:Policy:Policy:

Policy:

Select one number from the drop-down
menu.

Enable:Enable:Enable:

Enable:

Check to enable the access policy.
ClearClearClear

Clear

thethethe

the

Policy:Policy:Policy:

Policy:

Click “Clear” button to clear all settings for
the policy.

FilterFilterFilter

Filter

Mode:Mode:Mode:

Mode:

Click one radio button to enable or disable
to access the Internet.

PolicyPolicyPolicy

Policy

Name:Name:Name:

Name:

Enter a name for the access policy selected.

IPIPIP

IP

Start/End:Start/End:Start/End:

Start/End:

Enter the starting/ending IP address.
PortPortPort

Port

No.:No.:No.:

No.:

Enter the port range based over the
protocol for access policy.

Protocol:Protocol:Protocol:

Protocol:

Select one protocol (TCP/UDP/Both) from
the drop-down menu.

Times:Times:Times:

Times:

Select the time range of client filter.
Days:Days:Days:

Days:

Select the day(s) to run the access policy.

ForForFor

For

example:example:example:

example:

If you set the IP address 192.168.0.10 not
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to access the Internet at 8:00-18:00 each
day, please configure it as the above page.

10.210.210.2

10.2

URLURLURL

URL

FilterFilterFilter

Filter

In order to control the computer to have access to

websites, you can use URL filtering to allow the

computer to have access to certain websites at fixed

time and forbids it having access to certain websites

at fixed time.

URLURLURL

URL

Filter:Filter:Filter:

Filter:

Check to enable URL filter.

AccessAccessAccess

Access

Policy:Policy:Policy:

Policy:

Select one number from the drop-down

menu.
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Enable:Enable:Enable:

Enable:

Check to enable the access policy.

FilterFilterFilter

Filter

ModeModeMode

Mode

:

Click one radio button to enable or disable

to access the Internet.

PolicyPolicyPolicy

Policy

Name:Name:Name:

Name:

Enter a name for the access policy selected.

Start/EndStart/EndStart/End

Start/End

IP:IP:IP:

IP:

Enter the starting/ending IP address.

URLURLURL

URL

StringsStringsStrings

Strings

：：：

：

Specify the text strings or keywords in the

DNS. If any part of the URL contains these

strings or words, the web page will not be

accessible and display.

TimesTimesTimes

Times

：：：

：

Select the time range of client filter.

DaysDaysDays

Days

：：：

：

Select the day(s) to run the access policy.

ApplyApplyApply

Apply

：：：

：

Click to make the settings go into effect.

ForForFor

For

example:example:example:

example:

if you configure the host with IP address

192.168.0.11 not to access the website

containing text strings like “Sex”, please set

it as the above page.
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10.310.310.3

10.3

MACMACMAC

MAC

AddressAddressAddress

Address

FilterFilterFilter

Filter

In order to manage the computers in LAN better, you

could control the computer’s access to Internet by

MAC Address Filter.

MACMACMAC

MAC

AddressAddressAddress

Address

Filter:Filter:Filter:

Filter:

Check to enable MAC address filter.

AccessAccessAccess

Access

Policy:Policy:Policy:

Policy:

Select one number from the drop-down

menu.

Enable:Enable:Enable:

Enable:

Check to enable the access policy.
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FilterFilterFilter

Filter

Mode:Mode:Mode:

Mode:

Click one radio button to enable or disable

to access the Internet.

PolicyPolicyPolicy

Policy

Name:Name:Name:

Name:

Enter a name for the access policy selected.

MACMACMAC

MAC

Address:Address:Address:

Address:

Enter the MAC address you want to run the

access policy.

Times:Times:Times:

Times:

Select the time range of client filter.

Days:Days:Days:

Days:

Select the day(s) to run the access policy.

ApplyApplyApply

Apply

：：：

：

Click to make the settings go into effect.

ForForFor

For

example:example:example:

example:

If you want to configure the host with MAC

address 00:C0:9F:AD:FF:C5 not to access

the Internet at 8：00-18：00, you need to set

it as above.
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10.410.410.4

10.4

PreventPreventPrevent

Prevent

NetworkNetworkNetwork

Network

AttackAttackAttack

Attack

This section is to protect the internal network from

exotic attack such as SYN Flooding attack, Smurf

attack, LAND attack, etc. Once detecting the

unknown attack, the Router will restrict its bandwidth

automatically. The attacker’s IP address can be found

from the “System Log”.

PreventPreventPrevent

Prevent

NetworkNetworkNetwork

Network

Attack:Attack:Attack:

Attack:

Check to enable it for attack prevention.
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10.510.510.5

10.5

RemoteRemoteRemote

Remote

WebWebWeb

Web

ManagementManagementManagement

Management

This section is to allow the network administrator to

manage the Router remotely. If you want to access

the Router from outside the local network, please

select the “Enable”.

Enable:Enable:Enable:

Enable:

Check to enable remote web management.
Port:Port:Port:

Port:

The management port open to outside
access. The default value is 80.

WANWANWAN

WAN

IPIPIP

IP

Address:Address:Address:

Address:

Specify the range of the WAN IP address for
remote management.

NoteNoteNote

Note

：：：

：

IfIfIf

If

youyouyou

you

wantwantwant

want

tototo

to

loginloginlogin

login

thethethe

the

devicedevicedevice

device

’’’

’

sss

s

Web-Web-Web-

Web-

basedbasedbased

based

interfaceinterfaceinterface

interface

viaviavia

via

portportport

port

8080,8080,8080,

8080,

youyouyou

you

needneedneed

need

useuseuse

use

thethethe

the

formatformatformat

format

ofofof

of

WANWANWAN

WAN

IPIPIP

IP

address:address:address:

address:

portportport

port
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(for(for(for

(for

exampleexampleexample

example

http://219.134.32.101:http://219.134.32.101:http://219.134.32.101:

http://219.134.32.101:

8080)8080)8080)

8080)

tototo

to

implementimplementimplement

implement

remoteremoteremote

remote

login.login.login.

login.

IfIfIf

If

youryouryour

your

WANWANWAN

WAN

IPIPIP

IP

addressaddressaddress

address

startsstartsstarts

starts

andandand

and

endsendsends

ends

withwithwith

with

0.0.0.0,0.0.0.0,0.0.0.0,

0.0.0.0,

ititit

it

meansmeansmeans

means

allallall

all

hostshostshosts

hosts

ininin

in

WANWANWAN

WAN

cancancan

can

implementimplementimplement

implement

remoteremoteremote

remote

WebWebWeb

Web

management.management.management.

management.

IfIfIf

If

youyouyou

you

changechangechange

change

thethethe

the

WANWANWAN

WAN

IPIPIP

IP

addressaddressaddress

address

asasas

as

218.88.93.33-218.88.93.33-218.88.93.33-

218.88.93.33-

218.88.93.35,218.88.93.35,218.88.93.35,

218.88.93.35,

thenthenthen

then

onlyonlyonly

only

thethethe

the

IPIPIP

IP

addressesaddressesaddresses

addresses

asasas

as

218.88.93.33,218.88.93.33,218.88.93.33,

218.88.93.33,

218.88.93.34218.88.93.34218.88.93.34

218.88.93.34

andandand

and

218.88.93.35218.88.93.35218.88.93.35

218.88.93.35

cacaca

ca

nnn

n

accessaccessaccess

access

thethethe

the

Router.Router.Router.

Router.

ForForFor

For

example:example:example:

example:

If you want to configure the IP address
218.88.93.33 to access the device’s web
interface, please set it as above.
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10.610.610.6

10.6

LocalLocalLocal

Local

WebWebWeb

Web

ManagementManagementManagement

Management

Local web management, the alternative to remote

web management, is to allow the network

administrator to manage the Router in LAN. Any PC

in the LAN can access the Web management utility

by default. So you can enter the specific MAC

address of the LAN computer to function.

Enable:Enable:Enable:

Enable:

Check to enable the local web management

MAC1/2/3MAC1/2/3MAC1/2/3

MAC1/2/3

………

…

:::

:

Enter the MAC addresses of LAN computers.



W300DW300DW300D

W300D

Wireless-NWireless-NWireless-N

Wireless-N

ADSL2+ADSL2+ADSL2+

ADSL2+

RouterRouterRouter

Router

81

NoteNoteNote

Note

：：：

：

1.1.1.

1.

InInIn

In

thethethe

the

defaultdefaultdefault

default

state,state,state,

state,

thisthisthis

this

featurefeaturefeature

feature

isisis

is

notnotnot

not

enabled.enabled.enabled.

enabled.

AllAllAll

All

computerscomputerscomputers

computers

ininin

in

thethethe

the

LANLANLAN

LAN

cancancan

can

loginloginlogin

login

thethethe

the

Web.Web.Web.

Web.

2.2.2.

2.

ForForFor

For

example,example,example,

example,

ififif

if

youyouyou

you

onlyonlyonly

only

allowallowallow

allow

thethethe

the

MACMACMAC

MAC

addressaddressaddress

address

withwithwith

with

00:11:22:33:00:11:22:33:00:11:22:33:

00:11:22:33:

4E4E4E

4E

:::

:

5F5F5F

5F

tototo

to

accessaccessaccess

access

thethethe

the

Web,Web,Web,

Web,

pleasepleaseplease

please

setsetset

set

ititit

it

asasas

as

aboveaboveabove

above

...

.

3.3.3.

3.

IfIfIf

If

youyouyou

you

justjustjust

just

checkcheckcheck

check

thethethe

the

frameframeframe

frame

tototo

to

enableenableenable

enable

thisthisthis

this

featurefeaturefeature

feature

andandand

and

notnotnot

not

tototo

to

addaddadd

add

anyanyany

any

MACMACMAC

MAC

address,address,address,

address,

allallall

all

computerscomputerscomputers

computers

cancancan

can

notnotnot

not

accessaccessaccess

access

thethethe

the

RouterRouterRouter

Router

’’’

’

sss

s

interfaceinterfaceinterface

interface

viaviavia

via

Web.Web.Web.

Web.
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10.710.710.7

10.7

WANWANWAN

WAN

PingPingPing

Ping

The ping test is to check the status of your internet

connection. When disabling the test, the system will

ignore the ping test from WAN.

IgnoreIgnoreIgnore

Ignore

PingPingPing

Ping

fromfromfrom

from

WAN:WAN:WAN:

WAN:

Check to ignore the ping request and give

no reply.
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ChapterChapterChapter

Chapter

11:11:11:

11:

RoutingRoutingRouting

Routing

SettingSettingSetting

Setting

11.111.111.1

11.1

RoutingRoutingRouting

Routing

TableTableTable

Table

The main duty for a router is to look for a best path

for every data frame, and transfer this data frame to

a destination. So, it’s essential for the router to

choose the best path, i.e. routing arithmetic. In order

to finish this function, many transferring paths, i.e.

routing table, are saved in the router, for choosing

when needed.
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11.211.211.2

11.2

StaticStaticStatic

Static

RoutingRoutingRouting

Routing

This page is used to configure the Router’s static

routing.

DestinationDestinationDestination

Destination

LANLANLAN

LAN

IP:IP:IP:

IP:

The address of the remote host with which

you want to construct a static route.

SubnetSubnetSubnet

Subnet

Mask:Mask:Mask:

Mask:

The network portion of the Destination LAN

IP.

Gateway:Gateway:Gateway:

Gateway:

The gateway of the next hop, usually the

Router or host’s IP address.

TipTipTip

Tip

： Static Route is set by system administrator

in advance. Usually, It would not be

subjected to network structure’s change.
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NoteNoteNote

Note

：：：

：

1.1.1.

1.

TheTheThe

The

gatewaygatewaygateway

gateway

mustmustmust

must

keepkeepkeep

keep

thethethe

the

samesamesame

same

segmentsegmentsegment

segment

withwithwith

with

thethethe

the

RouterRouterRouter

Router

’’’

’

sss

s

LANLANLAN

LAN

IPIPIP

IP

address.address.address.

address.

2.2.2.

2.

IfIfIf

If

thethethe

the

destinationdestinationdestination

destination

IPIPIP

IP

addressaddressaddress

address

isisis

is

oneoneone

one

hosthosthost

host

’’’

’

sss

s

IPIPIP

IP

address,address,address,

address,

thethethe

the

SubnetSubnetSubnet

Subnet

maskmaskmask

mask

shouldshouldshould

should

bebebe

be

255.255.255.255.255.255.255.255.255.255.255.255.

255.255.255.255.

3.3.3.

3.

IfIfIf

If

thethethe

the

destinationdestinationdestination

destination

IPIPIP

IP

addressaddressaddress

address

isisis

is

ananan

an

IPIPIP

IP

addressaddressaddress

address

range,range,range,

range,

thethethe

the

subnetsubnetsubnet

subnet

maskmaskmask

mask

shouldshouldshould

should

matchmatchmatch

match

thethethe

the

IPIPIP

IP

address.address.address.

address.

ForForFor

For

example,example,example,

example,

ififif

if

thethethe

the

IPIPIP

IP

isisis

is

10.0.0.0,10.0.0.0,10.0.0.0,

10.0.0.0,

subnetsubnetsubnet

subnet

maskmaskmask

mask

shouldshouldshould

should

bebebe

be

255.0.0.0;255.0.0.0;255.0.0.0;

255.0.0.0;

ififif

if

thethethe

the

IPIPIP

IP

isisis

is

10.1.2.0,10.1.2.0,10.1.2.0,

10.1.2.0,

subnetsubnetsubnet

subnet

maskmaskmask

mask

shouldshouldshould

should

bebebe

be

255.255.255.0255.255.255.0255.255.255.0

255.255.255.0

...

.
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ChapterChapterChapter

Chapter

12:12:12:

12:

SystemSystemSystem

System

ToolsToolsTools

Tools

12.112.112.1

12.1

TimeTimeTime

Time

SettingSettingSetting

Setting

This section is to select the time zone for your

location. If you turn off the Router, the settings for

time disappear. However, the Router will

automatically obtain the GMT time again once it has

access to the Internet.

TimeTimeTime

Time

Zone:Zone:Zone:

Zone:

Select your time zone from the drop-down

menu.

CustomizedCustomizedCustomized

Customized

time:time:time:

time:

Enter the time you customize.
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NoteNoteNote

Note

：：：

：

WhenWhenWhen

When

thethethe

the

RouterRouterRouter

Router

isisis

is

poweredpoweredpowered

powered

off,off,off,

off,

thethethe

the

timetimetime

time

settingsettingsetting

setting

willwillwill

will

bebebe

be

lost.lost.lost.

lost.

BeforeBeforeBefore

Before

thethethe

the

RouterRouterRouter

Router

willwillwill

will

obtainobtainobtain

obtain

GMTGMTGMT

GMT

timetimetime

time

automatically,automatically,automatically,

automatically,

youyouyou

you

needneedneed

need

connectconnectconnect

connect

withwithwith

with

thethethe

the

InternetInternetInternet

Internet

andandand

and

obtainobtainobtain

obtain

thethethe

the

GMTGMTGMT

GMT

time,time,time,

time,

ororor

or

setsetset

set

thethethe

the

timetimetime

time

ononon

on

thisthisthis

this

pagepagepage

page

first.first.first.

first.

ThenThenThen

Then

thethethe

the

timetimetime

time

ininin

in

otherotherother

other

featuresfeaturesfeatures

features

(e.g.(e.g.(e.g.

(e.g.

firefirefire

fire

wallwallwall

wall

)))

)

cancancan

can

bebebe

be

gogogo

go

intointointo

into

effect.effect.effect.

effect.
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12.212.212.2

12.2

DDNSDDNSDDNS

DDNS

The DDNS (Dynamic Domain Name System) is

supported in this router. It is to assign a fixed host

and domain name to a dynamic Internet IP address,

which is used to monitor hosting website, FTP server

and so on behind the Router. If you want to activate

this function, please select “Enable” and a DDNS

service provider to sign up.

DDNS:DDNS:DDNS:

DDNS:

Click the radio button to enable or disable

the DDNS service.
ServiceServiceService

Service

Provider:Provider:Provider:

Provider:

Select one from the drop-down menu and
press “Sign up” for registration.

UserUserUser

User

Name:Name:Name:

Name:

Enter the user name the same as the
registration name.
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Password:Password:Password:

Password:

Enter the password you set.
DomainDomainDomain

Domain

Name:Name:Name:

Name:

Enter the domain name which is optional.

12.312.312.3

12.3

Backup/RestoreBackup/RestoreBackup/Restore

Backup/Restore

SettingSettingSetting

Setting

The device provides backup/restore settings, so you

need set a directory to keep these parameters.

BackupBackupBackup

Backup

SettingSettingSetting

Setting

Click “Backup” button to back up the
Router’s settings and select the path for
save.
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RestoreRestoreRestore

Restore

SettingSettingSetting

Setting

：：：

：

Click “Browse” button to select the backup
files.

Click “Restore” button to restore previous settings.
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12.412.412.4

12.4

FirmwareFirmwareFirmware

Firmware

UpgradeUpgradeUpgrade

Upgrade

The Router provides the firmware upgrade by clicking

the “Upgrade” after browsing the firmware upgrade

packet which you can download from www.tenda.cn.

After the upgrade is completed, the Router will

reboot automatically.

http://www.tenda.cn
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Through upgrading the Router’s software, you can

gain more stable performance and value-added

features. You can download the latest upgrade file

and TFTP Server from the website www.tenda.cn.

After the upgrade file is downloaded, put the de-

condensed upgrade files and TFTP in same directory

file.

When your computer connects with the Router’s LAN

port, and obtain the IP address assigned by the

Router, please run the TFTP Server, and keep the

“Firmware File Name” same with the upgrade file

name. Click “Upgrade” to start the firmware

upgrading.

IMPORTANT:IMPORTANT:IMPORTANT:

IMPORTANT:

DoDoDo

Do

notnotnot

not

powerpowerpower

power

offoffoff

off

thethethe

the

systemsystemsystem

system

duringduringduring

during

thethethe

the

http://www.tenda.cn
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firmwarefirmwarefirmware

firmware

upgradeupgradeupgrade

upgrade

tototo

to

avoidavoidavoid

avoid

damagingdamagingdamaging

damaging

thethethe

the

device.device.device.

device.

TheTheThe

The

RouterRouterRouter

Router

willwillwill

will

rebootrebootreboot

reboot

afterafterafter

after

thethethe

the

upgrade.upgrade.upgrade.

upgrade.
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12.512.512.5

12.5

RestoreRestoreRestore

Restore

tototo

to

FactoryFactoryFactory

Factory

DefaultDefaultDefault

Default

SettingsSettingsSettings

Settings

This button is to reset all settings to the default

values. It means the Router will lose all the settings

you have set. So please Note down the related

settings if necessary.

Restore:Restore:Restore:

Restore:

Click this button to restore to default
settings.

FactoryFactoryFactory

Factory

DefaultDefaultDefault

Default

Settings:Settings:Settings:

Settings:

UserUserUser

User

Name:Name:Name:

Name:

adminadminadmin

admin

Password:Password:Password:

Password:

adminadminadmin

admin

IPIPIP

IP

Address:Address:Address:

Address:

192.168.0.1192.168.0.1192.168.0.1

192.168.0.1

SubnetSubnetSubnet

Subnet

Mask:Mask:Mask:

Mask:

255.255.255.0255.255.255.0255.255.255.0

255.255.255.0

NOTE:NOTE:NOTE:

NOTE:

AfterAfterAfter

After

restoringrestoringrestoring

restoring

tototo

to

defaultdefaultdefault

default

settings,settings,settings,

settings,

pleasepleaseplease

please

restartrestartrestart

restart

thethethe

the

device,device,device,

device,

thenthenthen

then

thethethe

the

defaultdefaultdefault

default

settingssettingssettings

settings

cancancan

can

gogogo

go

intointointo

into

effect.effect.effect.

effect.
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12.612.612.6

12.6

RebootRebootReboot

Reboot

Rebooting the Router makes the settings configured

go into effect or to set the Router again if setting

failure happens.

RebootRebootReboot

Reboot

thethethe

the

router:router:router:

router:

Click this button to reboot the device.
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12.712.712.7

12.7

PasswordPasswordPassword

Password

ChangeChangeChange

Change

This section is to set a new user name and password

to better secure your router and network.

UserUserUser

User

NameNameName

Name

:

Enter a new user name for the device.

OldOldOld

Old

PasswordPasswordPassword

Password

:

Enter the old password.

NewNewNew

New

PasswordPasswordPassword

Password

:

Enter a new password.

Re-enterRe-enterRe-enter

Re-enter

tototo

to

ConfirmConfirmConfirm

Confirm

:
Re-enter to confirm the new password.

NOTE:NOTE:NOTE:

NOTE:

ItItIt

It

isisis

is

highlyhighlyhighly

highly

recommendedrecommendedrecommended

recommended

tototo

to

changechangechange

change

thethethe

the

passwordpasswordpassword

password

tototo

to

securesecuresecure

secure

youryouryour

your

networknetworknetwork

network

andandand

and

thethethe

the

Router.Router.Router.

Router.
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12.812.812.8

12.8

SystemSystemSystem

System

LogLogLog

Log

The section is to view the system log. Click the

“Refresh” to update the log. Click “Clear” to clear all

shown information. If the log is over 150 records, it

will clear them automatically.

Refresh:Refresh:Refresh:

Refresh:

Click this button to update the log.
Clear:Clear:Clear:

Clear:

Click this button to clear the current shown
log.
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AppendixAppendixAppendix

Appendix

I:I:I:

I:

GlossaryGlossaryGlossary

Glossary

AccessAccessAccess

Access

PointPointPoint

Point

(AP)(AP)(AP)

(AP)

:

Any entity that has station functionality and

provides access to the distribution services,

via the wireless medium (WM) for

associated stations.

ChannelChannelChannel

Channel

:

An instance of medium use for the purpose

of passing protocol data units (PDUs) that

may be used simultaneously, in the same

volume of space, with other instances of

medium use(on other channels) by other

instances of the same physical layer

(PHY),with an acceptably low frame error

ratio(FER) due to mutual interference.

SSID:SSID:SSID:

SSID:

Service Set identifier. An SSID is the

network name shared by all devices in a

wireless network. Your network’s SSID

should be unique to your network and

identical for all devices within the network.

It is case-sensitive and must not exceed 20

characters (use any of the characters on the
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keyboard).Make sure this setting is the

same for all devices in your wireless

network.

WEP:WEP:WEP:

WEP:

Wired Equivalent Privacy (WEP) is the

method for secure wireless data

transmission. WEP adds data encryption to

every single packet transmitted in the

wireless network. The 40bit and 64bit

encryption are the same because of out 64

bits, 40 bits are private. Conversely, 104

and 128 bit are the same. WEP uses a

common KEY to encode the data. Therefor

e, all devices on a wireless network must

use the same key and same type of

encryption. There are 2 methods for

entering the KEY; one is to enter a 16-bit

HEX digit. Using this method, users must

enter a 10-digit number (for 64-bit) or 26-

digit number (for 128-bit) in the KEY field.

Users must select the same key number for

all devices. The other method is to enter a

text and let the computer generate the WEP

key for you. However, since each product

use different method for key generation, it
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might not work for different products. Ther

efore, it is NOT recommend using.

WPA/WPA2:WPA/WPA2:WPA/WPA2:

WPA/WPA2:

A security protocol for wireless networks

that builds on the basic foundations of WEP.

It secures wireless data transmission by

using a key similar to WEP, but the added

strength of WPA is that the key changes

dynamically. The changing key makes it

much more difficult for a hacker to learn the

key and gain access to the network.WPA2 is

the second generation of WPA security and

provides a stronger encryption mechanism

through Advanced Encryption Standard

(AES), which is a requirement for some

government users.

ADSLADSLADSL

ADSL

：

Short for Asymmetric Digital Subscriber

Line -- A method for moving data over

regular phone lines. An ADSL circuit is much

faster than a regular phone connection, and

the wires coming into the subscriber's

premises are the same (copper) wires used

for regular phone service. A commonly

discussed configuration of ADSL would allow
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a subscriber to receive data (download) at

speeds of up to 1.544 megabits (not

megabytes) per second, and to send

(upload) data at speeds of 128 kilobits per

second. Thus the "Asymmetric" part of the

acronym.

ATMATMATM

ATM

：

ATM stands for Asynchronous Transfer Mode.

A transmission protocol that breaks down

user traffic into small fixed-sized cells,

before reassembling them after

transmission. During transmission, cells

from different users are asynchronously

intermixed, thereby maximizing network

resources. The ATM advantages voice and

video stream and data transmission in

single network.

VPIVPIVPI

VPI

：

Stands for "Virtual Path Identifier." The VPI

is an 8-bit header inside each ATM cell that

indicates where the cell should be routed. It

is used to identify the virtual path (a bundle

of virtual channels that have the same

endpoint) to which the cell belongs as it

travels through an ATM network. As an ATM
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cell moves across a network, it typically

passes through several ATM switches. The

VPI tells the switches where to route the

packet of information, or what path to take.

Hence the name, "virtual path identifier."

The VPI is used in conjunction with the VCI,

or virtual channel identifier.

VCIVCIVCI

VCI

：

Stands for "Virtual Channel Identifier." The

VCI indicates where an ATM cell is to travel

over a network. The VCI within each ATM

cell defines the fixed channel on which the

packet of information should be sent. It is a

16-bit field, compared to the VPI, which is

only 8 bits. Since this numerical tag

specifies the virtual channel that each

packet belongs to, it prevents interference

with other data being sent across the

network.

BridgingBridgingBridging

Bridging

：

Here is related to the well-known RFC1483

bridging protocol. This feature is working on

the basic bridging protocol and physical

layer. In this device, Modem serves as a

bridge device, and does not provide any
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protocol transfer and address filtering

features. In this case, the Modem actually

plays the role as Hub.

IPoAIPoAIPoA

IPoA

：

It is related to RFC1577. Usually the data

packets are transferred via ATM network. In

this connection mode, user must have static

IP address, subnet mask and other

parameters. Lack of user name and

password authentication, it can not

implement network administration and QoS

features, so this access way will not prevail

any more.

PPPoAPPPoAPPPoA

PPPoA

：

Short for Point-to-Point Protocol over

Asynchronous Transfer Mode (ATM). PPPoA

relies on two widely accepted standards:

PPP and ATM. It is an end-to-end

asymmetric digital subscriber line (ADSL)

architecture. IP packets travel from the PC

over Ethernet to the DSL modem, called the

ADSL transceiver unit-remote (ATU-R). The

ATU-R adds the PPP protocol to the IP

packets and transports them to the carrier's

Digital Subscriber Line Access Multiple
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(DSLAM) via ATM. It is a technology

becoming more popular with DSL providers.

PPPoEPPPoEPPPoE

PPPoE

：

Acronym for Point-to-Point Protocol over

Ethernet. PPPoE relies on two widely

accepted standards: PPP and Ethernet.

PPPoE is a specification for connecting the

users on an Ethernet to the Internet

through a common broadband medium,

such as a single DSL line, wireless device or

cable modem. All the users over the

Ethernet share a common connection, so

the Ethernet principles supporting multiple

users in a LAN combine with the principles

of PPP, which apply to serial connections.
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