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About This User's Guide

Intended Audience

This manual is intended for people who want to configure the VFG6005 Series using the Web Configurator. You should

have at least a basic knowledge of TCP/IP networking concepts and topology.

Related Documentation
. Quick Start Guide

The Quick Start Guide is designed to help you get up and running right away. It contains information on setting up your

network and configuring for Internet access.
. Supporting Disc

Refer to the included CD for support documents.
e  ZyXEL Web Site

Please refer to www.us.zyxel.com for additional support documentation and product certifications.

User Guide Feedback

Help us help you. Send all User Guide-related comments, questions or suggestions for improvement to the following

address. Thank you!

SUPPORT E-MAIL WEB SITE

techwriter@zyxel.com www.zyxel.com




Customer Support

Please have the following information ready when you contact Customer Support:
e Product model and serial number
e Warranty information
e Date that you received or purchased your device

e Brief description of the problem including any steps that you have taken

before contacting the ZyXEL Customer Support representative

Support Email support@zyxel.com
Toll-Free 1-800-978-7222
Website WWW.US.zyxel.com

ZyXEL Communications Inc.
1130 N. Miller Street,
Anaheim, CA 92806-2001
U.S.A.

Postal mail



mailto:support@zyxel.com
http://www.us.zyxel.com/

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User's Guide.
Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to configure or helpful
tips) or recommendations.

Syntax Conventions
. The VFG6005 series may be referred to as the “VFG”, the “device”, the “product” or the “system” in this User’s Guide.
. Product labels, screen names, field labels and field choices are all in bold font.

. A key stroke is denoted by square brackets and uppercase text, for example, [ENTER] means the “enter” or “return”

key on your keyboard.

. “Enter” means for you to type one or more characters and then press the [ENTER] key. “Select” or “choose” means

for you to use one of the predefined choices.

. A right angle bracket ( >) within a screen name denotes a mouse click. For example, Admin > Log means you first

click Admin in the navigation panel, then the Log tab to get to that screen.

. Units of measurement may denote the “metric” value or the “scientific” value. For example, “k” for kilo may denote
“1000” or “1024”, “M” for mega may denote “1000000” or “1048576” and so on.

. “‘e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other words”.



Icons Used in Figures

Figures in this User's Guide may use the following generic icons. The VFG icon is not an exact representation of your

device.
WFGEODS Series Computer Motebook computer
Server hodem Firewall
Telephone Switch Fouter




Safety Warnings

. Do NOT use this product near water, for example, in a wet basement or near a swimming pool.

. Do NOT expose your device to dampness, dust or corrosive liquids.

o Do NOT store things on the device.

o Do NOT install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.
. Connect ONLY suitable accessories to the device.

. Do NOT open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks.

ONLY qualified service personnel should service or disassemble this device. Please contact your vendor for further information.
. Make sure to connect the cables to the correct ports.
. Place connecting cables carefully so that no one will step on them or stumble over them.
. Always disconnect all cables from this device before servicing or disassembling.
. Use ONLY an appropriate power adaptor or cord for your device.
. Connect the power adaptor or cord to the right supply voltage (for example, 110V AC in North America or 230V AC in Europe).

. Do NOT allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power

adaptor or cord.

. Do NOT use the device if the power adaptor or cord is damaged as it might cause electrocution.

. If the power adaptor or cord is damaged, remove it from the power outlet.

. Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a new one.

o Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from
lightning.

. Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your device.

. Antenna Warning! This device meets ETSI and FCC certification requirements when using the included antenna(s). Only use the

included antenna(s).

. If you wall mount your device, make sure that no electrical lines, gas or water pipes will be damaged.

Your product is marked with this symbol, which is known as the WEEE mark. WEEE stands for Waste Electronics and Electrical

Equipment. It means that used electrical and electronic products should not be mixed with general waste. Used electrical and electronic

equipment should be treated separately.

Vi
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CHAPTER1 INTRODUCTION

ZyXEL's VFG6005 Series VPN Firewall Gateway is designed for small/lhome offices that need an entry level Firewall to
protect their data from Internet threats and exploits. VPN support allows for a secure method to access the Local Area
Network remotely on your laptop while on the road or to another office using a site-to-site tunnel to another VFG6005
series VPN Firewall Gateway. You can also create a secure mobile broadband hotspot anytime anywhere for a group of
users and devices to share by using a Mobile Cellular USB modem. Since the mobile broadband is shared, this allows you
to share the cost among several devices instead of being tied to a single PC or laptop. Furthermore, ZyXEL's VFG6005
Series VPN Firewall Gateway also supports 802.11n technology (VFG6005N), so you can enjoy the fastest and farthest

wireless coverage!

1.1 BENEFITS

® True Mobile Broadband Sharing (Supports xDSL/cable modem and Mobile Cellular + 802.11n)
ZyXEL's VFG6005 Series VPN Firewall Gateway supports multiple broadband technologies, including xDSL/cable
modem and Mobile Cellular USB modem. You can create a mobile broadband hotspot using a USB modem or switch
to a fixed line connection using an xDSL/cable modem. It also supports the latest 802.11n wireless technology

(VFGB6005N), offering a true mobile broadband sharing solution!

® Complete Mobile Cellular USB Modem Support
ZyXEL's VFG6005 Series VPN Firewall Gateway provides support for most major Mobile Cellular USB modems.
Simply use your existing USB modem and service provider to create a mobile broadband sharing environment. (Find

our compatibility list here: http://www.us.zyxel.com/vfq)

® Energy Saving
With a low power consumption SoC (System on Chip) solution, ZyXEL’'s VFG6005 Series VPN Firewall Gateway

provides lower power consumption characteristics which saves not only energy, but also our environment.

®  Session Manager
ZyXEL's VFG6005 Series VPN Firewall Gateway supports fast recycling sessions in order to guarantee a stable

network connection and to accommodate more users/applications in the network.

® Bandwidth Management
ZyXEL’'s VFG6005 Series VPN Firewall Gateway is able to automatically monitor your bandwidth usage, prioritize
traffic, and allocate bandwidth to all applications and users. At the same time, it also is able to provide users with the
freedom to customize their bandwidth allocation to meet their desired special requirements, granting a smooth and

efficient network sharing system no matter the circumstances or usage scenario.

® Throughput and Session Monitoring

Providing Throughput and Session MRTG graphs within the Graphical User Interface, this allows users to monitor

1
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bandwidth usage without difficulty and manage the network with total convenience and ease.

Dual WAN Failover
ZyXEL's VFG6005 Series VPN Firewall Gateway supports failover functions between fixed line (xDSL/cable modem)

and 3G, offering non-stop network connectivity. (Does not do load sharing on both connections at the same time).

PPTP and IPsec VPN Server

PPTP VPN support provides a secured data connection for use with Window’s built in VPN Client, Android or iPhone
smartphones or other legacy VPN Clients. IPSec VPN support provides enterprise level data security to full featured
IPSec VPN Clients or other VPN gateways. In either case, ZyXEL's VFG6005 Series VPN Firewall Gateway has

your VPN support covered.



1.2 PACKAGE CONTENT

One ZyXEL VFG6005/VFG6005N Series VPN Firewall Gateway
One User Manual CD

One Quick Installation Guide

One Power Adaptor

One Ethernet Network Cable

One USB extension cable

Two Detachable Dipole Antennas (VFG6005N only)



CHAPTER2 HARDWARE INSTALLATION

2.1 PANEL LAYOUT

2.1.1 Front LEDs (left to right)

LED Function Color Status Description
Power On Power is on and system is ready.
Power .
I o Green Off Power is off
Indication
Blinking System is booting up.
On Wireless connection is enabled
Green
WLAN ] Off Wireless connection is disabled
Wireless
) Activity ZyXEL VFG6005 Series VPN Firewall Gateway is
- Red On faulty; please contact our customer service team.
(contact info at the end of this document)
On The Ethernet WAN port is connected
WAN Green Blinking Data is being transmitted via the WAN port
WAN Activity
Off Ethernet/Mobile WAN is disconnected.
Orange On The Mobile WAN is connected
LAN On The Ethernet LAN port is connected
LAN(L, 2, 3, 4) o Green
Activity Off The Ethernet LAN port is not connected




m Izl [3 E] Blinking Data is being transmitted via the LAN port

2.1.2 Rear Panel (left to right)

Ports Description

When the status LED turns green without blinking, please press the Reset button for 3 seconds. The
Reset ZyXEL VFG6005 Series VPN Firewall Gateway will restart automatically and reset the settings to factory
default.

USB The port for connecting your 3G USB adapter. Please use USB port 1 as indicated on the top cover.
USB port 2 is not used.

LAN (yellow) |The ports for connecting your computers, printer or other devices for making a wired connection.

WAN (blue) |The port for connecting your DSL or Cable Modem.

Power Power inlet.




2.2 PROCEDURE FOR HARDWARE INSTALLATION

LED POWER | WLAN WAN LAN

Indication = z G &

IN

[ LAN | |wAN|[ POWER | 3-A

2.2.1 Power On

Take the provided power adapter. Plug one end into The ZyXEL VFG6005 Series DC power port and the other end into a
power outlet. The ZyXEL VFG6005 Series VPN Firewall Gateway POWER LED will blink during the boot up phase and be
ready when its POWER LED is solid.

2.2.2 Setup LAN Connection

Take an Ethernet cable. Plug one end of the cable into your computer’s network port and the other end into one of The
ZyXEL VFG6005 Series VPN Firewall Gateway’s LAN ports (yellow).

2.2.3 Setup WAN Connection

Choose how to connect the ZyXEL VFG6005 Series VPN Firewall Gateway to the Internet.

A: Connecting via xDSL or cable modem: take an Ethernet cable and plug one end of the cable into one of your modem’s

LAN ports and the other end into the WAN port (blue).



B: Connecting via 3G: please plug the 3G USB modem into USB port 1.

CHAPTER3 NETWORK SETTINGS FOR YOUR PC

Before using the ZyXEL VFG6005 Series VPN Firewall Gateway, you have to configure your network settings in your
computer. You can either use DHCP or Static IP for your TCP/IP Settings.

* DHCP is recommended due to its relative ease in configuration.

3.1 FOR WINDOWS XP USERS

1. Select Start > Settings > Network Connections

2. Click on Local Area Connection and choose Properties. You will now see the following screen.

-L Local Area Connection Properties

General | Authentication | Advanced

Connect using:

B8 Zv<EL GHEOD series 1000Baze-T Ad

Configure...

Thiz connection uzes the following items:

W B Clier: for Microsoft Metworks

Dezcription

Tranzmizzicn Control Protocol/Intemet Protocol. The default
wide area rebwark, protocal that provides communizatian
acrozz diverse interconnected nebwaorks.

[] Show icon in notification area when connected

k. Cancel

3.  Select Internet Protocol (TCP/IP) for your network card.

4.  Click on Properties. You will see the following screen.



Internet Protocol (TCP/IP) Properties

Gereral | Alemae Configuration

You can get IP settings assigned automatically if pour network, supports
thiz capability. Otherwize, vou need to azk your network. adinistratar far
the appropriate [P settings.

(#ibtain an IF address automaticall

{1 Uze the folowing IP address:

(%) Obtain DM3 server address automatically

(1 Use the folowing DMNS zerver addiesses:

Advanced...

[ aK J[ Cancel I

5. Enable DHCP or Static IP:

[ ] To use DHCP

Select Obtain an IP Address automatically and Obtain DNS server address automatically.

Then click OK. The ZyXEL VFG6005 Series VPN Firewall Gateway will now assign an IP address to your computer.

(] To use Static IP

Select Use the following IP address and enter the followings.

IP address: 192.168.10.x  (x could be from 2 ~ 254)

Subnet mask: 255.255.255.0

Default gateway: 192.168.10.1

Now select Use the following DNS server addresses and enter the following.

Preferred DNS server: 192.168.10.1. Then click OK.

6.  You have now finished the network settings for your computer. Please go to Chapter 4 to continue.



3.2 FOR WINDOWS 2000 USERS

7.  Select Start > Settings > Network and Dial-up Connection

8. Right click on the Local Area Connection and select Properties. You will see the following screen.

Local Area Connection Properties

General ]

Connect Lging

| B& Au<EL GMNEOD seri_es 1000B aze-T Ad

Componentz checked are uzed by thiz connection:

v ﬂ Clignt for Microzoft Metworks
v .:-j File and Printer Sharing for Microsoft Metwaorks

i3 | riternet Protocal [TCRAAR

[nztall... ‘ [rinstall Properties

Drescription

Tranzmizzich Control Pratocal/nternet Protocal, The default
wide area retwork, protocol that provides communization
acrogs diverse interconnected networks.

| Show icor in taskbar when connected

0k, Cancel

9.  Select the Internet Protocol (TCP/IP) for your network card.

10. Click on Properties. You will see the following screen.



Internet Protocol {TCP/IP) Properties [ 2]

General l

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.

% Dbtain an IPaddress automatically

" Use the folowing IP address:

f* Obtain DNS server address automatically

1 Use the folowing DNS server addresses: -

l
DG serve I

DK I Cancel I

11. Enable DHCP or Static IP:

[ ] To use DHCP

Select Obtain an IP Address automatically and Obtain DNS server address automatically.

Then click OK. The ZyXEL VFG6005 Series VPN Firewall Gateway will now assign an IP address to your computer.

[ To use Static IP

Select Use the following IP address and enter the followings.

IP address: 192.168.10.x  (x could be from 2 ~ 254)

Subnet mask: 255.255.255.0

Default gateway: 192.168.10.1

Now select Use the following DNS server addresses and enter the following. Preferred DNS server: 192.168.10.1

Then click OK.

12. You have now finished the network settings of your computer. Please go to Chapter 4 to continue.



3.3 FOR WINDOWS 98/ME USERS

13. Select Start > Settings > Network. You will see the following screen.

Network

Canfiguraton lldentificatiun] Access Control ]

The following network. camponents are installed:

(% MelBEUI-» PCI Fast Ethemet Adapter =]
W NetBELI -> Dial-Up Adapter

[ MNetBEL -> Dial-Jp Adapter #2 (VPN Sunnort

A TCF/IF -» PCl Fast Ethemet Adapter
[~ TCRAR > DisHlp Adaptor

& TCF/IF -> Dial-Jp Adapter #2 VFMN Support)

b= File and printer sharing far Netware MNetwarks -

4] | 3

A, . Bemowve ‘ Froperties

14. Select TCP/IP -> PCI Fast Ethernet Adapter for your network card.

15. Click on Properties. You will now the following screen.

TCP/IP Properties |21 %]
Bindings | Advanced | MetBIOS | DNS Configuration |
Giatewsy | WS Configuration IF Address

An IP address can be automaticaly assigned to this computer. If
wour nework does not automatically assign IF addresses, ask vour
netwark administrator for an address, and then type itin the space
below.

& (Ohtain an IP address automatically

" Specity an IP address:

16. Enable DHCP or Static IP:

[ ] To use DHCP

Select Obtain an IP Address automatically.

Then click OK. The ZyXEL VFG6005 Series VPN Firewall Gateway will now assign an IP address to your computer.



) To use Static IP

Select Specify an IP address and enter the followings.
IP address: 192.168.10.x  (x could be from 2 ~ 254)
Subnet mask: 255.255.255.0

Now click on Gateway tab. You will see the following screen.

TCP/IP Properties

Birdings | Advanced | Netelos |
DNS Configuration  [Ratrway I WINS Configuration I IF Address ]

The firzt gateway in the Installed 13 ateway list will he the defanlt
The address order in the list will be the order in which these
machines are used.

New gateway:

192.168.1.1 | Add

Enter 192.168.10.1 in New Gateway, and click Add.

Now click on the DNS Configuration tab. You will see the following screen.

TCP{IP Properties [ 7] x|
Gateway ] WS Configuration ] IP Address ]
Bindings | Advanced | NetBIOS DS Configuration
" Disable DMNS

& Enable OMNS

Host: Dornain:

DS Server Search Order

da - - D add |
| e

Enter 192.168.10.1 in DNS Server Search Order and click Add.
Then click OK.

17. You have now finished the network settings of your computer. Please go to Chapter 4 to continue.



3.4 FOR WINDOWS 7 USERS

18. Select Start > Control Panel > Network and Internet> Network and Sharing Center >Change Adapter Settings

19. Click on Local Area Connection and choose Properties. You will now see the following screen.

4 Local Area Connection Properties ‘ Iﬁ
Metwarking

Connect using:

uF Realtek RTLB168CIP)/B111CIP) Family PCI-E Gigabit Ethe

This connection uses the following tems:

& Client for Microscft Networks
.@QDS Facket Scheduler
.@File and Printer Sharing for Microsoft Networks

e ST E [ 11 BT (W] ] ¥l

Intemet Protocol Version 4 (TCP/IPv4) |
v 2. Link-Layer Topology Discoveny Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Install... |Ininsta [ Properties ]

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area networls protocol that provides communication
across diverse interconnected netwarks.

OK || Cancel

[ T

|

20. Select Internet Protocol (TCP/IP) for your network card.

21. Click on Properties. You will see the following screen.



" ——— bl
Internet Protocol Version 4 (TCP/IPv4) Properties | o e S
_—*

General | Alternate Configuration |

fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i@ Obtain an IP address autormatically

i Use the following IP address:

IF address:
Subnet mask:

Default gateway:

i@ Obtain DNS server address automatically

i1 Use the following DMS server addresses:

Preferred DMNS server:

alkernake DMNS server:

Yalidate settings upon exit

[ Ok ][ Cancel ]

22. Enable DHCP or Static IP:



CHAPTER4 ACCESSING THE GATEWAY

For Windows XP/2000 users, your computer should have obtained an IP address after configuring the network settings on

your computer. Now you need to configure your The ZyXEL VFG6005 Series VPN Firewall Gateway.

4.1 START-UP AND LOG-IN

Open your WEB browser. In the address box, enter [HTTP://192.168.10.1]

o ghttp: 192,165,101/

When you successfully connect to the configuration interface for the ZyXEL VFG6005 Series VPN Firewall Gateway, the
login screen will pop up. Enter your username as [admin] and your password as [1234]. You will now see the
Router>Status page of The ZyXEL VFG6005 Series VPN Firewall Gateway. For initial Router Setup, please consult the
Quick Start Guide.

Username

Password

Login



http://192.168.1.254/

CHAPTERS BASIC SETTINGS

5.1 WAN SETUP

23. Click on [Setup] - [WAN] tab. You will see the following screen.

Setup - WAN

— Ethernet WaM

LU
Connection Type
Host Hame

hTU

'@} Enable {:} Disable

|
o0 o

MAC Address Clane - Bthernet WaM

Clone VAN AT

O Enable @ [izable

Connection Type
Maodem Brand

Modemn Model

AFPMH Type

Saenrice Provider

FAuicess Point Name (AFM)
Fersonal ldentification Mumber (PIN)
FAuthentication

Usar Mame

F azznord

Lial Humber

Connection hMode

FPF Connection Type

r Maobile WaAN
A lG}Enahle l::}Disal:-le

|36 Mobile Intemet |

|Sierra Vl

AdrCard 5931w

@ Service Provider C} Manual

[ Sprint |

| |
| |
| |
| |

|#??? |

'6} Keep Alive D On emand




24. WAN Settings:

The ZyXEL VFG6005 Series VPN Firewall Gateway supports Ethernet WAN and Mobile WAN. Ethernet WAN has three
connection types: DHCP, Static and PPPoE. Please ensure which connection type should be used, and select your internet

connection type from the pull-down menu.

— Ethernat 'WiaH
WiAN ® Enatle O pisable
Connection Type LHCP
Host N CHCP h
astHame Static IF
MTU FFFoE Hes
——T1

Whatever WAN connection type you have chosen, The ZyXEL VFG6005 Series VPN Firewall Gateway will get a WAN IP

and this IP will be shown in the Router/Status page as below.

If “Not Connected” shows up in the setting, you should check the WAN settings again to get correct connection

Status - Router

— Router Information

hdodel Hame Dy EL W GE005H
Firmware Wersion 204 WFG.O0_b2_ 20140210
Current Time Fri, 11 Feb 2011 15:05:35
Funning Time 5 hours, 16 mins

r Ethernat wAN

IEDnnec’tinn Status Connected I
hALC Address Q023 Fa029:16
Connection Type dhcp
IP Address 192 621124
Subnet hask 2
zateway 192 168112 .1
Crawnload 12 Br=
Upload 142 Bis




5.1.1 DHCP (automatic IP address assignment)

The IP address is automatically assigned to you by your ISP. You will see the following screen when you choose DHCP.

r Ethernat WAk
AN l::f-::'Enal:ule {::'Disahle
Connection Type
Host Hame |
bATU Bytes

WAN Select Enable/Disable to enable/disable WAN

Connection Type DHCP

Host N Some ISP and DHCP servers ask for the Host Name of the DHCP client before assigning an
ost Name
IP address. In this case, please key in your Host Name.

MTU Maximum Transmission Unit

5.1.2 Static (Fixed IP address assignment)

The IP address, subnet mask, gateway, and DNS server are provided by your ISP.

Please enter the information accordingly.

r Ethernet WwAN
WiAH lG;"Enal:ule lC:'[:'isal:ule
Connection Type
External IF Address |:|
Metmash |265.255 2550 W |

Static DNS 1 |:|
Static DNS 2 [ ]
MTU Brytes

WAN Select Enable / Disable to enable/disable WAN.
Connection Type Static IP

External IP Address The external IP addresses offered by the ISP.
Netmask The netmask offered by the ISP.

Gateway The gateway offered by the ISP.

Static DNS 1 The static DNS 1 offered by the ISP.




Static DNS 2

The static DNS 2 offered by the ISP.

MTU

Maximum Transmission Unit

5.1.3

PPPoOE (connected by username/password)

If your ISP provides the username and password, please enter the information accordingly.

FFPP Connection Type
hax Idle Time
FFF Echo Intercal

FFPF Retry Threshald

r Ethernet Wwiak
isH '@}Enable O Disable
Connection Type
Authentication
User Name Provided by | |
F asanmard your ISP T LI L LI LI Ly

'@} Almays Connected {:} On Dremand

I:I Seconds (G0~35007
Secands (3 ~ 50

Times) (% ~ 50

FEF MTU Biytes (502-1402)
RATL Biytes (SO0~ 15007
WAN Select Enable/Disable to enable/disable WAN

Connection Type

PPPOE

Authentication

The authentication type CHAP or PAP offered by your ISP.

User Name

The user name offered by the ISP.

Password

The password offered by the ISP.

PPP Connection Type

Always Connected will maintain the PPPOE dial up connection. On Demand will

connect only when there is traffic.

Max Idle Time

PPPoE On Demand will only be activated when there is traffic. When there is no
traffic within the max idle time (default: 300 seconds), the PPPoE connection will be

disconnected.

PPP Echo Interval

PPPoE echo will ensure whether the link is still up or not (default interval 20

seconds)

PPP Retry Threshold

When PPPOE echo retry exceeds PPPoE Retry Threshold (default 20 times), the

dial up connection would be recognized as down.

PPP MTU

PPPoE maximum transmission unit: up to 1492 bytes (PPPoE’s header is 8

bytes)(This value should be less than MTU value at least 8 bytes ).

MTU

Physical Device Maximum Transmission Unit




5.1.4 Ethernet WAN MAC Address Clone

Some ISPs only allow a registered MAC address to access to the internet. To bypass the rule, you need to set up a cloned

MAC address for The ZyXEL VFG6005 Series VPN Firewall Gateway using the pre-registered MAC address.

1.  Click on [Setup] — [MAC Address Clone] tab. You will see the following screen.

MALC Addres= Clane - Bthernst WaAN
Clone WAN hMAC l:::::'Enal:ule {‘:’} Dizable

hAC Address

2. Configure your MAC Clone for Ethernet WAN, Mobile WAN and LAN following the instructions below.

If your ISP only grants access to a fixed MAC address, please select Enable.

Clone WAN MAC _
If your ISP does not enforce access control, please select Disable.

If the PC you use to configure The ZyXEL VFG6005 Series VPN Firewall Gateway is

the device which has the right MAC address to access the internet, press “Get My

MAC Address )
MAC” button. You can also type in the MAC Address which has been granted access

by your ISP.

5.1.5 Mobile WAN (connected by information related to what your ISP needs)

Please enable and enter the APN, PIN code, user name, and password provided by your ISP. You may also choose from

the list of profiles for well known ISP settings. (Please note that some information might not be needed.)
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r hMobile WaN

AN

Connection Type

hodem Brand

hodem hodel

APN Type

Senrice Provider

Access Point Mame (APN)

Ferzonal [dentification Humber (PIN)
Authentication

Usar Mame

F azamord

Lial Humber

Connection Mode

FFP Connection Type

bl gz 1dle Time

FFF Echo Intenral

FFF Retry Threshald

hdobile WisH kA TL

Turbolink (Enable it might increase your

35 data charge)

llr«E-"'Enal:ule 'C} Crizable

|2% Mobile Internet % |

| Auto b |

@ Service Provider O Mlanual

|S|:urint v|

| |
| |
| |
| |

7T |

@ Keep Alive O On Demand

200 Seconds (G0~35007

Seconds (3~ 50
Times) (2 ~ 507

14082 | Bytes (502-1492)

{:} Enable '@} Disable
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WAN

Select Enable/Disable to enable/disable WAN

Connection Type

Mobile WAN

Modem Brand

Select the modem brand you use. You can keep it as Auto for automatic detection.

Modem Model

Select the modem model you use. You can keep it as Auto for automatic detection.

APN Type

Select By Service Provider for specifying the ISP you use, or otherwise choose

Custom to assign desired APN.

Service Provider

Select your service provider so the Access Point Name (APN) and the Dial Number

will be automatically assigned.

Access Point Name (APN)

Enter APN string offered by the ISP if you select Custom for APN Type (keep it empty
if your ISP doesn’t need it).

Personal Identification
Number (PIN)

Enter PIN code offered by the ISP (keep it empty if your ISP doesn’t need it).

Authentication Choose the authentication method CHAP, PAP or None.

User Name The user name offered by the ISP (keep it empty if your ISP doesn’t need it).
Password The password offered by the ISP (keep it empty if your ISP doesn’t need it).
Dial Number Enter Dial Number offered by the ISP.

Connection Mode

Sets the desired connection mode and speed (HSDPA, UMTS, EDGE, GPRS).

PPP Connection Type

PPPOoE Keep Alive will maintain the PPPoE dial up connection.

Max Idle Time

Set the max idle time before the mobile WAN is disconnected. (default interval 300

seconds)

PPP Echo Interval

PPPoE echo will ensure whether the link is still up or not (default interval 20 seconds)

PPP Retry Threshold

When PPPOE echo retry exceeds PPPoE Retry Threshold (default 20 times), the dial

up connection would be recognized as down.

PPPoE MTU

PPPoE maximum transmission unit: up to 1492 bytes (PPPoE’s header is 8 bytes).
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5.1.6 HSPA+ Super Speed

If you using HSPA+ super speed modem, please choose this WAN connection type. Please enable and enter the APN, PIN
code, user name, and password provided by your ISP. You may also choose from the list of profiles for well known ISP

settings. (Please note that some information might not be needed.)

~ Mobile wAaN
LT @Enable O Dizable
Connection Type |HSF‘A+ Super Spead W
hodem Brand
hodem hadel
AFPH Type @ Senice Frovider O hlanual
Senrice Provider |5print v|

Access Point Mame (AFH) | |

Personal Identification Number (FIN) | |

AN M TU 1500 Brytes
Bigpond Login O Enable @ [isable

Bigpond Login Senrer | |

Bigpond Login User Name | |

Bigpond Login Fassward | |

TurboLink (Enable it might increase yaur {:} Enable 'E} Dizable

iz data charge)
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WAN

Select Enable/Disable to enable/disable WAN

Connection Type

HSPA+ Super Speed

Modem Brand

Select the modem brand you use. You can keep it as Auto for automatic

detection.

Select the modem model you use. You can keep it as Auto for automatic
Modem Model )

detection.

Select By Service Provider for specifying the ISP you use, or otherwise choose
APN Type

Custom to assign desired APN.

Service Provider

Select your service provider and the Access Point Name (APN) will be

automatically assigned.

Access Point Name (APN)

Select By Service Provider for specifying the ISP you use, or otherwise choose

Custom to assign desired APN.

Personal Identification Number
(PIN)

Please enter PIN code

Connection Mode

Select your connection mode. (AUTO mode recommended)

WAN MTU

Maximum transmission unit

Bigpond Login

If you are using “Bigpond” system, please enable this item

Bigpond Login Server

Please choose the Bigpond server.

Bigpond Login User Name

Please enter your User Name provided by Bigpond

Bigpond Login Password

Please enter your Password provided by Bigpond

TurboLink

Enable “TurboLink” to improve the connection speed and stability. (Please note

that TurboLink function might increase your 3G data charge)
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5.2 WAN DETECT

3.  Click on [Setup] — [WAN Failover] tab. You will see the following screen.

Setup - Failover

Detection Intenral
Connection Detection Threshald

Detection Timeout

5 Seconds
2 Timeis)
1 Seconds

r Ethernet WaAN Failower

External Connection Detection
Letection Type
Custom Detection Host

Failback

lG}Enal:ulle O Disable

iz ateway b

lC‘E}Enal:-le O Disable

4.  Configure the basic settings of WAN Failover following the instructions below.

Detection Interval

This is the interval which specifies how often the VFG6005 series will check the

Ethernet WAN connection.

Connection Detection
Threshold

The system will generate a PING packet to detect whether the Ethernet WAN
connection is still connected. If the Host has not responded for this threshold

value, the system is considered to be Ethernet WAN link down.

Detection Timeout

This is the timeout time before the connection ping is considered lost.

External Connection

Detection

Select Enable/Disable to enable/disable connection detection. This is required
for failover from Ethernet WAN to Mobile WAN.

Detection Type

Select Gateway or use your own custom Host IP. The VFG6005 series will
check the connection to this IP periodically. If at any time the connection ping is
lost for the threshold set, the VFG6005 series will switch WAN traffic from
Ethernet WAN to Mobile WAN if available.

Custom Detection Host

Enter the IP address or domain name of the host to be detected.

Fallback

Enable this if you wish for the Mobile WAN connection to fall back to Ethernet

WAN when it is available.
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5.3 LAN SETUP

1. Click on [Setup] — [LAN] tab. You will see the following screen.

Setup - LAN
- LAaM
Internal IF Address
Netmask |256.266.256.0 v |
Spanning Tree Protocal (STR) OEHEHE @ [rizable
bMTU Biytes

2. Configure your LAN following the instructions listed below.

Internal IP Address Please key in Internal IP Address

Netmask Select Netmask from the selection list.

) Click Enable only if you will deploy your network in a ring topology.
Spanning Tree

Other switches in the LAN must also support STP. (A cyclic topology
Protocol (STP)

will cause network breakdown with STP enabled.)

MTU Maximum transmission unit: up to 1500 bytes.




5.4 DHCP SERVER SETUP

The ZyXEL VFG6005 Series VPN Firewall Gateway provides DHCP server service in order to offer IP addresses to the

computers within a LAN.

1. Click on [Setup] — [DHCP Server] tab. You will see the following screen.

Setup - DHCP Server

r OHCP Serwver - LAN
DHCP Sernvice
DHCF Start P Address
hax DHCF Clients
Lease

Lromain

DHCP DHS Server Type

DHCF DNS Server IP Address

'@} Enable O Lisable

192 162 .10,

|Ian |

|DpenDNS Senrar Vl

2. Configure your LAN following the instructions listed below.

DHCP Service

Select Enable/Disable to enable/disable DHCP Server.

DHCP Starting IP
Address

The DHCP starting IP addresses offered by the DHCP Server.

Max DHCP Clients

The maximum number of the IP addresses supported by the DHCP server

Lease

Please choose lease time from the selection list. You can choose 1 Hour, 3

Hours, 6 Hours, 1 Day, 3 Days, or 7 Days.

Domain

Please enter the domain name.

DHCP DNS Server
Type

Select OpenDNS Server if you have an OpenDNS account for content filtering.
Otherwise choose ISP DNS Server to use your ISP’s default server or Custom to

enter your own IP address.

DHCP DNS Server
IP Address

Enter Custom IP address for DNS here.
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5.5 DDNS SETUP

DDNS (Dynamic Domain Name Service) allows an “internet domain name” to be assigned to a computer/router which has
a dynamic IP address. This makes it possible for other internet devices to connect to the computer/router without needing
to trace the changing IP addresses themselves. To enable DDNS, you will first need to sign up for DDNS services from

DynDNS.org, TZO.com or ZoneEdit.com.

DDNS is useful when combined with the virtual server feature. It allows other internet users to connect to your virtual
server by using a domain name, rather than an IP address. The DDNS service helps users to locate the right IP address by

the domain name.

For example, you wish to set up a personal web server. However, you obtain a different IP address from your ISP every
time you connect to the internet. The dynamic IP address you have will cause difficulty for other internet users to find your
web server. In this case, you will need to enable DDNS, so other users can connect to you through a fixed domain name to

disregard the potential varying IP addresses behind the server.

1. Reqgister with one of the DDNS providers (DynDNS.org, TZO.com or ZoneEdit.com) before you configure DDNS
on the ZyXEL VFG6005 Series VPN Firewall Gateway.

2.  Click on [Setup] — [DDNS] tab. You will see the following screen.

Setup - DDNS

— Oymamic Doamain Name Service - Ethernet WAN
DDNS Service OEknable @ pisable
DOHS Type
Uzer Hame
F azamord
Host Mame

Aution

— Oynamic Domain Mame Service - Mobile WaAN
DDNS Service OEknable @ pisable
LDHS Type
Uzer Hame
F azamard
Host Hame

Auction
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3.

Configure your DDNS following the instructions listed below.

DOME Senice
DOHNS Type
Uzer Mame

F azzanard

Host Hame

Action

r Dynamic Domain Mame Service - Ethernet WAl

O Enable '@} [rizable

Select Enable to enable DDNS service.
DDNS Service
Select Disable to disable DDNS service.
DDNS Type Select the desired DDNS service provider from the list.
User Name Enter your username
Password Enter your password
Host Name Apply for a domain name, and make sure it is allocated to you
Action Press Update button to immediately update DDNS information.
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CHAPTER6 WIRELESS SETTINGS

6.1 BASIC SETUP

Multiple SSIDs allow the ability for separate security mode and key settings to be set by users for both convenience and
increased protection. Users are able to configure their network devices to access the first SSID with the WPA2 PSK
(Pre-Shared Key) and secret key, whilst share the second SSID with WEP and the periodically changed key for visitors. In
addition, users are able to isolate these SSIDs to avoid malicious attacks and prevent certain access for visitors using the
second SSID. This then provides users an extremely convenient approach to share the wireless access, provide access

internet access for visitors, while possessing a strong security protection system at all times.

6.1.1 Settings

1.  Click on [Wireless] — [Basic] tab. You will see the following screen.

Wireless - Basic

LA

iireless Conneaction lC}En.al:nle @Diiabh&
rireless Mode

Transmission Fower

Wireless Channel

Miireless [solation Betwean 5510= Enable [rizable

2. Configure wireless settings following the instructions below.

Wireless Select Enable if you would like to turn on the wireless signal
Connection Select Disable if you would like to turn off the wireless signal.
Wireless Mode Select the wireless mode for 802.11b/g/n or mixed use.

Transmission

5 Select the transmission power class from 10%, 25%, 50%, 75%, and 100%.
ower

Wireless Channel Select which channel to be located to.

Wireless Isolation Select Enable if you would like to block traffic from one SSID to another.

Between SSIDs Select Disable if you would like to allow traffic from one SSID to another.
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6.1.2 SSID Settings

Users are able to configure each SSID with its own attributes. Further, various security modes are available based on the
user’s needs and preference: Disable, WEP, WPA Pre-Shared Key, WPA, WPA2 Pre-Shared Key, and WPA2. However, it

is important to note that all devices under the wireless network must use the same security mode.

You can configure the security settings of your wireless network to suit your desired preference. Different methods will
grant different levels of security. Using encryption - data packet is encrypted before transmission - can prevent data
packets from being intruded on by un-trusted parties. However, please note that the higher the security level is, the lower

the data throughput becomes.

1.  Click on [Wireless] — [Basic] tab. You will see the following screen.

rwWLAN - S50
Wireless S50 Enable Disable

Wireless S50 Name

Wireless S50 Broadcasting Enable [isable
Wi-Fi Multimedia Qb b Enable [izable
Mireless Isalation Enable Dizable
Security Mode

rwLAN- 55102
Mireless S50 Enable Dizable

Wireless SSI0 Mame

iireless S50 Broadoasting Enable [rizable
Wi-Fi Mdultimedia Qi hd) Enable [rizable
fireless lzolation Enable [rizable
Security Made

2. Configure SSID settings following the instructions below.

Select Enable if you would like to turn on this SSID.

Wireless SSID i ] ) )
Select Disable if you would like to turn off this SSID.
Wireless SSID ) _ )
Enter the wireless station name you would like to have.
Name
The ZyXEL VFG6005 Series VPN Firewall Gateway broadcasts SSID periodically. Select
) Enable to turn it on or Disable to turn it off.
Wireless SSID

Enabling SSID Broadcasting brings convenience for users to find and connect The ZyXEL

Broadcasting ) )
VFG6005 Series VPN Firewall Gateway.

Disabling SSID broadcasting enhances the security by hiding SSID information.

Wi-Fi Multimedia | Select Enable to prioritize different traffic types based on their characteristics.

(WMM) For example, VolIP or video traffic will have higher priorities over ordinary traffic.
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Select Enable if you would like to block traffic between other network devices connecting to

_ _ this SSID. (recommended)
Wireless Isolation

Select Disable if you would like to allow traffic between other network devices connecting to

this SSID.
Select WEP/WPA-PSK/WPA/WPA2-PSK/WPA2 for security mode. (WPA2-PSK
Security Mode
recommended)
6.1.3 WEP
~WLAN - 510 1
Wireless SSID ® Enable O pisable
Wiireless S5ID Name WF GEO0SN |
fireless 5 51D Broadeasting ®enable O pisable
Wi Multimedia (kM) ®Enable O pisable
Wfireless Isalation OEnable @ pisable
Security Mode | WEP w
ey Indes

[The WEF Keys are ASCI strings of 5013 digits, or HEX strings of 10025 digits.)

If WEP is selected, WEP index and keys should be set manually.

WEP Key Index | WEP Key Index indicates which WEP key is used for data encryption.

64-bit WEP: type 10 hexadecimal digits or 5 ASCII characters

WEP Key (1~4) ) . o
128-bit WEP: type 26 hexadecimal digits or 13 ASCII characters.
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6.1.4 WPA Pre-shared Key / WPA2 Pre-shared Key

rwwLAMN - 551001
Mireless S50 {‘:*} Enable {:} Dizable
ifireless S50 Name WFSE00S5N |
iireless S5I0 Broadoasting l::‘:*::'Enal:ule {:}Digahle
Wi-Fi Multimedia Qi) @Enable ODiEahle
Wireless lzolation lC:}En.al:ulle {‘:’}DiEable
Security Mode | WPAZ PSK (Pre-Shared Key) % |
ey | |
Encryption hethad [AES v |
[The Key iz an ASCI string of 8-63 digits, or a HEX string of 64 digits.)

If WPA Pre-shared Key or WPA2 Pre-shared Key is selected, a Pre-shared Key is supposed to be set.

Enter the Pre-Shared Key here. This key will be required for wireless users
Ke
Y to connect to the SSID.
Encryption Method Select TKIP, AES or Mixed (TKIP+AES). (AES recommended)
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6.1.5 WPA/WPA2

LA - 55101
lireless 5510
Mfireless S50 Name
Miireless SS5I0 Broadcasting
Wi-Fi Multimedia Qb by
Wireless lzolation
Security Mode
Radius Semer IP Address
Radiuz Senver Fort
Encryption Method
Fekey hMethod
Rekey Time Intenral
Rekey Facket Intenval

Fre-authentication

® Enable O pisable
F GEOOSH |
®Enable O pisable
®Enable O pisable
OEnatle @ pisable

| WPAZ (Radiuz) v |

Radius Key 1812 I

| AES v |

| Disable v |

| |
{:} Enable {‘:’} [izable

[The Key iz an ASCI string of 8-63 digits, or a HEX string of G4 digits.)

If WPA or WPAZ2 is selected, the radius server information should be set accordingly.

Radius Server IP Address

Enter the RADIUS server’s IP address.

Radius Server Port

Enter the RADIUS server’s port number. The default port is 1812.

Radius Key

Enter the RADIUS server’s IP Address.

Encryption Method

Select TKIP, AES or Mixed (TKIP+AES). (AES recommended)

Rekey Method

Select Disable/Time/Packet Number. Rekey by Time/Packet Number will
require the user to re-authenticate with the RADIUS server after X

Time/Packet Number, may increase overhead.

Rekey Time Interval

Enter Rekey Time Interval.

Rekey Packet Interval

Enter Rekey Packet Number.

Pre-Authentication

Select Enable/Disable for Pre-authentication. If enabled, this allows a
wireless user to pre-authenticate with the AP before switching from another

AP for quicker roaming.
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6.2

3.

Click on [Wireless] — [Advanced] tab. You will see the following screen.

Wireless - Advanced

rWLAN

ADVANCED SETUP

Fragmentation

RTS

LTim

Beacon Intensal
Header Freamble
Txhdode

hiF DL

MSDU Aggregate

Tx Burst

Facket Aggregate

HT Contral Field
Reverse Direction Grant
Link Adapt

Short uard Intenral(z1)
Operation Mode

HT Band Wiidth

Block Adc Setup Automatically
Block AdcMind o Size
Feject Block Ak

S

2345 Bytes (256 ~ 2346)
Seconds (1 ~ 2347

(1~ 258)
100 Milliseconds (20 ~ 1024)

lC}Enal:-lne '@} Disable

lG}Enal:lle lC}[:lisal:lle
lC:-J"Enal:ulne @DiSaHE
':::'Enable l:ZS::'[:lisal:ule
lC}Enal:ulne lQ%:'[:'isal:ule
'C}Enable lG}Iiﬁ'isal:ulle
lG}Enal:ulle lC}Iiﬁ'isal:ulle

hlized hode

200430 % | MH=
l@"Enal:ul-e lC:J-"[:lisal:ule
#16 Bits (1 ~ G

lC}Enal:ulne @ Lrisable

Auto W
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4.

Configure wireless advanced settings following the instructions below.

Fragmentation Enter the fragmentation bytes. The default value is 2346 bytes.
RTS Enter the RTS seconds. The default value is 2347 seconds.
DTim Enter the DTim seconds. The default value is 1.

Beacon Interval

Enter the interval to send a beacon. The default value is 100 milliseconds.

Header Preamble

Select Long or Short header preamble.

TxMode Select different transmission mode.

MPDU data length. The transmission rate is increase when you choose a larger
MPDU

number, but usually the max value will be 4 in the wireless card

Akind of packet aggregation method, it can improve the transmission efficiency.
MSDU Aggregate ] . ]

Please make sure you Wireless card has this function supported.
TXB Some 802.11g wireless card can supported this mode, and the transmission rate

X Burst

can be increased when enable this function.

An aggregation method like A-MSDU, it can improve the transmission efficiency.
Packet Aggregate

Please make sure you Wireless card has this function supported.

HT Control Field

Select Enable/Disable. It is useful when you need to debug the wireless network

Reverse Direction Grant

Select Enable/Disable. The response time can be shorter when enable this

function.

Link Adapt

Select Enable/Disable. The function is use to dynamically change the modulation

and encode mechanism between wireless devices.

Short Guard Interval (SGI)

Select Enable/Disable. Short GI can improve some transmission rate, but with less

immunity when interference exist.

Operation Mode

Select Mixed mode or Greenfield. You may choose Greenfield mode to increase

the transmission rate when you using 802.11n wireless network only.

HT Band Width

Using HT20MHz or HT20/40MHz

Block Ack Setup

Automatically

Select Enable/Disable. If your Wifi Card supported Block Ack mechanism, it can

improve the data transmission efficiency when enable this function.

Block Ack Window Size

Specify a Block Ack window size

Reject Block Ack

Select Enable to reject the request of BA from other Wireless device

MCS

Select transmission (connection) speed.
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6.3 WPS-WIFI PROTECTED SETUP

1. Click on [Wireless] — [WPS] tab. You will see the following screen.

Wireless - WPS

—WP5 Enable

PS5 Enable

D Enable '@} Disable

—WPS Rodter PIM Code

PS5 Router PIN Code:

Q0000000

PS5 Connect

WMFS Push Button:

WIFS Client Pin Code Connect:

WPS Enable

Select Enable or Disable to activate or deactivate WPS.

WPS Router PIN Code

Click “Generate PIN Code” to automatically generate a random WPS PIN code.

WPS Push Button

Click this button to start the WPS process.

WPS Client PIN Code Connect

Use this to manually connect a client that has generated a PIN code.

To connect a computer using WPS, click Push Button. Then you will have two minutes to go to your computer, select the

wireless network and connect. If your computer asks for a WPS PIN Code, that can be generated by clicking the Generate

PIN Code button. If you are connecting to a device that has a WPS button, first click the WPS Push Button and then press

the WPS button on that device within 2 minutes. This will connect the two devices together.
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CHAPTER7 SECURITY SETTINGS

7.1

1.

2.

FIREWALL SETUP

Click on [Security] — [Firewall] tab. You will see the following screen.

Security - Firewall

— Fireswall Protection
SPI Firewall Protection

TCP 5%M DoS Protection
IChF Broadeasting Frotection

ICMF Redirect Protection

'@}Enahle {:}Digahle
l@}Enal:lle lC}DiE.al:-le
lrEJ"En.EII:ule {:}Disable
lrEJ"En.EII:ule {:}Disable

Configure Security Settings following the instructions below.

SPI Firewall Protection

Select Enable to enable SPI Firewall Protection.

Select Disable to disable SPI Firewall Protection.

TCP SYN DoS

Protection

Check to enable TCP SYN DoS Protection.
Uncheck to disable TCP SYN DoS Protection.

TCP SYN DoS attack sends a flood of TCP/SYN packets. Each of these packets
are like a connection request, causing the server to consume computing
resources (e.g. memory, CPU) to reply and to continuously wait for the incoming
packets. Without TCP SYN Dos Protection, the resources in the server will be
easily consumed completely. This will then consequently result in the dysfunction

of the server.

The ZyXEL VFG6005 Series VPN Firewall Gateway is able to detect TCP SYN
DoS attacks and limits the resource consumption by lowering the incoming
request rate by fast recycling the resource. Therefore, the ZyXEL VFG6005
Series VPN Firewall Gateway is still able to serve normal traffic while it is under

such an attack.

ICMP Broadcasting

Protection

Check to enable ICMP Broadcasting Protection.
Uncheck to disable ICMP Broadcasting Protection.

ICMP broadcasting attack is a type of DoS attacks. A flood of ICMP broadcasting
packets is generated and sent to a server (like the ZyXEL VFG6005 Series VPN
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Firewall Gateway). Consequently, this server will suffer from a huge amount of

interruptions and consumption of computing resources.

The ZyXEL VFG6005 Series VPN Firewall Gateway is able to stop responding to
ICMP broadcasting echo packets in order to avoid a potential ICMP broadcasting
DoS attack.

ICMP Redirect

Protection

Check to enable ICMP Redirect Protection.
Uncheck to disable ICMP Redirect Protection.

An ICMP redirect message is a way to change the existing routing path.
Generally, ICMP redirect packets should not be sent, and so when there is the
occurrence that ICMP redirect packets are sent, it is important to note that it is

very likely to be used as a means for a network attack.
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7.2 ACCESS CONTROL LIST (ACL) SETUP

7.2.1 ACL Settings

1.  Click on [Security] — [Access Control] tab. You will see the following screen.
Please do not change the parameters unless you wish to customize it by yourself.

Security - Access Control

"

rAccess Contral List [ACL)

Accass Control lG}Enal:nle 'C}Disable

Drefault Access Cantral Action @ALLDW {:} DENY

—Access Control List [ACL] Rule

Rule Mame Rule Enable Extemnal Interface Intemal IP Range Fatio

MSH Messenger x : From: DENT
To:

MSH Mesienger x . From: DENY
Ta:

aboa! Messenger x : From: DENT

To:

Add Leleta hladify Up Crawn

2. Configure Access Control List (ACL) Settings following the instructions below.

ACL Select Enable to enable ACL.
Select Disable to disable ACL.

Default ACL Check Enable to enable a specific MAC Filter rule.
Action Uncheck Enable to disable a specific MAC Filter rule.

Type the MAC address to permit a device to access to the network.

* Enabling MAC filtering blocks all MAC addresses which are not listed in the MAC Filter Rule.
Be aware that adding the MAC address of your managing computer is required in order to
access to the ZyXEL VFG6005 Series VPN Firewall Gateway.
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3.

4.

Click on [Add] tab. You will see the following screen.

Sequence Mumber S
Rula Mame
Rule Enable
External Interface Ethernet WrAN
Internal IP Range From: Ta:
External IP Range From: Ta:
Frotocol " v|
Service Port Range Fru:um:| |T-:|:|
Action ALLOWE S
Canfirm ][ Cancel Changes ]

Configure [Add Access Control List (ACL)] Settings following the instructions below

Sequence Number

This defines the sequence of the ACL rules. If a packet fits the conditions set
by the ACL rules, the packet will then be sorted according to the first ACL rule

from the top of the list.

Rule Name

Name of the ACL rule.

Rule Enable

Enable/Disable this ACL rule

External Interface

Please select which External Interface (WAN1 or WAN2) you want a packet to

go through, IF the packet fits the condition of this ACL rule.

Internal IP Range

Set up the internal IP range for this ACL rule.

External IP Range

Set up the external IP range for this ACL rule.

Protocol

Set up the protocol (TCP or UDP) for the ACL to be enabled.

Service Port Range

Set up the Service Port Range (e.g., HTTP is TCP/80) for the ACL to be

enabled.

Action

Select ALLOW / DENY.,

4]



5. Example: Filter and block MSN usage.

For example, a company does not wish to allow employees to use MSN. The system administrator can set up an ACL

action: rejecting the traffic going out to External IP Range at 207.46.110.*/24.

Rule Name

MSN Blocking

Rule Enable

Enable

External Interface

* (All complies)

Internal IP Range

Keep it blank (All complies)

External IP Range

207.46.110.1:207.46.110.1.254 (IP address range for MSN server)

Protocol

TCP

Service Port Range

Keep it blank (All complies)

Action

DENY
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7.3 MAC ACCESS CONTROL SETUP

1. Click on [Security] — [MAC Access Control] tab. You will see the following screen.

Security - MAC Access Control

-

— MMALC Access Contral

MALC Access Contral

Default MAC Access Contral Action

l::‘:":LJ"EnaI:-Ie {:} Dizable

@ALLDW {:} DEMNY

~ MMAC Access Contral Rule

Audd Celete Mo dify Up Crawn

Fule Enable Static DHCP Enable

2. Configure ACL Settings following

the instructions below.

MAC Access Control

Choose Enable/Disable to enable/disable MAC access Control

Default MAC Access Control

Action

The default ACL action of the ACL rules. When you add the individual rules,

If the action of the adding rule is the same as the default action, then this

rule will not work.

it can be viewed as exceptions and take effects relating to the default action.

3.  Click on [Add] tab. You will see the following screen.

Sequence Mumber 1

Fule Hame |
MAC |
Action ALLOWS 4

ACL Enable

Static ARF Enable

Static DHCF Enable

P | |

4. Example: Bind IP to a MAC

[ Canfirm ”_ Cancel Changes ]
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If users need to bind an IP to a specified MAC (network device), one can follow the settings as below.

Sequence Number | Userl

Rule Name Enable

MAC 00:33:44:55:66:77
Action Allow Access
ACL Enable Enable

Static ARP Enable Enable

Static DHCP

Enable Enable

IP 192.168.10.100
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7.4 OpenDNS SETUP

7.4.1 OpenDNS Settings

1.

2.

Click on [Security] — [OpenDNS] tab. You will see the following screen.

Security - OpenDNS

r OpenONS - Ethernet WM

OpenbhMS Senrice

OpenbMS Username

OpenbhMS FPasaward

Senrars

O Enable @ Lizable

DMS Query Redirection to OpenbNS DNE Enable Dizable

OpenbMNS Label

r OpenONS - kMobile WAk
OpenbDMS Senvice
OpenbMS Username

OpenbM5 Fasaward

Senrars

O Enable '@} Lisable

DMS Query Redirection to OpenbMNS DHNE Enable Lizable

OpenbMNS Label

Configure OpenDNS Settings following the instructions below.

OpenDNS Service

Choose Enable/Disable to enable/disable OpenDNS

OpenDNS Username

Enter OpenDNS user name.

OpenDNS Password

Enter OpenDNS password.

DNS Query Redirection to
OpenDNS DNS Servers

Choose Enable/Disable to enable/disable the data flow redirect to the

OpenDNS Server. Users can get advanced content filtering function through

the setting

OpenDNS Label

Enter the OpenDNS Label
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7.5

1.

2.

WEB FILTERING SETUP

Click on [Security] — [Web Filtering] tab. You will see the following screen.

Security - Web Filtering

-

—Web Filtering

Web Filtering

D Enable @ Dizable

rwieb Content Filtering

Auctives Filtering
JdavarlavaScript Filtaring

Proxy Filtering

Enable Disable
Enable Disable

Enable Disable

rweb Filtering Rule

Rule Enable

4

X x X

FAudd [Dalate o dify Up

Fitter keyword Fitter Type

higt DENY
bt DENY
hEt DENY

bt DENY

Configure Web Filtering Settings following the instructions below.

Web Filtering

Choose Enable/Disable to enable/disable Web Filtering

Activex Filtering

Choose Enable/Disable to enable/disable Activex Filtering

Java/JavaScript Filtering

Choose Enable/Disable to enable/disable Java/JavaScript Filtering

Proxy Filtering

Choose Enable/Disable to enable/disable Proxy Filtering
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7.5.1 Added Web Filtering Rules

1.  Click on [Add] tab. You will see the following screen.

Sequence Mumber
Fule Enable ]
Filter Keymard web-page-name |
Filter Type url W
Action DENY %
[ Canfirm ][ Cancel Changes ]

2. Configure Web Filtering Settings following the instructions below

Sequence Number

This defines the sequence (priority) of all the Web Filtering rules.

Rule Enable

Choose Enable/Disable to enable/disable Web Filtering rule

Filter Keyword

Enter the Keyword

Filter Type

Choose URL or Sever

Action

Select ALLOW / DENY.,

3. Example: Block a URL with Keyword

If one need to block Facebook related web page, can follow the settings as below

Rule Enable
Filtar Kewmard

Filter Type
Action

Sequence Mumber

O

facebook |

url W
DENYT %

Confirm ][ Cancel Changes ]
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7.6 VPN/PPTP SETUP

7.6.1 VPN/PPTP Settings

PPTP VPN allows you to create a secure VPN connection remotely to your LAN. PPTP can allow you to connect
using built in software clients such as Windows VPN client or smart devices such as Android phones/tablets, iPhones

or iPads.

1.  Click on [Security] — [VPN / PPTP] tab. You will see the following screen.

Security - VPN / PPTP

- FPTF
FFTF lC:'Enal:-le '@} Disable
hTU 1482 Bytes
VPN Start IP Address [ 122 16 20.1 |
Masx VPN Clients
Auto DHES Enable Dizable
NS | |
CHAF Enable Enable Dizable
MECHAP Enable Enable Disable
MSCHAF w2 Enable Enable Dizable
MFFE122 Enable Enable Dizable
Froxy ARF Enable Enable Dizable
NAT Enable Enable Dizable
rU=zer Rule
Add Celete hd o dify Up Lroinun




2.

Configure PPTP Settings following the instructions below.

PPTP

Choose Enable/Disable to enable/disable L2TP.

MTU

Enter MTU value. The default value is 1482 bytes.

VPN Start IP Address

Enter the VPN start IP address. The default value is 192.168.39.1.

Max VPN Clients

Enter the max VPN clients.

Auto DNS Choose Enable/Disable to enable/disable Auto DNS.
DNS Enter DNS server if you choose Disable for Auto DNS.
CHAP Enable Choose Enable/Disable to enable/disable CHAP for VPN authentication.

MSCHAP Enable

Choose Enable/Disable to enable/disable MSCHAP for VPN authentication.

MSCHAP2 Enable

Choose Enable/Disable to enable/disable MSCHAP2 for VPN authentication.

MPP128 Enable

Choose Enable/Disable to enable/disable MPP128 encryption.

Proxy ARP Enable

Choose Enable/Disable to enable/disable Proxy ARP.

NAT Enable

Choose Enable/Disable to enable/disable NAT.
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7.6.2 AddVPN/PPTP Rule

1.  Click on [Add] tab. You will see the following screen.

Sequence Mumber

Rule Enable
User Name
F azzanard
[ Canfirm ][ Cancel Changes ]

2. Configure [Add PPTP] Settings following the instructions below.

Sequence Number

This defines the sequence of the PPTP rules.

Rule Enable Enable/Disable this PPTP rule
User Name Enter PPTP user name.
Password Enter PPTP password.
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7.7 VPN/L2TP SETUP

7.7.1 VPN/L2TP Settings

L2TP allows you to create an insecure VPN connection to your LAN. Because L2TP is insecure, we suggest that you use

PPTP or L2TP over IPSec.

Also both L2TP and L2TP over IPSec have the restriction that the VPN client cannot be

behind a NAT router and must have a routable public IP address.

1.  Click on [Security] — [VPN / L2TP] tab. You will see the following screen.

Security - VPN / L2TP

bl 3: WPH Clients
Auto DHE

LHE

CHAF Enable
Froxy ARF Enable

HAT Enable

~L2TP
L2TF GEnahle lGll'liklisal:ule
MTL 1900 | Bytes
YPH Start IP Address [192.152.42.1 |

Enable [isable

Enable [rizable

Enable [rizable

Enable [rizable

— User Rule

Add Lelets o dify Up Crannin

Paszward
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2. Configure PPTP Settings following the instructions below.

1.7.2

L2TP Choose Enable/Disable to enable/disable L2TP.

MTU

Enter MTU value. The default value is 1482 bytes.

VPN Start IP Address

Enter the VPN start IP address. The default value is 192.168.39.1.

Max VPN Clients

Enter the max VPN clients.

Auto DNS Choose Enable/Disable to enable/disable Auto DNS.

DNS Enter DNS server if you choose Disable for Auto DNS.

CHAP Enable Choose Enable/Disable to enable/disable CHAP for VPN authentication.
Proxy ARP Enable Choose Enable/Disable to enable/disable Proxy ARP.

NAT Enable Choose Enable/Disable to enable/disable NAT.

Add VPN / L2TP Rule

3. Click on [Add] tab. You will see the following screen.

Sequence Mumber
Fule Enable
User Mame
F azanard
[ Confirm ][ Cancel Changes

4.  Configure [Add PPTP] Settings following the instructions below.

Sequence Number This defines the sequence of the PPTP rules.
Rule Enable Enable/Disable this PPTP rule

User Name Enter PPTP user name.

Password Enter PPTP password.
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7.8 VPN/IPsec SETUP

7.8.1 VPN/ IPsec Settings

1.  Click on [Security] — [VPN / IPsec] tab. You will see the following screen.

Security - VPN / IPsec

rIPsec

IPzac OEnahle lC‘H'JJ'-"'IZ:lisal:ule

—User Rule

Connection Mame Rule Enable Edternal Interface Femuote Gateway Remote Subnet [P £ Hetmask

Audd Lelets Mo dify Up Crawnn

2. Configure IPsec Settings following the instructions below.

IPsec Select Enable/Disable to enable/disable IPsec.




7.8.2 Add VPN /IPsec Rule

1.  Click on [Add] tab. You will see the following screen.

Sequence Number
Connection HMame
Rule Enable

WPHN Maode

Lacal External Intedface
Lacal Internal IP Address

Local Metmask
Remote G ateway
Remaote Subnet IP
Remote Metmask
Connection Initiation
IKE Key Mode
Freshared Key
DFLC Enable
Advanced Options
Fhasze 1 Mode
Fhase 1 ID

Fhase 1 Lifetime
Fhase 2 Lifetime

Fhase 1 Authentication
Fhase 1 Encryption

Phase 2 Authentication
Phase 2 Encryption

Phase 1 Group Key Management

Site-to-Site W
Ethernet WirAN %
192.168.10.1

255.255.255.0

255265 2550

PSSk | W

[

Ml ain W

2600 Seconds 1200 ~ 264007
28800  |[Seconds1200 ~ 354000
DS W

IDES W

DHZ W

[T

ADES W

Fhase 2 Group Key Management (PFE) DHZ W

Canfirm ][ Cancel Changes
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Configure [Add - IPsec] Settings following the instructions below.

Sequence Number

This defines the sequence of the IPsec rules.

Connection Name

Name of the IPsec rule.

Rule Enable

Enable/Disable this IPsec rule

VPN Mode

Net-to-Net or Road Warrior

Local External Interface

Select the external WAN for the local VPN gateway.

Local Internal IP Address

Select the subnet IP address for the VPN gateway.

Local Netmask

Select the netmask for the local VPN gateway.

Remote Gateway

Enter the IP address or domain nhame of the remote VPN gateway. This option is

needed in Net-to-Net mode.

Remote Subnet IP

Enter the subnet IP address of the remote VPN gateway. This option is needed in

Net-to-Net mode.

Remote Netmask

Enter the subnet netmask of the remote VPN gateway. This option is needed in

Net-to-Net mode.

Connection Initiation

Check the local VPN gateway to initiate the connection. This option is needed in

Net-to-Net mode.

IKE Key Mode

PSK.

Preshared Key

Enter the preshared key. The key should be at least 8-digit ASCII string.

L2TP Enable

Check the local VPN gateway to enable L2TP. This option is needed in Road

Warrior mode.

Advanced Options

Check it if you need to configure the advanced options.

Phase 1 Mode

Main.

Phase 1 ID

Enter the phase 1 ID.

Phase 1 Lifetime

Enter the phase 1 lifetime. This value is between 3600 and 28800 seconds.

Phase 2 Lifetime

Enter the phase 2 lifetime. This value is between 3600 and 28800 seconds.

Phase 1 Authentication

Select the phase 1 authentication as MD5 or SHA1. (SHA1 recommended)

Phase | Encryption

Select the phase 1 encryption as DES, 3DES or AES. (AES recommended)

Phase 1 Group Key

Management

Select the phase 1 group key management as DH1, DH2 or DH5.

Phase 2 Authentication

Select the phase 2 authentication as MD5 or SHA1. (SHA1 recommended)

Phase 2 Encryption

Select the phase 2 encryption as DES, 3DES or AES. (AES recommended)

Phase 2 Group Key

Management

Select the phase 2 group key management as DH1, DH2 or DH5.

55



CHAPTER8 APPLICATIONS SETTINGS

8.1 PORT RANGE FORWARD SETUP

By activating the port range forwarding function, remote users can access the local network via the public IP address.
Users can assign a specific external port range to a local server. Furthermore, users can specify an internal port range
associated in a port range forwarding rule. When the ZyXEL VFG6005 Series VPN Firewall Gateway receives an external
request to access any one of the configured external ports, it will redirect the request to the corresponding internal server
and change its destination port to one of the internal ports specified. Therefore, if users do not wish for destination port to

be changed for a request, the internal port range should be left empty.

Certain applications in a LAN are available only after activating the port range forwarding, including servers and online
gaming. When an Internet request wants to access a port, the ZyXEL VFG6005 Series VPN Firewall Gateway will dispatch
it to the IP specified. Due to security reasons, users are suggested to limit the use of port range forwarding, and cancel it

when the application is not used.

By enabling DMZ Host Function, you can set up a DMZ host at a particular computer exposed to the Internet. In this way,
some applications, especially online games (if the traffic port numbers of the applications are always changing), can be

easily accessed.
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8.1.1 Port Range Forward Settings

1.

2.

Applications - Port Range Forward

Click on [Applications] — [Port Range Forward] tab. You will see the following screen.

—DMZ - Ethernet WAH

DMZ CErable @ Disable

DMZ IF Address | |

—DMZ - Mobile WAH

DMZ CErable @ Disable

DMZ IP Address | |

—Port Range Forwarding

Part Farwarding @' Enakble 'D Dizahle

—Port Range Forwarding Rule

Fule Mame Rule Enable External Interface *rotoco E:xternal Port Range

Internal IP

Intarnal Port Range

HTTP = Bthemet WirAN TCP From:20 192.168.10.20 From:
Ta:20 Ta:

HTTPS ® Bthemet WHAN TCP From: 443 142.168.10.20 From:
T Ta:

POP: x Bthemet WirAN TCP From:110 192.168.10.20 From:
To:110 Ta:

POP3S ® Bthemet WHAN TCP From:295 192 168.10.20 From:
To:895 Ta:

ShiTP x Bthemet WirAN TCP From:24 192.168.10.20 From:
Ta:24 Ta:

ShiTPS ® Bthemet WiHAN TCP From:465 192 168.10.20 From:
Tod65 Ta:

55H = Bthemet WirAN TCP From:22 192.168.10.21 From:
To:22 Ta:

ehiule = tbobile WAN TCPRsUDOP From <4662 192 168.10.21 From:
Tod672 Ta:

Al Delete oty L Doweeny
Configure [DMZ] Settings following the instructions below
DMz Select Enable to enable DMZ function. Select Disable to disable DMZ function.

DMZ IP Address

originally going to the WAN port / Public IP address above.

Enter the IP address of a particular host in your LAN which will receive all the packets
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3.

Configure [Port Range Forwarding] Settings following the instructions below

Port Forwarding

Select Enable / Disable to enable/disable Port Forwarding

8.1.2 Add Port Range Forwarding Rule

1.

2.

Click on [Add] tab. You will see the following screen.

Fule Mame

Sequence Mumber ul
]

Fule Enable

External Inteface Ethernet MAN

Frotocal TCF b

External Port Range Fru:um:| |T|:|: |

Internal IF |

Internal Port Range Fr-:-m:| |T-:-: |
[ Canfirm ][ Cancel Changes ]

Configure [Add Port Range Forwarding Rule] Settings following the instructions below

Sequence Number

This defines the sequences (priorities) of the port forwarding rules. If a packet fits
the conditions setup by the port forwarding rules, the packet will then be

forwarded according to the 1st rule from the top of the list.

Rule Name

Enter the name of the port forwarding rule.

Rule Enable

Check/Uncheck to enable/disable this port forwarding rule.

External Interface

Choose WAN1 or WAN2 as the External port forwarding interface.

Protocol

Choose TCP, UDP or TCP/UDP for the rule to be applied.

External Port Range

Set up the External Port Range for the rule to be applied.

Internal IP

Set up the Internal IP for the rule to be applied.

Internal Port Range

Set up the Internal Port Range for the rule to be applied.
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8.2 1-1 NAT

1-1 NAT allows you to map an external Public IP address to an internal LAN IP address. If you have
a range of Public IP addresses assigned by your ISP, you can use each of those IP addresses to
assign to a specific LAN server. For example, you can assign a Public IP address to a Web Server or a
Mail Server that needs to be accessed publicly through the Internet.

8.2.1 1-1 NAT Settings

1.  Click on [Applications] — [Virtual Hosts] tab. You will see the following screen.

Applications - 1-1 NAT

r1-1NAT

1-1 MAT ® Enable O Disable

r1-1NAT Rule

Fule Name Fule Enable External Interface External IP Address lapped LAN [P Address

8.2.2 Add 1-1 NAT Rule

1. Click on [Add] tab. You will see the following screen.

Sequence Number 1

Rule Name |
Rule Enable [
External Interface Ethernet WAN v|

External IF Address
Mapped LAM IP Address

[ Canfirm ][ Cancel Changes

2. Configure [Add Port Range Forwarding Rule] Settings following the instructions below

This defines the sequences (priorities) of the port forwarding rules. If a packet
Sequence Number fits the conditions setup by the port forwarding rules, the packet will then be

forwarded according to the 1st rule from the top of the list.

Rule Name Enter the name of the virtual hosts rule.

Rule Enable Check/Uncheck to enable/disable this port forwarding rule.
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External Interface

Choose Ethernet WAN or Mobile WAN as the External virtual host interface.

External IP Address

Enter the External IP Address.

Mapped LAN IP Address

Enter the Mapped LAN IP Address this External IP Address will be mapped

to.
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8.3 STREAMING/VPN PASS-THROUGH

You can enhance your media streaming quality by enabling RTSP, MSS, and H.323 protocols. Moreover, VPN

Pass-through functionality can also be enabled.
1.  Click on [Applications] — [Streaming / VPN] tab. You will see the following screen.

Applications - Streaming / VPN

— Streaming
RTESF '@} Enakble O Disable
hihd 5 @ Enable O Dizable

—%ideo Conferance

H.223 '@}Enable lC:}Disalzulne
rWwFPH

IPSec lC‘:’}Enal:-le lC:}Disal:ulne

FFTF lC‘:’}Enal:-le lC:}Disal:ulne

2. Configure [Streaming] Settings following the instructions below.

RTSP Select Enable/Disable to enable/disable RTSP

MMS Select Enable/Disable to enable/disable MMS

3. Configure [Video Conference] Settings following the instructions below

H.323 Select Enable/Disable to enable/disable H.323

4.  Configure [VPN] Settings following the instructions below

IPSec Pass-through Select Enable/Disable to enable/disable IPSec Pass-through

PPTP Pass-through Select Enable/Disable to enable/disable PPTP Pass-through
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8.4 UPNnP/NAT-PMP SETUP

1. Click on [Applications] — [UPnP / NAT-PMP] tab. You will see the following screen.

Applications - UPnP / NAT-PMP

UPRP
UFnF @ Enable O Dizable
NAT-FMP O Enable @ Dizable

UFPnF Port

2. Configure [UPnP] Settings following the instructions below

UPnP Select Enable/Disable to enable/disable UPnP
NAT-PMP Select Enable/Disable to enable/disable NAT-PMP
UPNP Port Enter the number for UPnP port.
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CHAPTER9 DYNAMIC BANDWIDTH MANAGEMENT

9.1 DBM SETUP

Bandwidth Management provides two powerful and unique mechanisms to manage bandwidth: Static Bandwidth
Management (SBM) and Dynamic Bandwidth Management (DBM). SBM provides users with the option to allocate a fixed
amount of bandwidth for a specific computer or a particular application, while DBM intellectually manages the rest of the

bandwidth while all the time satisfying the complicated bandwidth requirements/settings of SBM.

DBM automatically and consistently monitors bandwidth usage, prioritizes traffic, and allocates bandwidth to all users and
applications. Real-time applications such as VolIP, online gaming, and video conferencing, are granted a higher priority
for bandwidth usage. On the other hand, applications such as P2P and FTP are given a lower priority. However, when P2P
software is the only application running on the network, DBM is able to provide an efficient allocation and ensure that no
bandwidth is wasted by being able to recognize that it is the only application running. Once real-time applications join the
network, these applications will then immediately have a higher priority to use bandwidth than P2P software. Therefore,
users can play online games, stream network videos, listen to network radio, chat with friends, send e-mails, and run P2P

applications, all at the same time with no disturbances!

9.1.1 DBM Settings

The essential configuration needed by Bandwidth Management is to specify accurately the bandwidth you have.
Bandwidth Management would then dispatch bandwidth according to this information. Please Note: Improper bandwidth

assignment may cause Bandwidth Management to work ineffectively.
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1. Click on [Bandwidth] — [Bandwidth Management] tab. You will see the following screen.

Bandwidth - DEM

— Dynamic Bandwidth Manzagement (DEM]

LB D Enable @ Crisable

—DEM - Ethernet Wiah

Crawvnload Bandwidth K bps
Uplead Bandwidth K bps
Rezenred Buffering Bandwidth W

[Too less reserved buffering bandwidth might cause congestion in a unstable nebwar.)

Awailable Bandwidth Ta0.0575.0 Kbps

r OEM - Mobile WAN

Crovenload Bandwidth K bps
Upload Bandwidth K bps
Reserved Buffering Bandwidth ks

[Too less resenved buffering bandwidth might cause congestion in a unstable nebward)

Awailable Bandwidth Fa0.0/75.0 Kbps

2. Bandwidth Settings:

Please adjust your bandwidth type according to your bandwidth (download/upload) subscribed from your ISP. Due to the
unstable nature of network bandwidth supported by ISP, users are recommended to reserve a portion of bandwidth for

buffering usage, and Bandwidth Management would then arrange the reserved bandwidth under heavy traffic.

Select the correct bandwidth type according to your Internet service

Bandwidth Type o
subscription.
(Download/Upload) ] . ] .
If the bandwidth type is not available on the list, select Custom.
Download Bandwidth Enter the value to customize download bandwidth.
Upload Bandwidth Enter the value to customize upload bandwidth.

Reserved Buffering

Enter the value to provide bandwidth buffer.
Bandwidth

3. Advanced Setting Example

A user subscribed 10M/2Mbps bandwidth from ISP. After performing some speed test, the user found that the actual
bandwidth is about 1135KByte/sec downloading and 200KByte/s uploading. We change the dimension in Kbps as follows,

Download Speed: 1135KB/s x 8 = 9080Kbp/s
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Upload Speed: 200KB/s x 8 = 1600Kbp/s

The settings can be done as below,

Bandwidth Type
Select custom,
(Download/Upload)
Download Bandwidth Enter the value to 9080,
Upload Bandwidth Enter the value to 1600,
Reserved Buffering User can firstly set the value about 10% and adjust this value later. If your
Bandwidth network is very stable, you could lower this value.

9.1.2 Add SBM Rules

1. Click on [Add] tab. You will see the following screen.

Sequence Mumber =

Fule Hame |

Rule Enable

Internal IP Address |

Frotocol - Vl

Semrice Port Range Fru:um:| |T|:u:| |

External Interface | Ethearnet MrAN w

Awvailable Bandwidth

Ethernet WiAN: FEO.0A75.0 Kbps
hobile MiAM: FTEO0T5.0 Kbps
Bandwidth Allocation By Ratio W
R atio LA

Utilize Bandwidth bore Than Guarantesd D

Canfirm ][ Cancel Changes ]

2. Configure [Add SBM] Settings following the instructions below.

Sequence Number This defines the sequence of the SBM rules. If a packet fits the conditions set
by the SBM rules, the packet will then be sorted according to the first SBM

rule from the top of the list.

Rule Name Name of the SBM rule.
Rule Enable Enable/Disable this SBM rule
Internal IP Set up the internal IP for this SBM rule.

Protocol Set up the protocol (TCP or UDP) for the ACL to be enabled.




External Interface

Please select which External Interface (WAN1 or WAN2) you want a packet to
go through, IF the packet fits the condition of this SBM rule.

Service Port Range

Set up the Service Port Range (e.g., HTTP is TCP/80) for the SBM to be

enabled.

Bandwidth Allocation

By Ratio or By Bandwidth

Ratio The ratio of the whole bandwidth according to the External Interface.
Download Enter the reserved download bandwidth.
Upload Enter the reserved upload bandwidth.

Utilize Bandwidth More

than Guaranteed

Check this box if you wish to allow the traffic confirming this SBM rule to be

able to utilize the whole bandwidth when the bandwidth is idle.

3. Advanced Setting Examplel

If a user needs to reverse some bandwidth for a specified application, such as VolP, one can have the following

configuration to reserve a 25Kbps/25Kbps bandwidth for VolP application.

Fule Mame

Rule Enable

Fratocal

Ethernet WiaM:
hdobile VAN

Crawunload

Upload

Sequence Number

Internal IP Address

Semice Port Range

External Interface
Auwdilable Bandwidth

Bandwidth Allocation

Utilize Bandwidth More Than Guaranteed |:|

1 |

ValP |
192.168.1.101 |

" v

Fr-:nrn:l |T-:n:| |

Ethernet WitaM |

F25.0050.0 Kbps
FA0.0TS.0 Kbps

By Bandwidthi

25 Kbps
25 Kbps

[ Canfirm ][ Cancel Changes ]

Rule Name

VolP

Rule Enable

Check the box to enable this rule

Internal IP Address

Enter the IP address of the VolP machine

Protocol

Select * will apply this rule for both TCP and UDP protocols

External Interface

Choose the WAN interface you want to use

Service Port Range

Enter the service port number that used by VolP

Bandwidth Allocation

Allocating the bandwidth by fixed value assignment or ratio
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Download

Enter the reserved download rate to 25 Kbps

Upload

Enter the reserved upload rate to 25 Kbps

Utilize Bandwidth More Than

Guaranteed

Uncheck this box to reserve a fixed rate for this application; You may also
check this box allowing this application use any free available bandwidth

when it consumes more bandwidth.

4.  Advanced Setting Example 2

In the case users need to guarantee a PC or a network device for a specified bandwidth and allow the user to user rest

bandwidth up to some values, one may follow the settings as below.

In this case, the PC with IP address-192.168.10.100 will be guaranteed for 100Kbps/20Kbps bandwidth. Additionally, this

PC can use up to 150Kbps/30Kbps if there is still any free bandwidth existed.

Sequence Mumber
Rule Hame

Fule Enable
Internal IF Address
Protocal

Senrice Port Range
External Interface
FAorailable Bandwidth
Ethernet WiAN:
hdobile WiAN:
Bandwidth Allocation
[rovunload

Upload

Wilize Bandwidth More Than Guaranteed

1

IP1_Rate |
102.168.1.100 |

- v

Fr-:-m:| |T-:-:| |

Ethernet vitdH

G50.0555.0 kbps
FA0.075.0 kbps

By Bandwidth vl

100 Kbps
20 Kbps

Use M aximal Download 150 Kbp=
Use Maximal Upload =0 kbps
Canfirm ][ Cancel Changes

Rule Name

IP1_Rate

Rule Enable

Check this box to enable this rule

Internal IP Address

Enter the IP address this rule to be applied to.

Protocol

* (Applied to both TCP and UDP)

External Interface

Select the external WAN Interface to be applied to.

Service Port Range

Applied to all port range if left this field blank

Bandwidth Allocation

Allocating the bandwidth by fixed value assignment or ratio

Download

Enter the download guaranteed value to 100 Kbps.,

Upload

Enter the upload guaranteed value to 25 Kbps.
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Utilize Bandwidth More Than ) .
Check this box to allow the usage of free bandwidth

Guaranteed

Use Maximal Download Enter the limited download value to 150Kbps

Use Maximal Upload Enter the limited upload value to 30Kbps

9.1.3 Add DBM Rule

It is very simple to set-up a DBM rule, users only need to set the IPs to be controlled in the DBM IP ranges.

After assignment of the DBM IPs, the ZyXEL VFG6005 Series VPN Firewall Gateway will dynamically control the
bandwidth by equality and priority methods

1. Click on [Add] tab. You will see the following screen.

Sequence Mumber el

Rule Hame

Rule Enable

Internal IF Range From: Ta:
[ Canfirm ][ Cancel Changes

2. Configure [Add DBM] Settings following the instructions below

Sequence Number This defines the sequence of the DBM rules.
Rule Name Name of the DBM rule.

Rule Enable Enable/Disable this DBM rule

Internal IP Range Set up the internal IP range for this DBM rule.

3. DBM Setting Example

The maximum DBM IPs is 8 in the VFG6005 Series. The user may set the DHCP releasing range from 192.168.1.20 to
192.168.1.27 and set those IP as DBM IP accordingly. In this manner, all user access through this router will be controlled

by DBM system without any other complicated settings.

Sequence Mumber =

Fule Mame SEC_A

Rule Enable

Internal IF Range From: 192 162.1.20 To:{192.168.1.27
Canfirm ][ Cancel Changes
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9.2 THROUGHPUT OPTIMIZER

ZyXEL's VFG6005 Series VPN Firewall Gateway built in Bandwidth Management transmits the important packets in high

priority to optimize the network utilization. You can specify the types of packets for high priority.

1.  Click on [Bandwidth] — [Throughput Optimizer] tab. You will see the following screen.

Please do not change the parameters unless you wish to customize it by yourself.

Bandwidth - Throughput Optimizer

— Throughpot Opti rmizer

Throughput Optimizer @Enable {:}Diiable

—Application Priority

TCP ACK ®Enable O pisable
IChMP l::‘:":LJ"EnaI:-Ie l::::LJ"IZ:IiEaI:-Ie
DS lEJ"EnaI:uIe l::::LJ"IZ:IiEaI:ule
S5SH @Enahle l::::LJ"IZ:IiEaI:ule
Telnet (BBRS) l:E:'Enal:ule l:::::'Iikligal:ule
TEF Max Segment Size llr«E-"'Enal:ule 'C-"'Diﬁahle

2. Configure Throughput Optimizer Settings following the instructions below

TCP ACK Select Enable/Disable to enable/disable TCP ACK priority

ICMP Select Enable/Disable to enable/disable ICMP priority

DNS Select Enable/Disable to enable/disable DNS priority

SSH Select Enable/Disable to enable/disable SSH priority

Telnet (BBS) Select Enable/Disable to enable/disable Telnet (BBS) priority
TCP Max Segment Size Select Enable/Disable to enable/disable TCP Max Segment Size
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9.3

SESSION MANAGER

Session manager will automatically recycle old/dead sessions to get better connection efficiency. Users can choose the

recycle rate to optimize the connection efficiency especially during P2P downloads.

1.

2.

Bandwidth - Session Manager

|

Click on [Bandwidth] — [Session Manager] tab. You will see the following screen.

Setting to FAST is recommended.

Session Manager

Reoycle Mode

Fast

Configure [Session Manager] Settings following the instructions below

Recycle Mode

Select Fast/Regular/Slow recycle rate
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CHAPTER10 ADMIN

10.1 MANAGEMENT

1. Click on [Admin] — [Management] tab. You will see the following screen.

Admin - Management

rAdministration Interface

Administratar P asanord
Re-type Pasamord
Remote Management

Management Port

lC}Enal:-le '@} Lisable

HTTF

r Reboot
Reboot Reboot Router
r Corfiguration

Canfiguration Export
Lefault Configuration Restare

Configuration Import

Export

Crefault

" Browse... ][ Import ]

— Firmware

Firmuuare Upgrade

" Browse... ][ Uparade
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2. Configure [Administration Interface] Settings based on the instructions listed below.

Maximum input is 36 alphanumeric characters (case sensitive)

o * Please change the administrator’s password if the remote management
Administrator Password ) ) o
is enabled. Otherwise, a malicious user can access the management

interface. This user can then have the ability to change the settings and

interrupt your network access.

Re-type Password Enter the password again to confirm.

Select Enable to enable Remote Management.
Select Disable to disable Remote Management
Remote Management ) .
If the remote management is enabled, users who are not in the LAN can
connect to the ZyXEL VFG6005 Series VPN Firewall Gateway and

configure it from the Internet.

Management Port HTTP port which users can connect to. (default port is 80)

3.  Configure [Configuration] Settings based on the instructions listed below

Configuration Export Click Export to save your current configuration settings in a file.

Default Configuration

Click Default to recover the default system settings.
Restore

Configuration Import Click Browse and Import to load previous configuration settings.

4.  Configure [Firmware] Settings based on the instructions listed below

Firmware Upgrade Click Browse and Upgrade to upgrade the firmware.




10.2 SYSTEM UTILITIES

1.

Click on [Admin] — [System Ultilities] tab. You will see the following screen.

Admin - System Utilities

-

—Ping
Interface
Target Host |:|
Number of Packets |:|Padce1s(1 ~ 0]

rARPing [Within the =ame broadcasting domain)
Interface
Target Host
Humber of Packets Fackets (1 ~ 107

ARPing ARPing

[ ]
b ]

r Trace Route
Interface
Target Host |:|
Hop Count |:| Coaunts (1 ~ 15)

Trace route Trace Route
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2.

3.

4.

Using the [ping] tool based on the instructions listed below

Interface

Select the interface that you want to use to ping from, i.e. LAN, WAN.

Target Host

Enter the IP address to ping to

Number of Packets

Specify the number of the ICMP packets to send out

Ping

Press the tab to start the “ping” actions

Using the [ARPiIng] tool based on the instructions listed below

Interface

Select the interface that use to ARPing to, i.e. LAN, WAN.

Target Host

Enter the MAC address to ARPing to

Number of Packets

Specify the number of the ARP request packets to send out

ARPing

Press the tab to start the “ARPing” actions

Using the [Trace Route] tool based on the instructions listed below

Interface

Select the interface that use to ARPiIng to, i.e. WAN1, WAN2.

Target Host

Enter the destination IP address / domain name to trace

Hop Count

Specify the Hop number you need to trace

Trace route

Press the tab to start the “Trace Route” actions
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10.3 TIME SETUP

5.

6.

Click on [Admin] — [Time] tab. You will see the following screen.

Setup - Time

—Time Synchronization

Time Synchranization @Enable {:} [izable
Time Senvar Type l:E}Tirne Server Pool lC:'I'uﬂanual
Time Senrar Area Maorth America
Time Senrer I[P Address |:|
Time Zone |LITI3-IIIB:IIIEI Facific Time W
Fariodic Synchronization @Enable l::::LJ"IZ:'iEaI:-IE
Craylight 5 aving Suppaort l::‘E‘:"Enal:-le l::::LJ"IZZ'iEaI:-Ie
Synchronization Intenral Ewery D1ay W
Action Update
Configure [Time] Settings based on the instructions listed below

Time Synchronization

Select Enable/Disable to enable/disable Time Synchronization

Time Server Type

Select Time Server Pool or Manual.

Time Server Area

Select Time Server according to your location. You can choose from

Automatic, Asia, Europe, North America, South America, or Africa.

Time Zone

Select Time Zone according to your location.

Periodic Synchronization

Select Enable/Disable to enable/disable Periodic Synchronization

Daylight Savings
Support

Select Enable/Disable to enable/disable Daylight Savings Time.

Synchronization Interval

Select from Every Hour, Every 6 Hours, Every 12 Hours, Every Day, and

Every Week.

Action

Click update to update the Time Settings immediately.
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10.4 LOG

1. Click on [Admin] —

[Log] tab. You will see the following screen.

Admin - Log
System Log

Log Class : | 5v5 » refrezh
575> Jan 1 00:00:00 (rome) oot FS-service: boot [OK]
<55 Jan 1 00:00:05 (none) root: MODULE-service: boot [OK]
<55 Jan 1 00:00:05 (nome) root: HOTPLUG-service: boot [0k]
“5Y5= Jan 1 00:00:05 (none) root: LSE-service: boot [Ok]
<575 Jan 1 00:00:11 (rome) root: LAN: up [OK] [192.168,10,1]
<55 Jan 1 00:00:11 (none) root: License-client: boot [OK]
<5Y5> Jan 1 00:00:11 (none) root: WEB-server: boot [OK]
<575 Jan 1 00:00:12 (nome) root: DHCP-server: boot [OK]
<575 Jan 1 00:00:12 (nome) root: SSH-server: boot [OK]
<5Y5S> Jan 1 00:00:12 (hone) root: STATS-server: boot [0k]
<55 Jan 1 00:00:12 (home) oot CROMN-service: boot [CK]
<55 Jan 1 00:00:15 (none) root: &CL: service [boot] Ok
<5YS> Jan 1 00:00:15 (none) root: TuphoMAT: boot [OK]
“5Y5= Jan 1 00:00:15 (none) root: Session-Manager: boot [Ok]
<575 Jan 1 00:00:15 (none) root: MON-server: boot [Ok]
<55 Jan 1 00:00:16 (none) root: WPS-service: boot [OK]
<5Y5> Jan 1 00:04:22 (none) root: Admin (ogin
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CHAPTER11 STATUS

You can access and view all the system information regarding The ZyXEL VFG6005 Series VPN Firewall Gateway from

here.

11.1 ROUTER INFORMATION

1.

Status - Router

r Router Infor mation
hodel Mame
Firmuare Wersion
Current Time

Funning Time

Click on [Status] — [Router] tab. You will see the following screen.

Dy EL WFGE005HM

2.04_VWF3.0_bE_20110210
bon, 14 Feb 2011 10:54:05

2 days, 18 hours, 43 mins

r Ethiermet e

Connection Status

Mot Connected

hAAC Address
Connection Type
|F Address
Subnet b ask

G ateway
Download
Upload

hodem Brand
hodem Model

Senrice Provider

hAAC Address 0023 Fa 02916
Connection Type dhep
IF Address
Subnet Mask
G ateway
Cownload 0 Bfs
Upload 172 Bi=s
r Mobile WAk
Connection Status Connected

Q0000000000

nan

184.233.958.186

32

G5.28.49.69

1GT Bz

208 Biz

Auto

Auto
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2.

rLAM
hAC Address
IF Address
Subnet hiash
DHCF Service
DHCF Start IP Address
DHCF End IP Address

hlax DHCP Clients

00:2:3:Fa:10:20:14
192 168,101

24

Enabled
192.168.10.20
192 168.10.35

16

—wireless LAN

iireless Channel

iireless 5510 1

AL Address

iireless 5510 2

AL Address

G

WEGEO0SH
00:2:3:Fa:10:20:14
Guest

Mot enabled

Router Information

Model Name

Product model name is shown.

Firmware Version

The firmware version this device is running.

Current Time

Current system time

Running Time

The period of time The ZyXEL VFG6005 Series VPN Firewall Gateway has been running.

WAN Ethernet

Connection Status

Connected / Not Connected

MAC Address

MAC Address

Connection Type

The current connection type (PPPoE, Static IP, and DHCP)

IP Address

WAN IP Address

Subnet Mask

Number of subnet mask.

Gateway IP address of the gateway
Download Download speed
Upload Upload speed
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4.

WAN Mobile

Connection Status

Connected / Not Connected

Connection Type

The current connection type

IP Address

WAN IP Address

Subnet Mask

Number of subnet mask

Gateway IP address of the gateway
Download Download speed
Upload Upload speed

Modem Brand

Modem brand

Modem Model

Modem model name

LAN Ethernet
MAC Address MAC Address
IP Address Internal IP Address

Subnet Mask

The number of subnet mask in the internal network

DHCP Service

DHCP service enabled or disabled

DHCP Start IP Address

DHCP Start IP address

DHCP End IP Address

DHCP End IP address

Max DHCP Clients

The maximum IP addressed which can be assigned to PCs connecting to the network

Wireless Network Ethernet

Wireless Channel

Wireless Channel in use (default is 6)

Wireless SSID 1

SSID 1of this Wi-Fi station

MAC Address

Shows MAC Address if enabled

Wireless SSID 2

SSID 2 of this Wi-Fi station

MAC Address

Shows MAC Address if enabled
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11.2 TRAFFIC

1. Click on [Status] — [Traffic] tab, and then choose the graph scale from two hours, one day, one week, and one

month. You will see the following graph.

Now you can monitor your download and upload throughput.

Status - Traffic

Interface |LAN (Wireless and Wired) v|

200 KBis

160 KB/s

120 KB/s

80 KB/s

40 KB/s

Uplead DCownload

[SWG plugin is required to display the graphs) [Download)]
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11.3 SESSION

1. Click on [Status] — [Session] tab and choose the graph scale from two hours, one day, one week, and one month.

You will now see the following graph.

TCP, UDP, ICMP, and total session information is displayed.

Status - Session

200 [ Fri 02:52 pm { 200

P, . L ua o, rag . gt i, #, - = £, 2 ci
- Fh, o oyt B - T T %, Vo gt B P gt Y P T
ey "‘\.-_,-J' S, Y LT iy ¥ ST TR "1\._. ers - ‘d\ﬁ.’;‘ ' gt ¥ 1,‘_ ; 1.‘1."'._; Tt l-\_q'\-,\_...‘“,” has, . et

Total Sessions TCP Sessions UDP Sessions ICMP Sessions

[SVG plugin is required to display the graphs) [Downlocad]



11.4 USER/DHCP

1. Click on [Status] — [User/DHCP] tab. You will see the following screen.

Status - User

DHCP Table {2 users)

Expiration Time

LAVIDH-PC 192 162.10.27 0015 eh:5b:d7:7b 2231
pikachu 192.168.10.25 00:13:20:46:8c:d0 21:33:44
Name DHCP client name
IP Address IP address which is assigned to this client
MAC Address MAC address of this client

Expiration Time

The remaining time of the IP assignment

11.5 USER/ Current

1. Click on [Status] — [User/Current] tab. You will see the following screen.

Status - User

AFFP Table (2 users)

IP Addrezs

1921621025

192 1681027

MAC Address

0023200468 e d0 Dwvnamic

001555k d7:7 b Lvnamic

IP Address IP address assigned by Static ARP matching
MAC Address | MAC address in the Static ARP matching
ARP Type Static or dynamic
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Product Specifications

The following tables summarize the VFG6005 Series hardware and firmware features.

Hardware Features

Dimensions (W x D x H)

159 mm x 107 mm x 25 mm

Weight

2259

Power Specification

Input: 100~240 V AC, 50~60 Hz

Output: 12V DC 15A

Gigabit Ethernet ports

Auto-negotiating: 100 Mbps, 1000 Mbps in either half-duplex or

full-duplex mode.

Auto-crossover: Use either crossover or straight-through Ethernet

cables.

4 Port Gigabit Switch

A combination of switch and router makes your VFG a cost-effective
network solution. You can add up to four computers to the VFG without
the cost of a hub when connecting to the Internet through the WAN. Add

more than four computers to your LAN by using another hub or switch.

LEDs

PWR/SYS, WLAN (VFG6005N), WAN, LAN1-4

Reset Button

The reset button is built into the rear panel. Use this button to restore the
VFG to its factory default settings. Press for 1 second to restart the
device. Press and hold for 7 seconds or until PWR/SYS LED is blinking

to restore to factory default settings.

Antenna

The VFG6005N is equipped with two 2dBi (2.4GHz) detachable
antennas to provide clear radio transmission and reception on the

wireless network.

Operation Environment

Temperature: 0° C ~ 40° C / 32°F ~ 104°F
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Humidity: 20% ~ 90%

Storage Environment

Temperature: -30° C ~ 70° C / -22°F ~ 158°F

Humidity: 20% ~ 95%

Firmware Features

FEATURE

DESCRIPTION

Default IP Address

192.168.10.1 (router)

Default Subnet Mask

255.255.255.0 (24 bits)

Default Login/Password

admin/1234

DHCP Pool

192.168.10.20 to 192.168.10.35

Wireless Interface

Wireless LAN

Default Wireless SSID

VFG6005N

Default Wireless DHCP

Pool Size

Wireless LAN: Same as LAN (16 from 192.168.10.20 to 192.168.10.35)

Device Management

Use the Web Configurator to easily configure the rich range of features

on the VFG.

Wireless Functionality

Allows IEEE 802.11b/g and/or IEEE 802.11n wireless clients to
connect to the VFG wirelessly. Enable wireless security ( WPA(2)-PSK)

and/or MAC filtering to protect your wireless network.

Note: The VFG may be prone to RF (Radio Frequency)
interference from other 2.4 GHz devices such as
microwave ovens, wireless phones, Bluetooth

enabled devices, and other wireless LANS.
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Firmware Upgrade

Download new firmware (when available) from the ZyXEL web site and

use the Web Configurator to put it on the VFG.

Note: Only upload firmware for your specific model!

Configuration Backup &

Restoration

Make a copy of the VFG’s configuration and put it back on the VFG later

if you decide you want to revert back to an earlier configuration.

Network Address
Translation (NAT)

Each computer on your network must have its own unique IP address.
Use NAT to convert a single public IP address to multiple private IP

addresses for the computers on your network.

Firewall

You can configure firewall on the VFG for secure Internet access. When
the firewall is on, by default, all incoming traffic from the Internet to your
network is blocked unless it is initiated from your network. This means
that probes from the outside to your network are not allowed, but you

can safely browse the Internet and download files for example.

Content Filter

The VFG blocks or allows access to web sites that you specify and

blocks access to web sites with URLSs that contain keywords that you

specify.

You can use category-based content filtering via OpenDNS that allows

your VFG to check web sites against an external database.

Bandwidth Management

You can efficiently manage traffic on your network by reserving

bandwidth to certain types of traffic and/or to particular computers.

Remote Management

This allows you to decide whether you can access the HTTP Web GUI

remotely from a computer on the Internet.

Time and Date

Get the current time and date from an external server when you turn on
your VFG. You can also set the time manually. These dates and times

are then used in logs.

Port Forwarding

If you have a server (mail or web server for example) on your network,

then use this feature to let people access it from the Internet.

DHCP (Dynamic Host

Use this feature to have the VFG assign IP addresses, an IP default
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Configuration Protocol)

gateway and DNS servers to computers on your network.

Dynamic DNS Support

With Dynamic DNS (Domain Name System) support, you can use a

fixed URL, www.zyxel.com for example, with a dynamic IP address.

You must register for this service with a Dynamic DNS service provider.

Logging

Use logs for troubleshooting. You can view logs in the Web

Configurator.

PPPOE

PPPoE mimics a dial-up Internet access connection.

Universal Plug and Play

(UPNnP)

The VFG can communicate with other UPnP enabled devices in a

network.
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Appendix A

Pop-up Windows, JavaScripts and
Java Permissions

In order to use the Web Configurator you need to allow:

Web browser pop-up windows from your device.
JavaScripts (enabled by default).

Java permissions (enabled by default).

Note: Internet Explorer 6 screens are used here. Screens for other Internet Explorer versions may vary.

Internet Explorer Pop-up Blockers

You may have to disable pop-up blocking to log into your device.

Either disable pop-up blocking (enabled by default in Windows XP SP (Service Pack) 2) or allow pop-up blocking and

create an exception for your device’s IP address.

Disable pop-up Blockers

1 In Internet Explorer, select Tools, Pop-up Blocker and then select Turn Off Pop-up Blocker.

Figure 130 Pop-up Blocker

Tools

Mail and News > |
Pop-up Blocker
Manage Add-ons...
Synchronize. .. I
‘Windows Update

urn Off Pop-up Blocker

n Blocke

Windows Messenger

Internet Options...

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in the Privacy tab.
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1 In Internet Explorer, select Tools, Internet Options, Privacy.

2 Clear the Block pop-ups check box in the Pop-up Blocker section of the screen. This disables any web

pop-up blockers you may have enabled.

Internet Options @

| General | Security| Privacy | Content | Connections | Programs | Advanced |

Settings
P Move the slider to select a privacy setting for the Intemet

& zone.

Medium

‘ - - Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally identifiable
LJ information without your implicit consent
‘ - Restricts first-party cookies that use personally identifiable
information without implicit consent

[ Sites... ][ Import... ][Advanced...]

Pop-up Blocker
@ Prevent most pop-up windows from appearing.

|| Block pop-ups
|

[ oK ][ Cancel Jl Apply J

Figure 131 Internet Options: Privacy
3 Click Apply to save this setting.
Enable pop-up Blockers with Exceptions

Alternatively, if you only want to allow pop-up windows from your device, see the following steps.

1 In Internet Explorer, select Tools, Internet Options and then the Privacy tab.

2 Select Settings...to open the Pop-up Blocker Settings screen.



[ Sites... ] [ Import... ] [Advancedu. ]
Pop-up Blocker
@ Prevent most pop-up windows from appearing.
Block pop-ups
Figure 132 Internet Options: Privacy
3

4

Internet Options [2]
w:l};grlg@l#gegﬁg \ Privacy \K'Conlenl | Connections | Programs | Advanced
|

Settings

(4

&

Move the slider to select a privacy setting for the Internet
zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally identifiable

information without your implicit consent

- Restricts first-party cookies that use personally identifiable
information without implicit consent

Settings...

[ ok

“http://”. For example, http://192.168.167.1.

Click Add to move the IP address to the list of Allowed sites.

Apply ]
Type the IP address of your device (the web page that you do not want to have blocked) with the prefix

J[ Cancel ][
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Figure 133 Pop-up Blocker Settings

Fop-up Blocker Settings @
Exceptions
Pop-ups are currently blocked. You can allow pop-ups from specific
‘Web sites by adding the site to the list below.
ZERS OF Wl e D A
| http:/#192.168.1.1 Add

Allqwed sites:
|

Naotifications and Filter Lewel
Play a sound when a pop-up is blocked.

Show Information Bar when a pop-up is blocked.
Filter Level:

| Medium: Block most automatic pop-ups

Pop-up Blocker FAQ

Close

5  Click Close to return to the Privacy screen.

6 Click Apply to save this setting.

JavaScripts

If pages of the Web Configurator do not display properly in Internet Explorer, check that JavaScripts are allowed.

1 In Internet Explorer, click Tools, Internet Options and then the Security tab.

Figure 134 Internet Options: Security
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Internet Options

21

General Security |Plivacy| Contenll Connectionsl Proglamsl Advancedl

Select a Web content zone to specify its security settings.

® O @

Internet Local intranet  Trusted sites  Restricted
sites

- This zone contains all Web sites you
haven't placed in other zones

— Security level for this zone
Move the slider ta set the security level for this zone.
= I - Medium
- Safe browsing and still functional
- Prompts before downloading potentially unsafe content
- Unsigned ActiveX controls will not be downloaded
- | - -Appropriate for most Internet sites

Coan))

Default Level

OK l Cancel I Apply I

2 Click the Custom Level... button.

3 Scroll down to Scripting.

4 Under Active scripting make sure that Enable is selected (the default).

5 Under Scripting of Java applets make sure that Enable is selected (the default).

6 Click OK to close the window.

Figure 135 Security Settings - Java Scripting
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Security Settings ﬂé’

Settings:

Scripting ;I
[B] Active scripting
{ Y _Dicahle

@ Allow paste operations via script
O Disable
{® Enable
Q Prompt
Scripting of Java applets
() Disable

O Ensle | |
(J Prompt
p 1lmmy Aobhambis skine x
< | | »

—Reset custom settings

Reset to: |Medium ~| Reset I
I OK I Cancel I

Java Permissions

1 From Internet Explorer, click Tools, Internet Options and then the Security tab.
2 Click the Custom Level... button.

3 Scroll down to Microsoft VM.

4 Under Java permissions make sure that a safety level is selected.

5 Click OK to close the window.

Figure 136 Security Settings — Java



Security Settings e 2 x|

Settings:

) Disable ;I
(¥ Enable

[#1% Font: download
) Disable
{® Enable J
) Prompt

@ Microsoft W

@ Java permissions

) Custom

d0le a o
{®) High safety
O Low safety

—Reset custom settings

Reset ko IMedium j Reset |
oK I Cancel |

JAVA (Sun)

1 From Internet Explorer, click Tools, Internet Options and then the Advanced tab.
2 Make sure that Use Java 2 for <applet> under Java (Sun) is selected.

3 Click OK to close the window.

Figure 137 Java (Sun)
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Genelall Securityl F'rivacyl D:untentl Connectionsl Programs  Advanced

Settings:

[ Use inline AutaCornplete -]
[0 Use Passive FTF [for firewall and DSL modem compatibility]
Use smooth zeralling
{&] HTTP 1.1 settings

Use HTTP 1.1

[ Use HTTF 1.1 through prosy connections
& Jawa Sl

Wl Uze Java 2 w1 4.1_07 for <applet: [requires restE

@ b icrosor T

O Jawa consale enabled [requires restart)

O Jawa logging enabled

JIT compiler for virtual machine enabled [requires restart)
B Multimadia

O &lways show Intermnet Explarer (5.0 or later] Radio toolbar

O Don't display online media content in the media bar

Enable Autarmatic Image Resizing -
» |

<] |

FRestore Defaults |

ak, I Cancel | Spply
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Appendix B

IP Addresses and Subnetting

This appendix introduces IP addresses and subnet masks.

IP addresses identify individual devices on a network. Every networking device (including computers, servers, routers,
printers, etc.) needs an IP address to communicate across the network. These networking devices are also known as

hosts.

Subnet masks determine the maximum number of possible hosts on a network. You can also use subnet masks to divide

one network into multiple sub-networks.

Introduction to IP Addresses

One part of the IP address is the network number, and the other part is the host ID. In the same way that houses on a
street share a common street name, the hosts on a network share a common network number. Similarly, as each house
has its own house number, each host on the network has its own unique identifying number - the host ID. Routers use the
network number to send packets to the correct network, while the host ID determines to which host on the network the

packets are delivered.

Structure

An IP address is made up of four parts, written in dotted decimal notation (for example, 192.168.1.1). Each of these four
parts is known as an octet. An octet is an eight-digit binary number (for example 11000000, which is 192 in decimal

notation).
Therefore, each octet has a possible range of 00000000 to 11111111 in binary, or 0 to 255 in decimal.

The following figure shows an example IP address in which the first three octets (192.168.1) are the network number, and

the fourth octet (16) is the host ID.
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Figure 138 Network Number and Host ID
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How much of the IP address is the network number and how much is the host ID varies according to the subnet mask.

Subnet Masks

T T T YT P T R R T R T T i g

A subnet mask is used to determine which bits are part of the network number, and which bits are part of the host ID (using

a logical AND operation). The term “subnet” is short for “sub-network”.

A subnet mask has 32 bits. If a bit in the subnet mask is a “1” then the corresponding bit in the IP address is part of the

network number. If a bit in the subnet mask is “0” then the corresponding bit in the IP address is part of the host ID.

The following example shows a subnet mask identifying the network number (in bold text) and host ID of an IP address

(192.168.1.2 in decimal).

Subnet Mask - Identifying Network Number

1ST
OCTET:

2ND
OCTET:

3RD
OCTET:

4TH
OCTET
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(192) (168) (1) (2)
IP Address (Binary) 11000000 10101000 00000001 00000010
Subnet Mask (Binary) 11111111 11111111 11111111 00000000
Network Number 11000000 10101000 00000001
Host ID 00000010

By convention, subnet masks always consist of a continuous sequence of ones beginning from the leftmost bit of the mask,

followed by a continuous sequence of zeros, for a total number of 32 bits.

Subnet masks can be referred to by the size of the network number part (the bits with a “1” value). For example, an “8-bit

mask” means that the first 8 bits of the mask are ones and the remaining 24 bits are zeroes.

Subnet masks are expressed in dotted decimal notation just like IP addresses. The following examples show the binary
and decimal notation for 8-bit, 16-bit, 24-bit and 29-bit subnet masks

Subnet Masks

BINARY
DECIMAL
1ST 2ND 3RD 4TH
OCTET OCTET OCTET OCTET
8-bit mask 11111111 | 00000000 | OOO00O00 00000000 255.0.0.0
16-bit mask | 11111111 11111111 | 00000000 00000000 255.255.0.0
24-bitmask | 11111111 11111111 11111111 00000000 255.255.255.0
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29-bitmask | 11111111 11111111 11111111 11111000 255.255.255.248

Network Size

The size of the network number determines the maximum number of possible hosts you can have on your network. The

larger the number of network number bits, the smaller the number of remaining host ID bits.

An IP address with host IDs of all zeros is the IP address of the network (192.168.1.0 with a 24-bit subnet mask, for
example). An IP address with host IDs of all ones is the broadcast address for that network (192.168.1.255 with a 24-bit

subnet mask, for example).

As these two IP addresses cannot be used for individual hosts, calculate the maximum number of possible hosts in a

network as follows:

Maximum Host Numbers
MAXIMUM NUMBER OF
SUBNET MASK HOST ID SIZE
HOSTS
8 bits | 255.0.0.0 24 bits 2% -2 16777214
16 bits | 255.255.0.0 16 bits 22 65534
24 bits | 255.255.255.0 | 8 bits 282 254
29 bits | 255.255.255.248 | 3 bits 2°-2 6
Notation

Since the mask is always a continuous number of ones beginning from the left, followed by a continuous number of zeros
for the remainder of the 32 bit mask, you can simply specify the number of ones instead of writing the value of each octet.

This is usually specified by writing a “/” followed by the number of bits in the mask after the address.
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For example, 192.1.1.0 /25 is equivalent to saying 192.1.1.0 with subnet mask 255.255.255.128.

The following table shows some possible subnet masks using both notations.

Alternative Subnet Mask Notation
SUBNET ALTERNATIV |LAST OCTET | LAST OCTET
MASK E NOTATION | (BINARY) (DECIMAL)
255.255.255.0 124 0000 0000 0
255.255.255.128 | /25 1000 0000 128
255.255.255.192 | /26 1100 0000 192
255.255.255.224 | /27 1110 0000 224
255.255.255.240 | /28 1111 0000 240
255.255.255.248 | /29 1111 1000 248
255.255.255.252 | /30 1111 1100 252
Subnetting

You can use subnetting to divide one network into multiple sub-networks. In the following example a network administrator

creates two sub-networks to isolate a group of servers from the rest of the company network for security reasons.

In this example, the company network address is 192.168.1.0. The first three octets of the address (192.168.1) are the

network number, and the remaining octet is the host ID, allowing a maximum of 2% — 2 or 254 possible hosts.

The following figure shows the company network before subnetting.
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Figure 139 Subnetting Example: Before
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Subnetting

You can “borrow” one of the host ID bits to divide the network 192.168.1.0 into two separate sub-networks. The subnet

mask is now 25 bits (255.255.255.128 or /25).
The “borrowed” host ID bit can have a value of either 0 or 1, allowing two subnets; 192.168.1.0 /25 and 192.168.1.128 /25.
The following figure shows the company network after subnetting. There are now two sub-networks, A and B.

Figure 140 Subnetting Example: After
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Subnetting

In a 25-bit subnet the host ID has 7 bits, so each sub-network has a maximum of 2’ — 2 or 126 possible hosts (a host ID of

all zeroes is the subnet’s address itself, all ones is the subnet’s broadcast address).
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192.168.1.0 with mask 255.255.255.128 is subnet A itself, and 192.168.1.127 with mask 255.255.255.128 is its broadcast

address. Therefore, the lowest IP address that can be assigned to an actual host for subnet A is 192.168.1.1 and the
highest is 192.168.1.126.

Similarly, the host ID range for subnet B is 192.168.1.129 to 192.168.1.254.

Example: Four Subnets

The previous example illustrated using a 25-bit subnet mask to divide a 24-bit address into two subnets. Similarly, to divide

a 24-bit address into four subnets, you need to “borrow” two host ID bits to give four possible combinations (00, 01, 10 and

11). The subnet mask is 26 bits (11111111.11111111.11111111.11000000) or 255.255.255.192.

Each subnet contains 6 host ID bits, giving 2°- 2 or 62 hosts for each subnet (a host ID of all zeroes is the subnet itself, all

ones is the subnet’s broadcast address).

Subnet 1

IP/[SUBNET MASK

NETWORK NUMBER

LAST OCTET BIT
VALUE

IP Address (Decimal) 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask (Binary) 11111111.11111111.11111111. 11000000

Subnet Address:
192.168.1.0

Lowest Host ID: 192.168.1.1

Broadcast Address:

192.168.1.63

Highest Host ID: 192.168.1.62
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Subnet 2

IP/ISUBNET MASK

NETWORK NUMBER

LAST OCTET BIT
VALUE

IP Address 192.168.1. 64
IP Address (Binary) 11000000.10101000.00000001. 01000000
Subnet Mask (Binary) 11111111.11111111.11111111. 11000000

Subnet Address:
192.168.1.64

Lowest Host ID: 192.168.1.65

Broadcast Address:

192.168.1.127

Highest Host ID: 192.168.1.126

Subnet 3

IP/ISUBNET MASK

NETWORK NUMBER

LAST OCTET BIT
VALUE

IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. 10000000
Subnet Mask (Binary) 11111111.111121121.111212113. 11000000

Subnet Address:
192.168.1.128

Lowest Host ID: 192.168.1.129

Broadcast Address:

Highest Host ID: 192.168.1.190
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192.168.1.191

Subnet 4

IP/ISUBNET MASK

NETWORK NUMBER

LAST OCTET BIT

VALUE
IP Address 192.168.1. 192
IP Address (Binary) 11000000.10101000.00000001. 11000000
Subnet Mask (Binary) 11111111.11122222.22111111. 11000000

Subnet Address:
192.168.1.192

Lowest Host ID: 192.168.1.193

Broadcast Address:

192.168.1.255

Highest Host ID: 192.168.1.254

Example: Eight Subnets

Similarly, use a 27-bit mask to create eight subnets (000, 001, 010, 011, 100, 101, 110 and 111).

The following table shows IP address last octet values for each subnet.

Eight Subnets

SUBNET
ADDRESS

SUBNET

FIRST ADDRESS

LAST

BROADCAST

ADDRESS ADDRESS
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1 0 1 30 31
2 32 33 62 63
3 64 65 94 95
4 96 97 126 127
5 128 129 158 159
6 160 161 190 191
7 192 193 222 223
8 224 225 254 255

Subnet Planning

The following table is a summary for subnet planning on a network with a 24-bit network number.

24-bit Network Number Subnet Planning

NO. “BORROWED” NO. NO. HOSTS PER
SUBNET MASK

HOST BITS SUBNETS SUBNET

1 255.255.255.128 (/25) 2 126

2 255.255.255.192 (/26) 4 62

3 255.255.255.224 (/27) 8 30
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4 255.255.255.240 (/28) 16 14
5 255.255.255.248 (/29) 32 6
6 255.255.255.252 (/30) 64 2
7 255.255.255.254 (/31) 128 1

The following table is a summary for subnet planning on a network with a 16-bit network number.

16-bit Network Number Subnet Planning

NO. “BORROWED” NO. NO. HOSTS PER
SUBNET MASK

HOST BITS SUBNETS SUBNET

1 255.255.128.0 (/17) 2 32766

2 255.255.192.0 (/18) 4 16382

3 255.255.224.0 (/19) 8 8190

4 255.255.240.0 (/20) 16 4094

5 255.255.248.0 (/21) 32 2046

6 255.255.252.0 (/22) 64 1022

7 255.255.254.0 (/23) 128 510

8 255.255.255.0 (/24) 256 254

9 255.255.255.128 (/25) 512 126

106



10 255.255.255.192 (/26) 1024 62
11 255.255.255.224 (/27) 2048 30
12 255.255.255.240 (/28) 4096 14
13 255.255.255.248 (/29) 8192 6
14 255.255.255.252 (/30) 16384 2
15 255.255.255.254 (/31) 32768 1

Configuring IP Addresses

Where you obtain your network number depends on your particular situation. If the ISP or your network administrator

assigns you a block of registered IP addresses, follow their instructions in selecting the IP addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user account and the ISP will
assign you a dynamic IP address when the connection is established. If this is the case, it is recommended that you select
a network number from 192.168.0.0 to 192.168.255.0. The Internet Assigned Number Authority (IANA) reserved this block
of addresses specifically for private use; please do not use any other number unless you are told otherwise. You must also
enable Network Address Translation (NAT) on the VFG.

Once you have decided on the network number, pick an IP address for your VFG that is easy to remember (for instance,

192.168.10.1) but make sure that no other device on your network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your VFG will compute the subnet mask
automatically based on the IP address that you entered. You don't need to change the subnet mask computed by the VFG

unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the Internet (running only

between two branch offices, for example) you can assign any IP addresses to the hosts without problems. However, the
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Internet Assigned Numbers Authority (IANA) has reserved the following three blocks of IP addresses specifically for private

networks:
10.0.0.0 — 10.255.255.255
172.16.0.0 —172.31.255.255

192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP, or it can be assigned from a private network. If you belong to a
small organization and your Internet access is through an ISP, the ISP can provide you with the Internet addresses for your
local networks. On the other hand, if you are part of a much larger organization, you should consult your network

administrator for the appropriate IP addresses.

Regardless of your particular situation, do not create an arbitrary IP address; always follow the guidelines above. For more
information on address assignment, please refer to RFC 1597, Address Allocation for Private Internets and RFC 1466,

Guidelines for Management of IP Address Space.
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Appendix C

Setting up Your Computer’s IP
Address

All computers must have a 10M or 100M Ethernet adapter card and TCP/IP installed.

Windows 95/98/Me/NT/2000/XP, Macintosh OS 7 and later operating systems and all versions of UNIX/LINUX include the
software components you need to install and use TCP/IP on your computer. Windows 3.1 requires the purchase of a

third-party TCP/IP application package.

TCP/IP should already be installed on computers using Windows NT/2000/XP, Macintosh OS 7 and later operating

systems.

After the appropriate TCP/IP components are installed, configure the TCP/IP settings in order to "communicate" with your

network.

If you manually assign IP information instead of using dynamic assignment, make sure that your computers have IP

addresses that place them in the same subnet as the Prestige’s LAN port.

Windows 95/98/Me

Click Start, Settings, Control Panel and double-click the Network icon to open the Network window.
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Client for Microsoft Networks ~

Figure 141 WIndows 95/98/Me: Network: Configuration

Installing Components

The Network window Configuration tab displays a list of installed components. You need a network adapter, the TCP/IP

protocol and Client for Microsoft Networks.

If you need the adapter:

1 In the Network window, click Add.
2 Select Adapter and then click Add.
3 Select the manufacturer and model of your network adapter and then click OK.

If you need TCP/IP:

1 In the Network window, click Add.

2  Select Protocol and then click Add.

3  Select Microsoft from the list of manufacturers.

4 Select TCP/IP from the list of network protocols and then click OK.

If you need Client for Microsoft Networks:
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1  Click Add.

2 Select Client and then click Add.

3 Select Microsoft from the list of manufacturers.

4  Select Client for Microsoft Networks from the list of network clients and then click OK.

5 Restart your computer so the changes you made take effect.

Configuring

1 In the Network window Configuration tab, select your network adapter's TCP/IP entry and click Properties

2 Click the IP Address tab.
¢ If your IP address is dynamic, select Obtain an IP address automatically.

¢ |f you have a static IP address, select Specify an IP address and type your information into the IP Address and
Subnet Mask fields.

TCP/IP Properties [F d b
Bindings |  Advanced |  Newios |

DNS Configuration | Gateway | WINS Configuration ~ IP Address

An |IP address can be automatically assigned to this computer.
If your network does not automatically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

% {0btain an IP address automatically

(" Specify an IP address:

IF5ddress: I I I Il I

Subnet i ask: I . ) . I

[V Detect connection to network media

l OK I Cancel

Figure 142 Windows 95/98/Me: TCP/IP Properties: IP Address

3 Click the DNS Configuration tab.
e If you do not know your DNS information, select Disable DNS.

¢ If you know your DNS information, select Enable DNS and type the information in the fields below (you may not need

to fill them all in).
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Figure 143 Windows 95/98/Me: TCP/IP Properties: DNS

TCP/IP Properties = 21 x|
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DNS Configuration I Gateway | WINS Configuration | IP Address
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emain Sutfiz Search Order

[
o
(=0

0K I Cancel I

Configuration

4  Click the Gateway tab.

e |If you do not know your gateway’s |P address, remove previously installed gateways.

¢ If you have a gateway IP address, type it in the New gateway field and click Add.
5 Click OK to save and close the TCP/IP Properties window.
6 Click OK to close the Network window. Insert the Windows CD if prompted.

7 Turn on your router and restart your computer when prompted.

Verifying Settings

1 Click Start and then Run.

2 In the Run window, type "winipcfg" and then click OK to open the IP Configuration window.

3 Select your network adapter. You should see your computer's IP address, subnet mask and default gateway.

Windows 2000/NT/XP

The following example figures use the default Windows XP GUI theme.
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1 Click start (Start in Windows 2000/NT), Settings, Control Panel.

Figure 144 Windows XP: Start Menu

user
& Internet Explorer J‘ My Documents
l“jj Outlook Express —
{ 5 My Recent Documents »

Y Paint ]

ﬁ) My Pictures
# Files and Settings Transfer W...

» 2

Command Prompt [/ My Music
Acrobat Reader 4.0
& Tour Windows XP
), Windows Mavie Maker

9) Help and Support

}) Search

All Programs D ] Run...

@] Log Off '(D Turn OFf Computer

4 start { untitled - Paint

2 In the Control Panel, double-click Network Connections (Network and Dial-up Connections in Windows

2000/NT).

Figure 145 Windows XP: Control Panel

& Control Panel
File

Edit View Favorites Tools Help

‘\Q Back @ - l’ /C) Search [L' Folders [ia%]v

Address IG Control Panel

ﬂ‘/ Control Panel %

\
(B Switch to Category View

See Also

Hardware

Fonts Game

& windows Update Controllers

3 Right-click Local Area Connection and then click Properties.
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Figure 146 Windows XP: Control Panel: Network Connections:

" Network Connections

File Edit View Favorites Tools Advanced Help
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Network Tasks
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& Disable this network u
device Rep

Q Repair this connection ‘ Bridge Connections

[ﬂ Rename this connection
& View status of this
connection

Change settings of this
connection

Create Shortcut

Properties

4 Select Internet Protocol (TCP/IP) (under the General tab in Win XP) and then click Properties.

Figure 147 Windows XP: Local Area Connection Properties

-i- Local Area Connection Properties

General iAuthenticalion | Advanced

Connect using:

’ E® Accton EN1207D-TX PCI Fast Ethemet Adapter |

This connection uses the following items:

15 Client for Microsoft Networks

5} File and Printer Sharing for Microsaft Networks
- s

Intemet Protocol [TCP/IP

]

Description

Transmission Control Pratocal/Interet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ Show icon in natification area when connected

[ oK ][ Cancel ]

5 The Internet Protocol TCP/IP Properties window opens (the General tab in Windows XP).

¢ If you have a dynamic IP address click Obtain an IP address automatically.

¢ If you have a static IP address click Use the following IP Address and fill in the IP address, Subnet mask, and

Default gateway fields.

e Click Advanced.

———
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Figure 148 Windows XP: Internet Protocol (TCP/IP)

Internet Protocol (TCP/IP) Properties @
General | Altemate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

(3) Obtain an IP address automatically

(O Use the following IP address:

(%) Obtain DNS server address automatically

() Use the following DNS server addresses:

[ 0K J[ Cancel ]

Properties

6 If you do not know your gateway's IP address, remove any previously installed gateways in the IP Settings
tab and click OK.

Do one or more of the following if you want to configure additional IP addresses:

¢ |Inthe IP Settings tab, in IP addresses, click Add.

e In TCP/IP Address, type an IP address in IP address and a subnet mask in Subnet mask, and then click Add.
e Repeat the above two steps for each IP address you want to add.

e Configure additional default gateways in the IP Settings tab by clicking Add in Default gateways.

e In TCP/IP Gateway Address, type the IP address of the default gateway in Gateway. To manually configure a default

metric (the number of transmission hops), clear the Automatic metric check box and type a metric in Metric.
¢ Click Add.
e Repeat the previous three steps for each default gateway you want to add.

e Click OK when finished.
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Figure 149 Windows XP: Advanced TCP/IP

Advanced TCP/IP Settings
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IP addresses
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[
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][ Cancel ]

Properties

7 In the Internet Protocol TCP/IP Properties window (the General tab in Windows XP):

e Click Obtain DNS server address automatically if you do not know your DNS server IP address(es).

e |f you know your DNS server IP address(es), click Use the following DNS server addresses, and type them in the

Preferred DNS server and Alternate DNS server fields.

If you have previously configured DNS servers, click Advanced and then the DNS tab to order them.
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Figure 150 Windows XP: Internet Protocol (TCP/IP)

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(3) Obtain an IP address automatically

(O Use the following IP address:

() Obtain DNS server address automatically

() Use the following DNS server addresses:

[ 0K ][ Cancel ]

Properties
8 Click OK to close the Internet Protocol (TCP/IP) Properties window.
9 Click Close (OK in Windows 2000/NT) to close the Local Area Connection Properties window.
10 Close the Network Connections window (Network and Dial-up Connections in Windows 2000/NT).

11 Turn on your router and restart your computer (if prompted).
Verifying Settings

1 Click Start, All Programs, Accessories and then Command Prompt.

2 In the Command Prompt window, type "ipconfig" and then press [ENTER]. You can also open Network

Connections, right-click a network connection, click Status and then click the Support tab.

Windows 7/Vista

5
1 Click on the 4 (Start) button.

2 Click on Control Panel.
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Figure 151 Windows 7/Vista

Calculator

f 7. . § Nathan
L’s Microsoft Office Word 2007 »

Documents
% Snipping Tool

Pictures
@ Internet Explorer >
% Music
Steam »
= Computer
j’ Getting Started 4

Control Panel
! Connect to a Projector

Devices and Printers

@) Paint »
= Default Programs
m iTunes
pC Help and Support
Sticky Notes

z; Dropbox

> AllPrograms

| Search programs and files p el ‘

3 Click on Network and Internet.

Figure 152 Windows 7/Vista
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Find and fix problems

Network and Internet
M View network status and tasks
- Choose homegroup and sharing options

Hardware and Sound

ﬁ‘ View devices and printers

4  Click on Network and Sharing Center
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Figure 153 Windows 7/Vista
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5 On the left side of the screen click on Change Adapter Settings (Windows 7), or Manage Network

Connections (Vista).
6 Rightclick on Local Area Connection and select Properties.

Figure 154 Windows 7/Vista
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7 Highlight Internet Protocol Version 4 and click Properties.
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Figure 155 Windows 7/Vista
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8 Select Use the Following IP Address and enter your IP address, Subnet Mask, and Default Gateway. Enter
your DNS server address (if trying to connect to the internet) and click OK.

Figure 156 Windows 7/Vista
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You can get IP settings assigned automatically if your network supports
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9 Click OK or Close on the Local Area Connection Properties window to apply the settings.
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Macintosh OS 8/9

1 Click the Apple menu, Control Panel and double-click TCP/IP to open the TCP/IP Control Panel.

Figure 157 Macintosh OS 8/9: Apple Menu
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2 Select Ethernet built-in from the Connect via list.

Figure 158 Macintosh OS 8/9: TCP/IP
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3 For dynamically assigned settings, select Using DHCP Server from the Configure: list.

4 For statically assigned settings, do the following:

From the Configure box, select Manually.

Type your IP address in the IP Address box.

e Type your subnet mask in the Subnet mask box.

Type the IP address of your Prestige in the Router address box.
5  Close the TCP/IP Control Panel.
6 Click Save if prompted, to save changes to your configuration.
7 Turn on your router and restart your computer (if prompted).
Verifying Settings

Check your TCP/IP properties in the TCP/IP Control Panel window.

Macintosh OS X

1 Click the Apple menu, and click System Preferences to open the System Preferences window.

Figure 159 Macintosh OS X: Apple Menu
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About This Mac
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Do
Location | 2

2 Click Network in the icon bar.

e Select Automatic from the Location list.

e Select Built-in Ethernet from the Show list.

e Click the TCP/IP tab.
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3 For dynamically assigned settings, select Using DHCP from the Configure list.

86 Network =3
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Example: apple.com, earthlink.net

Ethernet Address: 00:05:02:43:93:ff

Click the lock to prevent further changes. Appry Mow

Figure 160 Macintosh OS X: Network

4 For statically assigned settings, do the following:

From the Configure box, select Manually.

Type your IP address in the IP Address box.

Type your subnet mask in the Subnet mask box.

Type the IP address of your Prestige in the Router address box.

5 Click Apply Now and close the window.

6 Turn on your router and restart your computer (if prompted).
Verifying Settings

Check your TCP/IP properties in the Network window.
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Linux

This section shows you how to configure your computer's TCP/IP settings in Red Hat Linux 9.0. Procedure, screens and

file location may vary depending on your Linux distribution and release version.
Note: Make sure you are logged in as the root administrator.

Using the K Desktop Environment (KDE)

Follow the steps below to configure your computer IP address using the KDE.

1 Click the Red Hat button (located on the bottom left corner), select System Setting and click Network.

Figure 161 Red Hat 9.0: KDE: Network Configuration: Devices

File Profile Help

B & B 8 ¢ =%

New Edit Copy Delete Activate Deactivate

Devices [ Hardware ] DNS | Hosts |

5.0 You may configure network devices associated with
:L\ o physical hardware here. Multiple logical devices can be
& associated with a single piece of hardware.

Profile|Status Device |Nickname Type |

~ Inactive F7-eth0 ethO Ethemet

Edit Device... _I

2 Double-click on the profile of the network card you wish to configure. The Ethernet Device General screen

displays as shown.
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Figure 162 Red Hat 9.0: KDE: Ethernet Device: General

% Ethernet Device o X

General |ﬂou‘te |ﬂard’wane Device |

Nickname: |eth0
Activate device when computer starts

[T] Allow all users to enable and disable the device
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DHCP Settings

Hostname (optional): | |

Automatically obtain DNS information from provider

() Statically set IP addresses:
Manual IP Address Settings

Address: |

|
Subnet Mask: | |
|

Default Gateway Address: |

¢ If you have a dynamic IP address click Automatically obtain IP address settings with and select dhcp from the
drop down list.

¢ |f you have a static IP address click Statically set IP Addresses and fill in the Address, Subnet mask, and Default
Gateway Address fields.

3 Click OK to save the changes and close the Ethernet Device General screen.

4 If you know your DNS server IP address(es), click the DNS tab in the Network Configuration screen. Enter

the DNS server information in the fields provided.

Figure 163 Red Hat 9.0: KDE: Network Configuration: DNS
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5 Click the Devices tab.
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6 Click the Activate button to apply the changes. The following screen displays. Click Yes to save the changes
in all screens.

Figure 164 Red Hat 9.0: KDE: Network Configuration: Activate

~ I T

redhat-config-network:
You have made some changes in your configuration.

To activate the network device eth0, the changes have to be
saved.

Do you want to continue?

7 After the network card restart process is complete, make sure the Status is Active in the Network
Configuration screen.

Using Configuration Files

Follow the steps below to edit the network configuration files and set your computer IP address.

1 Assuming that you have only one network card on the computer, locate the ifconfig-ethO configuration file

(where ethO is the name of the Ethernet card). Open the configuration file with any plain text editor.

e If you have a dynamic IP address, enter dhcp in the BOOTPROTO= field. The following figure shows an example.

Figure 165 Red Hat 9.0: Dynamic IP Address Setting in ifconfig-ethO

DEVICE=eth0
ONBOOT=yes
BOOTPROTO=dhcp
USERCTL=no
PEERDNS=yes
TYPE=Ethernet

e If you have a static IP address, enter static in the BOOTPROTO-= field. Type IPADDR= followed by the IP address (in
dotted decimal notation) and type NETMASK= followed by the subnet mask. The following example shows an

example where the static IP address is 192.168.10.10 and the subnet mask is 255.255.255.0.

Figure 166 Red Hat 9.0: Static IP Address Setting in ifconfig-ethO

DEVICE=eth0
ONBOOT=yes
BOOTPROTO=static
IPADDR=192.168.10.10
NETMASK=255.255.255.0
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USERCTL=no
PEERDNS=yes
TYPE=Ethernet

2 If you know your DNS server IP address(es), enter the DNS server information in the resolv.conf file in the /etc

directory. The following figure shows an example where two DNS server IP addresses are specified.

Figure 167 Red Hat 9.0: DNS Settings in resolv.conf

nameserver 172.23.5.1

nameserver 172.23.5.2

3 After you edit and save the configuration files, you must restart the network card. Enter./network restart in the

/etc/rc.d/init.d directory. The following figure shows an example.

Figure 168 Red Hat 9.0: Restart Ethernet Card

[root@localhost init.d]# network restart

Shutting down interface ethO: [OK]
Shutting down loopback interface: [OK]
Setting network parameters: [OK]
Bringing up loopback interface: [OK]
Bringing up interface ethO: [OK]

34.1.2 Verifying Settings

Enter ifconfig in a terminal screen to check your TCP/IP properties.

Figure 169 Red Hat 9.0: Checking TCP/IP Properties

[root@localhost]# ifconfig
ethO Link encap:Ethernet HWaddr 00:50:BA:72:5B:44
inet addr:172.23.19.129 Bcast:172.23.19.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:717 errors:0 dropped:0 overruns:0 frame:0
TX packets:13 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:100

RX bytes:730412 (713.2 Kb) TX bytes:1570 (1.5 Kb)
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Interrupt:10 Base address:0x1000

[root@localhost]#
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Appendix D

Wireless LANS

Wireless LAN Topologies

This section discusses ad-hoc and infrastructure wireless LAN topologies.

Ad-hoc Wireless LAN Configuration

The simplest WLAN configuration is an independent (Ad-hoc) WLAN that connects a set of computers with wireless
stations (A, B, C). Any time two or more wireless adapters are within range of each other, they can set up an independent
network, which is commonly referred to as an Ad-hoc network or Independent Basic Service Set (IBSS). The following

diagram shows an example of notebook computers using wireless adapters to form an Ad-hoc wireless LAN.

Figure 170 Peer-to-Peer Communication in an Ad-hoc

-
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Network
BSS

A Basic Service Set (BSS) exists when all communications between wireless stations or between a wireless station and a

wired network client go through one access point (AP).

Intra-BSS traffic is traffic between wireless stations in the BSS. When Intra-BSS is enabled, wireless station A and B can
access the wired network and communicate with each other. When Intra-BSS is disabled, wireless station A and B can still

access the wired network but cannot communicate with each other.

129



Figure 171 Basic Service Set

ESS

An Extended Service Set (ESS) consists of a series of overlapping BSSs, each containing an access point, with each

access point connected together by a wired network. This wired connection between APs is called a Distribution System

(DS).

This type of wireless LAN topology is called an Infrastructure WLAN. The Access Points not only provide communication

with the wired network but also mediate wireless network traffic in the immediate neighborhood.

An ESSID (ESS IDentification) uniquely identifies each ESS. All access points and their associated wireless stations within

the same ESS must have the same ESSID in order to communicate.
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Figure 172 Infrastructure
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Channel

A channel is the radio frequency(ies) used by IEEE 802.11a/b/g wireless devices. Channels available depend on your
geographical area. You may have a choice of channels (for your region) so you should use a different channel than an
adjacent AP (access point) to reduce interference. Interference occurs when radio signals from different access points

overlap causing interference and degrading performance.

Adjacent channels partially overlap however. To avoid interference due to overlap, your AP should be on a channel at least
five channels away from a channel that an adjacent AP is using. For example, if your region has 11 channels and an

adjacent AP is using channel 1, then you need to select a channel between 6 or 11.

RTS/CTS

A hidden node occurs when two stations are within range of the same access point, but are not within range of each other.
The following figure illustrates a hidden node. Both stations (STA) are within range of the access point (AP) or wireless
gateway, but out-of-range of each other, so they cannot "hear" each other, that is, they do not know if the channel is

currently being used. Therefore, they are considered hidden from each other.
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Figure 173 RTS/CTS
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When station A sends data to

the AP, it might not know that the station B is already using the channel. If these two stations send data at the same time,
collisions may occur when both sets of data arrive at the AP at the same time, resulting in a loss of messages for both

stations.

RTS/CTS is designed to prevent collisions due to hidden nodes. An RTS/CTS defines the biggest size data frame you can
send before an RTS (Request To Send)/CTS (Clear to Send) handshake is invoked.

When a data frame exceeds the RTS/CTS value you set (between 0 to 2432 bytes), the station that wants to transmit this
frame must first send an RTS (Request To Send) message to the AP for permission to send it. The AP then responds with
a CTS (Clear to Send) message to all other stations within its range to notify them to defer their transmission. It also

reserves and confirms with the requesting station the time frame for the requested transmission.

Stations can send frames smaller than the specified RTS/CTS directly to the AP without the RTS (Request To Send)/CTS
(Clear to Send) handshake.

You should only configure RTS/CTS if the possibility of hidden nodes exists on your network and the "cost" of resending
large frames is more than the extra network overhead involved in the RTS (Request To Send)/CTS (Clear to Send)

handshake.

If the RTS/CTS value is greater than the Fragmentation Threshold value (see next), then the RTS (Request To
Send)/CTS (Clear to Send) handshake will never occur as data frames will be fragmented before they reach RTS/CTS

size.

Note: Enabling the RTS Threshold causes redundant network overhead that could negatively affect the
throughput performance instead of providing a remedy.

Fragmentation Threshold

A Fragmentation Threshold is the maximum data fragment size (between 256 and 2432 bytes) that can be sent in the

wireless network before the AP will fragment the packet into smaller data frames.

132



A large Fragmentation Threshold is recommended for networks not prone to interference while you should set a smaller

threshold for busy networks or networks that are prone to interference.

If the Fragmentation Threshold value is smaller than the RTS/CTS value (see previously) you set then the RTS (Request
To Send)/CTS (Clear to Send) handshake will never occur as data frames will be fragmented before they reach RTS/CTS

size.

Preamble Type

A preamble is used to synchronize the transmission timing in your wireless network. There are two preamble modes: Long
and Short.

Short preamble takes less time to process and minimizes overhead, so it should be used in a good wireless network

environment when all wireless stations support it.

Select Long if you have a ‘noisy’ network or are unsure of what preamble mode your wireless stations support as all IEEE
802.11b compliant wireless adapters must support long preamble. However, not all wireless adapters support short
preamble. Use long preamble if you are unsure what preamble mode the wireless adapters support, to ensure

interpretability between the AP and the wireless stations and to provide more reliable communication in ‘noisy’ networks.

Select Dynamic to have the AP automatically use short preamble when all wireless stations support it, otherwise the AP

uses long preamble.

Note: The AP and the wireless stations MUST use the same preamble mode in order to communicate.

IEEE 802.11g Wireless LAN

IEEE 802.11q is fully compatible with the IEEE 802.11b standard. This means an IEEE 802.11b adapter can interface
directly with an IEEE 802.11g access point (and vice versa) at 11 Mbps or lower depending on range. IEEE 802.11g has
several intermediate rate steps between the maximum and minimum data rates. The IEEE 802.11g data rate and

modulation are as follows:

IEEE 802.11g
DATA RATE
MODULATION
(MBPS)
1 DBPSK (Differential Binary Phase Shift Keyed)
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2 DQPSK (Differential Quadrature Phase Shift Keying)

55/11 CCK (Complementary Code Keying)

6/9/12/18/24/36/48/54 | OFDM (Orthogonal Frequency Division Multiplexing)

IEEE 802.1x

In June 2001, the IEEE 802.1x standard was designed to extend the features of IEEE 802.11 to support extended
authentication as well as providing additional accounting and control features. It is supported by Windows XP and a
number of network devices. Some advantages of IEEE 802.1x are:

User based identification that allows for roaming.

Support for RADIUS (Remote Authentication Dial In User Service, RFC 2138, 2139) for centralized user profile and

accounting management on a network RADIUS server.

Support for EAP (Extensible Authentication Protocol, RFC 2486) that allows additional authentication methods to be

deployed with no changes to the access point or the wireless stations.

RADIUS

RADIUS is based on a client-server model that supports authentication, authorization and accounting. The access point is
the client and the server is the RADIUS server. The RADIUS server handles the following tasks:

Authentication

Determines the identity of the users.

Authorization

Determines the network services available to authenticated users once they are connected to the network.

Accounting

Keeps track of the client’s network activity.

RADIUS is a simple package exchange in which your AP acts as a message relay between the wireless station and the

network RADIUS server.
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Types of RADIUS Messages

The following types of RADIUS messages are exchanged between the access point and the RADIUS server for user
authentication:

Access-Request

Sent by an access point requesting authentication.

Access-Reject

Sent by a RADIUS server rejecting access.

Access-Accept

Sent by a RADIUS server allowing access.

Access-Challenge

Sent by a RADIUS server requesting more information in order to allow access. The access point sends a proper

response from the user and then sends another Access-Request message.

The following types of RADIUS messages are exchanged between the access point and the RADIUS server for user
accounting:

Accounting-Request

Sent by the access point requesting accounting.

Accounting-Response

Sent by the RADIUS server to indicate that it has started or stopped accounting.
In order to ensure network security, the access point and the RADIUS server use a shared secret key, which is a

password, they both know. The key is not sent over the network. In addition to the shared key, password information

exchanged is also encrypted to protect the network from unauthorized access.

Types of Authentication

This appendix discusses some popular authentication types: EAP-MD5, EAP-TLS, EAP-TTLS, PEAP and LEAP.

The type of authentication you use depends on the RADIUS server or the AP. Consult your network administrator for more

information.
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EAP-MD5 (Message-Digest Algorithm 5)

MD5 authentication is the simplest one-way authentication method. The authentication server sends a challenge to the
wireless station. The wireless station ‘proves’ that it knows the password by encrypting the password with the challenge

and sends back the information. Password is not sent in plain text.

However, MD5 authentication has some weaknesses. Since the authentication server needs to get the plaintext
passwords, the passwords must be stored. Thus someone other than the authentication server may access the password
file. In addition, it is possible to impersonate an authentication server as MD5 authentication method does not perform
mutual authentication. Finally, MD5 authentication method does not support data encryption with dynamic session key.

You must configure WEP encryption keys for data encryption.

EAP-TLS (Transport Layer Security)

With EAP-TLS, digital certifications are needed by both the server and the wireless stations for mutual authentication. The
server presents a certificate to the client. After validating the identity of the server, the client sends a different certificate to
the server. The exchange of certificates is done in the open before a secured tunnel is created. This makes user identity
vulnerable to passive attacks. A digital certificate is an electronic ID card that authenticates the sender’s identity. However,
to implement EAP-TLS, you need a Certificate Authority (CA) to handle certificates, which imposes a management

overhead.

EAP-TTLS (Tunneled Transport Layer Service)

EAP-TTLS is an extension of the EAP-TLS authentication that uses certificates for only the server-side authentications to
establish a secure connection. Client authentication is then done by sending username and password through the secure
connection, thus client identity is protected. For client authentication, EAP-TTLS supports EAP methods and legacy
authentication methods such as PAP, CHAP, MS-CHAP and MS-CHAP v2.

PEAP (Protected EAP)

Like EAP-TTLS, server-side certificate authentication is used to establish a secure connection, then use simple username
and password methods through the secured connection to authenticate the clients, thus hiding client identity. However,
PEAP only supports EAP methods, such as EAP-MD5, EAP-MSCHAPV2 and EAP-GTC (EAP-Generic Token Card), for

client authentication. EAP-GTC is implemented only by Cisco.

LEAP

LEAP (Lightweight Extensible Authentication Protocol) is a Cisco implementation of IEEE 802.1x.

Dynamic WEP Key Exchange

The AP maps a unique key that is generated with the RADIUS server. This key expires when the wireless connection times

out, disconnects or reauthentication times out. A new WEP key is generated each time reauthentication is performed.
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If this feature is enabled, it is not necessary to configure a default encryption key in the Wireless screen. You may still

configure and store keys here, but they will not be used while Dynamic WEP is enabled.

Note: EAP-MD5 cannot be used with dynamic WEP key exchange

For added security, certificate-based authentications (EAP-TLS, EAP-TTLS and PEAP) use dynamic keys for data
encryption. They are often deployed in corporate environments, but for public deployment, a simple user name and

password pair is more practical. The following table is a comparison of the features of authentication types.

Comparison of EAP Authentication Types
EAP-MD5 EAP-TLS |EAP-TTLS |PEAP LEAP
Mutual Authentication No Yes Yes Yes Yes
Certificate — Client No Yes Optional Optional No
Certificate — Server No Yes Yes Yes No
Dynamic Key Exchange No Yes Yes Yes Yes
Credential Integrity None Strong Strong Strong Moderate
Deployment Difficulty Easy Hard Moderate Moderate | Moderate
Client Identity Protection No No Yes Yes No
WPA(2)

Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.11i standard. WPA2 (IEEE 802.11i) is a wireless security

standard that defines stronger encryption, authentication and key management than WPA.

Key differences between WPA(2) and WEP are improved data encryption and user authentication.
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Encryption

Both WPA and WPA2 improve data encryption by using Temporal Key Integrity Protocol (TKIP), Message Integrity Check
(MIC) and IEEE 802.1x. In addition to TKIP, WPA2 also uses Advanced Encryption Standard (AES) in the Counter mode

with Cipher block chaining Message authentication code Protocol (CCMP) to offer stronger encryption.

Temporal Key Integrity Protocol (TKIP) uses 128-bit keys that are dynamically generated and distributed by the
authentication server. It includes a per-packet key mixing function, a Message Integrity Check (MIC) named Michael, an

extended initialization vector (V) with sequencing rules, and a re-keying mechanism.

TKIP regularly changes and rotates the encryption keys so that the same encryption key is never used twice. The RADIUS
server distributes a Pairwise Master Key (PMK) key to the AP that then sets up a key hierarchy and management system,
using the pair-wise key to dynamically generate unique data encryption keys to encrypt every data packet that is wirelessly

communicated between the AP and the wireless clients. This all happens in the background automatically.
WPA2 AES (Advanced Encryption Standard) is a block cipher that uses a 256-bit mathematical algorithm called Rijndael.

The Message Integrity Check (MIC) is designed to prevent an attacker from capturing data packets, altering them and
resending them. The MIC provides a strong mathematical function in which the receiver and the transmitter each compute
and then compare the MIC. If they do not match, it is assumed that the data has been tampered with and the packet is

dropped.

By generating unique data encryption keys for every data packet and by creating an integrity checking mechanism (MIC),
TKIP makes it much more difficult to decode data on a Wi-Fi network than WEP, making it difficult for an intruder to break

into the network.

The encryption mechanisms used for WPA and WPA-PSK are the same. The only difference between the two is that
WPA-PSK uses a simple common password, instead of user-specific credentials. The common-password approach
makes WPA-PSK susceptible to brute-force password-guessing attacks but it's still an improvement over WEP as it

employs an easier-to-use, consistent, single, alphanumeric password.

User Authentication

WPA or WPA2 applies IEEE 802.1x and Extensible Authentication Protocol (EAP) to authenticate wireless clients using an
external RADIUS database.

If both an AP and the wireless clients support WPA2 and you have an external RADIUS server, use WPA2 for stronger
data encryption. If you don't have an external RADIUS server, you should use WPA2 -PSK (WPAZ2 -Pre-Shared Key) that
only requires a single (identical) password entered into each access point, wireless gateway and wireless client. As long as

the passwords match, a wireless client will be granted access to a WLAN.

If the AP or the wireless clients do not support WPA2, just use WPA or WPA-PSK depending on whether you have an

external RADIUS server or not.
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Select WEP only when the AP and/or wireless clients do not support WPA or WPA2. WEP is less secure than WPA or
WPA2.

34.1.2 WPA(2)-PSK Application Example

A WPA(2)-PSK application looks as follows.

1 First enter identical passwords into the AP and all wireless clients. The Pre-Shared Key (PSK) must consist of
between 8 and 63 ASCII characters (including spaces and symbols).
2 The AP checks each wireless client's password and (only) allows it to join the network if the password
matches.
3 The AP derives and distributes keys to the wireless clients.
4

The AP and wireless clients use the TKIP or AES encryption process to encrypt data exchanged between
them.
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Figure 174 WPA(2)-PSK Authentication

34.1.3 WPA(2) with RADIUS Application Example

You need the IP address of the RADIUS server, its port number (default is 1812), and the RADIUS shared secret. A

WPA(2) application example with an external RADIUS server looks as follows. "A" is the RADIUS server. "DS" is the
distribution system.

1 The AP passes the wireless client's authentication request to the RADIUS server.
2

The RADIUS server then checks the user's identification against its database and grants or denies network
access accordingly.
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3 The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP that then sets up a key hierarchy

and management system, using the pair-wise key to dynamically generate unique data encryption keys to

encrypt every data packet that is wirelessly communicated between the AP and the wireless clients.

Security Parameters Summary

Refer to this table to see what other security parameters you should configure for each Authentication Method/ key

management protocol type. MAC address filters are not dependent on how you configure these security features.

Wireless Security Relational Matrix

AUTHENTICATION

ENCRYPTI
METHOD/ KEY ENTER
ON IEEE 802.1X
MANAGEMENT MANUAL KEY
METHOD
PROTOCOL
Open None No Disable
Enable without Dynamic WEP
Key
Open WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP
Key
Yes Disable
Shared WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP
Key
Yes Disable
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WPA TKIP No Enable
WPA-PSK TKIP Yes Enable
WPA2 AES No Enable
WPA2-PSK AES Yes Enable

The following table lists some commonly-used services and their associated protocols and port numbers. For a
comprehensive list of port numbers, ICMP type/code numbers and services, visit the IANA (Internet Assigned Number

Authority) web site.

Name: This is a short, descriptive name for the service. You can use this one or create a different one, if you like.

Appendix E

Common Services

Protocol: This is the type of IP protocol used by the service. If this is TCP/UDP, then the service uses the same port

number with TCP and UDP. If this is USER-DEFINED, the Port(s) is the IP protocol number, not the port number.

Port(s): This value depends on the Protocol. Please refer to RFC 1700 for further information about port numbers.

If the Protocol is TCP, UDP, or TCP/UDP, this is the IP port number.

If the Protocol is USER, this is the IP protocol number.

Description: This is a brief explanation of the applications that use this service or the situations in which this service is

used.

Commonly Used Services

NAME

PROTOCOL

PORT(S)

DESCRIPTION

AH
(IPSEC_TUNNEL)

User-Defined

51

The IPSEC AH (Authentication Header)

tunneling protocol uses this service.
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AIM/New-ICQ TCP 5190 AOL'’s Internet Messenger service. It is
also used as a listening port by ICQ.

AUTH TCP 113 Authentication protocol used by some
servers.

BGP TCP 179 Border Gateway Protocol.

BOOTP_CLIENT UDP 68 DHCP Client.

BOOTP_SERVER UDP 67 DHCP Server.

CU-SEEME TCP 7648 A popular videoconferencing solution from
White Pines Software.

UDP 24032

DNS TCP/UDP 53 Domain Name Server, a service that
matches web names (for example
www.zyxel.com) to IP numbers.

ESP User-Defined 50 The IPSEC ESP (Encapsulation Security

(IPSEC_TUNNEL) Protocol) tunneling protocol uses this
service.

FINGER TCP 79 Finger is a UNIX or Internet related
command that can be used to find out if a
user is logged on.

FTP TCP 20 File Transfer Program, a program to enable
fast transfer of files, including large files

TCP 21
that may not be possible by e-mail.
H.323 TCP 1720 NetMeeting uses this protocol.
HTTP TCP 80 Hyper Text Transfer Protocol - a
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client/server protocol for the world wide

web.

HTTPS TCP 443 HTTPS is a secured http session often
used in e-commerce.

ICMP User-Defined 1 Internet Control Message Protocol is often
used for diagnostic or routing purposes.

ICQ UDP 4000 This is a popular Internet chat program.

IGMP User-Defined 2 Internet Group Management Protocol is

(MULTICAST) used when sending packets to a specific
group of hosts.

IKE UDP 500 The Internet Key Exchange algorithm is
used for key distribution and management.

IRC TCP/UDP 6667 This is another popular Internet chat
program.

MSN Messenger TCP 1863 Microsoft Networks’ messenger service
uses this protocol.

NEW-ICQ TCP 5190 An Internet chat program.

NEWS TCP 144 A protocol for news groups.

NFS UDP 2049 Network File System - NFS is a
client/server distributed file service that
provides transparent file sharing for
network environments.

NNTP TCP 119 Network News Transport Protocol is the

delivery mechanism for the USENET
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newsgroup service.

PING User-Defined 1 Packet INternet Groper is a protocol that
sends out ICMP echo requests to test
whether or not a remote host is reachable.

POP3 TCP 110 Post Office Protocol version 3 lets a client
computer get e-mail from a POP3 server
through a temporary connection (TCP/IP or
other).

PPTP TCP 1723 Point-to-Point Tunneling Protocol enables
secure transfer of data over public
networks. This is the control channel.

PPTP_TUNNEL User-Defined 47 PPTP (Point-to-Point Tunneling Protocol)

(GRE) enables secure transfer of data over public
networks. This is the data channel.

RCMD TCP 512 Remote Command Service.

REAL_AUDIO TCP 7070 A streaming audio service that enables real
time sound over the web.

REXEC TCP 514 Remote Execution Daemon.

RLOGIN TCP 513 Remote Login.

RTELNET TCP 107 Remote Telnet.

RTSP TCP/UDP 554 The Real Time Streaming (media control)

Protocol (RTSP) is a remote control for

multimedia on the Internet.
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SFTP TCP 115 Simple File Transfer Protocol.

SMTP TCP 25 Simple Mail Transfer Protocol is the
message-exchange standard for the
Internet. SMTP enables you to move
messages from one e-mail server to
another.

SNMP TCP/UDP 161 Simple Network Management Program.

SNMP-TRAPS TCP/UDP 162 Traps for use with the SNMP (RFC:1215).

SQL-NET TCP 1521 Structured Query Language is an interface
to access data on many different types of
database systems, including mainframes,
midrange systems, UNIX systems and
network servers.

SSH TCP/UDP 22 Secure Shell Remote Login Program.

STRM WORKS UDP 1558 Stream Works Protocol.

SYSLOG UDP 514 Syslog allows you to send system logs to a
UNIX server.

TACACS UbP 49 Login Host Protocol used for (Terminal
Access Controller Access Control System).

TELNET TCP 23 Telnet is the login and terminal emulation

protocol common on the Internet and in
UNIX environments. It operates over
TCP/IP networks. Its primary function is to
allow users to log into remote host

systems.
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TFTP

UDP

69

Trivial File Transfer Protocol is an Internet
file transfer protocol similar to FTP, but
uses the UDP (User Datagram Protocol)
rather than TCP (Transmission Control

Protocol).

VDOLIVE

TCP

7000

Another videoconferencing solution.
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Appendix F

Legal Information

Copyright

Copyright © 2011 by ZyXEL Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system,
translated into any language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical,

chemical, photocopying, manual, or otherwise, without the prior written permission of ZyXEL Communications Corporation.

Published by ZyXEL Communications Corporation. All rights reserved.

Disclaimer

ZyXEL does not assume any liability arising out of the application or use of any products, or software described herein.
Neither does it convey any license under its patent rights nor the patent rights of others. ZyXEL further reserves the right to

make changes in any products described herein without notice. This publication is subject to change without notice.

Certifications

Federal Communications Commission (FCC) Interference Statement
The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:

This device may not cause harmful interference.

This device must accept any interference received, including interference that may cause undesired operations.

This device has been tested and found to comply with the limits for a Class B digital device pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation.
This device generates, uses, and can radiate radio frequency energy, and if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference

will not occur in a particular installation.
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If this device does cause harmful interference to radio/television reception, which can be determined by turning the device

off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

1 Reorient or relocate the receiving antenna.

2 Increase the separation between the equipment and the receiver.

3 Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

4 Consult the dealer or an experienced radio/TV technician for help.

FCC Radiation Exposure Statement

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1 through 11.

To comply with FCC RF exposure compliance requirements, a separation distance of at least 20 cm must be maintained

between the antenna of this device and all persons.
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Notices

Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to

operate the equipment.

This device has been designed for the WLAN 2.4 GHz network throughout the EC region and Switzerland, with restrictions

in France.
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

Industry Canada Statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:

1 this device may not cause interference and

2 this device must accept any interference, including interference that may cause undesired operation of the

device
This device has been designed to operate with an antenna having a maximum gain of 2dBi.

Antenna having a higher gain is strictly prohibited per regulations of Industry Canada. The required antenna impedance is

50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the EIRP is

not more than required for successful communication.

IMPORTANT NOTE:

IC Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment should

be installed and operated with minimum distance 20cm between the radiator & your body.

Viewing Certifications

1 Go to http://www.zyxel.com.

2 Select your product on the ZyXEL home page to go to that product's page.

3 Select the certification you wish to view from this page.
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in materials or workmanship
for a period of up to two years from the date of purchase. During the warranty period, and upon proof of purchase, should
the product have indications of failure due to faulty workmanship and/or materials, ZyXEL will, at its discretion, repair or
replace the defective products or components without charge for either parts or labor, and to whatever extent it shall deem
necessary to restore the product or components to proper operating condition. Any replacement will consist of a new or
re-manufactured functionally equivalent product of equal or higher value, and will be solely at the discretion of ZyXEL. This
warranty shall not apply if the product has been modified, misused, tampered with, damaged by an act of God, or

subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of
all other warranties, express or implied, including any implied warranty of merchantability or fithess for a particular use or

purpose. ZyXEL shall in no event be held liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in

which you bought the device at http://www.zyxel.com/web/support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com for global

products, or at www.us.zyxel.com for North American products.

End-User License Agreement for "VFG6005/VFG6005N"

WARNING: ZyXEL Communications Corp. IS WILLING TO LICENSE THE SOFTWARE TO YOU ONLY UPON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS LICENSE AGREEMENT. PLEASE
READ THE TERMS CAREFULLY BEFORE COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE
SOFTWARE WILL INDICATE YOUR ASSENT TO THEM. IF YOU DO NOT AGREE TO THESE TERMS, THEN ZyXEL
IS UNWILLING TO LICENSE THE SOFTWARE TO YOU, IN WHICH EVENT YOU SHOULD RETURN THE
UNINSTALLED SOFTWARE AND PACKAGING TO THE PLACE FROM WHICH IT WAS ACQUIRED OR ZyXEL, AND
YOUR MONEY WILL BE REFUNDED. HOWEVER, CERTAIN ZYXEL’S PRODUCTS MAY CONTAIN-IN
PART-SOME THIRD PARTY’S FREE AND OPEN SOFTWARE PROGRAMS WHICH ALLOW YOU TO FREELY COPY,
RUN, DISTRIBUTE, MODIFY AND IMPROVE THE SOFTWARE UNDER THE APPLICABLE TERMS OF SUCH THRID
PARTY’S LICENSES (“OPEN-SOURCED COMPONENTS”) UNDER GNU GENERAL PUBLIC LICENSE(GPL) or GPL
LIKE LICENS. ZYXEL MAY HAVE DISTRIBUTED TO YOU HARDWARE AND/OR SOFTWARE, OR MADE
AVAILABLE FOR ELECTRONIC DOWNLOADS THESE FREE SOFTWARE PROGRAMS OF THRID PARTIES AND
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YOU ARE LICENSED TO FREELY COPY, MODIFY AND REDISTIBUTE THAT SOFTWARE UNDER THE
APPLICABLE LICENSE TERMS OF SUCH THIRD PARTY. NONE OF THE STATEMENTS OR DOCUMENTATION
FROM ZYXEL INCLUDING ANY RESTRICTIONS OR CONDITIONS STATED IN THIS END USER LICENSE
AGREEMENT SHALL RESTRICT ANY RIGHTS AND LICENSES YOU MAY HAVE WITH RESPECT TO THE
OPEN-SOURCED COMPONENTS UNDER THE APPLICABLE LICENSE TERMS OF SUCH THIRD PARTY.

1. Grant of License for Personal Use

ZyXEL Communications Corp. ("ZyXEL") grants you a non-exclusive, non-sublicense, non-transferable license to
use the program with which this license is distributed (the "Software"), including any documentation files
accompanying the Software ("Documentation"), for internal business use only, for up to the number of users
specified in sales order and invoice. You have the right to make one backup copy of the Software and
Documentation solely for archival, back-up or disaster recovery purposes. You shall not exceed the scope of the
license granted hereunder. Any rights not expressly granted by ZyXEL to you are reserved by ZyXEL, and all
implied licenses are disclaimed.

2. Ownership

You have no ownership rights in the Software. Rather, you have alicense to use the Software as long as this
License Agreement remains in full force and effect. Ownership of the Software, Documentation and all
intellectual property rights therein shall remain at all times with ZyXEL. Any other use of the Software by any
other entity is strictly forbidden and is a violation of this License Agreement.

3. Copyright

The Software and Documentation contain material that is protected by international copyright law, trade secret
law, international treaty provisions, and the applicable national laws of each respective country. All rights not
granted to you herein are expressly reserved by ZyXEL. You may not remove any proprietary notice of ZyXEL or
any of its licensors from any copy of the Software or Documentation.

4. Restrictions

You may not publish, display, disclose, sell, rent, lease, modify, store, loan, distribute, or create derivative works
of the Software, or any part thereof. You may not assign, sublicense, convey or otherwise transfer, pledge as
security or otherwise encumber the rights and licenses granted hereunder with respect to the Software. ZyXEL is
not obligated to provide any maintenance, technical or other support for the resultant modified Software. You may
not copy, reverse engineer, decompile, reverse compile, translate, adapt, or disassemble the Software, or any part
thereof, nor shall you attempt to create the source code from the object code for the Software. Except as and only
to the extent expressly permitted in this License, you may not market, co-brand, and private label or otherwise
permit third parties to link to the Software, or any part thereof. You may not use the Software, or any part
thereof, in the operation of a service bureau or for the benefit of any other person or entity. You may not cause,
assist or permit any third party to do any of the foregoing. Portions of the Software utilize or include third party
software and other copyright material. Acknowledgements, licensing terms and disclaimers for such material are
contained in the License Notice as below for the third party software, and your use of such material is exclusively
governed by their respective terms. ZyXEL has provided, as part of the Software package, access to certain third

party software as a convenience. To the extent that the Software contains third party software, ZyXEL has no
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express or implied obligation to provide any technical or other support for such software other than compliance
with the applicable license terms of such third party, and makes no warranty (express, implied or statutory)
whatsoever with respect thereto. Please contact the appropriate software vendor or manufacturer directly for
technical support and customer service related to its software and products.

5. Confidentiality

You acknowledge that the Software contains proprietary trade secrets of ZyXEL and you hereby agree to maintain
the confidentiality of the Software using at least as great a degree of care as you use to maintain the
confidentiality of your own most confidential information. You agree to reasonably communicate the terms and
conditions of this License Agreement to those persons employed by you who come into contact with the
Software, and to use reasonable best efforts to ensure their compliance with such terms and conditions,
including, without limitation, not knowingly permitting such persons to use any portion of the Software for the
purpose of deriving the source code of the Software.

6. No Warranty

THE SOFTWARE IS PROVIDED "AS IS." TO THE MAXIMUM EXTENT PERMITTED BY LAW, ZyXEL DISCLAIMS
ALL WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, AND
NON-INFRINGEMENT. ZyXEL DOES NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE SOFTWARE
WILL MEET ANY REQUIREMENTS OR NEEDS YOU MAY HAVE, OR THAT THE SOFTWARE WILL OPERATE
ERROR FREE, OR IN AN UNINTERUPTED FASHION, OR THAT ANY DEFECTS OR ERRORS IN THE SOFTWARE
WILL BE CORRECTED, OR THAT THE SOFTWARE IS COMPATIBLE WITH ANY PARTICULAR PLATFORM. SOME
JURISDICTIONS DO NOT ALLOW THE WAIVER OR EXCLUSION OF IMPLIED WARRANTIES SO THEY MAY NOT
APPLY TO YOU. IF THIS EXCLUSION IS HELD TO BE UNENFORCEABLE BY A COURT OF COMPETENT
JURISDICTION, THEN ALL EXPRESS AND IMPLIED WARRANTIES SHALL BE LIMITED IN DURATION TO A
PERIOD OF THIRTY (30) DAYS FROM THE DATE OF PURCHASE OF THE SOFTWARE, AND NO WARRANTIES
SHALL APPLY AFTER THAT PERIOD.

7. Limitation of Liability

IN NO EVENT WILL ZyXEL BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY INCIDENTAL OR
CONSEQUENTIAL DAMAGES (INCLUDING, WITHOUT LIMITATION, INDIRECT, SPECIAL, PUNITIVE, OR
EXEMPLARY DAMAGES FOR LOSS OF BUSINESS, LOSS OF PROFITS, BUSINESS INTERRUPTION, OR LOSS OF
BUSINESS INFORMATION) ARISING OUT OF THE USE OF OR INABILITY TO USE THE SOFTWARE OR
PROGRAM, OR FOR ANY CLAIM BY ANY OTHER PARTY, EVEN IF ZyXEL HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. ZyXEL's TOTAL AGGREGATE LIABILITY WITH RESPECT TO ITS
OBLIGATIONS UNDER THIS AGREEMENT OR OTHERWISE WITH RESPECT TO THE SOFTWARE AND
DOCUMENTATION OR OTHERWISE SHALL BE EQUAL TO THE PURCHASE PRICE, BUT SHALL IN NO EVENT
EXCEED THE PRODUCT’S PRICE. BECAUSE SOME STATES/COUNTRIES DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY
NOT APPLY TO YOU.

8. Export Restrictions
THIS LICENSE AGREEMENT IS EXPRESSLY MADE SUBJECT TO ANY APPLICABLE LAWS, REGULATIONS,
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ORDERS, OR OTHER RESTRICTIONS ON THE EXPORT OF THE SOFTWARE OR INFORMATION ABOUT SUCH
SOFTWARE WHICH MAY BE IMPOSED FROM TIME TO TIME. YOU SHALL NOT EXPORT THE SOFTWARE,
DOCUMENTATION OR INFORMATION ABOUT THE SOFTWARE AND DOCUMENTATION WITHOUT COMPLYING
WITH SUCH LAWS, REGULATIONS, ORDERS, OR OTHER RESTRICTIONS. YOU AGREE TO INDEMNIFY ZyXEL
AGAINST ALL CLAIMS, LOSSES, DAMAGES, LIABILITIES, COSTS AND EXPENSES, INCLUDING REASONABLE
ATTORNEYS' FEES, TO THE EXTENT SUCH CLAIMS ARISE OUT OF ANY BREACH OF THIS SECTION 8.

9. Audit Rights

ZyXEL SHALL HAVE THE RIGHT, AT ITS OWN EXPENSE, UPON REASONABLE PRIOR NOTICE, TO
PERIODICALLY INSPECT AND AUDIT YOUR RECORDS TO ENSURE YOUR COMPLIANCE WITH THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT.

10. Termination

This License Agreement is effective until it is terminated. You may terminate this License Agreement at any time
by destroying or returning to ZyXEL all copies of the Software and Documentation in your possession or under
your control. ZyXEL may terminate this License Agreement for any reason, including, but not limited to, if ZyXEL
finds that you have violated any of the terms of this License Agreement. Upon notification of termination, you
agree to destroy or return to ZyXEL all copies of the Software and Documentation and to certify in writing that all
known copies, including backup copies, have been destroyed. All provisions relating to confidentiality,
proprietary rights, and non-disclosure shall survive the termination of this Software License Agreement.

11. General

This License Agreement shall be construed, interpreted and governed by the laws of Republic of China without
regard to conflicts of laws provisions thereof. The exclusive forum for any disputes arising out of or relating to
this License Agreement shall be an appropriate court or Commercial Arbitration Association sitting in ROC,
Taiwan if the parties agree to a binding arbitration. This License Agreement shall constitute the entire
Agreement between the parties hereto. This License Agreement, the rights granted hereunder, the Software and
Documentation shall not be assigned by you without the prior written consent of ZyXEL. Any waiver or
modification of this License Agreement shall only be effective if it is in writing and signed by both parties hereto.
If any part of this License Agreement is found invalid or unenforceable by a court of competent jurisdiction, the

remainder of this License Agreement shall be interpreted so as to reasonably effect the intention of the parties.

NOTE: Some components of this product incorporate free software programs covered under the open source
code licenses which allows you to freely copy, modify and redistribute the software. Please refer to this URL to
get more GPL information: http://us.zyxel.com/opensource. For at least three (3) years from the date of
distribution of the applicable product or software, we will give to anyone who contacts us at the ZyXEL Technical
Support (support@zyxel.com), for a charge of no more than our cost of physically performing source code
distribution, a complete machine-readable copy of the complete corresponding source code for the version of the

Programs that we distributed to you if we are in possession of such.

153



